Check Point

SOFTWARE TECHNOLOGIES LTD.

CHECK POINT

ZERO-DAY
PROTECTION

POC Guide

Version 9.1

©2016 Check Point Software Technologies Ltd. All rights reserved
[Internal Use] for Check Point employees

WE
SECURE

THE
FUTURE




Contents

1. (4 g T [o = I 0T FER PP TP PPPRP 5
2. HOW t0 USE thiS dOCUMEBNT ...ceiiiiiiiiiiiiee et 7
3. Licensing and APPIANCES ........c.uuiii i 8
3.1 Public Cloud and Appliance quota and ICENSING ........coccueiriiiiiiieiiiiiee e 8
3.2 Supported Private Cloud emulation deViCesS .........cccccvvvviiiiiiiiiiiiieeeeeeeeeeeeeeeeeee e 9
G0 T N[ 19 o7 1= o [ PSSRSO PSRRRR 10
4. PoC Implementation EXAMPIES .......oocuiiiiiiiiieeee e 11
4.1 General CONSIAEIALIONS .....c..eeeii it it e e e e s r e e e e s e s e e e e e e e s s e sanrraeeeaaeeseasneraneeeaens 11
4.2 MIrror (SPAN) MOAE ....euviiiiiiiiiiieieieieieieiereuererrrerrrrrerrrrrrrrrrrrrrrrr ... 13
4.3  SMTP/TLS Prevent (MTA) and HTTP (SPAN)........ccccoeiiieereeeeeeeeeeeeseeneneee s 14
4.4  Production CP Gateway HTTP/S (Inline) and SMTP/TLS (MTA) ......ccccccivvvmrninnnnnnnnnnn. 16
4.5 SandBlast — Ports needed between GUI/GWI/SB ...........ccooeiiiiiiieiiiiiiee e 17
5. Sizing PoC and Production enVIirONMENt...........ccviiieiie et e e e 18
6. Installing a Sandblast apPliaNCe ............cooiiiiiiii e 19
6.1 Stand-alone vs. multiple private cloud............ccccccviiiiiiiii e 19
6.2 TE-XAPPHANCE ISO ... .ottt bee e 19
6.3 R77.30 Management AQAON ........coiiiiiiiiiiiiiice e e e e e e e et e e e e e e e e ea 20
6.4 Enable Hyper-Threading.........cooo it 20
6.5 Recommended Jumbo Hotfix — R77.30/R80.10(EA) .....ccoeeeiiiiiiiieieee et 20
6.6 Updating TE iImages and €NQINE ........oooiiiiiiiiie e e e e e eeeee e e e e e e eas 21
6.6.1 General info and configUration .............c.uveiiiiii i 21
6.6.2  ONlINE UPUALE ....coiiiiiiie ettt e e s e e e e e e e e 22
6.6.3  OffliN€ UPUALE ....uviieiiiii e e e e e s e st e e e e e e e e e aa 23
6.7 CPU-Level Threat DeteCHION . .....uuiiiiee et e e e e e e e e e s s eeeeeaeeeeans 24
7. (0] 01T [ 1= Ui 0] o H PO PSSP PPPRPPPPPRP 25
7.1 General CONSIAEIALIONS . ..ot eee ettt e e e e e e e s s et e e e e e e e e e s aneeaeeeeeaeeeeans 25
7.2 Anti-Virus and Anti-Bot CONfIQUIALION .........coocuiiiiiiiiiiee e 26
2 T | = USRS 29
7.4 Threat EMUIALION. .......cooiii et e e e e e e e e s e et eeeeaeeeenans 30
0 I | 0= Vo T P 30
7.4.2  Minimum recommeNded IMAGES ........ueeieiiiiiieeiiiiie ettt sbree e 31
7.4.3  Hybrid MOGE.......ccooiiiiiii 31
7.4.4  Multiple Private Cloud applianCesS ..........coocuiiiiiiiiiiie e 31
A T N i {111 4/ o= PSP PSERRR 32
7.4.6 Different “Links inside mails/documents” features ..........ccoocoviieiiiiiiiiicn e 33
45 T 1 PP PRPRUPPPR 34
7.5.1  Show currently installed POStfiX VEISION .........cocciiiiiiiiiiieeiiiieeeee e 34
7.5.2  General MTA SEHINGS ..ot e e e s e e e e e s et aaaeeeaeeeeans 34
A T T = 1O O 1 o o = USROS 35
7.5.4  How-to block file extensions iN POSHIX .........eeeiiiiiiiiiiiiiiee e 37
755 Recommended MTA BeSI-PracCliSES ........ccuuiiiiiiiiiiiiieiiee e eeiiiieee e e eiieee e e e e e 38
7551 Raising the MTA header length limit ..........ccceeeiiiiiiiii e, 38
755.2 Setting a POStiiX NOSINAME .......oooii e 39
7.5.5.3 Upstream MTA delivery issues (tcp_timestamp) ......cccccveeeeeeeiiiiiiiieeeeee e 40
7.5.5.4 Implementing CleanUP SCHPT..... ... aeneaenennnnnne 41
7.5.5.5 Next hop redundancy / fAlOVET ............evviiiiiii e 41
7.5.5.6 OULOING TLS ... 41
7557 Special considerations when using MTA on a gateway Cluster..............ccoccueeene 42
7.5.5.8 Feed MTA logs into SmartView Tracker / SmartLog.......ccccceevviiiiiiiieiieeeenncennee, 44
7.55.9 Ivar/log/maillog Size TOr POC ........oooiiiiieeiie e 46

©2016 Check Point Software Technologies Ltd. All rights reserved | Page 2/102
[Internal Use] for Check Point employees



7.5.5.10 Debugging and Performance Troubleshooting Kit.............ccccccveeeiiiiiiiiiiniee e 47

7.6 SMAMEVENT ... 48
7.6.1 How to configure e-mail alerts for High and Critical TE events .........c.ccccceeviiieeennne 48
7.6.2  Bugfix for TE events with more than 3 malicious Images .........cccccceeevvivciiieeeeeeeeenn, 52
8. [ PR 53
8.1 ICAP SBIVEI i 54
8.2 CONTIGUIATION ...ttt e et e et e e e b e e e e nnbeeeeean 54
8.2.1  Configuration fil€S ........cco i 54
8.2.2  Configure emulation IMAJES........oieiiiiiieeiiiiee et e e anreeee e 55
8.2.2.1 All or recommeENded IMAGES ......uuviiiiie e e e e enreees 55
8.2.2.2 Configure specific emulation IMAagES..........ccoiiiiiiiiiiiiiee e 55
8.2.2.3 Adding Windows 10 image for ICAP emulation ...........ccccccooociviieiee e 56
8.2.3  Attaching an ICAP ClIENT ......cooiieiieiiiiee et 56
S 70 T 1o To To 11 Vo USROS PPSRRRR 57
8.3. 1 GENErAl IOgQING . .ccieeeeee ittt 57
8.3.2 Enable logging of Denign fileS..........ccuiii i 57
8.3.3  Debug logging ......cccoviiiiiiiii 57
8.4 ICAP daemon troubleSNOOtING......ccieeii i 58
8.4.1  Start manually and get €rrors 0N STAMUP .......eeeiiiciiiiier e ae e 58
8.4.2  Verify ICAP daemon iS FUNMING ....cooiuuriiiiiiiieeiieiee e et e s e e e e sneeeeean 58
8.5 Sample CoNfIQUIatiONS .......coovvviiiiiii e 59
8.5.1  SQUID PIOXY ...ueeteeeeeeeeee s ittt et e e e e st e e e e e e s s s e nb e e et e e e e s aasbbbrnr e e e e e e s s aanrranreeeaeeeaans 59
8.5.1.1 SQUID compilation flags and VErsion.........cccccccvveviiiiiiieieeeeeeeeeeeeeeeeee e 59
8.5.1.2 SQUID sample CONIQUIALION ..........vviieiiiieeeeiiiee et 59
8.5.2  MCATEE WED GAEWAY 7.6 ....uveeiiiee ettt e e et e e e e e e 61
8521 Configuring the Check POINt ICAP SEIVET ........coiiiiiiiiiiiiiiee e 61
8.5.2.2 Configuration MCAfee ICAP ClIENt ........oeviiiiiiie e 62
8.6 ICAP MiSCEIIANEOUS.......cceii ittt e e e e s e e e e e e s e et aaeeeeaeeeeeans 71
8.6.1 Add “Protection Type: ICAP emulation” to SmartLog/Event searches..................... 71
8.6.2  Access.log — available log variables..............cooiiii e 72
8.6.3  ICAP SEIVEr rESPONSE COUES ...oiiieiiiiiiiiiiiiee e e e e eectee e e e e e e e s s srar e e e e e e s e s entbaaeeeeaeeeeans 73
9. TRrEAL EXITACTION......eiiiii ittt e e e e et e e e e e e e s e et e eeaeaaeeeen 74
LS TR R @ TV 2o i = o o GO PSP SPSERRR 74
9.2 Parallel/Serial MOUE..........ooi et e e e e e e e e et eeeaeeeeens 74
9.3 Add option to “send original email”..............oeeiiiiiiiiii e 74
9.4 Demo via Web Browser PIUQIN ...t 75
9.5 Demo With MTA NVIFONMENT ....uviiiiie it e e e e e e s r e e e e s e s eaebaaaeraaeeeeans 75
O TR I i 10 G A . S 76
10.1 B AN o o (o Yot U0 =T g1 =i o o PSPPSR 76
10.2 (ST gFo o] [T o A o I o Lo 4 (=P 76
10.3 ENabling APT1OGQING ..eeoiiiiiiiiiiiiiie et 77
11. Testing & TroubleShOOtING .........cooiiiiiee e 78
111 I have a problem - wWhere is the 109 ? ........cuveiiiiiii e 78
11.2 LIS AT 410 F= U T SRR 79
11.3 IMAgE/ENGINEG UPUALE ........eeiiiiiiiee ettt e e e 79
10.3.1 Check image and detection rule VEISIONS ..........eeevieeiiiiiiiiiiei e 79
10.3.2 CheCk TE €NQINE VEISION......uiiiiiiiiiieeiiiiee ettt e e s e e s e e e s ees 80
10.3.3 Check ThreatCloud Update server CONNECHVItY............cccvveeeeeeeeiiiiciiiiee e 80
10.3.4 Remove all images and Start 8gain ............oooueeeiiireeee e 81
10.3.5 Force update from CLI........oiiiiiiiiiieiec e e e e 82
10.4 Useful TECLI COMMANTS.......cceeiiiiiiiee ettt e e e e e e e e s s s nnenneeeeeeas 83
10.5 Useful MTA/POSEfiX COMMANTS ......cooviiiiiiiiiiee e 84
10.6 How-to send an email with attachment from CLI .........cccccoiiiiiii e 85
10.7 SNMP MONIEOTING -ttt e e st e e e s st e e e s anbb e e e e sanneeas 86

©2016 Check Point Software Technologies Ltd. All rights reserved | Page 3/102
[Internal Use] for Check Point employees



10.7.1 TE SNMP OIDS ..ottt ettt e e e s e e e e e s e s nb b e e e e e e e e e s aannnees 86

10.7.2 Extend SNMP MONITOIING «.oevieeiiiiiiiiiieeiee et eee e e e e e s e et reeaee e e e enneeees 89
10.7.2.1  ENADIE SNMP.. ... e e e e e e e 89
10.7.2.2 Extend available SNMP OIDS........coccuiiiiiiiiiieiciiee e 89
10.7.2.3  Postfix mailqueue mMONItOriNg SCHPT......cciiiriiieiiiiiie e 90
10.7.2.4 Emaild queue MONItOrING SCHPL ...vveeiiee i e e et e e e e eneees 90
10.7.2.5 Running VM instances MOoNitoring SCrPL........coiurieiiiiiiieeiiiiee e 90
10.7.2.6  Testextended SNMP VAIUES ........ccociiiiiiiiiiiieeiiiiee e 91
10.8 How-to handle False-positives/False-negatives during a PoC..............cccceeviiveeenne 92
10.8.1 FaAlSE-NEQALIVES. ..o cettieeiee e e e e e e e e e e e e e e e e e e e e e e s e atbra e e e e e e e e e e annrrees 92
10.8.2  FaAISE-POSITIVES ....eeeieiiiiiiie ettt e et e e e e e s nb e e s e e e e s 92
10.9 How-to issue a license via USer CENLET ........ccoiiiuiiiiiiiiiie i 93
10.9.1  Cloud eMUIALION ...t e e e e e e e e e e e e e e e e et eeeeaeeeeeannneeees 93
10.9.2  LOCAI EMUIALION .....eiiiiiiiiie ettt e e et e e st e e e e nnnneeas 95
10.10  MiISCEIIANEOUS .....ceeiiieeeeeee ettt e e e e e e e s e e e e e e e s e e e ntbteeeeaeeeeeeannnnnees 96
10.10.1  Getting data behind empty TE fOrensic reports.........cccveeeeiiieeeiniieie e 96
10.10.2 Set TED.ELG logsize and l0grotate ..........cccccceeuumumnmmmnmniiiinnnennnnnnnnennnnnn. 99
10.10.3  Blocking filetypes inside arChiVeS..........ccccvviieiiee e 101
11.  Important SKS and NOtfIXES......ccooi i 102

©2016 Check Point Software Technologies Ltd. All rights reserved | Page 4/102
[Internal Use] for Check Point employees



1. Change Log

| Editor Date Version Comments
Igor Freidin June 1% 2015 V1 Initial document
Thomas Werner Sept 23" 2015 V2/3 Restructure
Thomas Werner Sept 28" 2015 V4 Added content
Thomas Werner Oct 2™ 2015 V5 Added content
Thomas Werner Oct 21" 2015 V6 Added Hyper-Threading
AV setting for MTA inspection
Tom Kendrick V6.1 Fixed typos
Thomas Werner Nov 2" 2015 V6.2 Added important notes to 6.5 CPU-Level
Threat Detection; added redundant MTA
next hop info
Thomas Werner Nov 3" 2015 V6.3 Added Stand-alone info and tecli for “save
all sample” option; restrict concurrent VMs
running
Thomas Werner Nov 06" 2015 V6.4 Restructured MTA section
Added MTA logging to SmartView Tracker /
SmartLog
Thomas Werner Nov 11" 2015 V6.5 Added information on stand-alone
Sandblast PoC (section 6.1)
Thomas Werner Jan 08" 2016 V6.6 Added MTA infos for cluster deployment
(section 7.4.2)
Updated TX infos (section 8)
Added FP/FN handling (section 9.5)
Thomas Werner Jan 11" 2016 V6.7 Errata
Thomas Werner Jan 29" 2016 V6.8 Added flow diagram
Thomas Werner Feb 03" 2016 V6.9 Added SmartEvent bug info and email
alerting
Thomas Werner Feb 04" 2016 V7.0 Added 9.1) | have a problem — where is the
log ? and 10) Important hotfixes and SKs
Tom Kendrick Feb 22" 2016 V7.1 Update to redundant MTA next hop info
Thomas Werner May 04" 2016 V7.2 Updated redundant MTA next hop
mechanism
Added outgoing TLS configuration
Thomas Werner June 20" 2016 V7.3 Added AV URL reputation setting (p. 29);
added “Blocking filetypes inside archives”
(9.7.3); added workaround for emails
getting queued in Postfix (7.4.2)
Thomas Werner July 4" 2016 V7.4 Corrected typo in 7.4.3
Thomas Werner July 25" 2016 V7.5 Added section 7.4.2 Recommended MTA
fixes
Thomas Werner July 26" 2016 V7.6 Fixed page numbering and typos
Thomas Werner Sept 26" 2016 V8.0 Added SNMP monitoring and ICAP section;
Thomas Werner Oct 05" 2016 V8.1 Removed obsolete “Threat Cloud
information sharing” section
Thomas Werner Nov 24" 2016 V8.2 Corrected misleading information in MTA
section
Thomas Werner Dec 13" 2016 V8.3 Added
- NGTX licensing (3.3)
- Ports needed (4.5)
- IPS(7.3)
- Minimum recommended images
(7.4.2)
- Different link functionalities (7.4.5)
- TX serial mode info (9.3)
Thomas Werner Dec 28" 2016 V8.4 Errata

©2016 Check Point Software Technologies Ltd. All rights reserved |

Page 5/ 102

[Internal Use] for Check Point employees




Editor
Thomas Werner

Date
Feb 03" 2017

Version
V8.5

Comments

selecting specific emulation images for
ICAP (8.6.2)

added important notes on 7.5.2 BCC
mode

added 7.5.3 How-to block file-extensions
in Postfix

added 6.5 Recommended JHF

Thomas Werner

June 05" 2017

V8.6

changed ICAP manual starting directive
changed ICAP service name

added Win10 image support for ICAP
(8.2.1.1)

added ICAP daemon troubleshooting
infos

added Threat Extraction “send original
email” infos (9.3)

added how to send email w attachment
from cmdline info (10.6)

Thomas Werner

Oct 12" 2017

V8.7

Revised whole document and ICAP
section

Added 7.5.5.1) Raise email header limit
Added 10) TE API

Thomas Werner

Oct 16™ 2017

V8.8

Added additional MTA Best-Practises

Thomas Werner

Oct 23" 2017

V8.9

Setting a Postfix hosthame

Thomas Werner

Nov 24" 2017

V9.0

Minor fixes

Thomas Werner

Jan 10" 2018

V9.1

Minor fixes
New JHF recommendations

©2016 Check Point Software Technologies Ltd. All rights reserved | Page 6/102
[Internal Use] for Check Point employees




2. How to use this document

The purpose of this document is to provide a Step-by-Step/Best-Practice PoC guide for a Sandblast PoC

installation.

How-to use the Sandblast PoC guide

Phase

Start

Need info on Sandblast licensing ?

Yes

Licensing

No

\ 4

Read section
3) Licensing and Appliances

PoC Impementaion

Read section
4) PoC Implementation Examples

v

Need MTA ?

Yes

v

<
No [T
A\ 4

Need ICAP ?

Read section next 7.5) MTA

v

No [€

Read section next 8) ICAP

Sizing

\ 4

Read section
5) PoC Sizing

Setup TE

v

Walk-through setup
6) Installing a Sandblast Appliance

v

Walk-through configuration
7) Configuring a Sandblast Appliance

Setup TX

\ 4

Walk-through configuration
8) Threat Extraction
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3. Licensing and Appliances

3.1 Public Cloud and Appliance quota and licensing

For a POC including Public Cloud (ThreatCloud) emulation you'll need a cloud quota license.

1. Cloud Quota

Defines the maximal number of emulations allowed per month. A cloud quota, can be
automatically created via User Center Quick Evaluation option.

You can use:

e CPSB-NGTX-EVAL to be generated for:

A This is the recommended eval license for TE cloud (public) emulation

o Existing (already licensed) production gateways where you want to enable
TE/TX blade with emulation in Public Cloud

¢ In Hybrid mode (e.g EXE files configured for Public Cloud emulation and
other files for local emulation) on a existing gateway where TE blade is
enabled and forwarding traffic is configured for another dedicated local
emulation GW and ThreatCloud

e CPSG-CPSM-EVAL

o All-In-One license that includes a Public Cloud (TE/TX) license for 75.000
files/month

If you need bigger Public Cloud license per month you must approach Solution Center to get an
appropriate license. We found out that also assigning multiple CPSB-NGTX-EVALs is adding the
included quotas cumulative (but that's not the official way ©).

To check the current cloud license status use:

# cpstat threat-emulation -f contract
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2. Local Sandblast appliance
A local TE emulation licenses can be created via User Center Quick Evaluation option.

Add Evaluation Product(s)

* Select Evaluation Product

Endpoint Package, 25 seats (Legacy) - CPEP-TS-EVAL
Threat Emulation
* Purpose for Evaluation: NGTX package including Threat Emulation cloud and Threat Extraction - CPSB-NGTX-EVAL
TE2000 - Threat Emulation appliance with 56VMs - CPSG-TE-VMS5&6-EVAL
TE1000 - Threat Emulation appliance with 28VMs - CPSG-TE-VM28-EVAL
TE250 - Threat Emulation appliance with 8VMs - CPSG-TE-VME-EVAL

* Select Account:

*-Required Fields

The different licenses limit the number of total VMs that the appliance is allowed to run, e.g xxx-VM28-EVAL
allows 28 concurrent VMs.

3.2 Supported Private Cloud emulation devices

The currently supported line of Private Cloud emulation appliances are below.
To get special approval for OpenServer usage contact SolutionCenter.

HW perspective SKU
TE250 4800 appliance with 8GB RAM CPAP-TE250-8VM
TE1000 12600 appliance with 24GB RAM CPAP-TE1000-28VM
TE2000 13500 appliance with 64GB RAM CPAP-TE2000-56VM
TE100X Special HW for Hyperwise support (max. 4 VMs) CPAP-TE100X-4VM
TE250X Special HW for Hyperwise support (max. 8 VMs) CPAP-TE250X-8VM
TE1000X Special HW for Hyperwise support (max. 28 VMs) CPAP-TE1000X-28VM
TE2000X Special HW for Hyperwise support (max. 40 VMs) CPAP-TE2000X-40VM
TE2000X-HPP Special HW for Hyperwise support (max. 56 VMSs) CPAP-TE2000X-56VM-HPP

While all of the 2012 appliances manufactured after mid 2013 (and all TE appliances) come with VT
(Virtualization Technology) enabled if supported, 2012 appliances manufactured beforehand have it disabled
by default, and you need to enable it manually in the BIOS. See sk92374 for more details.

& Using TE appliance as Stand-Alone (management+GW+TE blade) or “custom adjusted” CP appliances
as Private cloud (e.g Power-1 with 12GB of RAM or 12600 with 30 GB of RAM) may lead to a case where the
system becomes slower and emulation could fail. Lower the amount of RAM assigned for TE in this case (can
be approx.. 20-45%). This will limit the number of VMs in use (calculate 500 MB RAM per VM). Monitor the TE
gateway throughout the procedure.

& Using OpenServer is not supported because of missing CPU Level Emulation feature

&Follow POC HW Request process to get relevant HW upfront.
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3.3 NGTX licensing

DEPLOYMENT MODES & LICENSING S

Check Point

CLOUD MODE DISTRIBUTED MODE STANDALONE MODE
Gateways + SandBlast Service Gateways + SandBlast TE Appliance Inline SandBlast Service Appliance
SandBlast Service SandBlast TE Appliance SandBlast TE Appliance deployed:
Inline
Span / TAP
As MTA
As ICAP server
API

o " R B

Security ateway

(=]

Secrity ateway

SandBlast TE Appliance

N O CHANG E * NGTX required for gateways to send files
* No renewal for SandBlast TE Appliance * NGTX required for the SandBlast Appliance

same licensing as today
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4. PoC Implementation Examples

4.1 General considerations

As a rule of thumb — the device should see file downloads (HTTP/S), and the incoming e-mail traffic
(SMTP/TLS)

A SMTP/S is where we currently see most of the threats so inspecting/seeing this is very important. As some of
the incoming mail might be in SMTP/TLS — enabling MTA is mandatory.

You need MTA if

A. You want to inspect SMTPS/TLS traffic
B. You want to use Prevent mode for SMTP/TLS
C. You want to do Threat Extraction on SMTP traffic

Using a Mirror (SPAN) port

o Span ports tend to lose packets, according to the switch capabilities and the actual network
throughput. This can cause Threat Emulation (and the rest of the blades) not to inspect some
traffic. Take this into consideration — if some files are not shown in logs in span port, make sure
(e.g. using tcpdump) that all of the packets indeed arrived correctly.

o The span port must be configured to support the combined overall throughput of the uplink and
downlink seen. For example — 100Mbps span port cannot span a 60Mbps sync connection —
as it needs to pass 120Mbps to the device. Such mistakes are pretty common, and can easily
cause the PoC to be ruined. Make sure the span port can handle the traffic load. Prefer TAP
deployment if possible.

In Mirror mode deployments always configure all blades to be in ‘detect mode’ and ‘background’ (not to hold
connections). Otherwise, the content after the held/dropped packet will not be inspected.

Recommended_Profile l ? o £ |
General Properties General Properties
Anti-Bot Settings
Anti-Virus Settings 7
Mame: R ded_Profil -
(=)~ Threat Emulation Settings ame e W Black
Emulation Environment Comment:
Excluded Mail Addresses
Advanced Blade Activation
[+~ Advanced -
|| Anti-Bot
e Arti-Vinus

=#| Threat Emulation

Protection Activation

High Corfidence: (T -
Medium Confidence: Detect -
Low Confidence: Detect -
Performance Impact: [T Medium or lower -

When working in monitor mode the gateway cannot, naturally, drop/hold the traffic. Nevertheless, a
configuration that causes it to ‘hold’ / ‘drop’ the traffic will cause the device to stop inspecting the rest of the
connection — as the client / server will continue communicating when the gateway ‘thinks’ that the connection
is in hold / was terminated.
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If traffic from the Management of the gateway is seen on the monitor port of the same gateway follow the
below steps to avoid anti-spoofing issues and unstable traffic:

Edit -> SFWDIR/boot/modules/fwkern.conf
Add the appropriate line to the file:
For IPv4 traffic —
fwx bridge reroute ipv4=<management ip>
For IPv6 traffic —

fwx bridge reroute ipv6=<management ip>

<management_ip> is the IP address of the management interface.
Afterwards reboot the Security Gateway.
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4.2 Mirror (SPAN) mode

Sandblast considerations in this scenario:

o Pros
* no changes in production environment needed
o Cons

= no HTTPS inspection
* no SMTPS/TLS inspection
* no Prevent mode
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4.3 SMTP/TLS Prevent (MTA) and HTTP (SPAN)

Mailserver
Configured
To send all mails
to TE (either BCC
or directly)

Sandblast considerations in this scenario

o Pros
» Inspection of SMTPS/TLS via MTA possible
» If needed Prevent-mode is possible for SMTP/SMTPS
= TX can be evaluated if Sandblast MTA is in the mail stream as full MTA

= no HTTPS inspection
= changes to production MTA needed to forward or BCC mails to Sandblast appliance MTA

Tipps
e To eliminate seeing SMTP traffic twice you need a proper FW ruleset on the TE
appliance
o when using BCC configure Nullhost on appliance MTA (see section “Configuration”).
©2016 Check Point Software Technologies Ltd. All rights reserved | Page 14 /102
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Modify the FW policy for MTA

Null MTA for PoC

- To avoid the stream engine catching SMTP before the
MTA you need to adjust the FW policy

— Only relevant when on a SPAN port!

Policy B B L B w0 | B Sewchiort? ottt e

1 |(IED o & ary [T W any Trafric T smtp @ accept = Mone [ Policy Targets | [ Any

HJ—F 1] K’ coporstemsii E ary E Ay Traffic I3 smip @) drop = hone oty Targets (& Any

3 |dED o [ w Ay i Any Traitic # Any €1 acespt = Hons [# Poloy Targets | B Any

« Rule 1 will allow the IPs of the GW to act as MTA

» Rule 2 will only inspect traffic from the internal email server
to make sure that DLP/AntiSpam will work if needed

* These rules would make sure that the inbound emails to
the internal email server will not be inspected twice
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4.4 Production CP Gateway HTTP/S (Inline) and SMTP/TLS (MTA)

Mailserver
Configured
To send all mails
to TE (either BCC
or directly)

2

@ SMTP/TLS

Sandblast considerations in this scenario

o Pros
» Inspection of SMTPS/TLS via MTA possible
= Inspection of HTTPS possible if activated on the CP gateway
= If needed full Prevent-mode is possible
» TX can be evaluated if Sandblast MTA is in the mail stream as full MTA

» changes to production CP gateway configuration
= performance impact on CP gateway

Tipps

» be sure to do sizing estimation for TE blade on productive CP gateway (see Section “Sizing”)

* when using BCC configure Nullhost

+ when activating the TE blade on the gateway to configure the hand-off, a Threat Emulation
engine will also be installed on this CP gateway. So engine updates are also relevant if
available/needed
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45 SandBlast — Ports needed between GUI/GW/SB

FW1: TCP/256

CPD: TCP/1E191
CPD_amon: TCPf18192
FW1_CPRID: TCP/18208
SIC: TCP/18209

Security Gateway

temain: TCF/18194

Management & FW1: TCP/256

Log Server FW1_Log: TCR/257

CPD: TCR/18191

| ICA_PULL: TCP{18210
il

4
L

Sandblast Appliance

SSH: TCRf22
HTTPS: TCP/443
CPMI: TCP/18190
CPM: TCP/15009

SSH: TCP/22
HTTPS: TCP/443

GUI Client
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5. Sizing PoC and Production environment

The following options are available to do a proper sizing for a Sandblast PoC (order is with decreasing sizing
accuracy):

1) Do a Security Checkup or a TE Poc

2)

3)

a. “tecli show statistics” will give you all needed sizing information

b. additionally you can take a CPSIZEME and use the Appliance Sizing Tool
(https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit doGoviewsolutiondetails=&

solutionid=sk88160)

Activate TE Sizing mode on an existing Check Point Gateway:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&soluti

onid=sk93598

a. A Performance Impact is almost the same as when running TE live. So do a proper sizing for

the production gateway in advance -> use CPSIZEME and Appliance Sizing Tool

(https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails

=&solutionid=sk88160) to get an estimation how activating TE Sizing Mode will affect the gateway

Use our “average” calculation
a. per user calculate 2 files to be emulated for SMTP/TLS
b. per user calculate 5 files to be emulated for HTTP/S
c. Theresultis a file/day value which you can compare with our Sandblast appliance datasheet

values (files/month)

d. Example:

i. Company with 5,000 users
ii. Uses both HTTP and SMTP
ii. (5,000 Users * 2 files SMTP) + (5,000 Users * 5 files HTTP)

TECHNICAL SPECIFICATIONS

= 35,000 files per business day (10 hours workday)
= 35,000 files/day * 21 business days -> 735,000 files/month -> TE1000X

TE100X TE250X TE1000X TE2000X / TE2000X
HPP
P 2 =
L) cws | i - | T
Performance
Recommended files/month 100K 250K M 1.5M /[ 2M
Recommended users Up to 1,000 Up to 3,000 Up to 10,000 Up to 20,000
Throughput 150 Mbps 700 Mbps 2 Ghps 4 Gbps
Number of virtual machines 4 8 28 40/ 56

4) Use the maximal bandwidth of the customer and compare it to the above appliance datasheet

A All Sizing numbers in the datasheets are calculated with the “Recommended Check Point images” in use.
This means with only two selected emulation images running. In a PoC it makes sense to activate all images

to get the highest catch rate. Enabling additional images has a severe performance impact. Doubling number
of emulation images cuts throughput performance of appliance by more than half.
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6. Installing a Sandblast appliance

6.1 Stand-alone vs. multiple private cloud

One Stand-alone Sandblast appliance
If from a load perspective one Sandblast appliance is sufficient you can use the following deployment options:

1)

2)

Without attaching to the customer’s CP environment

You do the Sandblast PoC with only one self-sustaining Sandblast appliance. Therefore install the appliance
as an all-in-one deployment with gateway AND management on one box. Afterwards you activate the relevant
inspection blades AV/AB/TE and also the management blades like SmartLog, SmartEvent and the
SmartEvent Correlation Unit. This setup will run only on a Mirror Port / MTA deployment as you cannot
integrate this setup into a customer’s existing Check Point infrastructure. The deployment methods are
covered in section 4.2) Mirror (SPAN) mode and 4.3) SMTP/TLS Prevent (MTA) and HTTP (SPAN).

With attaching to the customer’s CP environment

If you want to attach one Sandblast appliance to an existing customer Check Point Gateway/Cluster - like
mentioned in section 4.4) Production CP gateway HTTP/S (Inline) and SMTP/TLS (MTA) - you will have to
install the sandblast appliance without the management component during the initial GAIA setup.

Multiple Private Cloud appliances
If one Sandblast appliance is not able to take all the traffic load and you need multiple once there are two options:

1)

2)

Without attaching to the customer’s CP environment

In this scenario you will need one or more Check Point gateways acting as “harvesters” attached to a Mirror
Port. These gateways will be configured to use multiple Sandblast appliances for emulation like described in
7.4.4) Multiple Private Cloud appliances.

With attaching to the customer’s CP environment

If a Check Point Gateway/Cluster is already in production at the customer you can also attach multiple
Sandblast appliances directly to these gateways. See section 7.3.3) Multiple Private Cloud appliances.

6.2 TE-XAppliance ISO

A Be sure to use the correct ISO for a TE-X-appliance (do not use an old TE appliance I1SO)

Download link R77.30 ISO image for SandBlast appliances (TE-X Appliances):

https://supportcenter.checkpoint.com/supportcenter/portal/role/supportcenterUser/page/default.psml/media-

type/html?action=portlets.DCFileAction&eventSubmit _doGetdcdetails=&fileid=53306
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6.3 R77.30 Management AddOn

The Management Add-on package is needed for using Threat Extraction and also for some TE/AV functionalities
(like “Scan links inside emails” option).

A There is no need to run a dedicated Management or SmartEvent Server within a Sandblast PoC. You can
run Management, SmartLog, SmartEvent, AV, AB, TE on one Sandblast Appliance. The performance impact for
Management , SmartLog, SmartEvent is almost negligible because of the much smaller event count in opposite to
a full Security Checkup.

A If you integrate a TE appliance with an existing CP gateway of a customer the Add-on must be installed on
the management server of the customer. Take this into consideration when planning/designing a PoC.

Download link R77.30 Management Add-on package:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit _doGoviewsolutiondetails=&solutionid=sk
105412

6.4 Enable Hyper-Threading

Enabling Hyper-Threading will improve emulation performance on the appliances — in short activate it via

Run cpconfig command.

Choose 'Configure Hyper-Threading' option.

Select 'yes' to enable SMT.

The wizard enables SMT and updates the number of CoreXL FW instances automatically. If the wizard cannot update
CoreXL automatically, then configure the CoreXL manually as described above (this is relevant in cases where
CoreXL configuration was modified manually before enabling SMT).

5. Press Enter to continue.

AwNPRE

More information can be found here:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk93000

6.5 Recommended Jumbo Hotfix — R77.30/R80.10(EA)

We strongly recommend installing at least JHF 292 — currently available as GA Jumbo Hotfix.

This will include important MTA enhancements, Threat Extraction enhancements and the ICAP hotfix:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk114613

If you decided to install the SandBlast Appliance with R80.10 (currently EA for SB Appliances) make sure to
install at least Take 70.
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6.6 Updating TE images and engine

6.6.1 General info and configuration

A Online update will download images and the current TE engine version. The total data volume is approx.

50GB. Take this into consideration when planning your PoC setup. At a customer with low bandwidth this could
take some time.

A Only selected images in your Threat Prevention policy or corresponding CP object settings will be
activated/installed. This is true for both Online or Offline update procedure.

A If you only select “Use Check Point recommended emulation environments” you will only get two images
(WinXP and Win7 with Office 2003/7). This will limit your catch rate.

To get all images use the following configuration
On the Check Point Gateway object or Sandblast appliance object:

BB & v
o sects ~
N rle Ob Check Point Gateway - smesg
4 @ Check Point
?:masg - General Properties Advanced
» = Nodes -
b E Networks . 'Nl'tr_l?\ogy Resource Allocation
b g Groups - HTTPS Inspection . = ]| =
St lation when disk falls bel 20 | %
& | g Address Ranges HTTP/HTTPS Proxy FICUI ST ERSEEA E B IR0
& |4 Dynamic Objects - Anti-Bot and Anti-Virus Limit memory allocation {onty relevant in local emulation)
=~ Threat Emulation
H When limit is exceeded traffic is accepted with track: [ 2] Log - @
- Threat Extraction
- Platform Portal
- UserCheck
- Mail Tranefer Agent
-Logs are also selected in the policy):
- Optimizations
Hit Court Image

Within your Threat Prevention policy activate all four available images:

Threat op= Anti-Spam @ Mobie e
@ Prevention & Mail !‘ Access * ®" IPSec VPN ® Compliance 0 QoS = Desktop
[ 8] Add Rule~ T Add Exception - 7% Delete o ctions - | | 7ipe 0 Serch Q| [© insal Poicy |
Protected Scope Protection/Site/File/Indicator Action Track
%] Any [2YRecommended Profile LocalEmu 3 Log
~ [f%| antiBot W prevent & Packet Ca
% Anti-Virus W Prevent

[#] ThreatEmulation W Prevent

s
Recommended_Profile_LocalEmu

~Genersl Propetios Emulation Environment
Anti-Bot Settings

AntiVirus Settings

£ Threst Emulstion Settings S

: © According tothe gateway

1 Excluded Mail Addresses | _

L. Advanced © Specty
Indicators

- Advanced

(2) Use Check Paint recommended emulation environments

@ Lse the following emuiation environmerts

Image 3
‘WinXP,0ffice 2003/7,Adobe 9, WinXP.Office 2003/7.Adobe 9. Flas... Il
Flash 9,Java 6 Name: Microsoft Windows XP-32bit
\F’\‘flar\s?h,?gtl;:f:ﬂ:ﬁrﬂdnheﬂ. g:m:iPack ;DDE . d
g;lﬁ?';if: L0adebe 11, Adobe Acrobat Reader 9.0
\;\(’;r;,?;f;;:f:?,l\dube 11, J—':wn::EH.aah Player: ? . I
< m »
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6.6.2 Online Update

After configuring the images you want to use (see section 6.5.1) activate the online update options:

& & Application & oim Data Loss 9 Threat
- Firewall “'q.! URL Filtering L) Prevention (\,:13 Prevention
<
(.4 Overview Updates
f Wiki
W/ Threat Wik Automatic Updates
L[] Policy
% Eif Exception Groups | Update
= Gateways [¥] Update Threat Emulation engine on the Security Gate
= Protections
EEI Profiles | Update Threat Emulation images on the Security Gatew;
€., Sies
;@J’ \UserChedk Configure Proxy... | 0of 1 Securty Gateways have a proxy ot
= Q¢ Advanced
Updates

At last switch on the TE blade and install the policy:

Network Security (4) | Management (3)

| Firevaall Application Contral Adv. Networking & Clustering
IPSec VPN URL Filkering

Quality of Service, Dynamic Routing and
Policy Server

Multicast suppart. Wire speed packet
ingpection with SecurexL and high
availability or load sharing with
Clusteri=L.

Mobile Access
IPS
Anti-Bot
| Antitfinug § | —
Anti-Spam & I

Email Security

Identity Awareness @05 - —

M onitorir
s tare Info 1

You should then see the gateway downloading the images either via SmartDashboard:

pplication & ohw Data Loss @ Threat 2 Anti-Spam @ Mobile
URL Filtering h Prevention (i‘} Prevention ‘. & Mail !’ Access
<
. Gateways

() Overview

W Threat Wiki

L;ﬁ Policy Gateway 1P Address Anti-Bot Anti-Virus Threat Emulation
2k - Exception Groups 55 smesg 17227.254.254  |— Disabled Enabled Enabled

Bl

= Protections

[

Or in more detail via the CLI command # watch tecli show download all

EP admin@smesg:~

Also check if the latest engine version is applied via # tecli advanced engine version.
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Deactivate the online update option if needed:

Application & Data Loss :'.I Threat
URL Filtering a Prevention :ﬁ'» Prevention I
L4
() Overview U pdates
& WL
e/ Threat Wiki Automatic Updates
L] Policy
+ EE% Exception Groups | Update malware database on the Securty Gateway
—& Gateways Update Threat Emulation engine on the Security Gateway
Protections
E—_E"l Profiles Update Threat Emulation images on the Security Gateway
< 5 Sites -
;::gﬂ’ UserCheck Configure Proxy... | 0of 1 Secunty Gateways have a proxy ¢
-] 0 Advanced
Updates

Download the latest Offline Update package from:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit _doGoviewsolutiondetails=&solutionid=sk
92509

The Offline Update procedure is also described in the above SK.
You could see the proper initialization of the images via the CLI command

# tecli show download all

@ admin@smesg:~

Also check if the latest engine version is applied via

# tecli advanced engine version
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You can check the CPU Level detection status via:
# tecli a a s | grep CPU-Level

[ExpertBsmesg:B81# tecli a a s | grep CPU-Level

CPU-Level Detection: UNSUPPORTED
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7. Configuration

7.1 General Considerations

A Always strive to enable all Threat Prevention blades Anti-Virus, Anti-Bot in addition to Threat
Emulation. This will provide you the best catch rate in a PoC. Other vendors like FireEye devices have
a built in Anti-Virus and Anti-Bot functionalities (they tend not to talk about the built in Anti-Virus, but it
exists and viewable in CLI and other tools) — so a fair comparison must include these capabilities as
well.

A AV and AB blade activation makes sense only if you see this traffic as a stream, e.g. ifa TE
appliance is on a Mirror Port. If the TE appliance only works as an emulation device getting traffic from
a CP gateway AV and AB will be of limited use.

In addition also activate all detection signatures with Performance Impact “High or lower”:

b B ——
Recommended_Profile_LocalEmu —— g—
General Properties General Properties
Arti-Bot Settings
i Arti-Virus Settings ) y
" Threat Emulation Settings Mame: Recommended_Profile_LocalEmu B Elack -
i Indicators Comment:
[~ Advanced
Blade Activation
(| Arti-Bot
(%) Arti-Virus

[#%] Threat Emulation
[C] "€ Threat Edraction @

Protection Activation

High Confidence: @ Detect -
Medium Confidence: @ Detect -
Low Confdence: -
Peformance Impact: A High or lower -
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7.2 Anti-Virus and Anti-Bot configuration

Anti-Virus and Anti-Bot blades require constant internet access in order to work

A For PoCs it is best-practise to keep AV in DETECT mode because otherwise AV “kills” the SMTP connection

from the sending MTA which could cause impact even in a BCC setup

A IPS inspection on incoming mails will only work if SMTP is clear-text and not TLS encrpyted because IPS

works on the network stream to the MTA.

Enable inspection of Links inside emails

Also be sure to enable Anti-Virus and Anti-Bot inspection of links inside emails sk105412

2

e ———
Recommended_Profile_LocalEmu

+~ General Properties Links inside mail
Anti-Bot Settings
Anti-Virus Settings
Threat Emulation Settings
i Indicators
- Advanced
i Links inside mail

Maltware DNS Trap

Inspect first 10

Inspect first u0sE

Scane malicious links (URL's) inside email messages

Make sure that this feature is activated inside your TP profile:

& & Application & ke, Data Loss
i- Firewall N&  URL Filtering )

{' IPs

Threat 7]

{KB) of email messages

= URL’s in email messages

Anti-Spam

/& This is a high performance feature and is cumently enabled in the General Properties page

L1 Prevention

* Protections

Prevention & Mail

@ Mobile e
!’ Access ‘e

IPSec VPN | More ™

[ Tipe fo Search Q l
() Overview
& Threat Wiki
|1_.L] Policy &, Cannat access protection information due to connectivity issus.  Try again  Corfigure Prowy settings...

EE% Exception Groups Protection s Blade Engine Known Today  Performance Impact Recommended_Pro
o Gateways W Esploit Detection [#] Threat Emulation | & Exploit Detection N/A | NJA () Detect
= Protections
2 Profies W File Types @ Anti-virus File Type gg | @D Low see details. .
€, Sttes W Links Inside Mail \ [¥e| Anti-Bot 3 Reputation 235,378,491 | (1D Medium ) Detect
ﬁ‘%’ Uzmtizat W Links Inside Mail % Anti-Virus 3 reputation 241,300,738 | @0 Medium 4] Detect

= ) Advanced - — - e —

Enable inspection of “Incoming and outgoing” files
—
Recommended_Profile o - v o-—
-~ General Properties Anti-Virus Settings
Anti-Bot Settings
Arti-Virus Settings UserCheck M
Threat Emulation Settings
Threat Extraction Settings ' Prevent: | 5 Anti-Virus Blocked lz‘
Indicators )
[#- Advanced G2 Ask: % Company Policy Anti-Virus lz‘ show [ Once aday -

Protected Scope

() Inspect incoming files from: | Extemal and DMZ

c E"'I Inspect incoming and outgoing files )

Protocal

interfaces

[T UTTP fam 2 mert)

©2016 Check Point Software Technologies Ltd. All rights reserved |
[Internal Use] for Check Point employees

Page 26 /102


https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk105412

This will enable AV stream scanning on incoming MTA traffic.

If you have an incorrect topology or a one-leg interface implementation (e.g. MTA with one interface) you also
need to reconfigure an additional configuration file to enable AV URL reputation on clear-text email network
stream to the MTA:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk109573

Follow these steps:
1.  Backup the file SFWDIR/conf/malware_config on the Security Gateway.
2.  Edit the file SFWDIR/conf/malware_config in Vi editor.

3. Under [email_links_classification] section, set the value of the parameter "scan_all_traffic" to true:

[email_links_classification]

scan_all_traffic=true

4. Save changes in the file and exit from Vi editor.
5. Install the Threat Prevention policy.

©2016 Check Point Software Technologies Ltd. All rights reserved | Page 27 /102
[Internal Use] for Check Point employees


https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk109573

Enable ‘AV Deep Scanning’

o A Do not enable "Deep Scan" on all files because then DLPU has to reassemble every file passing (on
top of streaming inspection; this will cause massive CPU usage)

e Deep Scan only for
= Msi, pif, cmd, sw, wsc, wsf, chm, hlp, Ink, swf, bat, pdf, com, class
= exe (all different types)
= dll, reg
= vb, vbs, vbe
= All Microsoft Office file types

-
Recommended_Profile_LocalEmu | ? Py

- (General Properties

Anti-Virus Settings

- Artti-Bot Settings
- Anti-Virus Settings UserCheck M
- Threat Emulation Settings
- Indicators W Prevent: | % Anti-Vius Blocked Iz‘
(- Advanced = - -
k") Ask: & Company Policy Anti-Virus E show File Types Configuration
Protected Scope
- Specific fil families actions:
() Inspect incoming files from: | Extemal and DMZ interf e
@ Inspect incoming and outgoing files Q|
Protocol Description Action Il
Windows Installer file Q Deep Scan A
FTF (e Visual Basic script £ Desp Scan 1
Mail (SMTP) Java archive (D) Inspect B
@ HTTPS Windows program info... Q Deep Scan
cmd Windows command file Q Deep Scan
File Types | ws.wsc wsf Windows script file i Deep Scan
() Process file types known to contain malware Isise JavaScript (2 Inspect
. [ hta HTML application lf:) Inspect
() Process allfile types : -
|| adp.ade Access project (D) Inspect
Enable deep inspection scanning (mpacts performag | | bas BASIC source code () Inspect
@ Process specific file types families m ot Certificate file t::) Inspect
i | inf Information or Setup file i’_) Inspect
Archives | ] insisp 115 settings (D) Inspect
Enable Archive scanning fimpacts performance) | Configyl | L mdb.mds Access database £ Deep Scan
| sl ¥ML stylesheet (2 Inspect i

oK | [ Cancel
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7.3

IPS

Since the latest licensing change in November 2016 we now have a NGTX license of the gateway and/or
SandBlast appliance which enables us to use also IPS functionalities.

Since February/March 2016 (ever since Locky become wide spread), we have been developing IPS detection
over Mail and HTTP and released several IPS protections to block all ransomware infection steps using scripts:

1. Mail Attachments (soon also to look at HTTP(s) traffic as well)

>

- Detects executable mail attachments file type:
cpl/ivbelvbs/pif/com/scr/bat/cmd/ace/exe/htaljar

Suispicious Mail Attachment Containing JavaScript Code - Detects downloaders file type: js/jse/wsf

and inside archive files: zip, gzip, rar, recursive zipped files

Micresoft Office Mail Attachment Containing Malicious Downloader — Detects Locky campaigns with

specific patterns and indicators which are not common to other ransomwares

Siispiciotis image Attachment In PhisShingMail — Detects Locky campaigns with specific patterns and

indicators which are not common to other ransomwares

Siispiciotis Microsoft Publisher Mail’Attachment — Detects Publisher attachments with Macro

downloaders

Suspicious Metadata Mail Phishing Containing Attachment — Detects known campaigns with DOCM

attachments

2. Over both Mail and HTTP

>

>

Microsoft Office Files Containing Malicious Downloader

Microsoft Office Files Containing Malicious VBScript Downloader

A For PoCs it is best-practise to keep IPS in DETECT mode because otherwise IPS “kills” the SMTP

connection

from the sending MTA which could cause impact even in a BCC setup

A IPS inspection on incoming mails will only work if SMTP is clear-text and not TLS encrpyted because IPS

works

on the network stream to the MTA.
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7.4 Threat Emulation
7.4.1 TE Images

Enabling all images for Threat Emulation leads to a higher detection rate.
To get all images use the following configuration

On the Check Point Gateway object or Sandblast appliance object:

LSaB & v
N . ”~ -
rlc Obj Check Point Gateway - smesg
Pl Check Point
? :""‘ =) .. General Properties Advanced
L= odes -
b E Networks 'Nl't:{:;\ngy Resource Allocation
» '@ Groups - HTTPS Inspection 5 . - ey
top emulation when disk space falls below: |20 %
» | G Address Ranges - HTTP/HTTPS Proxy P & =
5 & Dynamic Objects - Arti-Bot and Ant-Virus Limit memory allocation orly relevant in local emulation)
=~ Threat Emulation —
When limit is exceeded traffic is accepted withtrack: [ 2] Log - @
- Threat Extraction
Platform Portal
- UserCheck
- Mail Transfer Agert @ Use all the images that are assigned in the policy
Logs i are also selected in the palicy);
- Optimizations
- Hit Count [ mage

Within your Threat Prevention policy activate all four available images:

Threat Anti-Spam @ Mobile e
Prevention & whai ® * «" 1PSecvPn @ Compliance 0 QoS = Desktop
[ L AddRue~ ‘5 Add Exception~ &% Delete & Actionsv] [ Tipe to Search q] [9 Install Policy ]
Protected Scope Protection/Site/File/Indicator Action Track
[&] Any [ERRecommended Profile LocalEmu 2 Log
~ [ antiBot W Frevent 6 Packet Ca
@ Anti-Virus ' Prevent

[#]| Threat Emulation WP Prevent

-
Recommended_Profile_LocalEmu

s General Properties Emulation Environment

L. Anti-Bot Settings

t Anti-Virus Settings

[ Threat Emulation Settings hIE RS S

@ According to the gateway

- Excluded Mail Addresses

t i Advanced

Indicators

Advanced

Environments

(Z) Use Check Point recommended emulation enviranments

@ Use the following emulation environmerts:

Image
WinXP,0ffice 2003/7,Adobe 8, WinXP. Office 2003/7 Adobe 9. Flas___ -
Flash 9, Java & Name: Microsoft Windows XP-32 bit
\;\I’iHTh.lifuﬂ;E 200631'7.4510‘32 9 Service Pack: 3
ash 10, Java . 7
Win7,affice 2010,Adobe 11, Office Versions 2003, 2007
Flash 11, Java 7 Adobe Acrobat Reader: 9.0
Win7,0ffice 2013,Adobe 11, Adabe Flash Player: 9
Flash 12, Java 7
Java SE 160 -
4 " r
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7.4.2 Minimum recommended images
We recommend that you start at least with the following image combinations:
WinXP, Office 2003/7 + Win7 64-bit, Office 2010 + Win7, Office 2013
or
WinXP, Office 2003/7 + Win7, Office 2010 + Win8.1, Office 2013

You should have at least every Office version and in addition one 64-bit image.

But remember that adding additional images has a severe performance impact as EVERY file must be openend
on an additional VM instance.

7.4.3 Hybrid mode

Enabling all images for Threat Emulation on a Sandblast appliance for higher detection rate may have high
performance impact. You can consider emulating specific (non-personal) files like EXE in Threat Cloud.
Therefore the gateway or Sandblast appliance needs an additional TE Cloud license/subscription.

7.4.4 Multiple Private Cloud appliances

Regarding performance for local emulation PoCs you can also consider enabling emulation “load sharing” for
further TE scaling, follow sk102309. With this configuration an existing GW will be the “traffic collector”
forwarding files for emulation to multiple Private Cloud Appliances.

A The steps mentioned in the SK must be issued on the traffic collector(s).
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7.4.5 TE filetypes

Be sure to switch on all TE supported filetypes:

-

[ pplication & Data Loss Threat 7 Anti-Spam @ Mobile L
[ - J— r- ) o *e” ©

RL Filtering Prevention Prevention & Mail Access @  IPSec VPN

¢ . .
@ Overvew Engine Settings
7o Threat Wiki
& Threat Wi Fail Mode
(L] Policy
I:I Exception Groups In case of intemal system emor
=4 Gateways @ Allow all connections (Fail-open)
EI Protections () Block all connections (Fail-close)
[ Profiles
%, Sites Check Point Online Web Service
% UserCheck [[] Block connections when the web service is unavailable
B 40b Advanced
B Updates Resource classfication mode
Engine Settings (™) Background - connections are allowed until classification is complete
Q FN1P FEpEsing @ Hold - connections are blocked until classffication is complete
[2] Whitelist Files ) ) ] N —
B Indicators () Custom - configure different settings depending on the service | Customize
S HTTPS Inspection
- SD Anti-Bot Settings ~
(%) Tradtional Anti-Virus File Types Support [ @ 52 |
Anti-Bot scans outgoing emails to detect infectq
. Enter email addresses or email domains to avai Tei e T T B
g Track Logs 1
(@) Analyze & Report 1 | Type Description Emulation supported on o
T pdf Adobe acrobat docu... = All platforms
] doc Microsoft Word 97-... = All platforms 3
] docx Microsoft Word Doc... = All platforms
= s Microsoft Excel 97-2... - All platforms
] (E] = Microsoft Excel Wor...  — All platforms
= R ) ppt Microsoft PowerPain... = All platforms
HEI_] pphx Microsoft PowerPoin... = All platforms
Threat Emulation Settings —— (w77 exe Executable File = All platforms
tar Tar Archive = All platforms
Elr" q Q % 8 v [Corflgt.reﬂletypest.pporl... ] 13 zp Zip Archive = All platforms
Network Objects @ rar Rar Archive = Al platforms
4 E Check P0|r|t ==l Comnamie 7 e Al I [ P
= Threat Exdraction Settings ————
o smesg [ oK ] [ Cancel
i+ [[= Modes [ Corfigure file type support... ]

A The filetype list is pulled from Threat Cloud through the Management Server. So be sure the
Management Server has Internet connectivity. This is also true for the selectable images in the TP profile and
CP object settings.
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7.4.6 Different “Links inside mails/documents” features

Currently we have the following functionalities:
1. Links inside emails

See Section 7.2

This is an AV blade functionality

It only works on links inside the email body

It checks link reputation against our Threat Intelligence

aoow

2. Check links inside email attached documents

This is a TE blade functionality

Available since TE engine 47.990000102 or later

Can be controlled via “tecli advanced analyzer ...”
Check links inside documents

It checks link reputation against our Threat Intelligence

PO T

3. Emulate links from email body

a. Thisis available with JHF 226 or higher

b. Thisis a TE blade functionality

c. It will try to download a file from a link DIRECTLY pointing to that file and after successful download
emulate it
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7.5 MTA
7.5.1 Show currently installed Postfix version

# /opt/postfix/usr/sbin/postconf -d | grep mail version

Latest version since JHF225 should show:
mail version = 3.1.0

7.5.2 General MTA settings

MTA can work alongside ‘normal’ file reassembly (stream mode). It is highly recommended when prevent
capabilities are needed for SMTP traffic as the device functioning as MTA completes the transaction with the
sending server, inspects the file and only then opens the connection to a destination mail server. This removes
the risk of timeouts when the connection is hold and the file is inspected in streaming mode.

Even when running a ‘detect only’ PoC MTA has two major advantages:

e |t can handle encrypted mail traffic passing via SMTP/TLS
e It doesn'’t suffer from possible packet loss issues in SPAN/Tap mode deployments.

In both cases, configuring the device as MTA is likely to increase the detection rate.

A In case of private cloud deployments, both the sending gateway and the private cloud appliance can act
as an MTA. Best-practice is to use the MTA on the Private Cloud appliance, but both options are viable
and supported.

Enabled MTA with Next Hop to the next customer mail-server (used with Prevent mode):

- General Properties Mail Transfer Agent
E . L;DTOW Enable as a Mail Transfer Agent (MTA)
- HTTPS Inspection ; )
- HTTP/HTTPS Proxy Mail Forwarding
- Anti-Bot and Arti-Virus [ N L Q
(- Threat Emulation [l_‘ == = Vl [ — l
- Platform Partal Domain Next Hop G ts
- UserCheck
- Mail Transfer Agent > 1 mail-server
- IPS
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7.5.3 BCC mode

A For BCC mode - Enabled MTA with Next Hop configured as Nullhost with IP 0.0.0.0:

- (General Properties Mail Transfer Agent
[+- Topology
- NAT Enable as a Mail Transfer Agent (MTA)
-« HTTPS Inspection ) _
- HTTP/HTTPS Proxy Mail Forwarding
R To1 T
- Platform Portal
- UzerCheck

™ Mail Transfer Agent r B hostt-0.0.00
- |P5

[+- Data Loss Prevention

In order to configure MTA for ‘BCC Monitor mode’ deployment, the network administrator should configure his
existing mail relay to send a copy (BCC) of the email to the Check Point device configured as MTA, and this
device should be configured to forward all traffic to ‘0.0.0.0’ (aka Null MTA, which means — delete it after
emulation).

/\ Block SMTP stream inspection
If the same SMTP traffic is available via MTA and a configured SPAN port it will be inspected twice and cause
additional load and double detections. This is only true for unencrypted SMTP traffic.

Modify the FW policy for MTA

Null MTA for PoC

+ To avoid the stream engine catching SMTP before the
MTA you need to adjust the FW policy

— Only relevant when on a SPAN port!

Palicy B EL Bt s Sl b acon 0| Query Simtex

1 @D o B = poge # Any Traftic v smtp D aceepr - Mone B Policy Targets | B Any

u IID 0 W’ coporstemsil E Ay F sy Traffic I smbp @ drop = Hone Pokey Targets [ any

3 (U o el Ay W any Wl Ay Tratic # any 3 accepn - Mone [ Pomgy Targets | () Any

* Rule 1 will allow the IPs of the GW to act as MTA

* Rule 2 will only inspect traffic from the internal email server
to make sure that DLP/AntiSpam will work if needed

* These rules would make sure that the inbound emails to
the internal email server will not be inspected twice
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These MTA settings are only available when you install the R77.30 Management AddOn package:

Recommended_Profile_LocalEmu ._

 General Properties Advanced
- Ariti-Bot Settings

- Anti-Virus Settings

[=- Threat Emulation Settings

i L. Emulation Environment
Excluded Mail Addresses

Emulation Connection Handling Mode

@ Background - connections are allowed until emulation handling is complete

() Hold - connections are blocked urtil emulation handiing is complete
" Islcato:j () Custom - corfigure handling mode depending on the service Customize...
+- Advanc:

Mail Transfer Agent Configuration

If a prevented email contains malicious attachments

@ Allow the mail without the attachment | Corfigure Mail Subject

() Block the mail

A Deactivate maximum MIME nesting level blocking

Be sure to change the MIME nesting level protection from “Block” to “Allow”. Otherwise E-Mails can get
blocked even in BCC leading to NDRs:

Threat

Anti-Spam
Frevention = i

@ Mobile )
—~ & Mail !' Access * .' IPSec VPN @ Compliance 0 QoS EI Desktop

Q| [© instal Poiicy |

Proiec.. “=f..  Action Ti
A ST ~ %] antiBot O Detect &
r it i
MTA_profile (2] =
iernaknei) - General Properties ings
- Anti-Bot Settings
- i i UserCheck Messages
‘EI-- Threat Emulation Settings
. Prevert: |_‘35 Threat Emulation Blocked IZ|
Excluded Mail Address:
Advanced G2 sk |§5 Company Policy Threat Emul...lZl show & Once a day -
- Indicators
[H- Advanced ected Scope
ect incoming files from: | Edemal and DMZ interfaces
@ In: incoming and outgoing files
Protocaol
HTTP {on any port)
@ HrTPS
hreat Prevention Mail Configuraticn M
File Types
@ Process all supy MIME nesting
©) Process speciiq Madmum MIME nesting level is levels.
[ When nesting level is exceeded m - file. I
Threat Prevention mail settings applies to Anti-Virus, Threat Emulation and Threat Bxtraction Blades
[ ok [ cancel
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Follow SK101870 to add your own Postfix configurations.

If not already down create your Postfix options file which will be merged with main.cf on Threat Prevention
policy install via SmartDashboard:

# touch $FWDIR/conf/mta_postfix_options.cf

How-to block certain file extensions

e Add the following line to mta_postfix_options.cf:
mime header checks = regexp:/opt/postfix/etc/postfix/blocked attachments
e Add a similar line to /opt/postfix/etc/postfix/blocked_attachments:
/name=[">]*\. (js|mht |html)/ REJECT

Install Threat Prevention Policy via SmartDashboard
Check if Postfix option is merged to main.cf:

# cat /opt/postfix/etc/postfix/main.cf | grep block
Should display:

mime header checks = regexp:/opt/postfix/etc/postfix/blocked attachments

The above example will reject all emails which contain attachment extensions with JS, MHT, HTML.
Blocking is logged via /var/log/maillog:

A Disclaimer

This solution is not “officially” provided by Check Point. Postfix configuration changes are supported by “best-
effort” via TAC
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7.5.5 Recommended MTA Best-Practises

Install at least JHF version 226 on the appliance running the MTA.

7.5.5.1 Raising the MTA header length limit

We highly recommend raising the default header length limit to 65535. Further information can be found in
Scenario 3 of the following SK:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk106739

If you do not raise the limit it might lead to emails getting not inspected.
To raise the limit follow these instructions:

1. Connect to the command line.

2. Login to the Expert mode.

3. Backup the current SFWDIR/conf/mail_security_config file:
[Expert@HostName:0]# cp -v SFWDIR/conf/mail_security_config{,_ORIGINAL}
4. Edit the current SFWDIR/conf/mail_security_config file:
[Expert@HostName:0]# vi SFWDIR/conf/mail_security_config

5. Add the value of the max_header_len parameter under [general] tab:

max_header_len=65536

6. Save the changes and exit from Vi editor.
7. Restart Check Point services on Security Gateway ('cpstop;cpstart')
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7.5.5.2 Setting a Postfix hostname

In some environments the next-hop MTA will only accept emails from the Check Point MTA when our MTA has a
proper FQDN set. This is NOT achieved by setting host- and domainname in the GAIA WebUI.

To set a Postfix FQDN hostname follow:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk101870

Summary:
Security Gateway's hosthame

The default Security Gateway's hostname, as it appears in mail headers and SMTP protocol connections, is the
name of the Security Gateway's object in the SmartDashboard.

To change the Security Gateway's hostname in mail headers and SMTP protocol connections, add the following
line to the 'SFWDIR/conf/mta_postfix_options.cf' file:

myhostname=DESIRED_NAME
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7.5.5.3 Upstream MTA delivery issues (tcp_timestamp)

To resolve problems for the upstream MTA delivering emails to our MTA deactivate the TCPTIMESTAMP setting:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk62700

TCP timestamps can be disabled in the following way:

- Connect to command line on the involved machine (over SSH, or console).
- Login to Expert mode (on Gaia / SecurePlatform OS).

- Configure the relevant parameter for OS kernel:

On Gaia/ SecurePlatform:

[Expert@HostName] # sysctl net.ipv4.tcp_ timestamps=0

To verify:
Either run
[Expert@HostName]# sysctl net.ipvé4.tcp timestamps
Or run

[Expert@HostName]# cat /proc/sys/net/ipv4/tcp timestamps

Important Note:

Do NOT runthe 'sysctl -w net.ipvéd.tcp timestamps=VALUE' command (with "-w" flag). This will
change the desired value inthe /etc/sysctl.conf file and will reload this configuration file, which contains
the value that disables IPv4 Forwarding. As a result, this will cause complete traffic outage, and will require a
complete restart of Check Point services (cpstop; cpstart).

Note:
This 'sysct1' command disables the TCP timestamps only on-the-fly (until the next reboot).
To disable the TCP timestamps permanently (to survive reboot), follow these steps:

Edit the configuration file in Vi editor:
[Expert@HostName]# vi /etc/sysctl.conf

Modify
from

## Turn on TCP timestamps
net.ipv4.tcp timestamps = 1
to

## Turn on TCP timestamps
net.ipv4d.tcp timestamps = 0

Save the changes and exit from Vi editor.

[..]

Note:
This change will only be applied to local connections (connections where the source or destination is the
gateway).
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7.5.5.4 Implementing cleanup script

Implement the following cleanup scripts:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit _doGoviewsolutiondetails=&solutionid
=sk117634

7.5.5.5 Next hop redundancy / failover

If you need next-hop redundancy please follow this SK:

https://supportcenter.checkpoint.com/supportcenter/portal?action=portlets.SearchResultMainAction&eventSub
mit _doGoviewsolutiondetails=&solutionid=sk110369

7.5.5.6 Outgoing TLS

If you need outgoing email encryption add the following line to $SFWDIR/conf/mta postfix options.cf
and reinstall the TP policy on the gateway:

smtp use tls=yes

A Don’t use other Postfix TLS parameters like smtp tls security level=may because they may
cause serious issues e.g. bypassing TE
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7.5.5.7 Special considerations when using MTA on a gateway cluster

When activating the MTA on a gateway cluster (to use TE hand-off to a local Sandblast appliance or TE Cloud)
you currently must activate the MTA to listen on ALL interfaces (see
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit _doGoviewsolutiondetails=&solutionid=sk107093):

Gateway Cluster Propertics - Corporate. Chuster.2 W .. sl ]
- (General Properties Msil Transfer Agent
- Cluster Members
- Cluster¥L Enable as a Mail Transfer Agert (MTA)
! g Loﬁ[f;:log}r Mail Forwarding
4 [-==l] - . 1
- :—T1S‘rPs Inspection Bl g )| oo st A

- HTTP/HTTPS Proxy
- Platform Portal
- Mail Transfer Agent MTA Advanced Settings

#- IPSec VPN

[+- VPN Clients
- Manitoring Software blz Interfaces

[+- Logs
- Fetch Policy
- Oiptimizations
- Hit Count

1 [+ Cther
) Use specific:
Mame 1P Address 53]
| 8
1
]
A\ WARNING

By default an implied rule is created allowing traffic to ALL interfaces on port 25 (SMTP). This will also leave
the external interface on a cluster with a listening MTA. If the Check Point MTA is not the first MTA in the
customers mail flow receiving emails from external we strongly recommend the following procedure to switch
from this implied rule to FW rulebase MTA access.
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1]

=y
m

E o e e e e e e e
m

To disable implied rule for access to all GW IPs on port 25:
e Edit SFWDIR/lib/implied_rules.def on the Management Server

e comment out the #define ENABLE_SMTP_TO_GW line (as shown in the screenshot above)
e theninstall FW policy.

Afterwards you have to explicitly allow MTA access to the interfaces you need, e.g. with the following ruleset:

Policy =Ty e | —

Allow access to . — . L
1 0 termal MTA A Met-10.21.0 B MTAint [& any Traffic TP smtp i3 accept Log

Deny all other MTA
traffic

[ T

& Any &5 smesg [& Any Traffic TCF smtp @ drop Log

A Also make sure that the following hotfix is installed in this environment:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit doGoviewsolutiondetails=&solutionid=sk109
198
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7.5.5.8 Feed MTA logs into SmartView Tracker / SmartLog

Enabling Syslog forwarding to the Management Server

Email logs can be sent through to SmartLog using a feature in GAIA, but a change is needed on GAIA.
Using GAIA, enable forwarding of Syslog to the management server under System Management ->
System Logging.

= § System Management
* Time
- Cloning Group
- SNMP
- Job Scheduler
= Mail Notification
= Proxy
z Messages
= Display Format
~ Session
~ Core Dump
- System Configuration
- System Logging

Click to enable Syslog messages to be forwarded to the management server, then click apply.
All Syslog messages will be sent to the management server and customer should confirm the additional
logging space added.

/| Send Syslog messages to management server
/| Send audit logs to management server upon successful configuration
V! Send audit logs to syslog upon successful configuration

Aoply |

You can then search based on email in SmartLog:
Email message examples — shown here. Double click to open.
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12018 A7 @
IWhn2018 1413400 @
» Tap Servoe 2018 2 ©
L2018 101 @
L2018 14018 @
» e baces LWA2018 3401 @
12018 140108 @
11/0n/2018 138642
o Top Frewal R LU /2018 13902
12018 108147
102018 L0407
* Tep Appicatons 11702008 134147
L1/ 0env2018 1341:11
12018 134141
12018 100600
LU/0/2018 133308
11/%n/2013 135308
L2013 13308

111111111111111111';

Message ID —shown here. Shows the message

More

«22>postﬁ)(/¢lm9'[27613

9FB431778038:
Default Device Mess... from=<tke

size=3789, nrcpt= (queueactlve)

Facility mail system
Sysiog Severity Informational
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Postfix message transfers are logged to /var/log/maillog.
These logs are rotated after 65kb size and four rotated logs are stored by default.

In environment with high email volumes this sometimes only stores logs for several minutes.

To extend the logs follow:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit doGoviewsolutiondetail

s=&solutionid=sk93505&

In short

1) Switch off emaild debugs if enabled:

[Expert@HostName:0] # fw debug in.emaild.mta off TDERROR ALL ALL=0

2) edit /etc/spshell/log_rotation.conf:

% admin@Gateway:/var/log

/etc/cpshell/log rotation.conf

And change e.g. to 1MB files with 10 rotated files

!_'- admin@Gateway:/var/log
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7.5.5.10 Debugging and Performance Troubleshooting Kit

Further troubleshooting and performance tuning kit can be found here:

https://supportcenter.checkpoint.com/supportcenter/portal ?eventSubmit _doGoviewsolutiondetails=&so
lutionid=sk120260
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7.6 SmartEvent
7.6.1 How to configure e-mail alerts for High and Critical TE events

1) Goto the SE policy:

(5) *local - SmartEvent iNEG— A —
El B - O B3 :smarConscle-

i > ¢ L
@ Overview Events "' Timelines 'I' Charts % Maps {. Reports u!J Policy

= [E Event policy < .
Global Exclusions Threat Emulation

2) Inthe Event policy expand the Threat Prevention section and disable the default Threat Emulation rule

Bl LML STy

3 E Threat Prevention
Bot Incident
Bot GW Information
Virus Incident

M} Threat Emulation®

Threat Extraction
o @50 lleer Nefined Fuents

3) Afterwards save the rule with the name “Threat Emulation High-Critical”

E Endpoint Security

= E Threat Prevention
Bot Incident
Bot GW Information
Wirus Incident

Mew...
Threat Ext

E User Defined e
= Mobile Acces Delete
= General Settings Properties...

= d5 Tritial Setinne

A new folder User Defined Events appears:
= E Threat Prevention
Bot Incident
Bot GW Information
Virus Incident
[] Threat Emulation
Threat Extraction
= E User Defined Events

Threat Emulation High-Critical

# 1 Mohile Access
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4) Right-click on the new rule and select Properties

- ITIrEdL CALrgeLur

= E‘ User Defined Events ThrE
v
Mew...
I.'E‘ Mobile Access
: Save As... -
I.'E' General Settings
= [ Initial Settings Delete | 5
T} Correlation Units Properties...

[F* Offline Jobs

5) Select Tab Filter and with Show more fields add the Severity field equal to values 3 (High) and 4 (Critical)

3 Edit Event Definition (L2 )

Name | Filter |Courrt|ogs Event Format | GUI representation

Product list Filters
Event Products: Log Fields: Match: @ Al Conditions () Any Condition
Check Point Threat Emula... Corfidence Level log_id Equal {4000, 3933}
Product Severty Equal {3. 4}
Verdict

| — 1

6) Now copy this newly created rule to “Threat Emulation Others”

Lt nrmeus e

= E User Defined Events Thrf

E Mobile Access

E General Settings

= (= Initial Settings
|E| Correlation Units
[ Offline Jobs

Mew...
Save As... SCH

Delete
PPt

Properties...

I i

7) Again edit the properties of this new rule

[¥] 1NrE3T EXIFACTIon
= I.‘E,l User Defined Events Tlr
Threat Emulation High-Critical
E Mobile Access
1 E General Settings
= [ Initial Settings
|E Correlation Units
Offline Jobs

e - .

Mew... De
Save As... Su
Delete
Properties... La
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8) On the filter just negate the severities by selecting Not

7 Edit Event Definition 2l 2
|Name | Filter |COL|nt logs | Event Format | GUI representation
Product list Fitters
Event Products: Log Fields: Match: @) All Conditions &) Any Condition
Check Pairt Threat Emula... Corfidence Level log_id Equal {4000, 9999}
Product Severity Equal {3, 4}
WVerdict
v Fil ?
Severity Filter - i e
Values: ot
a =
4

Now we have split the old rule “Threat Emulation” into “Threat Emulation High-Critical” and “Threat Emulation Others”.

This is necessary because when you activate mail alerts for the default rule you would also get an email for all benign
files probably flooding the admins mailbox. Also be aware that because of these rules events are created within
SmartEvent. So simply applying the severity filter to the default rule would lead to missing informational, low, medium
TE events in SmartEvent because there is no rule for these severities anymore.

After we split the rules we now configure the mail alert for the “Threat Emulation High-Critical” rule:

1) Goto Automatic Reactions

e e
= [E; General Settings
= [‘:—j Initial Settings
r_r: Correlation Units
[ Offline Jobs
|__|=_‘ Internal Metwork
= [ Objects
I_T'—_‘ Automatic Reactions
[ Time Objects

2) Create a new automatic response for

mail

Add Automatic Reaction

23 |

Name: Mail alert

Comment:

Mail Parameters:

From: my TE@acme.com

[T

To: admin @acme.com

Ce:

Subject:  [EventNumber] - [Severity] - [Name]

Mail Server:

Outgoing mail server (SMTP):  mail acme.com|

Mote: Upon "Save" the changes will be saved in the Serverimmediately.

A [ Save

] [ Cancel ]

b

P Be sure that the SmartEvent server has mail relay permission on the “Outgoing mail server’
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3) Now add the newly created automatic response to the rule

Ll Y — m
@ Overview Events 1“' Timelines 'l' Charts a“ Maps {. Reports Policy

= E Event policy ¢ . . .
B Global Exclusions Threat Emulation High-Critical
E Scans )
E Third Party Devices - User Configured Events Detect the event when at least 1 DEI logs occurred over a period of E

[ Denial Of Service

E Unauthorized Entry .
Severity: : -

[E_'-} Informational [lnformatlona] ]

E Virus Alert Automatic Reactions:

E Anormalies

[ Web Activity

E Host Based Events - - - )

(= Externally Identified B R 2 ot

E Configuration Change

[ Check Point IPS Events

[ Check Point DLP Events

Automatic Reactions

[0 Block Source example
[/[O] Block Event Activity example

[=: Application & URL Filtering ][O Mail example

E Identity Awareness Events [1O] Extemal Script example
E HTTPS Inspection [ SHITID Trap example
E DDoS Protector Mail alert

E Endpoint Security
=] [E_"} Threat Prevention
Bot Incident
Bot GW Information
Virus Incident
[ Threat Emulation
Threat Extraction
= E User Defined Events
Threat Emulation High-Crntical™
Threat Emulation Others

4) Do not forget to install the SmartEvent policy once you are done with the changes

*local - SmartEvent
El EH ~ O N A% SmartConsole ~

Install Event policy [ @) . m
@ Overview "‘ Timelines 'I' Charts 6" Maps (. Reports Policy

= E Event policy < . . .
[B) Global Exclusions Threat Emulation High-Critical
E Scans )
E Third Party Devices - User Configured Events Detect the event when at least 1 DEI logs oceuned over a peri

E Denial Of Service
E Unauthorized Entry

Severty: - -
[= Informational [Honnatlona] ]
[ Virus Alert Automnatic Reactions:  Mail alert B
E Anomalies
o -

/\ When using this be aware of the following limitation:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk
106392
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7.6.2 Bugfix for TE events with more than 3 malicious images

Within SmartEvent R77.30 there is currently a bug so that Threat Emulation logs appear in SmartLog / SmartView
Tracker, but the events are missing in SmartEvent R77.x. This only happens if more than 3 images have the
verdict malicious for a certain file. More infos can be found here:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit _doGoviewsolutiondetails=&solutionid=sk
108492

To remediate the issue follow this procedure on the SmartEvent server (so in case you have a all-in-one
Sandblast Appliance and use SmartEvent there issue the commands on this appliance):

1. Connect to command line on machine that runs the involved SmartEvent server R77.x.
2. Log into Expert mode.

3. Stop the SmartEvent services:
[Expert@HostName:0]# evstop
4. Connect to the events database:
$CPDIR/database/postgresql/bin/psql -U cp_postgres -p 18272 events_db
5. In the prompt, enter the following two commands:
alter table multipacketcapture alter column packet_capture_unique_id type varchar(2048);
\q
6. Start the SmartEvent services:

[Expert@HostName:0J# evstart
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8. ICAP

—

Port 1344

SandBlast
Customers Appliance
Web Proxy With ICAP hotfix
(ICAP Client) (ICAP Server)
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8.1 ICAP Server

The official ICAP Server SK mentions requirements, release notes and general information regarding the new
ICAP server functionality.

Check Point support for Internet Content Adaptation Protocol (ICAP) server
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit _doGoviewsolutiondetails=&solutionid
=sk111306

ICAP Server is included since JHF 272.

Start: # icap server start
Stop: # icap server stop
Reconfiguration: # icap server reconf
Note:
0 ICAP does not choose emulation images based on any of your TP profiles
2) Choosing to emulate on all images will result in an attempt to emulate the files on all known
images, even if some of them aren’t available.
3) “Recommended Images” means two images (Win7/Office2013, WinXP/Office2003-7)

8.2 Configuration

8.2.1 Configuration files

Filename Location Purpose

c-icap.conf $FWDIR/c-icap/etc/ ICAP Server process
configuration file
e.g. for changing ICAP server

port

c-icap.magic $FWDIR/c-icap/etc/ Filetypes supported by ICAP

virus_scan.conf $FWDIR/c-icapletc/ e.g. for adding filetypes from c-
icap.magic, maximum file size

libsb_mod.conf $FWDIR/c-icapletc/ e.g. for adding filetypes from c-
icap.magic

Tpapi.py $FWDIR/c-icap/scripts/ Script used to send ICAP
received files to TE API

Block message $FWDIR/c- Block messages displayed when

malware is found. If you change
them don’t forget to run ICAP
daemon reconf command

icap/share/c_icap/templates/virus_scan/en

-rwxr-x--- 1 admin bin 392 Mar 30

09:02 VIRUS_FOUND VIRUS_FOUND is used as

template for a block message;
this message can be localized
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8.2.2 Configure emulation images
8.2.2.1 All or recommended images

Choose emulation on all images or only on recommended images:
1. Open for editing: $FWDIR/c-icap/etc/libsb mod.conf

2. Change the field sb_mod.AllImages to off (for recommended) or on (for all)

8.2.2.2 Configure specific emulation images
Not officially supported but there is a way of selecting only specific images to emulate on:
Edit SFWDIR/c-icap/etc/libsb_mod.conf

Change the field sb_mod.Alllmages to on
Edit SFWDIR/c-icap/scripts/TPAPI.py

Add "#" in front of images you do not want to emulate on:

image_to_name = {
# 'e50e99f3-5963-4573-af9e-e3f4750b55e2": '"WinXP,Office 2003/7,Adobe 9',
'7e6fe36e-889e-4c25-8704-56378f0830df": 'Win7,0ffice 2003/7,Adobe 9',
'8d188031-1010-4466-828b-0cd13d4303ff'": 'Win7,0ffice 2010,Adobe 9.4',
'5e5de275-a103-4f67-b55b-47532918fa59": 'Win7,0ffice 2013,Adobe 11,
# '3ff3ddae-e7fd-4969-818c-d5fla2be336d': 'Win7 64b,Office 2013,Adobe 11',
# '6c453c9b-20f7-471a-956¢-3198a868dc92": 'Win8.1 64b,0ffice 2013,Adobe 11',

}

te_images = [
# {'id": 'e50e99f3-5963-4573-af9e-e3f4750b55e2’, 'revision': 1},
{'id": '7e6fe36e-889e-4c25-8704-56378f0830df', 'revision': 1},
{'id": '8d188031-1010-4466-828b-0cd13d4303ff", 'revision': 1},
{id": '5e5de275-a103-4f67-b55b-47532918fa59', 'revision': 1},
# {'id": '3ff3ddae-e7fd-4969-818c-d5fla2be336d', 'revision': 1},
# {'id": '6c453c9b-20f7-471a-956¢-3198a868dc92’, 'revision": 1},
]
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8.2.2.3 Adding Windows 10 image for ICAP emulation

Even though you activate the Win10 image in the GUI it will not be used by the ICAP emulation because
the images for image are solely selected based on a configuration file. To add the Win10 image follow this
procedure:

e Edit SFWDIR/c-icap/etc/libsb_mod.conf
e Change the field sb_mod.Alllmages to on

Edit SFWDIR/c-icap/scripts/TPAPI.py and add the following yellow lines:

image_to_name = {
'e50e99f3-5963-4573-af9e-e3f4750b55e2": 'WinXP,Office 2003/7,Adobe 9,
'7e6fe36e-889e-4c25-8704-56378f0830df'": 'Win7,0ffice 2003/7,Adobe 9',
'8d188031-1010-4466-828b-0cd13d4303ff': 'Win7,0ffice 2010,Adobe 9.4',
'5e5de275-a103-4f67-b55b-47532918fa59": 'Win7,0ffice 2013,Adobe 11',
'3ff3ddae-e7fd-4969-818c-d5fla2be336d": 'Win7 64b,Office 2013,Adobe 11',
'6c453c9b-20f7-471a-956¢-3198a868dc92": 'Win8.1 64b,0ffice 2013,Adobe 11/,
'10B4A9C6-E414-425C-AE8B-FE4ADD7B25244": 'Win10 64b,0ffice 2016, Adobe DC'

}

te_images = [

{'id": 'e50e99f3-5963-4573-af9e-e3f4750b55e2', 'revision': 1},
{'id": '7e6fe36e-889e-4c25-8704-56378f0830df', 'revision': 1},
{'id": '8d188031-1010-4466-828b-0cd13d4303ff', 'revision': 1},
{'id": '5e5de275-a103-4f67-b55b-47532918fa59', 'revision': 1},
{'id": '3ff3ddae-e7fd-4969-818c-d5f1a2be336d’, 'revision": 1},
{'id": '6c453c9b-20f7-471a-956¢c-3198a868dc92', 'revision': 1},
{'id": '10B4A9C6-E414-425C-AE8B-FEADD7B25244", 'revision': 1}

8.2.3 Attaching an ICAP Client

Configure the ICAP client to communicate with the ICAP server’s “sandblast” service.
For example: icap://<ip address>:1344/sandblast
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8.3

Logging

8.3.1 General logging

Logging is limited to the following log files — so no ICAP daemon logs in the GUI/SmartLog:

SFWDIR/log/c—-icap/server.log
SFWDIR/log/c-icap/access.log

Highly Recommended
To extend the by default limited access log follow these steps:

2)
3)
4)

5)

vi /opt/CPsuite-R77/fw1/c-icap/etc/c-icap.conf
Search for “AccessLog /opt/CPsuite-R77/fw1/log/c-icap/access.log”
Add this line before the abaove finding:
» LogFormat accessFormat "%tl, %la %a %im %iu %is %huo '%<ho' '%{X-Infection-Found}<ih""
Change the AccessLog line to:
»  AccessLog /opt/CPsuite-R77/fw1/log/c-icap/access.log accessFormat

So the section in c-icap.conf should now look like this:

LogFormat accessFormat "%$tl, %la %a %im %$iu %is %huo '%$<ho' '${X-Infection-Found}<ih'"
AccessLog /opt/CPsuite-R77/fwl/log/c-icap/access.log accessFormat

8.3.2 Enable logging of benign files

Enable/Disable logs on benign files:

1. Open for editing: $FWDIR/c-icap/etc/libsb mod.conf
2. Change the field sb_mod.LogBenign to on

8.3.3 Debug logging

To enable debug logging:

1. Open for editing: SFWDIR/c-icap/etc/c-icap.conf
2. Change DebugLevel value to: 7
3. Restart the c-icap service.

Note ! Enabling debug logs can affect performance.
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8.4 ICAP daemon troubleshooting
8.4.1  Start manually and get errors on startup

To get ICAP server daemon error messages on the terminal when starting launch daemon with:

# SFWDIR/c-icap/bin/c-icap -N -D -d 10 -f SFWDIR/c-icap/etc/c-icap.conf

8.4.2  Verify ICAP daemon is running
[Expert@sandblast]# netstat -na | grep 1344

Result should show:

tcp 0 0 0.0.0.0:1344 0.0.0.0:% LISTEN

[Expert@sandblast]# psax | grep c-icap

Result should show:

16443 » Ss 0:00 c-icap -N -f /opt/CPsuite-R77/fwl/c-icap/etc/c-icap.
16448 2 Sl 0:00 c-icap -N -f /opt/CPsuite-R77/fwl/c-icap/etc/c-icap.
16453 2 Sl 0:00 c-icap -N -f /opt/CPsuite-R77/fwl/c-icap/etc/c-icap.
16460 2 Sl 0:00 c-icap -N -f /opt/CPsuite-R77/fwl/c-icap/etc/c-icap.
19319 pts/2 S+ 0:00 grep c-icap
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8.5 Sample configurations

A All of the following sample configurations are provided as a guideline. It is the customer’s responsibitily to
configure their ICAP clients properly. We do not take responsibilities for any side effects caused by the below

settings as we are no 3" party Web proxy specialists :-)

8.5.1 SQUID proxy

8.5.1.1 SQUID compilation flags and version
Squid Cache: Version 3.3.8

Ubuntu - configure options:

'--build=x86 64-linux-gnu' '--prefix=/usr' '--includedir=${prefix}/include’
infodir=${prefix}/share/info' '--sysconfdir=/etc' '--localstatedir=/var'
srcdir=.' '--disable-maintainer-mode' '--disable-dependency-tracking'
--mandir=/usr/share/man'

datadir=/usr/share/squid3' '--sysconfdir=/etc/squid3' '

io=8"' '--enable-storeio=ufs,aufs,diskd, rock' '--enable-removal-policies=1lru,heap’
cache-digests' '--enable-underscores' '--enable-icap-client' '--enable-follow-x-forwarded-for' '--enable-auth-
basic=DB, fake, getpwnam, LDAP, MSNT, MSNT-multi-domain, NCSA,NIS, PAM, POP3,RADIUS, SASL,SMB' '--enable-auth-
digest=file,LDAP' '--enable-auth-negotiate=kerberos,wrapper' '--enable-auth-ntlm=fake,smb lm' '--enable-external-
acl-helpers=file userip, kerberos ldap group, LDAP group,session,SQL session,unix group,wbinfo group' '--enable-url-
'--enable-zph-gos' '--enable-ecap' '--enable-
ssl' '--enable-ssl-crtd' '--disable-translation' '--with-swapdir=/var/spool/squid3' '--with-logdir=/var/log/squid3’'
'--with-large-files' '--with-default-user=proxy'

rewrite-helpers=fake' '--enable-eui' '--enable-esi' '--enable-icmp'

'--with-pidfile=/var/run/squid3.pid' '--with-filedescriptors=65536"

'--mandir=${prefix}/share/man' '--
'--libexecdir=${prefix}/lib/squid3"' '--
'--disable-silent-rules' '--
'--enable-inline'

'--enable-async-

'--enable-delay-pools' '--enable-

'--enable-linux-netfilter' 'build alias=x86_64-linux-gnu' 'CFLAGS=-g -02 -fPIE -fstack-protector --param=ssp-buffer-
size=4 -Wformat -Werror=format-security -Wall' 'LDFLAGS=-Wl,-Bsymbolic-functions -fPIE -pie -Wl,-z,relro -Wl,-z,now'

'CPPFLAGS=-D_FORTIFY_ SOURCE=2"'

'CXXFLAGS=-g -02 -fPIE -fstack-protector --param=ssp-buffer-size=4 -Wformat -

Werror=format-security'

8.5.1.2 SQUID sample configuration

acl localnet src 192.168.6.0/24
acl localnet src 10.0.0.0/8
acl SSL ports port 443

acl Safe ports port 80 # http

acl Safe ports port 21 # ftp

acl Safe ports port 443 # https

acl Safe ports port 70 # gopher

acl Safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports
acl Safe ports port 280 # http-mgmt

acl Safe ports port 488 # gss-http

acl Ssafe ports port 591 # filemaker

acl Safe ports port 777 # multiling http

acl CONNECT method CONNECT

#

#Next Proxy configuration

#

#follow x forwarded for allow all

#cache peer 194.29.36.43 parent 8080 0 no-query no-digest
#never_direct deny localnet

#never direct allow all

#forwarded for on

#

#access list

#

http_access allow Safe ports
http_access deny !Safe ports

http access deny CONNECT !SSL ports
http_access allow localhost manager
http access deny manager
http_access allow localhost

http access allow localnet
http_access deny all

#

#sslproxy cert_error allow all
#always direct allow all
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#ssl bump allow all
http port 8080

#http port 8080 ssl-bump cert=/etc/squid3/certs/teProxy.pem key=/etc/squid3/certs/teProxy.pem ssl-bump
generate-host-certificates=on dynamic_cert mem cache size=4MB

# SSL Bump Config
#ssl bump stare all
#ssl bump bump all

hierarchy stoplist cgi-bin ?
debug options ALL,1
coredump dir /var/spool/squid3

refresh pattern "“ftp: 1440 20% 10080

refresh pattern “gopher: 1440 0% 1440

refresh pattern -i (/cgi-bin/|\?) 0 0% 0

refresh pattern (Release|Packages(.gz)*)S$ 0 20% 2880
refresh pattern 0 20% 4320

visible hostname Azoulay's proxy

#ICAP

icap_enable off

icap preview enable on
icap_preview size 1024
icap send client ip on

#icap service service req regmod precache icap://82.80.83.10:1344/virus_scan
#adaptation_access service req allow all

#icap service service resp pre respmod precache icap://82.80.83.10:1344/virus_scan
#icap service service resp post respmod postcache icap://82.80.83.10:1344/virus_scan
#adaptation access service resp pre allow all

#adaptation_access service_resp post allow all

#Until HERE

#DO NOT COPY

#new _c-icap_integration

#icap service service req regmod precache icap://192.168.24.250:1344/virus_scan
#adaptation_access service req allow all

#icap service service resp pre respmod precache icap://192.168.6.25:1344/virus_scan
#icap service service resp post respmod postcache icap://192.168.6.25:1344/virus scan
#adaptation_access service_resp_pre allow all

#adaptation access service resp post allow all
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8.5.2 McAfee Web Gateway 7.6

Below settings will be enorced by the McAfee Web Gateway in PREVENT mode meaning it will wait for the TE"s
answer until emulation is completed. If you need a “background” scanning configuration for McAfee Web Gateway
and the customer does not know how to implement this please contact us via our mailing list.

8.5.2.1 Configuring the Check Point ICAP Server

Use our default settings as described in the ICAP release notes.
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8.5.2.2 Configuration McAfee ICAP client

Under Policy -> Settings -> ICAP Client change both the ReqMod and RespMod defaults (we configure both but
you only need RespMod for file downloads and RegMod for file uploads):

Server: mwgappl | Sary 6-06-17 15:50 CEST | UL Wersion 7.6.2 (21509) | User: admin | Ra
- @
(I@ Security @ ‘ Web Gateway B | X
Dashboard Configuration

wleSets |Lists | Settnos | Templates |
D Add... 7 Edit... ¥ Delete...
“ype to filter settings

ICAP Service

*-- Actions t of ICAP servers
- Anonymization Add... o7 Ed.,
- Anti-Malware
(- Authentication

- Authentication ICEToken
- Authorized Override
- Block Session
- Certificate Chain
- Cloud Storage Encryption
- Cloud Storage Encryption Support
- Coaching
- Compasite Opener
- Data Loss Prevention (Classifications)
- Data Loss Prevention (Dictionaries)
- Data Trickling
- Email Notification
- External Lists
- File System Logging
- HTML Opener
- ICAP Client
o)

i @.{5 RespMad

- Mobile Device Certification

- Mewt Han Provw

£

,_|
5 =

-6
i e o

A
i ol o

,_|
=

r B
i= Edit List (ICAP Server) B
Edit List | permissions

MName:
|Req|‘~"|od Server

Comment:
List of RegMod Server.

List content:
[+ g i ° ;_; Append from file... Type to filter content E|

Respect max concurren. ..
false

Comment

icaps /10 254: 1344 fvirus_scan

©2016 Check Point Software Technologies Ltd. All rights reserved | Page 62 /102
[Internal Use] for Check Point employees



- .
‘= Edit List (ICAP Server) [
Edit List | permissions

Name:
|Re5pMod Server
Comment:
List of RespMod server,
List content:
@ & X 1 ¥ 5= Append from file... Type to filter content a|
e ts RIRE S T Respect max concurrent ... Comment
{ icap:/f10.2. 1. 254: 1344 virus_scan true

Under Policy -> Rule Sets check if ICAP Client section is present:

r

= Y o) X 82 @
Dashboard Configuration Accounts Troubleshooting —

Rule Sets |'Lisis |'5eui|gs ITeanates |

@ Add ~ | E | FxXT 4 E» | & Edit... [#]Enable [ |Enablein Cloud Criteria: Always

""" [ Bypass Microsoft (Office 365) Services Applies to: [V] Requests (and IM) Responses | | Embedded Objects
""" I s5L Scanner Rules in ‘RegMod":

E Eir;:r;r::-;?:: Vialating Header @ AddRule... 7 Edit... 3 Delete... | 4 Moveup ¥ Move down | [ Copy [ Paste

- fi=] Common Rules Enabled Name/Criteria
URL Filtering

DLP Solution: Skip Requests That Do Not Carry Information
Body.Size equals 0 AND

Liet.Of5tring. IsEmpty (URL.Parameters) equals true
Add X-Server-IP header
..... alware Always

Call ReqMod Server

ICAP.RegMod. Satisfaction <RegMod > equals true

If not you can add it via Add -> Rule Set from Library:

— &
@ tel) security @ | Web Gateway U
Dashboard Con

|Rule5ets " Lists | ” settings | Templates |
|@W'||E|é? X+ 4 & *l & Edit... [¥]Enable [ | Enable

Bule Set... 5) Services Applies to: [Jf] Requests (and IM)

E_Rule Set from Library... D3 . ez s

Top Level Rule Set (& AddRule... 7 Edit... 3 Delete..

Add Rule Set from Library...

Enabled Mame,Criteria
| DLP Solution: Skip R

-] URL Filtering
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-
e Add from Rule Set Library

Please choose a Rule Set from the Library and solve conflicts if neccesary

Rule Set Library: Import conflicts: #* Auto-Salve Conflicts...
E Application Contral 1) Conflict Solved
[+ fagg Authentication
E Cloud Services List 'RespMod Server’ already exists in -
E Coaching/Quota current configuration,

E Common Rules List ‘RegMod Server' already exists in -
E DLP current configuration.
-5 ePO ICAP Client Engine Setting ‘RegMod’
E Error Handling glready exists in current configuration,
E Gateway Anti-Malware Sl ICAF Client Engine Setting ‘RespMod' _
[#)-{5g HTML /Script Filter already exists in current configuration.
=)-{5jg ICAP Client
S| 1CAP Client
L5 1CAP Client for M
— =l -
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To edit the imported rule set “Unlock View”:

Server Time Ul Ve a 0 uper Administrator

Server: mwgappl

@

Dashboard

Q Search Esavechangﬁ I

(intel‘) Security @ ‘ Web Gateway
S

r :
X 2 =«
N
Configuration Accounts Troubleshooting
=

Enable

¥ Aule Sets | Lists | Settings | T |

Qui-|5|/Z/X4 4 &1
[l Bypass Microsoft (Office 365) Services
[l 551 Scanner
[l Remove Privacy Violating Header
[* | Global whitelist
[-[=] Commen Rules

|ICAP Client

|Cnnﬁgures communication between the webgateway as ICAP dient and I(| Enable in Cloud

RegMed server

[—jE URL Filtering Please add a RegMod server for ICAP.
i-[*"| Special URL Filtering Group
[* | Default
-{* | Media Type Filtering RespMod server
M B 1CAP Client Please add a RespMod server for ICAP.

[l Gateway Anti-Malware
--[*_| Dynamic Content Classification

You can disable “ReqMod” is it is not needed to pass downloaded files (only for file uploads):

(intel') Security @ | Web Gateway

Dashboard Configuration Ac

Rule Sets | Lists | Settings | Templates |
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@ Add - | =) | ST I E | & Edit... g [[]Enable [} Enable in Cloud  Criteria
- [l Bypass Microsoft (Office 365) Services Applies to: [#] Requests (and IM) Resporses | |
= S5L Scanner | | Rules in ‘RegMod':

- [l Remove Privacy Violating Header .
Add Rule... Edit... Delete... M
-[*"] Global whitelist © AddRue... SEdt.. X Dekte... | 4 Movew
Common Rules Enabled  Mame/Criteria
-Ji] URL Filtering - -
DLP Solution: Skip Requests That Do Not
[ | Media Type Filtering prea
= AP Clien
Skip files greater than 1 MB
== Resph .
- [l Gateway Anti-Malware Set ICAP timeout
-[*_| Dynamic Content Classification
Add X-Server-IP header
Call ReqMod Server
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If you want to bypass file downloads e.g. bigger than 1 MB you have to add the following “Skip files greater than 1MB”

rule to the RespMod ruleset:

i-* | Media Type Filtering

-[a=] ICAP Client

= RegMod

= Respriod

Gateway Anti-Malware
Dynamic Content Classification

o

L

Skip files greater than 1 MB

Set ICAP timeout

&

‘ Continue

& Edit Rule

|Add X-Server-IP header

3

| ¥ Continue

aw, v e e —

Steps

1. Name

2. Rule Criteria

3. Action

& Edit Rule

Apply this rule: () Always
(@) If the following criteria is matched

Criteria: @ add ~ S Edit.. M Delete 4
Property Operator Operand
Body.Size greater than 1000000

e e e —

Steps

1. Name

2. Rule Criteria

3. Action

4. Fvents

Don’t forget to save your changes at the end:

Server: mw

gappl

Server Time: 20

ST | UI Wersion 7.6.

(inl:el‘) Security @ ‘ Web Gateway ‘\..../ i"l

Dashboard

¥ Rule Sets | Lists | Settings | Templates |
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A

Configuration

Rale: Super Administrator
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Accounts

Troubleshooting
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This is what you get when trying to download a malicious file detected by TE:

6) Client McAfee Web Gateway Progress page:

— McAfee Web Gateway - Notification - Windows Internet Explorer

@: = |&] http://172.27.254.10:50 ternal fde5fs 23 =l 42| x| [l Bing
77 Favarites ‘ 95 @] Web Slice Gallery = B Suggested Sites ~
@Mcﬁn‘ee Web Gateway - Notification | | & B - @ - Page - Safety ~ Tools

(i@ Security '@

Web Gateway

Download in progress

McAfee Web Gateway is downloading and scanning file: http://172.27.254.10:8081/malfiles/2a3a8
8339fc9e314b33630dfad88f9aeb354a5bc_3.doc

Please Wait ... .

Scanning in progress ( 45 s).

Cancel |

Company Acceptable Use Policy

This is an optional acceptable use disclaimer that appears on every page. You may change the wording or remove this section entirely in index.html.

For assistance, please contact your system administrator.
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7) Access.log and “teclis e e”

@ admin@smesg:/opt/CPsuite-R77/fwl/log/c-icap =1

ile Hame

8) After emulation is finished we sent back the malicious verdict:

Access.log
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9) At the client you still get the download link:

‘ McAfee Web Gateway - Notification - Windows Internet Explorer

g:: - |g, http: /172,27, 254, 10:808 1/mwg-internal /de5fs 23hu73ds fprogress?id =IiMNYeXd TcyCLgaHQRho 2qs fcD9zim IwWROrévGgJug, j X Il.? Bing

{3 Favorites | §.5 & Web Slice Gallery ~  b» Suggested Sites

@MCAFEE Web Gateway - Notification | | Eh hd ~ [_] Eé; = Page v Safety v Tools »
intel) security @ | Web Gateway

Download finished

McAfee Web Gateway has finished downloading file: http://172.27.254.10:8081/malfiles/2a3a88339fc9e314b33630dfa
d88f9aeb354a5bc_3.doc

Click here to get the file.

10) But when clicking on “here”:

/=) MALWARE FOUND by TE - Windows Internet Explorer

@3 - |§, http: /{172, 27,254, 10:808 1/mwg-internal /de 5fs 23hu73ds fprogress?id =IjMNY&XdTcyClaaHQR ho 2gsficD9zim 1wWR OrévGgJug, &dl j
f‘? Favorites | ‘i.;, &€ | Web Slice Gallery - b suggested Sites

(& MALWARE FOUND by TE | |

MALWARE FOUND by TE

You tried to upload/download a file that contains malware.
The Htip location was: http://172.27.254.10:8081/malfiles/2a3a8833%1c%e314b33630dfad881%aeb354a5hc_3.doc

For more information contact your system administrator

This message generated by C-ICAP service: virus_scan
Engine: sh-ThreatEmulation/1

Note: The above screenshot is already a customized VIRUS_FOUND template (see section 3.2.1)
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If you experience proxy timeouts like this:

/= McAfee Web Gateway - Notification - Windows Internet Explorer

6;;.’ - |§, http: //172.27,254, 10:808 1/malfiles/0ecab 593606 3cf26db 3 1d2b8d9da 1d0d949f 745 _26.rtf

Y:‘g' Favorites | i}g €| web Slice Gallery = I» Suggested Sites -

(& McAfee Web Gateway - Motification

| f-8 - =

Failu

intel.) security @

re Description

Web Gateway

Bad Response

The proxy did not receive a valid response in time.

URL: http://172.27.254.10:8081/malfiles/0ecab5936c63cf26db31d2b8d9dal1d0d949f74f5_26.rtf

Unknown exception:state 12:Application response 502 badgateway

Raise the timeout value from default 120sec. to > 300 sec.

—
4
B

-
- I "/ . i s
= ;Zl/, @)‘@ http://10.21.11:4711/Konfigurator/request

-
pL-c ” @ McAfee | Web Gateway - m.. | |

sichen 55 c‘j SRs Search - My Check Po... L& Sales Analytics Reports - ... |4 Check Point PartnerMAP ... @ McAfee Web Gateway - L.. 13 Suggested Sites

{intel' Security @

Web Gateway

Troubleshooting

¥ sppliances | File Editar |

@ Add...

¥ Delete... Update Engines = =]

- Cluster

-
==

License

 Web Hybrid
= Appliances

mwgappl

v’ub Anti-Malware
----ﬁTEIEmEtry

\)5 ePolicy Orchestrator
v’vb Central Management
‘_):’ Coaching

- 4~ Persistent Data Storage
‘_):’ Web Hybrid Legacy
vj'b Network Interfaces
v’vb Domain Mame Service
4" Date and Time

v’ub Bandwidth Control
f Network Protection
u"b SNMP

v’ub Hardware Security Module
- Static Routes

\)5 Port Forwarding

v’vb File Server

‘_):’ External Lists

TP SO Sy
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Web Cache
Enable cache
Timeouts for HTTP(S), FTP, ICAP, IFP, SOCKS and UDP

Initial connection timeout {time between accepting a dient and receiving the first request)
10 seconds

MGM (time for a single connect, send or receive operation while processing a reque:
360

seconds

Client connection timeout (time DETWEEN consecutive reques
1 seconds

Maximum idle time for unused HTTP server connections
15 seconds

UDP timeout (inactivity timeout)
120 seconds

[Internal Use] for Check Point employees

Page 70 /102



8.6 ICAP Miscellaneous
8.6.1 Add “Protection Type: ICAP emulation” to SmartLog/Event searches

In order to add a new “enum” to the protection type picker:

1. Edit the file:
SRTDIR/conf/fields—-enums.xml
Search for “<name>protection type</name>”"
Copy and add another “value” section inside it.
Change displayName and logValue accordingly.
Run evstop; evstart

ukwnN

Value should be “ICAP emulation” e.g.

<value>
<logValue>ICAP emulation</logValue>
<displayName>ICAP emulation</displayName>
<icon>Blades/threat emulation</icon>
<icon bw>Blades/threat emulation</icon bw>
<story script>story threat emulation</story script>
<picker>true</picker>

</value>
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8.6.2 Access.log — available log variables

Source
http://c-icap.sourceforge.net/c-icap.conf-0.4.x.html#tag LogFormat

LogFormat
Format:
LogFormat Name Format
Description:
Name is a name for this log format.
Format is a string with embedded % format codes. % format codes
has the following form:
% [-] [width] [{argument}] formatcode
if - is specified then the output is left aligned
if width specified then the field is exactly width size
some formatcodes support arguments given as {argument}
Format codes:
%a: Remote IP-Address
%la: Local IP Address
%Ip: Local port
%>a: Http Client IP Address. Only supported if the proxy
client supports the "X-Client-IP" header
%<A: Http Server IP Address. Only supported if the proxy
client supports the "X-Server-IP" header
%ts: Seconds since epoch
%tl: Local time. Supports optional strftime format argument
%tg: GMT time. Supports optional strftime format argument
%>ho: Modified Http request header. Supports header name
as argument. If no argument given the first line returned
%huo: Modified Http request url
%<ho: Modified Http reply header. Supports header name
as argument. If no argument given the first line returned
%iu: Icap request url
%im: Icap method
%is: Icap status code
%>ih: Icap request header. Supports header name
as argument. If no argument given the first line returned
%<ih: Icap response header. Supports header name
as argument. If no argument given the first line returned
%lh: Http bytes received
%O0h: Http bytes sent
%Ib: Http body bytes received
%0Ob: Http body bytes sent
%I: Bytes received
%0: Bytes sent
%bph: The first 5 bytes of the body preview data. Non
printable characters printed in hex form.
Supports the number of bytes to output as argument.
%un: Username
%SI: Service log string
%Sa: Attribute value set by service. The attribute name must
given as argument.
Default:
None set
Example:
LogFormat myFormat "%tl, %a %im %iu %is %I %0 %lb %O0b %{10}bph"
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8.6.3 ICAP Server response codes

{100, "Continue"}, /*Continue after ICAP Preview */
{200, "OK"},

{204, "Unmodified"}, /*No modifications needed */
{206, "Partial Content"}, /*Partial content modification*/
{400, "Bad request"}, /*Bad request */

{403, "Forbidden"},
{404, "Service not found"}, /*ICAP Service not found */

{405, "Not allowed"}, /*Method not allowed for service (e.g., RESPMOD requested
For service that supports only REQMOD). */
{408, "Request timeout"}, /*Request timeout. ICAP server gave up waiting for a
Request from an ICAP client */
{500, "Server error"}, /*Server error. Error on the ICAP server, such as "out of
disk
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9. Threat Extraction

9.1 Out-of-the box

Currently we only support TX with our MTA or the SandBlast Agent Browser Plugin.

9.2 Parallel/Serial mode

If you want to use TX in “serial mode” after a file is processed by TE you need to set the following:

1. Edit $FWDIR/conf/mail security config

2. under "mta" section (look for "[mta]" within this file)add:
"te adaptive mode disabled=1"

3. install Threat Prevention policy

9.3 Add option to “send original email”

By default the user has only the option to download the original file via the UserCheck process. From JHF198 on
you can add the option to send the original email again. To add this option the following UserCheck page has to
be edited:

— S —
TN, Dermo Mode - Check Paint SmartDashboard R77.30 - Threat Prevention — v Y
BhECEAE Omstirlig 5.:SmartConsole -

i P & Sib  Dataloss Threat w5 Anti-Spam @ Mobile ..
L % URL Filtering My prevention ﬂ Ps & Mail !‘ Access " IPsecvPN @ Compliance 0 Qos = Desktop
¢ ° [D New..~ ‘& Edt.. 3 Delete %Uone]
Action Type  Comment Threat Extraction Success Page
& AntiBot Blocked Block |8 — =
s - T e
X Anti-Virus Blocked Block | UserCheck Interaction
= Protections & Company Policy Anti-Bot Ask -
2 Profies S Company Policy Anti-Virus Ask Message Message (Approve)
y-Siad & Cancel Page Anti Malware Cancel ~Languages
X Threat Emulation Blocked Block - Redrect to Bxdemal Partal Pan= g That Eximction Success Page

ERS vaun ; “ % Company Policy Threat Emulation Ask Commeri:
e - = L

[E] Engine Setti

E HTTP Inspection & Threat Extraction Success Page Approve English
B [Eruo@Es==a]:
ndicators

HTTPS Inspection
(&) Treditional Anti-Vius

Check Point Threat Extraction

D Track Logs® Action Succeeded
@ Analyze & Report™

Email Subject: Email subject

Use the links below to download the original files:
Detailed Download Links

L]aB & v
-: _—_'__:
Network Objects (__ “$send_original_mail$”
1> [ Check Point
1> = Modes Reference: Incident ID
& [ & Networks

Simply add the string “$send_original_mail$”.

The sender of this email will be admin@gatewayhostname.gatewaydomainname.

©2016 Check Point Software Technologies Ltd. All rights reserved | Page 74 /102
[Internal Use] for Check Point employees



9.4 Demo via Web Browser Plugin

Another way to demo Threat Extraction is to activate the TX Browser Plugin.
The Plugin currently also supports uploading files to TE.

To use the TX browser plug-in with a local Sandblast appliance you need to follow this SK:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk108695

You can also use the available SandBlast Partner Training Kit for demoing the web browser extension.

9.5 Demo with MTA environment

For demoing TEX with MTA we recommend using the available SandBlast Partner Training Kit.
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10. TE/TXAPI

10.1 TE APl documentation

API reference guide can be found here:

https://community.checkpoint.com/community/threat-prevention/sandblast-api

10.2 Enabling API ports

TE API port is enabled by default to listen on port 18194 when enabling the TE blade on an appliance.

TX API port must be manually enabled one:

Enabling SCRUBD (responsible to provide Threat Extraction) to listen on port 18195

To enable SCRUBD API port search for “enable_scrub_web_service” in GUIDBEDIT and set the value to

“true”
[, 10.30.200.10 - Check Point Database Tool - —
File View Objects Fields Search Queries Help
m o[
Tables ||Jueries| Object Name Class Mame Last Modify Tirme

E|.... Table

Administrators
E|---- Eti—MaIware

anti_malware_exceptions |=

»

anti_malware_rulebase
anti_malware_rulebase_rul
anti_malware_rulebase_seq T
anti_malware_rulebases
antimalware_misc

SBSettings_572842D5-AC68-6844-8..,

SBSettings_Default
[E TE_General_Settings
SB_General_Settings

[E TESettings_57284205-ACHE-5844-8..,

[ TESettings_Default
[ ABSettings_Default
General_Settings
[ETE_Updates

scrub_blade_gateway_settings
scrub_blade_gateway_settings
te_general_settings

sh_general_settings
threat_emulation_blade_gateway_settings
threat_emulation_blade_gateway_settings
antimalware_blade_gateway_settings
antimalware_general_settings
te_autoupdate

Tue Aug 01 13:31:50 2C
Tue Aug 01 13:24:52 2C
Thu Jul 27 07:24:43 201
Thu Jul 27 07:23:37 201
Thu Jul 27 07:23:37 201
Thu Jul 27 07:23:37 201
Thu Jul 27 07:23:37 201
Thu Jul 27 07:23:37 201
Thu Jul 27 07:23:37 201

: antimalware_overview [E AntiMalwareUpdates antimalware_autoupdate Thu Jul 27 07:23:37 201
... antimalware_statistics
[j---- Desktop
[j—--- Device Management
| [j—--- Endpaint
[ B Global Properties -
4 | 1 | 3
Field Mame Type Value Valid Values Default Wall
color string black black
comments string
compress_repository_files boolean true true
connected_gw string {57284205-AC68-6844-8837-5...
cpfc_async_timeout_in_seconds unumber 115 5~3600 115
delete_files_older_than boolean true true
delete_files_older_than days unumber
| __
|n5pr:ct|0n_5t0ppr:d_track reference Log ('rulebase_tracks' table)
Il obfuscate repository files boolean true true

Also look for further entries with "enable_scrub_service"

©2016 Check Point Software Technologies Ltd. All rights reserved |

Page 76 /102

[Internal Use] for Check Point employees


https://community.checkpoint.com/community/threat-prevention/sandblast-api

When both API ports are enabled you should see them listening on 18194 and 18195:

10.3 Enabling API logging

Logging for TX API is enabled by default — to also get logs for TE API run:

# tecli advanced remote emulator logs enable

TE API logs look like this:

TE2000X

Standard First packet isn't SYN
[ 0.0.0.0 downloaded a malicious file ]

Server replied with no results,

— ﬁ Log Details l =iE &J

TE
TE
TE
TE

E
= TE < | Ar
= TE |
E TE ]l
E T _I Log Info Emulated File
[= TE2 |
= Time Today 11:31:45 File tex_example_calc.doc
E TE |
E TE B Blade | Threat Emulation File doc
[= TE2000X Network Fi 39445
[E TE2000X B Detect File I 2ba9700dfb 52395758396 76483c426a
= TE )1 -
— W Critical i 4b88b11170c935aldele76b3b8777badbeel
= | . TE2000X . : - 3435
=) @ . TE2000X & High
Threat Emulation £
-1
= R CPU-Level Detection Event: Unexpected
= @) . TE2000X Process Crash Malicious Filesystem -1
= ] Activity Malicious Registry Activity
= | Malware Acticn Malware signature matched { Malicious Ip/-1
= o Binary.crngtsm ) Suspicious activity
=3 @ . TE2000X observed ( Malicious by Office macro More
= analyzer ) Unexpected Process Creation
440e6272880b8282b764938e2082fD89a649
= Forensics Report aTc434d33072d9daT44978d61116 E anti-
= . . TE2000X ihe an
- 4 Vulnerable Emulatio.. -
-] _ Exploited doc document L_
Analvzed On =
Analyzed O TEZ000X 0.0.0.0
Protection Type SMTP Emulation 1 1

Win7,0ffice 2013,Adobe 11: emulator.
WinXP,Office 2003/7,Adobe 9: emulator.

T Elina hi
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11.

Testing & Troubleshooting

11.1 | have a problem - where is the log ?

Problem

Emulation fails

Logfile

$FWDIR/log/ted.elg

Comment

Ted.elg is the logdfile of the
threat emulation daemon

Mail is not delivered

Ivar/log/maillog

$FWDIR/log/emaild.mta.elg

Maillog is the Postfix mail
transport log: emaild.mta.log is
the internal MTA log connected
to TED

TE engine update fails

$FWDIR/log/te_engine_log_file.elg

$FWDIR/log/te_file_downloader.elg

$FWDIR/log/ted.elg

TE image update fails

$FWDIR/log/te_file_downloader.elg

$FWDIR/log/ted.elg

TE image initialization fails

$FWDIR/log/te_image_prep_util.elg

Threat Extraction fails

$FWDIR/log/scrubd.elg

$FWDIR/log/scrub_cp_file_convertd.elg

Scrubd.elg is the general
logfile of the Threat Extraction
daemon;
scrub_cp_file_convertd.elg is
the log for the file conversion
process

File aggregation from
stream does not work

$FWDIR/log/dIpu.elg

DLPU is the process
responsible for aggregating
files from the network stream

Note: All of these logs have also debug options to get more info inside the log
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If you like to manually add a file to emulation you can do this via CLI:
# te add file -f=/tmp/test.pdf

This file will be shown in the logs as SMTP emulation

# tecli show download all

This will show you the revision number of the downloaded images:

Compare latest image versions to:
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid
=sk92509
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You can check the current TE engine version:

# tecli advanced engine version

Compare latest engine versions to:

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit _doGoviewsolutiondetails=&solutionid
=sk95235

Check for general connection to Threat Cloud Update servers:

# ping te.checkpoint.com

See if you get feedback from update servers:

# curl -vk https://te.checkpoint.com
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10.3.4 Remove all images and start again

To delete all existing images and start again:

- delete old images

# rm -rf /var/log/files repository/images
- Kill Threat Emulation daemon and rerun update

# fw kill ted

# tecli a du a
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You can force an update:

# tecli advanced download update all

This command will not give you any feedback.

Feedback regarding the update process can be obtained via:
SFWDIR/log/ted.elg
SFWDIR/log/te file downloader.elg
SFWDIR/log/te _engine log

If update still does not initialize kill TED:

# fw kill ted
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10.4 Useful TECLI commands

A small collection of TECLI commands:

License
Show license
# cpstat threat-emulation -f contract

Updates
Force update of images and engine:
# tecli advanced downloads update all

Check engine version
# tecli advanced engine version

Check image versions
# tecli show download images

Check image status
# tecli show download all

Add local file for emulation testing
# te add file -f=putty.exe

Clear cache
# tecli cache clean

Show TE status
# tecli show statistics

Show Emulation status by image/file type
# tecli s e v s
# tecli s e e

Show Remote Emulation queue for TE cloud (on harvesting GW)
# tecli s r g

Save all files passing through TE in /var/log/all_files/  (watch diskspace!)
# tecli advanced attributes set save all files 1

Restrict number of running concurrent VMs
# tecli advanced attributes set max vm no of vms

Debugging (full debug)
# tecli debug set all all

logfiles in /var/log/opt/CPsuite-R77/fwl/log/
o ted.elg
o te_file_downloader.elg => download status new images/engine
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10.5 Useful MTA/Postfix commands

Useful commands for troubleshooting our TE MTA:

Postfix log
/var/log/maillog

Show current queue

# /opt/postfix/usr/sbin/postqueue -c /opt/postfix/etc/postfix/ -p

Show one mail from queue (5632E28B0044 is a sample Queue ID from show queue)

# /opt/postfix/usr/sbin/postcat -c /opt/postfix/etc/postfix/ -gq 5632E28B0044 |
more

Attempt immediate delivery of queue content

# /opt/postfix/usr/sbin/postqueue -c /opt/postfix/etc/postfix/ -f

Delete one message from queue (5632E28B0044 is a sample Queue ID from show queue)

# /opt/postfix/usr/sbin/postsuper -c /opt/postfix/etc/postfix/ -d 5632E28B0044
Delete ALL messages from queue

# /opt/postfix/usr/sbin/postsuper -c /opt/postfix/etc/postfix/ -d ALL

Show postfix configuration

# /opt/postfix/usr/sbin/postconf -c /opt/postfix/etc/postfix/

Get postfix version

# /opt/postfix/usr/sbin/postconf -c /opt/postfix/etc/postfix/ | grep
mail version

Pipe text (" ThislsAnMaillogEntry") into maillog
# /opt/postfix/usr/sbin/postlog -c /opt/postfix/etc/postfix/
ThisIsAnMaillogEntry

Start/Stop postfix

# /opt/postfix/usr/sbin/postfix -c /opt/postfix/etc/postfix stop

-> this command does not seem to have any impact on the postfix process ID - don’t know if it really
restarts postfix

Restart postfix

# /opt/postfix/usr/sbin/postfix -c /opt/postfix/etc/postfix reload

Further information
"postqueue” command -> http://www.postfix.org/postqueue.1.html
Postfix Website -> http://www.postfix.org/
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10.6 How-to send an email with attachment from CLI

How to send mail with attachment from Gaia OS?
E.g. to reinject a previously caught malicious file to TE MTA locally:
[Expert@gw]# cd /var/log/mal files/

[Expert@gwl# 1s

4bddeb07094936013a660ac7dc26326leecal2eldc.pdf
8ee725923¢c3a29c59a16083e02cc3f1409dd49d.doc
ba7809dd229p8256ce36428e5ccf514dedea8l77.doc

[Expert@gw]# uuencode 4bddeb07094936013a660ac7dc26326leecaz2eldc.pdf
4bddeb07094936013a660ac7dc26326lecazeldc.pdf | $FWDIR/bin/sendmail -t localhost -s
"inspect file" -f "alb.cz <mailto:a@b.cz> " "a@test.local <mailto:altest.local> "

First mail address is sender, second one is recipient.
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10.7 SNMP Monitoring
10.7.1 TE SNMP OIDs

Currently these values can be queried by SNMP but are not part of the official Check Point MIB:

Description oID Blade
Threat Emulation Status Fields 1.3.6.1.4.1.2620.1.49
Threat Emulation Status Code 1.3.6.1.4.1.2620.1.49.101 TE
Threat Emulation Status Short Description 1.3.6.1.4.1.2620.1.49.102 TE
Threat Emulation Status Long Description 1.3.6.1.4.1.2620.1.49.103 TE
Threat Emulation Engine Major Version 1.3.6.1.4.1.2620.1.49.29 TE
Threat Emulation Engine Minor Version 1.3.6.1.4.1.2620.1.49.30 TE
Threat Emulation Mode .1.3.6.1.4.1.2620.1.49.19.0 TE
Threat Emulation Queue Information 1.3.6.1.4.1.2620.1.49.1 TE
Threat Emulation Download Information 1.3.6.1.4.1.2620.1.49.2 TE
Threat Emulation Average Download Percentage 1.3.6.1.4.1.2620.1.49 TE
Threat Emulation Download Percentage 1.3.6.1.4.1.2620.1.49.3 TE
Threat Emulation Update Status 1.3.6.1.4.1.2620.1.49 TE
Threat Emulation Status 1.3.6.1.4.1.2620.1.49.16 TE
Threat Emulation Status Description 1.3.6.1.4.1.2620.1.49.17 TE
Threat Emulation Queue Info 1.3.6.1.4.1.2620.1.49.1 TE
1.3.6.1.4.1.2620.1.49.1.1.1.0 TE
Threat Emulation Download Info 1.3.6.1.4.1.2620.1.49.2 TE
.1.3.6.1.4.1.2620.1.49.2.1.2.x.0
Threat Emulation Download Percentage 1.3.6.1.4.1.2620.1.49.3 TE
Threat Emulation Scanned Files (Quantity) 1.3.6.1.4.1.2620.1.49.4 TE
Threat Emulation Scanned Files Total Count 1.3.6.1.4.1.2620.1.49.4.1 TE
Threat Emulation Scanned Files Count Last Day 1.3.6.1.4.1.2620.1.49.4.2 TE
Threat Emulation Scanned Files Count Last Week 1.3.6.1.4.1.2620.1.49.4.3 TE
Threat Emulation Scanned Files Count Last Month 1.3.6.1.4.1.2620.1.49.4.4 TE
Threat Emulation Malware Detected (Quantity) 1.3.6.1.4.1.2620.1.49.5 TE
Threat Emulation Malware Detected Total Count 1.3.6.1.4.1.2620.1.49.5.1 TE
Threat Emulation Malware Detected Count Last Day 1.3.6.1.4.1.2620.1.49.5.2 TE
Threat Emulation Malware Detected Count Last Week 1.3.6.1.4.1.2620.1.49.5.3 TE
Threat Emulation Malware Detected Count Last Month 1.3.6.1.4.1.2620.1.49.5.4 TE
Threat Emulation Scanned Files On Threat Cloud (Quantity) 1.3.6.1.4.1.2620.1.49.6 TE
Threat Emulation Scanned Files On Threat Cloud Total Count | 1.3.6.1.4.1.2620.1.49.6.1 TE
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Threat Emulation Scanned Files On Threat Cloud Last Day
Threat Emulation Scanned Files On Threat Cloud Last Week

Threat Emulation Scanned Files On Threat Cloud Last
Month

Threat Emulation Malware Detected On ThreatCloud
(Quantity)

Threat Emulation Malware Detected On ThreatCloud Total
Count

Threat Emulation Malware Detected On ThreatCloud Last
Day

Threat Emulation Malware Detected On ThreatCloud Last
Week

Threat Emulation Malware Detected On ThreatCloud Last
Month

Threat Emulation Average Process Time (Quantity)
Threat Emulation Average Process Time Total Count
Threat Emulation Average Process Time Last Day
Threat Emulation Average Process Time Last Week
Threat Emulation Average Process Time Last Month
Threat Emulation Emulated File Size (File size - bytes)
Threat Emulation Emulated File Size Total

Threat Emulation Emulated File Size Last Day
Threat Emulation Emulated File Size Last Week
Threat Emulation Emulated File Size Last Month
Threat Emulation Queue Size (Quantity)

Threat Emulation Queue Size Total Count

Threat Emulation Queue Size Last Day

Threat Emulation Queue Size Last Week

Threat Emulation Queue Size Last Month

Threat Emulation Peak Size (Quantity)

Threat Emulation Peak Size Total Count

Threat Emulation Peak Size Last Day

Threat Emulation Peak Size Last Week

Threat Emulation Peak Size Last Month

Threat Emulation General Status Fields

Threat Emulation Email Scanned

Threat Emulation Downloaded Files Scanned
Threat Emulation Files In Queue

Threat Emulation Number Of Emulation Environments
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1.3.6.1.4.1.2620.1.49.6.2

1.3.6.1.4.1.2620.1.49.6.3

1.3.6.1.4.1.2620.1.49.6.4

1.3.6.1.4.1.2620.1.49.7

1.3.6.1.4.1.2620.1.49.7.1

1.3.6.1.4.1.2620.1.49.7.2

1.3.6.1.4.1.2620.1.49.7.3

1.3.6.1.4.1.2620.1.49.7.4

1.3.6.1.4.1.2620.1.49.8

1.3.6.1.4.1.2620.1.49.8.1

1.3.6.1.4.1.2620.1.49.8.2

1.3.6.1.4.1.2620.1.49.8.3

1.3.6.1.4.1.2620.1.49.8.4

1.3.6.1.4.1.2620.1.49.9

1.3.6.1.4.1.2620.1.49.9.1

1.3.6.1.4.1.2620.1.49.9.2

1.3.6.1.4.1.2620.1.49.9.3

1.3.6.1.4.1.2620.1.49.9.4

1.3.6.1.4.1.2620.1.49.10

1.3.6.1.4.1.2620.1.49.10.1

1.3.6.1.4.1.2620.1.49.10.2

1.3.6.1.4.1.2620.1.49.10.3

1.3.6.1.4.1.2620.1.49.10.4

1.3.6.1.4.1.2620.1.49.11

1.3.6.1.4.1.2620.1.49.11.1

1.3.6.1.4.1.2620.1.49.11.2

1.3.6.1.4.1.2620.1.49.11.3

1.3.6.1.4.1.2620.1.49.11.4

1.3.6.1.4.1.2620.1.49.12

1.3.6.1.4.1.2620.1.49.13

1.3.6.1.4.1.2620.1.49.14

1.3.6.1.4.1.2620.1.49.15

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE
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Threat Emulation Contract Status Fields
Contract Name

Cloud Subscription Expire Date

TE Cloud Hourly Quota

TE Cloud Monthly Quota

TE Cloud Remaining Quota

TE Maximal VMs Number

TE Subscription Status

TE Cloud Quota Status

TE Subscription Description

TE Cloud Quota Description

TE Cloud Quota Identifier

TE Cloud Monthly Quota Period Start

TE Cloud Monthly Quota Period End

TE Cloud Monthly Quota Usage for This GW

TE Cloud Hourly Quota Usage for this GW

Threat Emulation Is First Download

TE Cloud Monthly Quota Usage for Quota ID

TE Cloud Hourly Quota Usage for Quota ID

TE Cloud Monthly Quota Exceeded
TE Cloud Hourly Quota Exceeded

TE Cloud Last Quota Update GMT Time
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1.3.6.1.4.1.2620.1.49.19

1.3.6.1.4.1.2620.1.49.20

1.3.6.1.4.1.2620.1.49.21

1.3.6.1.4.1.2620.1.49.22

1.3.6.1.4.1.2620.1.49.23

1.3.6.1.4.1.2620.1.49.24

1.3.6.1.4.1.2620.1.49.25

1.3.6.1.4.1.2620.1.49.26

1.3.6.1.4.1.2620.1.49.27

1.3.6.1.4.1.2620.1.49.28

1.3.6.1.4.1.2620.1.49.31

1.3.6.1.4.1.2620.1.49.32

1.3.6.1.4.1.2620.1.49.33

1.3.6.1.4.1.2620.1.49.34

1.3.6.1.4.1.2620.1.49.35

1.3.6.1.4.1.2620.1.49.36

1.3.6.1.4.1.2620.1.49.37

1.3.6.1.4.1.2620.1.49.38

1.3.6.1.4.1.2620.1.49.39

1.3.6.1.4.1.2620.1.49.40

1.3.6.1.4.1.2620.1.49.41

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE

TE
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10.7.2 Extend SNMP Monitoring
10.7.2.1 Enable SNMP

1. # cpconfig
a. enable "SNMP Extension"
2. Clish

e set snmp community <community-name> read-only
e save config

Check OIDs for TE
TE OIDs =>.1.3.6.1.4.1.2620.1.49

Show all TE related OIDs
# snmpwalk -v 2¢ -c <community-name> localhost .1.3.6.1.4.1.2620.1.49

Enable SNMP Agent
1. Clish
e setsnmp agenton
e save config

10.7.2.2 Extend available SNMP OIDs

Select free OID for Postfix queue value
Free OID =>.1.3.6.1.4.1.2620.1.250.1

Extend available SNMP values
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&soluti
onid=sk78360

Add the following lines to /etc/snmp/userDefinedSettings.conf file:

extend .1.3.6.1.4.1.2620.1.250.1 postfix queue /bin/sh
/home/admin/mailqueue.sh

extend .1.3.6.1.4.1.2620.1.250.2 emaild gqueue /bin/sh
/home/admin/emaild tmpdir.sh

extend .1.3.6.1.4.1.2620.1.252 vm /bin/sh /home/admin/running vm.sh
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10.7.2.3 Postfix mailqueue monitoring script

/home/admin/mailqueue.sh

# Extract Postfix queue size value
#!/bin/bash

MAILQ=$ (/opt/postfix/usr/sbin/postqueue -c /opt/postfix/etc/postfix/ -p |
egrep '~--.*Request|”Mail.*empty')

if [[ SMAILQ =~ "empty" 1] ; then
RESPONSE=0
echo SRESPONSE

elif [[ S$SMAILQ =~ "Request" ]] ; then

RESPONSE=S$ (echo SMAILQ|awk '{print $5}")
echo $SRESPONSE

else
RESPONSE=error

fi

10.7.2.4 Emaild queue monitoring script

/home/admin/emaild_tmpdir.sh

# Extract emaild temp file gqueue amount
#!/bin/bash

/opt/CPshared/5.0/tmp/.CPprofile.sh
l1s -1 SFWDIR/tmp/email tmp/ |grep emailtemp |wc -1

10.7.2.5 Running VM instances monitoring script

/home/admin/running_vm.sh

# Extract amount of running VM Instances

#!/bin/bash

. /opt/CPshared/5.0/tmp/.CPprofile.sh

tecli s e e | grep "Running virtual machines"|awk '{print $4}'
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10.7.2.6 Test extended SNMP values

Test new values
MAILQUEUE

snmpwalk -v 2c¢ -c public localhost .1.3.6.1.4.1.2620.1.250.4.1.2.2.109.113.1

EMAILD_TEMPDIR
snmpwalk -v 2¢ -c public localhost .1.3.6.1.4.1.2620.1.251.4.1.2.3.101.109.102.1
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Check Point internal only

Try to get a sample from the customer e.g. from a competitor within this PoC and send it to
toc@checkpoint.com. Before compress the file with ZIP and set a password “infected”. TOC will create a
ticket and will investigate the sample.

Partners
Open a support ticket at TAC

Check Point internal only

Get the possible false-positive sample from the customer and send it to toc@checkpoint.com. Before
compress the file with ZIP and set a password “infected”. TOC will create a ticket and will investigate the
sample.

Partners
Open a support ticket at TAC

P ifitisa false-positive do not forget to remove the file from the appliance/gateway local cache.
Otherwise it will stay in the cache with verdict “malicious” still creating further false-positives even if
toc removed the cause.

You can remove a specific hash / extension via the command line with tecli:

P Do not clear the whole cache as this will have a negative impact on performance !
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10.9 How-to issue a license via User Center

10.9.1 Cloud emulation

Log-in your User Center account (create one for free if you don’t have it)

WWW CHECKPOINT.COM 3 | LOGOUT

Check Point ®
UserCenter TrvourPRODUCTS QUOTINGTOOLS  ASSETS/INFO  SUPPORT/SERVICES

I Account Ale

TRY OUR PRODUCTS

Early Availability Pregrams
| Quick Evaluaticn |

Try Qur Preducts

nternal Evaluation

Add Evaluation Product(s)

* Select Evaluation Product | Next Ge ion Threat E> ion Package Eval - CPSB-NGTX-EVAL »

* Select Account: | Select or search an account...

* - Required Fields Ev:

Selected : ) ' -
Accounts Products Blades Services Accessories Support
Summary a
i Evaluate Blades i Quick Evaluation
Issue Date A Total Not Licensed Yet Valid Expired
Last 1-6 Months a7 5 8 4
Last 7-12 Months &7 52 0 15
Brevious Periods 13 8 2 3
Total a7 65 10 22
Details -
zm X Export | A, License Instructions | E; Get Contracts
Filter:|”9b< * | 2 Evaluations | Last 1-6 Months x
[] Product Evaluation Name SKU Account ID Key P Issue Date

Issue Date: 13-May-2015

Next Generation Threat Extraction Package Eval CPSB-NGTX-EVAL 6395238 DB‘HCI}m\: 13-May-2015
©2016 Check Point Software Technologies Ltd. All rights reserved | Page 93/102

[Internal Use] for Check Point employees


https://usercenter.checkpoint.com/usercenter/portal

Generate the EVAL license with IP of GW that will send files to Cloud emulation

My Products

License - Step 1 of1 View Licensing Ir
Product Name CPSB-NGTX-EVAL
Certificate Key

Description Next Generation Threat Extraction Package Eval

* I would like this product to operate @) Using the Software Blade Architecture (R70 and above)
O Using the NGX Architecture (RES and below)

License Information

Type of License (CentrallLocal): | Central Vl @
* Enter P Address [1.1.1.1 | O]
* Hardware Brand Name

oher | — Not relevant— W
* Operating System | Gaia Vl

Tags | |

Free Text

License

“Get License File” to get the license and attach it to GW (thru CLI or SmartUpdate) or use “Show License Info” to
copy/paste license instructions into SmartUpdate

License

An email with the License(s) information and instruction on how to import the license(s) directly into your products was sent to igerf@checkpoint.com

@ Licenses were generated successfully

Product/Feature Description Certificate Key Version Comments
CPSB-NGTX-EVAL Mext Generation Threat Extraction Package Eval EI-SHW}' Software Blades
Get License File || Show License Info I Back To Products
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10.9.2 Local emulation

For local TE emulation license can be automatically created via User Center Quick Evaluation option.

Follow the same procedure as above to generate CPSG-TE-VM56-EVAL (for TE2000), CPSG-TE-VM28-EVAL (for
TE1000), CPSG-TE-VM8-EVAL (for TE250) license

Add Evaluation Product(s)

* Select Evaluation Product

* Select Account:

* Purpose for Evaluation:

* -Required Fields

Endpoint Package, 25 seats (Legacy) - CPEP-TS5-EVAL

Threat Emulation
NGTX package including Threat Emulation cloud and Threat Extraction - CPSB-NGTX-EVAL

TE2000 - Threat Emulation appliance with 56VMs - CPSG-TE-VM56-EVAL
TE1000 - Threat Emulation appliance with 28VMs - CPSG-TE-VM28-EVAL
TE250 - Threat Emulation appliance with 8VMs - CPSG-TE-VME-EVAL

CPSG-TE-EVAL is to be generated for local TE emulation GW when:

e either the TE appliance is traffic collector itself and does local emulation
e or TE appliance is traffic collector itself in hybrid mode (some files will be send to cloud and the rest will be

emulated locally)

additional NGTX license must be added to TE appliance
e or TE appliance and additional Check Point gateway exist in hybrid mode (TE appliance will do the local
emulation and additional gateway will send part of configured files to cloud emulation)

A additional NGTX license must be added to Check Point gateway
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10.10Miscellaneous
10.10.1 Getting data behind empty TE forensic reports
e On SVT/SmartLog entry, click on view report:

# Threat Emulation: @ Detect

localhost downloaded a malicious file

Time Sep 24, 2015 2t 17:31:57 Malware Activity Malicious Filesystem Activity
Numt 550021 Malicious Regi... »
Vulnerable Summary Report sl
T
x m ;. Operating Systems Win7,Office m )
Origin gw-304766 2003/7,Adobe 9,
Flash 10, Java 6
N ... o qw-304766
Source d localhost (127.0.
8 focathont 012700 Severity @ Critical
Proxied Source IP e
Confidence Level [ High
Destination localhost (127.0.0.1) -
e =
Interface [ File Name 88307e5b70e8dfe
6¢5557779e42¢7065f 333608 swf
Sevice e  File Type swf
Aesee  aie
Action 7 Detect File MDS cbe7eB513776ad7
117528e5b0541fed:
Rule Name Go to Policy s
File SHA-1 88307e5b70eBdfe
6¢5557779e42c7065f2e326b38
' 127.0.0.1 downloaded a malicious file B VYN
Log Info Emulated File
Te Today 18:17:54 Bisie 88307€5b70e801e6¢5557779e4ac706512e3a
608.5wl
Bisde # Threat Emulation
Fle Type swi
Procuct Famiy Network
- File Size (Bytes) 43697
Action ' Detect -
a — Fie MDS be7eB513776207117528e500541fe5¢
- — ::omwssmmmsm
Confoecelevel () High i
Traffic
Threat Emutation Destraton [ tocathost (127.0.0.1)
Maware Acton Registry ‘:(M Activity Protocol TCP (6)
Forersics Report View Report Somoe o =
Vaneabe Opcm-r.{ WinZ Qffice 2003/7 Adobe 9, Flagh 10, ] ferden el
Analyzed On gw-304766 I View R ¥
Protecton Type SMTP Emulation gin gw- 304766
Protection Narme Exploited swf document
Scope 255.255.255.255
Destraton Pont 30580
Service Name TCP/30580
Malcious Actiity De.. Win7,0ffice 2003/7,Adobe 9: emulator.
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e Onthe browser opened, go to the address bar. Remove the filename (ThreatEmulationReport.html) to go to
the containing directory and press enter.

C @ [Rer/ i imernotien AppOsta L e T ey eertFdes % TE00000CEE D02 -COA6- BAL S ABCOTOISEE00W 107 eble 360 BEMe4¢25 3T08 5637 608 300! e S |

Malware Report

. 88307e5b70e8dfe6c5557779e4ac7065fae3a6b8.swf
A Malicious Activity Detected
Sl RN L TPt 111 PR L e

Owwrtasd mats ety

e Then go to "data" directory, and click on "ThreatEmulation_dataXML" file.

Name Size Date Modified
% [parent directory]

| umages 814/13. 64712 PM
] AntBot_dataXML js 359kB $/14/13, 6:47:11 PM
_ AntiBot_lavoutXML js 149kB 8/14/13. 6:47:11 PM
L) LunwxXML js 2B $/14/13. 6:47:12 PM
| LinuxXMLData js 17B 8§/14/13,6:47:12PM
1 MultiUser_dataXML js 61kB 8/14/13.6:47:11 PM
) MultiUser_layoutXML js 12kB  814/13.647:11 PM
] SingleUser_dataXML js 93kB 8/14/13,647:11 PM
. SmgleUser_lavoutXML js 12kB 8/14/13. 6:47:11 PM

| ThreatEmulation Bemgn LavoutXML js 6.2kB $1413.6:47: 12 PM
I_, ThreatEmulation_dataXML I 64kB 924/15, 6:17:55 PM
. ThreatEmulation_dataXML js 66kB 924/15.6:17:55PM
| ThreatEmulation_LayoutXML js 93kB  814/13.647:12PM
_ ThreatEmulation_Summary_LayoutXML js 23kB 8/14/13,6:47:12 PM
. ThreatEmulation_XSLT js 182kB 8/14/13. 6:47:12 PM
_ ThreatEmulation_XSLT xs! 180kB $14/13. 647:12 PM

4. That's the xml behind the report. The events are shown in the "Activities" section:

€« C f [ filev//C:/Users/nofam/AppData/Local/Temp/reportFiles%7
CTOUreensnuTsNames >
vecActivities>
v <Command>
<CommandName>RegistryEvent</CommandName >
<ID>8</ID>
<Time>09:09:17<¢/Time>
<Src>C:\\Program Files\\Internet Explorer\\iexplore.exe</Src>
<Dst>HKLM\\SOFTWARE\\Classes\\ChromeHTML\\shell</Dst>
<Action>EnumerateKey</Action>
</Command>
v <Command>
<CommandName >RegistryEvent</CommandName >
<ID>8</ID>
<Time>00:00:17</Time>
<Src>C:\\Program Files\\Internet Explorer\\iexplore.exe</Src>
v<Dst>
HKCU\\Software\\Microsoft\\Internet Explorer\\Feed Discovery
</Dst>
<Action>EnumerateValuekey</Action>
</Command>
v <Command>
<CommandName >RegistryEvent</CommandName>
<ID>B</ID>
<Time>00:01:23¢/Time>
<Src>C:\\Windows\\System32\\SearchFilterHost.exe</Src>
<Dst>HKU\\.DEFAULT</Dst>
<Action>CloseKey</Action>
</Command>
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By default TED.ELG will only grow to 10 MB and rotate ten times.
This could be to few logs to troubleshoot or catch an event.

The settings can be changed via
tecli advanced attributes set max size per log file
tecli advanced attributes set number of log files

tecli advanced attributes show will print the current settings:
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10.10.3 Blocking filetypes inside archives

To block certain filetypes inside archives (which is currently not possible with AV filetype blocking) use the following
TECLI command:

Enabling prohibited file types in archives

On the gateway, run the command:

tecli advanced attribute set prohibited_file_types <file_typel>,<file_type2>
For example to block every archive that contains an exe file run:

tecli advanced attribute set prohibited_file types exe

Disabling prohibited file types in archives

To reset the list of prohibited file types and disable the feature, run:

tecli advanced attribute set prohibited_file types -

Prohibited file types in archives status

To see the list of file types currently configured as prohibited run:

tecli advanced attribute show prohibited_file_types

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk101057
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11. Important SKs and hotfixes

This table is based on R77.30 without an jumbo hotfix applied. If you already installed a jumbo check if the needed

fixes are included.

Scenario Description Relevant
SK
Sandblast Appliance Sandblast Appliances and
TE100X, TE250X, install images

SK106210

Comment

Includes download link for X-Appliance install
image

TE1000X, TE2000X CPU Level Hotfix

SK107333

Only needed if CPU Level hotfix is not included
in current ISO (ISOs before October 2015); can
be checked with

# tecli advanced attributes show | grep CPU

Feature list of new TE engine releases

How-to do offline image and engine updates;
with download links in SK

If you want to block file extensions in archive
(currently not supported with AV) use this
feature in TE

Hotfix available

Multiple Private Cloud SK102309
Support ‘
TE General Supported file-types for ‘ SK106123
emulation
TE on-premise TE Engine Update — SK95235
What's new
TE Offline Update ‘ SK92509
Create forensic report for ‘ SK105737
benign
Blocking archive files SK101057
according to contained file
types
TE cloud Cloud geo-restriction | SK97877
MTA General Issues with non-ASCI| SK105164
characters in email subject ‘
E-Mails are delayed for ‘ SK108878

several hours in MTA

MTA on a CP cluster Unable to configure VIP for |BS]SESF{0K]

MTA

No fix currently available; restrict access to not
used MTA interfaces by deactivating implied
rule for port 25 and use firewall rules (see
SandBlast PoC guide)

Double inspection when SK109198

running MTA on a cluster

Hotfix needs to be installed on the
Management Server; contact Support to get fix

SmartEvent TE events missing SK108492

Fix available in SK

TE event action differs SK106392

between SmartEvent and
SmartLog

SKonly
SK and hotfix/download
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