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1. NEEDED FILES

Here you are the needed files to download:

A

1. R77.30 IS0 for Open Server > Download

2. EB80.81 Endpoint Security Clients for Windows OS > Download

3. SmartConsole for Endpoint Security Server R77.30.03 / E80.81 > Download
B

4. R77.30 Jumbo Hotfix for Endpoint Security Server > Download
5. R77.30.03 Endpoint Security Server Package for Gaia OS > Download
6. CPUSE Agent latest version (Optional) > Download
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2. DEPLOYMENT OF GAIA OS

o Requirements to create the Virtual Machine:
- Cores: 4
- RAM: 8GB
- Disco: 500GB

Mew Virtual Machine Wizarg

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Red Hat
Enterprise Linux 5 64-bit,

The virtual machine will be created with the following settings:

MName: EFM-EZ030

Location: C:\Data WM \WMWare \EPM-EBOE0
Version: Workstation 12.x

Cperating System: Red Hat Enterprise Linux 5 64-bit

Hard Disk: 500 GB, Split

Memary: 5192 MB

Network Adapter: MAT

Cther Devices: 4 CPU cores, CO/DVD, USE Controller, Printer, Sound. ..

Customize Hardware...

[ <Back |[ Fmsh ][ cancel |

o Mount the ISO file (File 1 from list A from the needed files) on the VM and boot the VM
from the 1SO.

o Select “Install Gaia on this system” at the boot menu
Helcome to Check Point Gaia R77. 38

| Install Gaia on this systen

N5 not inotaal Goin. ooor coonm local deive

Install Gaia on a system listed in sk776G6H
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o Select “OK”

Welcome

Thi=s process will install the Check Point Gaia R?Y?Y.38
operating system and associated applications.

Do you wish to proceed with the installation®

Machine Info

o Select “Spanish” (or your keyboard language layout)

Which keyboard type iz attached
to this computer?

Spanish

o Configure the different partitions and select “OK”
Partitions Configuration
Your disk size is 499 GB.
Disk space will be assigned as follows:
System-swap (GB) =

System-root (GEB) 18
Logs (GB) I 1=

Backup and upgrade (GB) 72 14

Sys Log

Default
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o Choose a password for the admin user and select “OK”

ficcount Configuration

Choose a password for the "admin" account.

Password: == Medium
Confirm: s=smxsx

o Configure the network details, they will depend on your own environment, you don’t need
to configure exactly the same IP range.

Management Interface (ethB)

IP address: 192 .168.165.238_
Netmask: 255.255.255.8_
Default gateway: 192 .168.165.2_

[ 1 DHCP =erver on this interface

O End the process and wait until VM finish rebooting.

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 5
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3. FIRST TIME CONFIGURATION WIZARD

o Go to your management IP address configured in the previous step. You should go
through a web browser and use the HTTPS protocol.

é

Gaia Portal® Check Point

R77.30

o Log in with the admin user and the password chosen in the step 2.

o Select “Next” in the first menu.

o Select “Next” in the second menu.

o Select “Next” in the third menu.

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 6
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o Configure your device details and select “Next”

First Time Configuration Wizard

Device Information L3 Check Point
Host Name: |en dpoint-poc |

Domain Name: | lab

Primary DMNS Server |3_3_3_3 ‘

Secondary OMNS Server: |3_3_4_4 ‘

Tertiary DNS Server: | ‘

Proxy Settings

|:| Use a Proxy server

&3 Check Point < Back ][ Mext = ] [ Cancel ]| Help

SOFTWARE TRCHMOLDGIES UTD

o Configure your right Time Zone and your NTP server in case you're using one.

Date and Time Settings & Che

Set time manually:

Date: |Wednesday: January 17, 2018 |E
e [}
Time Zone: | Madrid, Europe (GMT +1:00) |V

©) Use Network Time Protocol (NTP):

o Select “Next” in the next menu.

©2018 Check Point Software Technologies Ltd. All rights reserved | p. 7
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o Check only “Security Management” and select “Next”

Products

Products

|:| Security Gateway
Secunty Management

Clustering
Define Security Management as: Primary

Automatically download Blade Contracts and other important data (highly n
.@. For more information click here

< Back | | Next =

o Configure your first admin user and select “Next”

Administrator sdmin
Mame:
Mew Password:

Confirm Password. | seesss

o Select “Next” in the next menu.

o Select “Finish” and “Yes” in the last menu.

o Wait until the initial First Time Configuration Wizard finishes and the VM reboot.
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4. COPY FILES TO THE MANAGEMENT

o Execute the next commands through SSH/Console session:

endpoint-poc> set expert-password
Enter new expert password:
Enter new expert password (againl:

endpoint-poc> =et user admin shell rbinsbash
endpoint-poc> =ave config

o Use WIinSCP to copy the “Needed Files” from step 1 to the management.

File protocol:
|sFTP -

Host name: Port number:
192, 168,165,230 22 =

-

User name: Password:

admin ------l

Save |" Advanced... |v

o Select the folder “1_FicherosNecesarios” that contains the files from the step 1.B
o Select “Upload” and “OK”.

o The folder with the needed files will be copied to the path /home/admin

& 2dmin@192:168.165.230 | Gif New Session |

gC:Lu - g @ 4= - ]::[ E ?D Local Mark Files Commands Sess
EH Upload - ¥ =4 » » | admin =1
C\1_Ficheros\

MName : /home/admin/

: R Name ‘

. 1_FicherosMecesarios

, CP_EPS_E80.80_Clients
|| Check_Point_R77.30_Install_and_Upgrade_T5.Gaia.iso
L& Check_Point_SmartConsole R77.30.03_E80.80.exe
.Q. Check_Point_SmartConsole_R77.30.03_E&0.81.exe
e CP_EPS_E80.80_Clients.zip

.

=" Upload file '1_FicherosMecesarios' to remote directory:
|§| |homefadmin/. *|

Transfer settings
Transfer type: Binary

[ Transfer in background (add to transfer queus)

I Transfer settings... |V‘

[~ Do not show this dialog box again

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 9
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5. UPDATE THE CPUSE AGENT

5.1 ONLINE UPDATE

o CPUSE Agent will be updated automatically in case the management has access to the
Internet.

o Go to the management web portal.

Gaia Portal* Check Point

This system is for authorized use only.

-
|1 I

o Select Upgrades (CPUSE) > “Status and Actions”

| =) Upgrades (CPUSE)

‘ Status and Acfions

o Check if the build is higer or equal to 1439 (Date: 15/03/18)
R77.30 take 5 Hotixes | Last updated on: Thu Mar 15 7:20 2013

Hoffixes Information

Installed Hotfixes:

s HOTFIX_R77_30

Deployment Agent build: 1439

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 10
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5.2 OFFLINE UPDATE

o Download the last version of the CPUSE Agent: sk92449

o Copy the download file to the management through WinSCP.

o Unzip the download file: tar -zxvf DeploymentAgent_<build>.tgz

o Install the RPM package through: rpm -Uhv --force CPda-00-00.i386.rpm

o Stop all clish processes: killall -v clish clishd

o Restart the Confd Daemon: tellpm process:confd => tellpm process:confd t

o Start manually the CPUSE Agent daemon: $DADIR/bin/dastart

©2018 Check Point Software Technologies Ltd. All rights reserved | P. 11
[Internal Use] for Check Point employees


https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk92449#Latest build of CPUSE and What's New

CLOUD - MOBILE - THREAT PREVENTION

=] Check Point

SOFTWARE TECHNOLOGIES LTD.

WELCOME TO THE FUTURE OF CYBER SECURITY

6. SMARTCONSOLE R77.30.03/E80.81 INSTALLATION

o Execute the download file from: step 1 > List A > File 3:

SmartConsole for Endpoint Security Server R77.30.03 / E80.81 > Download

o Install the exe file following next steps with the default options:

Check Point Smart

E Check Point E Chfﬁk Poiq}

The Check Point Installation Wizard will install Check Point SmartConsole R77.30

on your computer.

a maintenance release for RT7, R77.10 and R77.20 with
Point product updates. R77 new features:
ith new cloud-based Threat Emulation Software Blade
ompliance monitoring and security assurance with new Compliance
Scftwsvz Blade
- Major Next Generation Firewall real-life performance boost on existing platforms
« New provisioning capabilities in SmartDashboard for central device management
and cor uration
- Improved version deployment with Gaia Automated Software Updates
- Enhanced Identity Awareness, including new RADIUS integration
« Endpoint Security enhancements

‘Software Licerse Agreement ]
(Check Point Seftware Technolegies Ltd

This License Agreement fihe “Agreement")is an agreement between you (both the indivicual instaling the Product
land any legal ertity on whose behaF such individual s acting) thereinalter “You" or “Your") and Check Peint Software
Technalogies Lid. hereinafter “Check Point").

TAKING ANY STEP TO SET-UP, USE OR INSTALL THE PRODLCT CONSTITUTES YOUR ASSENT TO AND
IACCEPTANCE OF THIS AGREEMENT. WRITTEN APPROVAL IS NOT A PREREQUISITE TO THE VALIDITY OR
[ENFORCEABILITY OF THIS RGREEMENT AND NO SOLICITATION OF ANY SUCH WRITTEN APPROVAL BY OR
ON BEHALF OF YOU SHALL ED AS AN INFERENCE TO THE CONTRARY. IF YOU HAVE
(ORDERED THIS FRODUCTSUCH OHDER IS CONSIDERED AN OFFER BY YOU, CHECK POINT'S
|ATCEETANCE NE YA 1IR AFEER 1§ EYBREGS] Y PANNITIANAL AN YA IR 8GSENT TH THE TERME NF THIS

E Check Point

Cancel

[&] Check Point

To use the default installation folder, click Next. To install to a different folder,
click Browse and select another folder.

B2 Ful

nstall all SmartConsole components

Destination Folder:

CAProgram Files (x86)\CheckPoint\SmartConsole\R77.30 m

@ sack

@r.v

© cencel

=) Check Point §

» SmartDashboard

SmartEndpoint

What’s new in R77.30

R77.30 is a maintenance release for R77, R77.10 and R77.20
with important Check Point product updates. R77 new features:

SmartDomain Manager

SmartLog and SmartView Tracker

SmartEvent

SmartView Monitor

SmartUpdate
SmartProvisioning

Demo Mode

= Prevent zero-day attacks with new cloud-based Threat Emulation
Software Blade
Continuous compliance monitoring and security assurance with
new Compliance Software Blade
Major Next Generation Firewall real-life perlormance booston
existing platiorms
New provisioning capabllities in SmartDashboard for central
device managementand configuration
Improved version deployment with GAIA Automated Software
Updates
Enhanced ldentity Awareness, including new RADIUS integration
Endpoint Security enhancements

©2018 Check Point Software Technologies Ltd. All rights reserved
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7. LICENSES CREATION (JUST NEEDED DURING A POC)

Create the needed licenses through the UserCenter:

o Endpoint Management License: All-In-One

Product Evaluation

1 of 2 - Select Evaluation Product

Show details v THREAT PREVENTION EVALUATION

Evaluate all of the Threat Prevention Blades  Evaluste all of the Bateway 2nd

an existing Gateway

2 of 2 - Provide Evaluation Info

User Center Account™
® Select one of your UC Accounts Type snother

Chesk Point 0007943847 tolecanc)

IP Address - Optional [Lean more]
192.168.165.230

Email Address™

A copy of the eval

jtoledaneBeheckpoint com

uation notice will be sent to this Emai

Use my email

Evaluation Product will be used by™
® Check Point Distributor/Partner Customer
Purpose of Evaluation™

Testing and qualiications in lab environments

© ALL-IN-ONE EVALUATION

Management Blades on any Getewsy

E4Send feedback

OTHER EVALUATION OPTION
Select a product B
Select a product from the available options

to compare its features

The license file (CPLicenseFile.lic) will be sent to the email address chosen through the

form.

o Licenses to be able to use the Endpoint agent software and his blades (maximum 100

seats):

Product Evaluation

1 of 2 - Select Evaluation Product

Show details v THREAT PREVENTION EVALUATION ALL-IN-ONE EVALUATION

Evaluate all of the Threat Frevention Blades  Evaluste all of the Gateway and

on an existing Gateway Management Blzdes on any Gateway

2 of 2 - Provide Evaluation Info

User Center Account™
® Select one of your UC Accounts Type another UG Account 1D

Check Point:0007943847 (toledanc)

Email Address®
A copy of the evaluation notice will be sent to this E:
jtoledanoBeheckpoint.com Use my email

Evaluation Product will be used by™

R Send feedback

® ENDPOINT PACKAGE AND MANAGEM...
Select a product &

Evaluate Check Point Mobile Data
Protection products

® Check Point Distributor/Partner Customer
Purpose of Evaluation™
[ eocin ]
©2018 Check Point Software Technologies Ltd. All rights reserved | P. 13
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8. Select “Click here”:

Product Evaluation

o Congratulations! Your evaluation product has been successfully added to the specified UC Account.
An email with informaticn sbout the evaluaticn has been sent to jtaledano@checkpoint.com

To license your evaluation product and enjoy a 30-day free trial:

1. Sign in te Check Point User Center with the User Center credentials

2. Go te ASSETS/INFO > ACCOUNTS & PRODUCTS » Froduct Centerand select the following account:
Name: Check Point
Account ID: 0007943847

3. Select the following product in the Evaluations tab

Name: Endpoint Complete package EVAL. Combines all endpaint packages # Anti- Virus, Access Control, SandBlast Agent and Data Pratection
SKU: CPEP-COMPLETE-EVAL

Certificate Key: 27F36B4CED3T

4. Select the "license™ option and follow the licensing instructions.

To view this evaluation directly in Product Center, click here.

Back to Product Evaluation

9. Select “License” to link the license to your Management IP Addresses.

Product Information = License Information Product History  Support and Services
—
Move Product to Account | Edit Product Info
. - 3 0. of
Container Description Certificate Key Se:
CP5B-EP-COMPLETE- Endpoint Complete package EVAL.
LICENSE-EVAL Combines all endpoint packages # Anti-
Endpoint Complete package  Virus, Access Control, SandBlast Agent 2TFIGB4CED3T 100
EVAL and Data Protection
Built-In Blades
| CRSB-ER-COMPLETE-
EVAL-CONTRACT peTET
| CPSB-EP-3B-ABOT-EVAL Anti-Bot Blade for SB Eval 383HMA
Jv CPSB-EP-SB-TE-EVAL Threat Emulation Blade for SB Eval 47150FA
| CPSB-ER-SBFRNC-EVAL Forensics Blads for SB Eval GBYR485

Move Product to Account | Edit Product Info

License - Step 1 of 1

View Licensing Information

CPSB-EP-COMPLETE-LICENSE-EVAL
27F36B4CED37

Endpoint Complete package EVAL. Gombines sl endpoint packages # Anti- Virus, Access Gontrol, SandBlest Agent and Dats Protection

Py

Software Blades v

machine (same IP address

Select/Enter the |P Address for each feature

Mixed Envircnment v -
Other ---——-Not relevant-—-- v
Mixed Windows Environment v

Please select the features you would like to license:

Product/Feature Description IP Address
@ CPSB-SB-EP-WPN Endpoint VPN blade 192.168.165.230
@ CPSB-COMPLETE-EVAL Check Point Endpoint COMPLETE blade EVAL 192.168.165.230
License

An email with the License(s] informaticon and instruction en how to impaert the license(s) directly into your products was sent to jtoledanof@checkpoint.com

@  Licenses were generated successfully

¥ Product/Feature Description Certificate Key Versien Comments
@ CPSB-EP-COMPLETE-LICENSE- Endpoint Complete package EVAL. Combines all endpoint packages # Anti- 27FI8BL0ED3T
EVAL Virus, Access Control, SandBlast Agent and Data Protection !
CPSB-SB-EP-VPN Endpeint VPN blade Seftware Blades
CPSB-COMPLETE-EVAL Check Point Endpeint COMPLETE blade EVAL Seftware Blades
Get License File | Show License Info | Back To Products
Get License

Please select the products/features you wish to download the license for:

Product/Feature Description Certificate Key Version
CPSE-EP-COMPLETE-LICENSE-EVAL Endpeint Complete packags EVAL. Combines =il endpeint packeges # Anti- Virus, Access pococninenos

Control, SandBlast Agent and Data Protection
O CPSB-SB-EP-VPN Endpeint VPN blade Software Blades
® CPSB-COMPLETE-EVAL Check Point Endpoint COMPLETE blade EVAL

Software Blades

You'll be able to download a licenses file like:

CPLicenseFile_27F36B4CED37_CPSB-COMPLETE-EVAL.lic

©2018 Check Point Software Technologies Ltd. All rights reserved | pP. 14
[Internal Use] for Check Point employees



CLOUD - MOBILE - THREAT PREVENTION

Check Point

SOFTWARE TECHNOLOGIES LTD. WELCOME TO THE FUTURE OF CYBER SECURITY

8. LICENSES INSTALLATION

During the previous step (7) we got the next license files:
CPLicenseFile.lic
CPLicenseFile_27F36B4CED37_CPSB-COMPLETE-EVAL.lic
1. Open SmartUpdate:

Check Point

SmartUpdate *

R77.30.03

|admin

| eeeeee B y
| 192.168.165.230 -l
Read only Demo mode

Add session description (optional)

2. Import your license files:

) 192.168.165.230 - Chec
=]

e &R (R R DO

e f EE

Eile 3
View » 5l Licenses & Contracts
Tree y [4 Address | IPvE Address Operating Sy...
Packages 3
Licenses & Contracts Attach...
Operations ] Detach...
Tools » Attach all Assigned
Window 4 Get all Licenses
Help 4 Get Licenses
Add License From User Center...
Delete Erom File...
Export to File... Manually...
Show Expired...
Update Contracts > |

3. The files will do automatically the “Attachment” process:

-
—* Package Management Licenses & Contracts

Machines IPv4 Address
=-{E] 192.168.165.230
=6 endpoint-poc 192.168.165.230

----- HY CPEP-C-1+100 CPSE-EP-FW=100 CPSB-EP-ME+100 CPSE-...
] HY CPSM-C-U CPSB-NPM CPSB-EPM CPSB-LOGS CPSB-MNT...

©2018 Check Point Software Technologies Ltd. All rights reserved | p. 15
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9. CONTRACTS INSTALLATION

1. Open SmartUpdate:

Check Point

SmartUpdate *

R77.30.03

|admin

| 192.168.165.230 -

Read only Demo mode

Add session description (optional)

R0 B fz

Eile
View N Licenses & Contracts
Tree , V4 Address  IPv6 Address Version
Packages L R77.30
Licenses & Contracts Aftach.. Software Bla..
Operations ' Detach.. Software Bla..
Tools 3 Attach all Assigned NGX / R70
Window 4 W
Help 4 Get Licenses

Add License 4

Delete

Export to File..

Show Expired...

| Update Contracts | From User Center...
View Repository From File...

? Please type your name and password.

Site: wwwy checkpoint .com

User Name:  joledano@checkpoint.com

Password:  sessssss

Remember my usemame and password

Machines |Pv4 Address  IPvE Address Version State SKU Description Expiration D... Has Contracts
=-[E] 192.168.165.230
=-EF endpoint-poc 192.168.16... R77.30 Trial Period 15” 30Mar2018
% CPSM-C-UCPSE-... Software Bla CPSM-C-U CPSE-MPMCPS... Securty Management container to manage Unlim... 14Apr2018 Yes
: 5 CPEPC1-100CP... Software Bla CPEPC-1+100 CPSB-EP-F...  Subscription license for Endpoirt Security. Securi... 14Apr2018 es
% CPVP-VPS-1-NGX... NGX / R70 CPWP-VPS-1-NGX CPVP-V. WPN-1 Policy Serverfor 2 single server; version: ... 14Apr2018 Yes
©2018 Check Point Software Technologies Ltd. All rights reserved | P. 16
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10. ACTIVACION DE ENDPOINT POLICY MANAGEMENT

o Open SmartDashboard:

Check Point Check Point

SmartDashboard* SmartDashboard*

R77.30.03 R77.

admin

| Server: 192.168.165.230

- — RAVE DOCK CUT NOAH OTT BLUM MA
192.168.1 3 TAP HIVE MELT PUP PAR

Read only To be absolutely sure that no one s

2T
h in the C

the server, to this Fingerprint.

Add session description (optional) Do you approve this Fingerprint as valid?

i

¢ Overview @ i

World's most proven Firewall solution, festuring the maost adaptiv. «

My Organization

- ‘y No Security Gateways

4 [= Check Point
EG endpoint-pac
|2 Nodes
b [ & Networks
[ Groups
I & '@ Address Ranges
& | Dynamic Objects

IP Address

o Check “Endpoint Policy Management” and click “OK”

Management {5}

Metwork Policy Management User Directory

7] Secondary Server Provisioning
Endpoint Policy Maniagement | Smart Reporter
SrartE vert

o Do “Install Database...”

192.168.165.230
EECEA O Trstall Policy martConsole »
Eile il ootication & sis, Data Loss ry Threat
Edit N RL Fittering Prevention IPS Prevention More ™
. < .
Yiew ' * Overview @
Manage ' —| World's most proven Firewall solution, featuring the most adaptiv. «
Rules 4 r
SmartWorkflow 3 Install...
Search 3 View... urity Gateways
Help 3 Access Lists...
4[5 Check Point I ﬁ 1P Address
Eﬁ endpoint-poc Policy Package Installation Targets..,
F@ Nodes View Policy of...
b A (e Convert to 4
ETE Groups X
» I'm Address Ranges Uninstall..
» [ Dynamic Objects Policy Installation Status...
Management High Availability...
Global Properties...
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o Open SmartDashboard:

Check Point
SmartDashboard®

R77.

.03

Check Point
SmartDashboard®

R77.30.03

admin

192.168.1¢

Read only

RAVE DOCK CUT NOAH OTT BLUM MA
TAP HIVE MELT PUP PAR

To be absolutely sure that no one is

2T
h in the C

the server, to this Fingerprint.

Add session description (optional)

Do you approve this Fingerprint as valid?

i

o Edit the Management object.

| i 192.168.165.230 - Check Point SmartDashi - Standard

| B BmCEAE Omnuiiy

4 [= Check Point
EG endpoint-pac
|2 Nodes
2 Networks
[ Groups
I & '@ Address Ranges
& | Dynamic Objects

o Check “SmartLog” and click “OK”

- General Propetties Logs
[#- Topology
-~ NAT Enable
(| | [Legs
- Other

n The SmartLog uses more storage to provide fast log queries

o Do “Install Database...”

Qverview
World's most proven Firewall solution, featuring the most adaptiv =

My Organization

‘:/ No Security Gateways

SmartConsole -

'? reat
Prevention

ry

IP Address

SmartLog

BEEC B A O Insiall Policy ¥, SmartConsole »
File pplication & e "‘, Threat
Edit N RL Filtering Prevention IPs Prevention More ™
< .

View ' ¢ Overview @
Manage ' = World's most proven Firewall solution, featuring the mast adaptiv.
Rules 3 E
SmartWerkflow 3 Install...
Search 3 View. urity Gateways
Help 3 Access Lists..

a E Check Point ﬁ 1P Address

=5 endpoint-poc Policy Package Installation Targets...
{E Nodes View Policy of...
" (ﬁ Networks Convert to 4
[TE Groups X
3 [ﬁ Address Ranges Uninstall...
b [;5, Dynamic Objects Policy Installation Status...
Management High Availability...
Global Properties...
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12. JUMBO HOTFIX INSTALLATION FOR ENDPOINT SERVER

Execute the next commands through SSH/Console session:

[Expert@endpoint-poc:0j# cd /home/admin/1_FicherosNecesarios/
[Expert@endpoint-poc:0J# mkdir R77.30_jhf_T143 EP

[Expert@endpoint-poc:0J# tar -xvzf R77.30_jhf_T143 EP.tgz -C R77.30_jhf_T143 EP/
[Expert@endpoint-poc:0}# cd R77.30_jhf_T143 EP

[Expert@endpoint-poc:0J# ./UnixInstallScript
L]

Do you want to continue (y/n) ? Y

L]

Installation program completed successfully.

Do you wish to reboot your machine (y/n) ? Yy

13. JuMBO HOTFIX R77.30.03 INSTALLATION FOR GAIA

Execute the next commands through SSH/Console session:

[Expert@endpoint-poc:0}# cd /home/admin/1_FicherosNecesarios/
[Expert@endpoint-poc:0}# mkdir R77.30.03_Gaia

[Expert@endpoint-poc:0J# tar -xvzf R77.30.03_Gaia.tgz -C R77.30.03_Gaia/
[Expert@endpoint-poc:0}# cd R77.30.03_Gaia

[Expert@endpoint-poc:0J# ./UnixInstallScript
[....]

Do you want to continue (y/n) ? Y

L]

Installation program completed successfully.

Do you wish to reboot your machine (y/n) ? 'y
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14. UPDATE TO THE LATEST JUMBOHOTFIX

o Go to the Management Web Portal. After the Endpoint Policy Management activation,
you should get access through 4434

https://[Direccion [P]:4434

NOTE: In case you don’t get Access, go again through the step 10.

o Select Upgrades (CPUSE) > “Status and Actions”

=) Upgrades (CPUSE)

&

:=| Status and Acticns

o “Check for Updates”

o Install the latest Jumbo Hotfix Accumulator Take...

Upgrades {CPUSE) » Status and Actions

Check Point Upgrade Service Engine (CPUSE) | R77.30take 3 Hotfixes | Last updated on: Mon Jan 29 10:42 2018

> Chesk For upaates |

Showing Recommended packages - () | | Package Details

T Install Update More ~

File Name: Check_Point_R77_30_JU

5 Hotfixes (@ Aligned with the latest version Package Size: (05.2MB @

T Jumbo Hotfix Accumulator General Availability for R77.30 Take 292 Q) Availabie for Download 07-Nov-2017 Package “p; .

& Minor Versions (HFAs) @_ insta Upate | 1 item Release Date: O7-Nov-2017

% Check Point CPinfo build 152 for RY7, R77.10, R77.20, RT7.30 B verter @ Avsilable for Download  03-Oct:2017 Status:

= Major Versions O oounos 1item Q) The package is available for dowt
o The VM will automatically reboot.

Rebooting System
> Please wait while the system reboots.
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15. IMPORT THE ENDPOINT PACKAGES

o Open SmartEndpoint and select No:

theck Point

SmartEndpoint®

R77.30.03

Iadmin

I eeseee
| 192.168.165.230 |
Read only ["] Demo mode
Welcome to Check Point SmartEndpoint. The Endpoint Management Server does not contain any Endpoint
client packages.
Add session description (optional) Would you like to get the latest client packages from Check Point Download Center?

[] Don't ask me again
— | CEETEE. - ot

o Open the package repository:

El | W C | O msalroicy SmartConsole v [ geria0ia

and Computers E2l reporting

[L[] Seftware Deployment Rules
@ Packages For Export Software Deployment Rules
@ Orgenization Scanners

= oo = Highlight text Show for:  Entire Organization - [= @
= % Advanced Package Settings = HCcoE8zs7 s gy’ Pl &
£ VPN Client Settings > >
§ No. Name Applies To Actions Comm]
S Software Signature
= % Software Deployment {3 Locked by You
Default Software Deployment settings for the... E Entire Organization * Do not install Defaull

v % Donotinstall

¥ Load the latest supported clier
FJ Load a folder containing dient

FJ Load client installer file...

(51 Manage Client Versions...

o Import the container folder with all of the Endpoint packages previously downloaded from
(Step 1 > List A > File 2):

-
@ Package Repository

ﬁLoad the latest supported client version from the internet 'QLoad a folder containing client installers... ﬁ Load client installer file... x Delete package...

(1) Open. )

K3\ )= - < Endpoint » CP_EPS ES0.81 Clients » ~ Search CP_EPS_E80.81 Clients P |

Organize » MNew folder =~ 0 @
i Name - Date modified Type Size
. Master ENCRYPTION 15-Mar-18 09:48 File folder
) Master ENCRYPTION 64 15-Mar-18 10:29 File folder
. Master_FULL 15-Mar-18 09:50 File folder
. Master_FULL_NO_NP 15-Mar-18 09:51 File folder
. Master_FULL_MNO_NP_x54 15-Mar-18 10:30 File folder
. Master FULL 54 15-Mar-18 10:30 File folder
E . Master_SBA 15-Mar-18 10:29 File folder
. Master_SBA x4 15-Mar-18 10:30 File folder
| NEWDA 15-Mar-18 10:30 File folder
- 4] n ] 3
File name: - [Suppurted package files (*.msi; ']
I Open I l Cancel ]

NOTE: In case the SmartConsole gets frozen and doesn’t end uploading the packages, go
through Appendix llI
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o Open SmartEndpoint:

Check Point

SmartEndpoint®

R77.30.

| 192168.165.230

Read only Demo

Welcome to Check Point

Server does not contain any Endpoint

Add session description (optional)
il

client packages.

Don't ask me again

int. The Endpoint

Would you like to get the latest client packages from Check Point Download Center?

e |

o Sl

o Create a Virtual Group for the Deployment, select “Next” and “Finish”:

W C @ oy T3 smatconsale

L web Remote e Accounts

G New Offine Group

8 ser Logon Prebat Remote Heip
&, User on Node Management

4 Encryption Recovery Media

i Media Encryption Remote Help
g Add External Users

Favorites o
e Orgarization

g Servers

i Destiops

B2 & vrtual grup that ean be used to secommedate beth users and computers

oriy eomputers, Palicies sssignad to this group wil ffect the

3 Orther Users/Computers » New Virtuol Group | C700F Details
9 Hetworks » Seiect Entties Hame: FOCNG
2 Virtus Groups Commen: VirtalGrou Para POC
9 Detetes Users Computers
9 Exterma Lsers
gl Sedect group type
B Virtual Group
o2
1
Computers Group
Global Actions. v (- T A——
uhmm =" comauters uniess the 100080 an user has direct assignmeEnt
(5 Push Operation

e i) [

[Tryen—

o Create a Deployment Rule for the Virtual Group created.

Software Deployment Rules
B C O 8 & & | Highlighttext P Showfor: Entire Organization B o
No. Name Applies To Actions
= % Software Deployment 5 tocked by You
! o Enti zati * 0o not instan
Select Entities
[@][\Virtos Groupst =]
4[] 3 Virtua Groups
A 1 Selected Targets
Aaministrator. admin | Reaa/Wre |
j <o | [ [ s
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® Select Entities Change rule action settings
» Deployment Policy
Name and comment % Endpoint Client Version: 80.81.3101 -

Actions:

[ Selected biades

El Fun Disk Encryption

& Media Encryption & Port Protection

& Capsule Docs

& anti-Malware

T sandBiast Agent Forensics, Remediation And Anti-Ransomware

% sandBisst Agent Anti-Bot

LR NI RN

@ sandBlast Agent Threat Extraction and Emulation

B Compliance

SandBlast Agent Threat Extraction and Emulation i

@ URLFittering
BB Firewan
% application Control

! Endpaint Connect VPN

3¢ Uninstall all blades

<Freuiuus][ Next > ][ Cancel

o Install Policy.

@ Overview U'J Policy

o Download “Initial Client”

-- Initial Client
I version|80.81.3101 »

Download

Endpoint client package version:

() Virtual Group C

Group: POC_VG ~| [AddNew...|

() R73 Client Upgrade

The machines with Initial Client installed will be under your Virtual Group POC_VG created
previously and will get the blades you chose above.
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APPENDIX |: HELP RESOURCES

Endpoint Security Server:

» R77.30.03 Management Endpoint Security Release Notes > Download
» R77.30.03 Endpoint Security Management Administration Guide > Download

Endpoint Security Clients:

» [E80.81 Endpoint Security Client for Windows User Guide > Download

» EB80.81 Endpoint Security Client for Windows Release Notes > Download

Tools:
» SandBlast Agent Remediation Manager for Administrators > Download
This admin tool have the end user features and add the next ones:
- Quarantine — Send files to quarantine.
- Delete — Use the SandBlast Agent Remediation Service to delete a file.
- Import — Import a quarantine file from a different Endpoint.
» [E80.81 Full Disk Encryption Offline Management Tool > Download

This tool lets offline manage the users and give them a password to recovery their
password and hard drives.
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APPENDIX II: ESX/ESXI DOESN’T DETECT THE HARD DRIVE (SK7440)

If your ESX/EXi doesn’t detect the hard drive added, it’s due to the hard drive cpntroller:

Warning

No hard drives have been found.
You probably need to manually
choose device drivers for the
installation to succeed. Would
you like to select drivers now?

Select one of this SCSI Controllers: “LSI Logic Parallel” or “LSI Logic SAS”

Change 5CSI Controller Type @

& Changing the 5CSI Controller Type:
* Wil replace the existing controller with a new selected controller.

* Wil copy the common settings to the new controller.

* Wil reassign all CSI devices from the old controller to the new one.

Warning: Changing the controller type for the virtual machine's boot disk will |
prevent the virtual machine from booting properly.
SCSI Controller Type I
" Buslogic Parallel (not recommended for this guest 0S)
{* L5I Logic Paralle| slff—
" LSI Logic SAS I
" VMware Paravirtual
I
oK Cancel
J
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APPENDIX |Il: SMARTENDPOINT CONSOLE CRASHES WHEN
UPLOADING ENDPOINT PACKAGES (Sk121722)

If your SmartEndpoint crashes when uploading Endpoint packages can be due to:

©)

Third-party Anti-Malware software prevents Endpoint packages from being uploaded to
the server.

User who installs and runs SmartConsole does not have administrator privileges.

There is a missing folder on the server or missing files inside the /opt/CPsuite-
R77/fwl/conf/SMC_Files/uepm/recimg folder.

To solve the last cause issue, follow next steps:

O

O

O

Run: # cpstop

Run: # cd /opt/CPsuite-R77/fwl/conf/SMC_Files/uepm
Run: # mkdir recimg

Run: # chmod 2760 recimg

Copy "last.dll" amd "last.txt" from another running environment to the "recimg". If you
don’t have a previous environment, open a ticket with the support.

Run: # cd recimg
Run: # chmod 660 *

Run: # cpstart
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