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| am Dorit Dor, VP of Products for Check Point, Ask Me Anything! Views: 67,503 . - .
@ : | am Dorit Dor, VP of Products for Check Point, Ask Me
Dorit Dor .
Anything!
My Top 3 Check Point CLI commands Views: 63,865 ES logPostresied by oot Doy Rlon Sep 2. 2017
@ Moti Sagey i Liked - 19 (O Comment - 99
R80.x Training Videos Views: 42,102 CheckMates members can WATCH A VIDEO of the event with special commentary
Dameon Welch Abernathy here: mAsk Me Anything with Dr. Dorit Dor and Team

| am Dr. Dorit Dor, Vice President of Products at Check Point. | lead the company’s product management, business
development, research and development (R&D) and quality assurance (QA). Together with the amazing product team at

Check Point, we lead the initiatives from concept to delivery and oversee the roadmap.

http://tiny.cc/amadorit

i

My Top 3 Check Point CLI commands

(B Discussion created by Moti Sagey & on Jul 19, 2017

117, 2017 by Moti Sagey EY

reply o cl

=40 ) Comment + 117

Just had a fun geeky conversation with [FlDameon Welch Abernathy (AKA Phoneboy) & Jony Fischbein , [ Jeff

Schwartz and [El Michael Poublon (over 100 accumulated years of experience in Check Point products) , on what are our

favorite & most useful commands in a Check Point environment.

Below are my 3 , plz add yours in the comments (we will do a poll for the top 5 after getting your feedback ... &),

R80 Management Training Lesson 1 - Big Picture

) fw ctl zdebug drop

http://tiny.cc/r80videos e Rttptiny.ceep3etit T T

WEILCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd. 2




Check Point Q
CHECKMATES 1}

https://community.checkpoint.com/pro




Check Point

SOFTWARE TECHNOLOGIES LTD

Agenda

« H—E4%FZE MacOS and i0SIRIE, a0l B E11A

- ERIRIEM M

« HE—F (RESXBENEFRINEETE

o T&8CheckPoint IA O] R BCRYZE IR TS £R A 4R HY
P

o HEITHT
- BRAMERSEBERR

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd. [Restricted] for designated teams 4



&4 ZMacOS and iOSIEIE aN{o] #ZIA



I

Check Pomt

ZPiIiRiEE

I—\ﬂ
=

=12 1595% AR B OSEB iR IEWindows 2B HY

) -

RBEADERFRPETH
SHEADBREARES

WELCOME TO THE FUTURE OF CYBER SECURITY



Chr

HE—

T BRIE A3 58 15 (Meraki) AY3E 145 T Bl Se curity 58 Eheskbont

" I 1ol I I Save Configuration Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security RADIUS Accounting Servers Apply New...
¥ ARR Acct Called Station ID Type | IP Address $)
General
« RADIUS MAC Delimiter Hyphen S
Authentication
Accounting
Fallback Network Tunnel Server Admin
DNS User Proxy Index Server Address(Ipv4/Ipv6) Port IPSec Status
Downloaded AVP ) il . 1813 Disabled Enabled [~ |
B .
Igiﬁcs+ [ 2 L 1813 Disabled Enabled [~ |
Local Net Users ) ) 3 ¥ 1 - 1813 Disabled Enabled [~ |
. gggbfggegﬁgnts a4 * g L 1813  Disabled Enabled 3
User [_ogin Policies M 5 ¥ 17 7T 7D 1813 Disabled Enabled ﬂ
AP Policies
Password Policies

B A 2518 EJ 82 P 7E CheckPoint Identity AwarenessHIE% i€ & 5 4#8Radius Accounting
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|dertity Sources
[ ] Browser-Based Authentication

Browser-Based Authentication 1s not enabled on this Gateway
Partal LIRL
[« Active Directory Guery
Get user identities from kas tw
[ ] Idertity Agents
Leam mare...
[] Terminal Servers
Temminal servers are not enabled on this Gateway

Download agent
[E RADIUS Accounting ]

[] Identity Collector

[] Idertity Web AP

[«*] Remaote Access
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WIRELESS SECURITY

Security

w AAA
General
+ RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
« Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

RADIUS Accounting Servers > Edit

Server Index

Server Address(Ipv4/Ipv6)

Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Number

Server Status

Server Timeout
Network User

Tunnel Proxy

Realm List

IPSec
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Enabled 2

30 seconds
Enable

[ Enable

Enable

5% EFW Gateway IP

=2 ZEShare Secret
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RADIUS Accounting Settings ? *
RADIUS Client Access Permizsions
RADIUS Clients connect using: Intemal Interfaces
RADILS Server Port: 1813
Authorized RADIUS Clientz
Client Name IP Address
=
) B e e | . . & /é
ax &£ 7t Radius Client IP/XShared Secret 1
Vi N ot <
HOAW R EEIAE G
T — N
| Generse |
Message Attribute Indices
Device Name: | More (0} o | lu, z
User Name: | Caling-Station-1d (31) vl ]
IP Address: | Framed-1P-Address (8) vl o E]
Seazzion Management
Session Timeout: |?2{] |i.” Minutes
LDAP Account Units
[ ok || Cancel
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15:09:38.600349 1P (tos Ox0, tti 63, id 38270, offset 0, flags [none], proto: uDP (17), length: 361) 172 .« . filenet-pa > 172. <. radi

us-acct: RADIUS, length: 333

Accounting Request (4), id: 0x93, Authenticator: cb5503cbhcb5f3507aff2956c7ed535e3

Username Attribute (1), length: 10, value: F 4
[€D) g <

0x0000: 6272 7973 6869 3234

NAS Port Attribute (5), length: 6, value: 13
0x0000: 0000 000d

NAS IP Address Attribute (4), length: 6, value: 1« e
0x0000: aclb c8fa

Framed IP Address Attribute (8), length: 6, value: 1. S
0x0000: aclb 6716

class Attribute (25), length: 46, value: [|radius]

0x0000: 60e5 074c [|radius] .
15:09:38.601204 IP (tos Ox0, ttl 64, id 0, offset 0, flags [DF], proto: UDP (17), length: 48) 1@ 1.radius-acct > 1, S, fi]enet-pa
: [udp sum ok] RADIUS, length: 20

Accounting Response (5), id: 0x92, Authenticator: 66c10956e6ed5697be6bd8f0a7151498

15:09:38.601899 IP (tos Ox0, ttl 64, id 0, offset 0, flags [DF], proto: uDP (17), length: 48) 1, " 1. radius-acct > 1.« 0. filenet-pa
: [udp sum ok] RADIUS, length: 20 o g - N— ¥

Accounting Response (5), id: 0x93, Authenticator: 943ab923070ca628397336d17f35b220

64 packets captured
308 packets received b{ filter
44 packets dropped by kernel

2 1BtcpdumptERSfiERadius Client ZZHAIAN A

WELCOME TO THE FUTURE OF CYBER SECURITY

©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 11



CheckPomt IA Radlus Accountmgnxmnﬁ%‘

i Queries | < | (6.4 |

| Q, @ Last7Days ~ blade"ldentity Awareness”

Showing first 450 results (207 ms) out of at least 11,383 results

Destination Source User Name

Description

Y L - S TR R e - BTV, — R - SRL: S 4

WEL

N

L.. Successful Logi...

ihi} User Logout: Us...

s

k.. Userlogout: Us..,

)
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Successful Logi...

Uh... Successful Logi..

Successful Logi...
Successful Logi..
Successful Logi...
User Logout: Us...
User Logout: Us...
User Logout: Us...

User Logout: Us..,
P Successful Logi..
Successful Logi...
i} Successful Logi...

Successful Logi...

Successful Logi..

Successful Logi..,

ad ...

All.. ad_...

i Al
ad ... All.
ad_... All...
ad .. All...
de B

ad_... All...
ad .. All..
ad_.. All...
ad_,.. All...
ad .., All...

Source User G.. Source Machi.. Source Machi.. Authentication Method

User |dentity Propagation

All.., mbpr-al100300... All Machines User |dentity Propagation

YAccess Controt~

User Logout: Us...

Rolet&E

ad_... User Identity Propagation
ad . User Identity Propagation
User |dentity Propagation

ﬁﬁmulA Blade log1F fE U £

Radius Accounting-=}

8. mbpr-a0100300... All Machines User Identity Propagation

ad._... User |dentity Propagation
ad_... User Authentication [Active Directory)
ad_... User Identity Propagation
ad_... User Identity Propagation
ad_. User |dentity Propagation

identity Source
Radius Accounting

Radius Accounting

Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
AD Query

Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
Radius Accounting
AD Query

Radius Accounting
Radius Accounting

Radius Accounting

.Rad'ms Accounting ‘
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