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Check Point Gateway - vsec]

- General Properties

[+ Network Management
[ NAT

- HTTPS Inspection

- HTTP/HTTPS Proxy

-- Anti-Bot and Anti-Virus
- Platform Portal

[B=t |dentity Awareness
- UserCheck

- IPS

[+ VPN Clients

[+ Mobile Access
--Monitoring Software blac
t Logs

-- Fetch Poligy

-- Optimizations

-- Hit Count

[+ Other

=

Identity Sources

[ ] Browser-Based Authentication

Rrowser-Razed Anthentication is not enablaed an this Gatewav

Portal URL:
[ ] Active Directory Query

Domains to get identities from are not selected
[ ] Identity Agents

Learn mare...

Terminal Servers

Using the following pre-shared secret: ExOr1G4HkX

Download agent

[ ] RADIUS Accounting

D Identity Collector

Identity Web API

Remote Access
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ldentity Web API Settings

Client Access Permissions

Client can access this gateway only through internal interfaces

Edit...

Authorized Clients

Client Name Secret
2 |ocalhost fowDg9q1ZB

[+

Strong

Generate

Selected Client Secret:  [f0WDg9q1ZB C

Authentication Settings

Settings...

OK

Cancel
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vsec_controller - Properties

Entery on
o Overview

r:¥' Quick start

MANAGE
‘1Y Properties

£ Users and groups

@  Provisioning

£°  Application proxy

C  Self-service

SECURITY

) Conditional access

:(%h Permissions

ACTIVITY
—:)) Sign-ins

ﬁ| Audit logs

TROUBLESHOOTING + SUPPORT
X Troubleshoot

i'. New support request

}CloudGuardpk £

«

[

I_:I Save x Discard

Enabled for users to sign-in? @

Name @

Publisher @

Homepage URL @

Logo @

AzureHYAPP)

‘ vsec_controller

Sysage IlIG

‘ http://localhost/vsec-controller

VS

‘ Select a file

Application ID @

Object ID @

‘ 90f7t5cc-2c34-40t4-8725-c8ebe8ci0d3d

‘ 165b98b7-2569-4327-96b6-23d8d8f6f8a8

User assignment required? @

Visible to users? @

Yes No
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Azure Server

[t _ azure-ilig
Enter Object Comment

A Changes will be applied after publish.

(®) Service Principal Authentication

Application ID:
Application Key:
Directory ID:

90ﬂ'f5cc—2c34—40f4—8?25—c8ebeB]
...............1

09fa691 d—6a1f—49de—8a2?—e40e3]

() Azure AD User Authentication

Username:

Password:

Test Connection

& Add Tag

Connected

oK Cancel
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New Network Group

Feel _ Enter Object Name
(Lad! Enter Object Comment
+ Q Search..
Name IP Address ‘ Mask ‘ Comments |
&€ Add Tag
OK ] I Cancel

WELCOME TO THE FUTURE OF CYBER SECURITY
©2018 Check Point Software Technologies Ltd.

Check Point

SOFTWARE TECHNOLOGIES LTD

.
Q, Search.. Y- %X X
Name IP Address Ma e
+ @ Allinter.. 0.0.0.0 - 255.255.... New Uata Center  » j
£ Auxiliary...
M AzureHe.. 168.63.129.16
(= citrix (D...
& CP._defa.. 172.16.10.0 255.255.255.0 Used as a defaul...
<P CPDShie... DSHIELD IP bloc...
£ DMZNet
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& A Azure VMELSubneti {4

Select objects from azure-iiig

v [ Network by Subscriptic Q Search..
v [= Network Security Grou i
Name Name in... Type in S... IP Note URI Tags Location
* = Tags .
(= provider=30DE18BC-FIF6-... provider=30..  Tag Value 10.0.0.8, 10.0.... /Tags/provider
& backend (Developer) backend (Dev... Subnet 10.0.1.4 10.0.1.0/24 /Network by... Bast Asia |
(= citrix (Developer) citrix (Develo...  Subnet 10.0.4.4, 10.0.... 10.0.4.0/24 /Network by... East Asia
(& citrix-mgmt (citrix) citrix-mgmt (..  Virtual Machi... 10.0.4.4 /Network by... East Asia
(& citrix-mtk (Developer) citrix-mtk (De... Virtual Machi.. 10.0.3.5, 52.1... /Network by... East Asia
(& citrix-mtk-nsg (Developer)  citrix-mtk-ns...  Network Sec... /Network Sec... East Asia
(& citrixmtknsg150 (Developer) citrixmtknsg1.. Network Sec..  10.0.3.5, 52.1... /Network Sec... East Asia
(& cpvmss(cp-vmss) cpvmss(cp-v...  Virtual Machi... 10.0.0.8, 10.0.... /Network by...  provider=30..  East Asia
(& Developer-net (Developer)  Developer-ne... Virtual Netw... 10.0.0.0/16 /Network by... East Asia
(& frontend (Developer) frontend (De...  Subnet 10.0.0.8, 10.0.... 10.0.0.0/24 /Network by... East Asia
(=} GatewaySubnet (Developer) GatewaySubn.. Subnet 10.0.5.0/24 /Network by... East Asia
(& 111G Azure Subscription I1IG Azure Su...  Subscription /Network by...
(£ 111G Azure Subscription I1G Azure Su.. Network Sec... /Network Sec...
(& myiis1 (Developer) myiis1 (Devel...  Virtual Machi... 10.0.6.6 /Network by... Fast Asia
& myiis2 (Developer) myiis2 (Devel...  Virtual Machi.. 10.0.6.7 /Network by... East Asia
(= x-chkp-template=myvmss x-chkp-templ... Tag Value 10.0.0.8, 10.0.... /Tags/x-chkp...
45 items
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[Expertl@vsecl:0]4# pdp monitor all | more

Session: 3bacdelOf
Session UUID: {29F D-6532-0B2F-E -B736CFAGE
Ip:
fachine:
web2 (developer) edd4fc}
Groups: web2 (D er)
Roles: VE8fbcldOa-75d3-4ce%-a3c5-450cedfe24e5
Client Type: Identity Awareness API (vSEC controller)
Authentication Method: Trust
Distinguished Name:
mnnect Tim Thu Apr 1% 15: 47
Next Reauthentication: Sun Apr 22
Next Connectivity Check: -
Next Ldap Fetch: -

Packet Tagging Status: Not Active
Published Gateways: Local
AAANNAANANNNNANANNANNANANNANANNNANNNANNNANANNANANANNANANNNANANNANANNNA NN ANNAN NN NNANANNA NN ANANAANANN NN

Session: 13
(p:

windows-iis (developer) {Se6lacaaf}
Groups: windows-iis (Dewv
Roles: Viebc7e0l-0c08-4925-a4ch-
Client Type: Identity Awareness
Authentication Method: Trust
Distinguished Name:
mnect Time: Thu Apr 19 15:46:47
t Reauthentication: Sun Apr 22
nnectivity Check: -
Next Ldap Fetch: -

Packet Tagging Status: Not Active
Published Gateways: Local
©2018 Check Point Software Technol (RS R RS RS R R R R RS R R R R R RS R s R R R S R I I T I T T I I IS II I I T IIEIE I I IIII Y




R 4@ Access Policy

myweb can't ping | (& myweb (Developer) [= web2 (Developer)

web2

myweb can'thttp | (& myweb (Developer) [E web2 (Developer)
web2

web?2 can't ping (= web2 (Developer) i All Internet
internet

deny 10.0.6.0/24 = (& windows-iis (Developer) (= myweb (Developer)
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Log Details

Drop

icmp-proto Traffic Dropped from 10.0.2.4 to 10.0.2.5

Details Matched Rules
Log Info
QOrigin =y vsecl
Time © 14 Apr 18, PM 05:50:15

Blade

Product Family

Type

Traffic

Source

Source Zone
Destination
Destination Zone
Service

Interface

Policy
WELCOME TO TH  Action

s2z Firewall
'o Access

'\' Connection

@ web_10.0.2.4(10.0.2.4)
Q myweb (developer)

Internal

web2_10.0.2.5(10.0.2.5)

External
icmp-proto (ICMP)
¥ eth

@) Drop

BR P4 [t = =l (Firewall Policy)

Actions

Report Log

More
Id

Marker

Log Server Origin

Id Generated By In...

First
Sequencenum
ICMP

ICMP Type
ICMP Code

Destination Machi...

Db Tag

Logid

Description

A v [

Report Log to Check Point

A

0a000004-1595-ccOb-5ad1-ced7000400...

@A@@B@1523696473@C@13268
sms (10.0.0.4)

false

true

4

Echo Request

8

0

web2 (developer)

{EE19F6ED-B413-9148-BF1E-927F60C58...

more
0

icmp-proto Traffic Dropped from 10.0.2...
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Proxied Source |P
Destination
Service

Source Port

Bytes (sent\receiv...

0 windows-iis (developer

host_10.0.6.6 (10.0.6.6)

host_10.0.6.7 (10.0.6.7)

http (TCP/80)
49238
0B\OB

Destination Machi...
Suppressed Logs
Lastupdatetime
Packet Capture
Policy Management

Db Tag

Description

Log Details -0 X
Prevent A v [k
Prevented

Protection Details A Id 0a000005-0000-00c0-5ad2-¢113000000...

Severity mm - High Marker @A@@B@1523760239@C@4242

Confidence Level  pummm High Log Server Origin sms (10.0.0.4)

Malware Family CheckPoint Id Generated By In... false

Malware Action Malicious file/exploit download First false

Protection Name EICAR-Test-File Sequencenum 1

Protection Type ':,' Signature Client Type Other: Mozilla/5.0 (Windows NT 6.3; W...

Packet Captures src-10.0.6.6.eml mote

Resource http//10.0.6.7/sicar com. 2|p Session |dentificati... 0x5ad2c113,0x3,0x500000a,0xc0000000
more nTT Access Rule UID 0f62ch69-736a-4559-a6d0-a54048abb3...

Protection |ID 000327055
Traffic Session D 0
Source & host_10.0.6.6 (10.0.6.6)

windows-iis (developer)
3

2018-04-15T03:05:08Z
i@ Packet Capture

sms

{84AD3E96-1357-5245-B4A8-4A81364D...
more

Prevented
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