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A Dark Web Analysis of the Bank of Montreal and Simplii Financial 
Breach 

By Ariel Ainhoren, Jun 28, 2018 9:00:00 AM 

 

On May 28, 2018, news reports started to surface about a data breach affecting two 
CIBC (Canadian Imperial Bank of Commerce) subsidiaries – BMO (Bank of 
Montreal) and Simplii Financial. The reports stated that a data breach had occurred 
and that 90,000 customer records had been leaked. Hackers demanded a ransom of 
1,000,000 Ripple XRP cryptocurrency (roughly about $750,000) or they would 
release the data into dark web black markets and sites. 

Here is our analysis of how the hacker performed this breach and tried to extort 
these bank branches based on the digital breadcrumbs this hacker left behind. 

 

Read more » 

Introducing Intsights for Financial Services 
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By Alon Arvatz, Jun 27, 2018 12:00:00 PM 

 

Over the past year and half, we've seen a number of significant shifts to the threat 
landscape, particularly for financial services organizations. These changes will be 
outlined in our Financial Services Threat Landscape Report (July 2018), which will 
be published in the coming weeks. As the threat landscape continues to evolve, so 
too must threat intelligence solutions. Today, we're excited to announce IntSights for 
Financial Services, a new threat intelligence and fraud detection solution designed to 
help financial services and banking organizations anticipate direct threats, reduce 
fraud costs and protect their customers. 

 

Read more » 

  

 

  

  

How to Automate the Process of Identifying and Taking Down 
Malicious Social Media Profiles 

By Omer Shahak, Jul 9, 2018 9:00:00 AM 
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A new type of threat that has been on the rise over the past few years is the use of 
fake social media profiles for cyber scams. These profiles usually try to impersonate 
someone or something a user usually trusts, such as big name brands and 
companies. Fake profiles can be used in a variety of malicious ways, like luring 
users to phishing sites, posing as customer service, spreading false information or 
harvesting personal data for future attacks. No matter your industry or type of 
customer, these social media scams can be incredibly damaging to your brand, so 
it’s important to monitor for fake accounts that try to impersonate your organization 
or employees. 

Here is how IntSights has automated the process of identifying and taking down fake 
social media profiles to help companies proactively identify these scams. 

 

Read more » 

15 Technologies and Tools Commonly Used in Dark Web Black 
Markets 

By Itay Kozuch, Jul 3, 2018 9:00:00 AM 
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https://www.intsights.com/e1t/c/*W6W6P1B3PYd0cW6bKwFS6zCFfv0/*W8rWcTY5BTQ7_W93qQP77Kytzk0/5/f18dQhb0Sq5B8Y9-RWW6qRsVh1mXwqbW35v1Pm1Q5kxBW1V1r9s1NWG2dW2-swXT3-m-4hW3sbNgh5CyYzMW5D5v8l6jy40rW6gDSC75S3tq8W6d6_FP5KXRDkW8lFsRz8B-BBVW8vXz4B8rYXqvW5tMHvQ8nvsMqVRJP_v3N1S1nW1kb_wJ5wfxbpW1qM6_C3Q2sBsW6PktGL90G7thW8S23M92yJF1WVYT2jk6P4lCXW3Vpx8-7NrMZsW3ndm6j49WVtrW3VVg3w5BZKGPMz74JcYSX-5W7m_B1R5c8d-SW3785gt64P4t8W5cxgcH973DZZW2ZT-KS5vGjKSN2gzHXwDS0rBN6QvVVmblyprW5Qjl41525VR2W6n93Xn8LrbZmW24Z99n8djfSBW51jRxD1q0yc3W4WDT107fRw6tW16tjdz2SZ7GsW95WKwV4Vqq31W49kJ9c61VX5TN11rnNb4VjhbW6PxVnq5nDlp4W1TNpQ-1VgdzhVrzYNZ5ZY0S6W4J35S42N6LP3W5GXFX81LqGgYW5sDgWX8X1BMrW6JQDvH1qlSlCN7NxkJZLG01PMrTzpY1BxFWdRk79603
https://www.intsights.com/e1t/c/*W6W6P1B3PYd0cW6bKwFS6zCFfv0/*W4g5dr255KG_8W8_RY252mjjv70/5/f18dQhb0S65P6_cXMJV1ycs-2vrtBXW7Fzb0c4_gs9nW1WTs8j2C0kWkVH92fS8Xj9NGW4cpqmZ87tndlW1TlSSw2vYrz8N60Cn4HcY3rxW5zbfrj2QGfykW8qZdzc5St-6_W813Qld4z6cXrW4YRvZl1Lbj67N7Y_G5MGWLFJVSbgb72QfhSKW5F5XTr7b653_W2pVV672842xcN1WDvRvWdYMPW5bbj2n8NzCnsW3FkpXz8wr1jMW3QkR6M7F1s_DW4k2j-F4sddj6VdXCsv14ZdzXN71N0MshbC0WW6S9fRy4JXlC1Mw58ZTJV03kW5W_ylc2vFZx3W2Y-Tql1NZnpqW4wfzgB6NWP4hW4JBFPC6nw4phW4ktW3r6kFG6SW4VHyXS617Rn_W6z1skV48XgSDW6pyvQ11pF_s7W6rYTgv2V5zZPW8G030g6rWCqBW6zFZGf6nVL_kW77ppLf7wYnVmW7Gl89K3bqzC3W5rP7g15Y_S0xW76r8TX7TJKXgVy76w-8bmv7KW6x9H-r7VnYk7MCCD-zhMnP3W6qJT8f8DyLsyW7FSzNq6Jxjr5W4w_V_D8pMjYsW67SR_45Y0t_jW4mwbJf4-lKYR0


 

 
©2018 Check Point Software Technologies Ltd. All rights reserved         |         P.   4 

 

 

When it comes to dark web black markets, anonymity is key. To help maintain their 
anonymity, dark web black market users leverage a variety of tools and technologies 
that mask their identity and location. It’s important to know how these tools are used 
so you can perform reconnaissance and identify potential attacks or leaked 
information that can be used against you. Here is our list of 15 common technologies 
and tools used by cybercriminals to access and communicate via the dark web. 

In addition, don’t forget to check out our 10 Dark Web Black Market Terms Every 
Cybersecurity Professional Should Know. 

 

Read more » 

  

 

  

  

New Cyber Trends and Threats Targeting Financial Services 
Organizations [Infographic] 

By Itay Kozuch, Jul 11, 2018 9:00:00 AM 
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There’s no question that the threat landscape is constantly shifting for financial 
services companies. Throughout 2017 and the first half of 2018, we’ve seen a 
continued increase in attacks that directly target financial organizations, which 
comes as no surprise. However, increased access to user and account data has 
enabled cybercriminals to run large-scale fraud attacks and more successful 
phishing campaigns. These account-centric attacks can be very hard for financial 
organizations to spot and don’t just cause financial losses. They can be incredibly 
damaging to brand reputation and lead to huge fines. 

Pre-discovery of these attacks through hacker methods, tools and other indicators is 
critical for banking and financial services organizations to protect customers, reduce 
fraud costs and maintain their brand reputation. 

 

Read more » 

  

 

  

  

IntSights Recognized as ‘Strong Contender’ in Forrester Digital Risk 
Protection Wave Report 

By Jonathan Daly, Jul 19, 2018 9:00:00 AM 
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https://www.intsights.com/e1t/c/*W1S17jj5hTV-yW4X_DKC4GPbSt0/*W5Z0xM_2rPsKFW52ZMby8tvj6H0/5/f18dQhb0S66-2jFLW5N12LCpJQJf0lW4_TyZc2vFwBVW61GVY54bPVWpW7QMZT_8VqHwRW86T1r17yq2X_N5QkJKkWbs3CN1p2DCSZpdqLMFX5z9l36dBW95Cd1S7T84g0W8tCjDs4cPZ-cW6GVCfy5nd-WsN5b_fmJQsynTW7mmLlX3RhgL7N53dC-RVrgwFW6NfMYp2ns-yqW3JCJj41ybr_rW2-kDvR7cYfyTW8xmntH2syPD2VCHd5P2_fzK5N361kr8RmGZfVzDf1v6M2hkhW7k2RMb71Mzx0W2Hyr4v132SVCW1953PV38Djj3W9kDZY134Lq7rW80tBcB5hDTQGW78QC0k5sS6LwW68d33H3CgjdZW2B0kG53pRhYDW5f6pkJ3bJ7N5W2RXSxy8z819YW5y02JQ6PJtLGW5sL_Q42cPmlQW4kQ9xl2-b2g7W8C56tr5qY81_W4dnhBY1ZZCYdW9cxLCQ8TXnyKW1-T1DB3_zHy6W42DCWx7rZy2XV-QKcl2-spKcW88LnJ04rfZZrW8Dt6Np6RXGD4W2fhtgR7Tmz3JW4w-Pl37TZmf8W7BZsW57nyht5W1_Vmzx2ZP9xQd7YQdp11
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On July 17, Forrester released their New Wave: Digital Risk Protection, Q3 2018 
Report. The report features Forrester’s evaluation of the emerging Digital Risk 
Protection (DRP) market, and shares results of how 14 DRP vendors scored against 
their evaluation criteria. IntSights is proud to be listed as a Strong Contender. Here’s 
a bit more about the Forrester report. 

 

Read more » 

How Dark is the Dark Web? 

By Alon Arvatz, Jul 17, 2018 1:00:00 PM 

https://www.intsights.com/e1t/c/*W5NMrg_2K2rJ6VJcBz68YPswR0/*W2t1X7_1MwJGPN8_HYSZsnqft0/5/f18dQhb0S9r29jx8C0N7V-8VlHZMGLW1yMd9m5z5Cr6MVygDwWYC2TW1td_cl6HLbb3W1L5BTZ7qWycHW1G7SXc7HYhtyW7PF32J7j-WMDVB7-lD4kS61lW9bx2Vt4YHdJLW3WBWZx3PnNhsW3QfWyW3P2Rg0W8p0dmH5xKvMBN3Sdkw5_tbCbW8wzYYL8yMFWgW10sVQd5F3j-rW5wL96r8sZ4WSW67b7w67hYCG4W3N1Ljy79CH55N1SdKWJDzsdXW4r1Pm71nq3FVW6wzQkT5_N0_wW5K_zXK3lj2tvW3blhRk6gB_ckW5rdH535sKgGCN30z_HWYw3YXW5nSkk88GMQszW5MwzkM5rdsc_W5Ptcf45lM87lW8zxNnM8yXTXVW3qHcrs5w4MjKW2YGBvT6j4csqW8vZY9j3_d1RvW8l_WNx5mgGTNW8BrMh73M_RmxVk8xjr7K_mz2W75SM8973R1h2W224lDf6WdKRNW6Bt4PV7FF0WmW1Z0_8R2jJYjHW2-Cwp64QDgwJVVW_kx37y_gVW4s6sHf2-zC_KW63t4TZ8vt1FrW2-BmFQ8sf5yzN1tj03zVL6QTK7f7sB23V102
https://www.intsights.com/e1t/c/*W5NMrg_2K2rJ6VJcBz68YPswR0/*W2t1X7_1MwJGPN8_HYSZsnqft0/5/f18dQhb0S9r29jx8C0N7V-8VlHZMGLW1yMd9m5z5Cr6MVygDwWYC2TW1td_cl6HLbb3W1L5BTZ7qWycHW1G7SXc7HYhtyW7PF32J7j-WMDVB7-lD4kS61lW9bx2Vt4YHdJLW3WBWZx3PnNhsW3QfWyW3P2Rg0W8p0dmH5xKvMBN3Sdkw5_tbCbW8wzYYL8yMFWgW10sVQd5F3j-rW5wL96r8sZ4WSW67b7w67hYCG4W3N1Ljy79CH55N1SdKWJDzsdXW4r1Pm71nq3FVW6wzQkT5_N0_wW5K_zXK3lj2tvW3blhRk6gB_ckW5rdH535sKgGCN30z_HWYw3YXW5nSkk88GMQszW5MwzkM5rdsc_W5Ptcf45lM87lW8zxNnM8yXTXVW3qHcrs5w4MjKW2YGBvT6j4csqW8vZY9j3_d1RvW8l_WNx5mgGTNW8BrMh73M_RmxVk8xjr7K_mz2W75SM8973R1h2W224lDf6WdKRNW6Bt4PV7FF0WmW1Z0_8R2jJYjHW2-Cwp64QDgwJVVW_kx37y_gVW4s6sHf2-zC_KW63t4TZ8vt1FrW2-BmFQ8sf5yzN1tj03zVL6QTK7f7sB23V102
https://www.intsights.com/e1t/c/*W5NMrg_2K2rJ6VJcBz68YPswR0/*W76VTFq28NMMrW45h1w15jMVx70/5/f18dQhb0S65P2dXD1gV11nRy2KwTxxW7dcVGw2wDJvTW2k6Dqj7K_l_LW69zrgM5qZ5KKW7V2n_H85B1FpVb8-Gc5MY32jVhWzC28wxz2qW4PdDwg8m61yhW7jyyFr4x7Nm0W91yrZg8SpvYbW6pGx5c2lCHYgW2W8K_Q1QcBHGW6xv67326FX4XW2kjQg47XzmMRW2n2Qqr8Bg-RKN1dB-gsRY4zjV4s-R925L11TW56QpCk78LNNTW7n_Pxv4kRQ81W1DWRf23cN5CqW1p64fb2_yxv7W686K0b1Jz5tVW33NZy62wCFtRW7j_SR98m39qMW79Z63f4PKJBKW4GnvpT3-4N9PW3qlnGc3lZtc2W5s52rv3YF8J8W3lXPHx27fLK1W8qYqLH1zdfgGW5nnbvJ2FSG1yW2XcWMh4b6mhRW3zSbRV2Qpvr2W1ph49Y7wRBTMW6FmwYm4yJj7HV74HgJ378YplW1xtY8c12B0JYW59C1TB8m0M9tW8qkqD921YjSjN3ZTdGMhY5TSW2T5J8W4ZwNyLW3xgQxc8Vn8xqW8rd-ff4Xvl7dW8N8Phn2WmjYxW9c7tRK4kPchGW8HJbKb8SxBtRf1q0m3Z02
https://www.intsights.com/e1t/c/*W5NMrg_2K2rJ6VJcBz68YPswR0/*N8c2x9sDPzXBW75dlz43KTzhX0/5/f18dQhb0Sjv88YXNgWN7V-8VlHZMGLW1yMd9m5z5Cr6MVygDwWQYn4W1td_cl6HLbb3W1L5BXk7sSqP2W2QyM1Q7RRtvhW7PVBxy2Xx_32W1Mphvt1FnsVGW1Ft9LZ2GK8hwW50F2p76wzVYDW58zYp91GmwJ3W7vPVHQ7w4nLlW2-BvzS7kcs3hN1FpGp3MCFPPW7zN65h1CcbwPW99TJLM5RlSdTW5xNCj88mGgznW313MGD13s_msW14lrxN3yc-DLW3xfrS63qDpBkW34Ynbp5rRwnQW5vJk9w5vFqKkW3-T-nB3V_fbZW8GqcB68fKp9zN35Z9fsDKB3cW3W_fsB8b6fLzW5yKpMW3x4DcyW3qJ7Pc8Gsj0XN5JDRG8Lg6vzW1BgLjv6sJVZ-W73Qsnm1d5pgbW50Wn6-1SZZbMW28J7Hp24LP-XW6Scy722_lSwJV84rVz6PxM5dW6Hs2ZS96SxbkW6lqPN_1rjlFZW97P0lK9lcDqwW3rZ5Wf2zH0hrW4Q-5SV4HzlXYf1g7bp411
https://www.intsights.com/e1t/c/*W5NMrg_2K2rJ6VJcBz68YPswR0/*W6bNDQG6lLprmW4rc_B67-vQTL0/5/f18dQhb0S65P2jFLW5M1xP_l-mvwXW59Lht72vFp-VW17zGmv2Mz0HgW2stqBR9962q2W8_jb798N1DLcW3qfHLT5FqF3YVHxw0D1__mlYW51Qlqg7CYTbvW70Cq1h96ps5tW8rsg8h8WB_sgW6NH8dP50_xM2MKzlB4QgnlVW5wBp5h46GvHpW2HDPn85vk09KW3GXpys3NWtscV33JND1tNJlcMVmZQmYK_xsN340cM6w_Fj5W7f5Ynb13QGb1W3TQCFm4MwgKVN51yN8W5H41PW4kZ85Y5LKjbrVR_hR-8y76c1N7j71W5xwMkcW2dXhQ12jqxhpN7xJ5-r4B4ghW7_VvsK3Z5Z0qW2ycLgg4-yVtvW1jHsTT7Zt1QVW1jLvH26vgQ1rW5tXzG21ThP3nW7VtBvJ8ZcclzW6TM7BK6T670DW2X8Vqc1x8RKDW67gBtv597fwJW3bRfJN4pcBtxW3kpJv46h_1ktW2HR1s_1zPYVcW34lVp56lgKR8W7dJjrB1kn_pSW1X3M3j1xWq4SW4BFpqZ6B50sGW5yBRtd2bTHYSW23tyMR9fRtdkW6KLSTQ50zMxnN59wf4gvDlwnf75WN2C03
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The Dark Web. In the minds of most consumers, it’s the Boogeyman’s cyber-
playground. A land of digital anarchy, where guns, drugs and other black market 
items are traded freely for crypto-currency. There are low-lit individuals concealed in 
hoodies hovering over a keyboard and striking keys to steal identities to be sold to 
the highest bidder.In certain instances this is true. And it’s a terrifying narrative that’s 
easily sold to the masses. But that vision is only one slice of the Dark Web pie. What 
I find most interesting is how professional the Dark Web has become. 

 

Read more » 

  

 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.intsights.com/e1t/c/*W5NMrg_2K2rJ6VJcBz68YPswR0/*W6PFyYj1j4KNrW53jLwz4NrVDl0/5/f18dQhb0Sjv88YXNgWN7V-8VlHZMGLW1yMd9m5z5Cr6MVygDwWQYn4W1td_cl6HLbb3W1L5BXk7sSqP2W2QyM1Q7RRtvhW7PVBxy2Xx_32W1Mphvt1FnsVGW1Ft9LZ2GK8hwW50F2p76wzVYDW58zYp91GmwJ3W7vPVHQ7w4nLlW2-BvzS7kcs3hN1FpGp3MCFPPW7zN65h1CcbwPW99TJLM5RlSdTW5xNCj88mGgznW313MGD13s_msW14lrxN3yc-DLW3xfrS63qDpBkW34Ynbp5rRwnQW5vJk9w5vFqKkW3-T-nB3V_fbZW8GqcB68fKp9zN35Z9fsDKB3cW3W_fsB8b6fLzW5yKpMW3x4DcyW3qJ7Pc8Gsj0XN5JDRG8Lg6vzW1BgLjv6sJVZ-W73Qsnm1d5pgbW50Wn6-1SZZbMW28J7Hp24LP-XW6Scy722_lSwJV84rVz6PxM5dW6Hs2ZS96SxbkW6lqPN_1rjlFZW97P0lK9lcDqwW3rZ5Wf2zH0hrW4R1rFX4HzlYxf47wW4Y11
https://www.intsights.com/e1t/c/*W5NMrg_2K2rJ6VJcBz68YPswR0/*VJp5jh6ZsjfgVCGrQC661cQN0/5/f18dQhb0Sjv88YXNgWN7V-8VlHZMGLW1yMd9m5z5Cr6MVygDwWQYn4W1td_cl6HLbb3W1L5BXk7sSqP2W2QyM1Q7RRtvhW7PVBxy2Xx_32W1Mphvt1FnsVGW1Ft9LZ2GK8hwW50F2p76wzVYDW58zYp91GmwJ3W7vPVHQ7w4nLlW2-BvzS7kcs3hN1FpGp3MCFPPW7zN65h1CcbwPW99TJLM5RlSdTW5xNCj88mGgznW313MGD13s_msW14lrxN3yc-DLW3xfrS63qDpBkW34Ynbp5rRwnQW5vJk9w5vFqKkW3-T-nB3V_fbZW8GqcB68fKp9zN35Z9fsDKB3cW3W_fsB8b6fLzW5yKpMW3x4DcyW3qJ7Pc8Gsj0XN5JDRG8Lg6vzW1BgLjv6sJVZ-W73Qsnm1d5pgbW50Wn6-1SZZbMW28J7Hp24LP-XW6Scy722_lSwJV84rVz6PxM5dW6Hs2ZS96SxbkW6lqPN_1rjlFZW97P0lK9lcDqwW3rZ5Wf2zH0hrW4R4NrZ4Hzl-0drvGkC11
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A Week in the Life of a Bank Threat Intelligence Analyst 

By Itay Kozuch, Jul 26, 2018 9:05:00 AM 

 

It comes as no surprise, but the financial services and banking industry is the most-
targeted industry by cybercriminals. The amount of user and account data available 
across the Dark Web has allowed cybercriminals to run large-scale fraud attacks 
and more successful phishing campaigns across a wide variety of attack vectors. As 
a result, cyber security and threat intelligence teams face a growing challenge of 
identifying and taking down these threats before they exploit the company or its 
customers. 

Based on research we collected for our Financial Services Threat Landscape Report 
(July 2018), here’s a look into some of the threats financial services security teams 
must deal with week in and week out. 

 

Read more » 

Digital Footprints and Breadcrumbs: What They Are and How Hackers 
Exploit Them 

By Ariel Ainhoren, Jul 24, 2018 9:00:00 AM 

https://www.intsights.com/e1t/c/*W42Cr3t7DCr1KW3F0q-l7BQgqM0/*W2LVxzv1TnBDkW4h9j0m3FNHhZ0/5/f18dQhb0Sq5z8X-fbXW8cFdPw56nhsQW1Q0rB25CzfZnV_tRpF1PV8BzN3Kr14WM99PZW5y5C1f3L385gN3PwxLFNgPYmW8tBGTf8m8sJ9W8zTyKz3N3JXHW8xVWkK8BtLQjW63mXnm8x1vW6W1nP5Gy4VvdGDW2M-vlk69W8bfW8y1SbX6bV-r7W50MR9h1nWTVGW6PVJWy625bx1W6Gj8TS6bVy-5W25hjVh83KHrFW7J39qH2m8wQ2W4wqyBh7t90rhVYSMMQ3Z9QW8W9fgwMT4fddsvW7wmFlL6WzDcSW4MNvL25KVxBDN76pvD-7dCsTW51mtjv1Fnb61W1DWSQ_6gt59CW6hZSfS1-W0tgW1Wx38s5c36vxW8QVLbs4_JB7mW8SS7wm8SBdHNW7JfKq653VM5dW7l90841QzGcQW3HVJMy7vFCYYW6s16_28Ph58-W594SYF1M2z1RW1Hl_Fs4frHHMN2SwVFMhM02_W3-6my95qv4fvW7h_r6h4c7xdxW87Jx6d45ZDLnW4ncfbH952c9qW1Rystn3ml2FCMVMPVbVrLq8W2rfCQj4313mb0
https://www.intsights.com/e1t/c/*W42Cr3t7DCr1KW3F0q-l7BQgqM0/*W8hnJnl33RvGcW3XydzV7FVmh70/5/f18dQhb0SbTS8Y9ZwPW6qRsVh1mXwqbW35v1Pm6tCNtyW1W_zhM1NxwvYW1td_cl6HLbb3W1L5BXk7sSqP2W2QyM1Q7RRtvhW7PVBDl2Nz0dKW2QxNs92TfqnGW2Pz3jv1HljBWW2RgL3B2JCX9hW2Tw89v7PDd5rW7j-WMD7vQRbpW7MJ-hz6CwHhQW7mHBjF1L4xyjW6FKg-T2XsCWxW7t79sy8p6tHMN5wM1RK91lL9W2KFZxK3-HsmqW4w9sFp7cvxVfN8q5qBxVQf4XW5vDhTY5B2WmGW8m7T8L3L2XnNW4XkGQZ1n2bV3W4rVKKC62SbZ4W2vc0YF3Ks7KqW2BpK8J7cfgX0N653DcfQTVsSW4tfzWL6NdJ0nVVxP_z3dH2x9W5wptQw4Xr0WkW275Dyw3NHV6-W3GvtVP6P2rGnW8GclM41-l6K4W3Cdk0d3wv7SmW4bHnfD6d0BmhW7q8cRC2GGbmQW7xR15p4XqDG9VmLW2J4r5l5jW3qcQpJ2dl0SgW6vpH-0998nRLW41G3V26XXXtjW8hxxhf7zfBRnN3QzSg8QN_TjW59krlg3JhCkl0
https://www.intsights.com/e1t/c/*W42Cr3t7DCr1KW3F0q-l7BQgqM0/*W8hnJnl33RvGcW3XydzV7FVmh70/5/f18dQhb0SbTS8Y9ZwPW6qRsVh1mXwqbW35v1Pm6tCNtyW1W_zhM1NxwvYW1td_cl6HLbb3W1L5BXk7sSqP2W2QyM1Q7RRtvhW7PVBDl2Nz0dKW2QxNs92TfqnGW2Pz3jv1HljBWW2RgL3B2JCX9hW2Tw89v7PDd5rW7j-WMD7vQRbpW7MJ-hz6CwHhQW7mHBjF1L4xyjW6FKg-T2XsCWxW7t79sy8p6tHMN5wM1RK91lL9W2KFZxK3-HsmqW4w9sFp7cvxVfN8q5qBxVQf4XW5vDhTY5B2WmGW8m7T8L3L2XnNW4XkGQZ1n2bV3W4rVKKC62SbZ4W2vc0YF3Ks7KqW2BpK8J7cfgX0N653DcfQTVsSW4tfzWL6NdJ0nVVxP_z3dH2x9W5wptQw4Xr0WkW275Dyw3NHV6-W3GvtVP6P2rGnW8GclM41-l6K4W3Cdk0d3wv7SmW4bHnfD6d0BmhW7q8cRC2GGbmQW7xR15p4XqDG9VmLW2J4r5l5jW3qcQpJ2dl0SgW6vpH-0998nRLW41G3V26XXXtjW8hxxhf7zfBRnN3QzSg8QN_TjW59krlg3JhCkl0
https://www.intsights.com/e1t/c/*W42Cr3t7DCr1KW3F0q-l7BQgqM0/*W3Xwkv06qYCHLW59mPg96tH6Dm0/5/f18dQhb0Sq5z8X-fbXW8cFdPw56nhsQW1Q0rB25CzfZnV_tRpF1PV8BzN3Kr14WM99PZW5y5C1f3L385gN3PwxLFNgPYmW8tBGTf8m8sJ9W8zTyKz3N3JXHW8xVWkK8BtLQjW63mXnm8x1vW6W1nP5Gy4VvdGDW2M-vlk69W8bfW8y1SbX6bV-r7W50MR9h1nWTVGW6PVJWy625bx1W6Gj8TS6bVy-5W25hjVh83KHrFW7J39qH2m8wQ2W4wqyBh7t90rhVYSMMQ3Z9QW8W9fgwMT4fddsvW7wmFlL6WzDcSW4MNvL25KVxBDN76pvD-7dCsTW51mtjv1Fnb61W1DWSQ_6gt59CW6hZSfS1-W0tgW1Wx38s5c36vxW8QVLbs4_JB7mW8SS7wm8SBdHNW7JfKq653VM5dW7l90841QzGcQW3HVJMy7vFCYYW6s16_28Ph58-W594SYF1M2z1RW1Hl_Fs4frHHMN2SwVFMhM02_W3-6my95qv4fvW7h_r6h4c7xdxW87Jx6d45ZDLnW4ncfbH952c9qW1Rystn3ml2FCMVN060VrLq8W1gLYPH4313mb0
https://www.intsights.com/e1t/c/*W42Cr3t7DCr1KW3F0q-l7BQgqM0/*W93HfBM1W8J4rW1GFkFl3xXMdC0/5/f18dQhb0S9r99jgNFjW8DxQCb5214tPW5sr2xn1CXmSQW58PZTM56pLlJW5r8vwP3mm44rW5y5Ll_8qZKj7W64kQsC8B-9dcW8z0svM67kkjsW64kQFn8rCvyVW8sZ4L24KJ9R2N8r4Kv2PKch0W1kcvbP1p7VP6W3Nwwb85vLSpRW8y_JRD6xNDN2W8m1Q6g1kkGf_VQB7Ls37SHVFW3PCr3M8myyz6W8mp0Tc5x5KNkW7-XB_567h1CPW8r5GVd2GRw4YW3HtrQn2K4XMjW8tzC3F8q-1tCN6pgXdsRFkK4W5G18Kh3y9KYQW3dgtM73z1j5WW5pfbt75w7GQzVZ5Mx-5qbVxFW8qrqyl5t867tVDHMnk5qLCZVM-v6WVNHMqHW5C6thg3fsHKFW8yT-dJ8nJ7cyW3z5jX33yBNDmN3mm7xNXxD9PW8Cm8yh5SyHmqW5nNgxb8p-SQYW6wydXJ392yd6W53NYtc4PLwTVW7pDwmK67TVc6W1tnthm1cyQMXW25X1gB8vGzt7VNskCz8TbH5TW6TpLMc4sGDbXW3DJXxd8_bWP3W85gJ8x4vMnDzW79_2Gx5NpLkKW7D7Hxj1Dy_KCW6NnZVK4gTlnj0
https://www.intsights.com/e1t/c/*W42Cr3t7DCr1KW3F0q-l7BQgqM0/*W93HfBM1W8J4rW1GFkFl3xXMdC0/5/f18dQhb0S9r99jgNFjW8DxQCb5214tPW5sr2xn1CXmSQW58PZTM56pLlJW5r8vwP3mm44rW5y5Ll_8qZKj7W64kQsC8B-9dcW8z0svM67kkjsW64kQFn8rCvyVW8sZ4L24KJ9R2N8r4Kv2PKch0W1kcvbP1p7VP6W3Nwwb85vLSpRW8y_JRD6xNDN2W8m1Q6g1kkGf_VQB7Ls37SHVFW3PCr3M8myyz6W8mp0Tc5x5KNkW7-XB_567h1CPW8r5GVd2GRw4YW3HtrQn2K4XMjW8tzC3F8q-1tCN6pgXdsRFkK4W5G18Kh3y9KYQW3dgtM73z1j5WW5pfbt75w7GQzVZ5Mx-5qbVxFW8qrqyl5t867tVDHMnk5qLCZVM-v6WVNHMqHW5C6thg3fsHKFW8yT-dJ8nJ7cyW3z5jX33yBNDmN3mm7xNXxD9PW8Cm8yh5SyHmqW5nNgxb8p-SQYW6wydXJ392yd6W53NYtc4PLwTVW7pDwmK67TVc6W1tnthm1cyQMXW25X1gB8vGzt7VNskCz8TbH5TW6TpLMc4sGDbXW3DJXxd8_bWP3W85gJ8x4vMnDzW79_2Gx5NpLkKW7D7Hxj1Dy_KCW6NnZVK4gTlnj0
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A lot has been said about the term “Digital Footprint”. The term relates to all of the 
digital bread crumbs left by an individual or a company across the public web. Have 
you ever uploaded a resume to a site? Posted your birthday photos to Facebook? 
Published an article? Built a new website? Added a new DevOps server? Each of 
these actions amounts to your “Digital Footprint”.  

For companies, the task of monitoring and tracking their digital footprint becomes 
even more burdensome. Moreover, a company is the sum of its employees, and 
each worker has his or her own digital footprint. Using these digital breadcrumbs and 
connecting the dots between all of these publicly available details can significantly 
widen the attack surface of a company. Here is how hackers use publicly available 
employee data to illegally access company systems. 

 

Read more » 
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