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— ~ AwlE & Lab AGERIPER |

VMware vCenter Check Point

and NSX Manager NSX Security Groups & VM objects dynamically fetched Management

. from NSX and vCenter )
. Tl}T Check Point updates NSX on infected VMs for E

quarantine and remediation :
Datacenter . Check Point

Network Security
)

Admin

Check Point security automatically provisioned

Context-aware
policy dynamically
tracks VM changes

VMware NSX
VMware ESXi

192.168.230.024 GW:192.168.230.254

ESXi-192.168.23015 (VM Metwork 230)
CheckPoint SMS - 192.168.210.51  {VM Network 230)
vCenter 6.5 - 192.168.230.18 (VM Metwork 230)
ViMWare NSX - 192.168.230.19 (VM Network 230)
AD (DNS) - 192.168.230.10 (VM Network 230)

ESXi- 192 168.230.16 (VM Network 230)

ESXi- 192.168.23017 (VM Network 230)
NSX_Controller -192.168.230.31 (DHCP ~ DPortGroup 2300
NSX_Controller -192.168.230.32 (DHCP ~ DPortGroup 2300
CheckPoint vSEC Service - 192.168.230.56 (DHCF ~ DPortGroup 230)
CheckPoint vSEC Service - 192 168.230.57 (DHCP ~ DPortGroup 230)

Testing Gust VM -
VYSEC - WinT 64bit CHT_008 - 192 168.230.160 (DPortGroup 230)
YSEC - WinT 64bit CHT_010 - 192.168.230.99 (DPortGroup 230)

Cluster

LAB ZEEAE
HEMF AD Windows2012 7 3% E #F2% F- % DSN fi#ffr -
LHEEW B ESXi 5.5 fUALLE -
ZEAEEGETE vCenter 6.5 A o
vCenter 4N E Wi 5 ESXi °
2% 7E Distribution Switch °
2% 1€ iSCSI Storage F##% » iZ% 1€ vCenter HYRA 5 ESXI 2L H] iSCSI Storage °
LG TE NSX 6.3 fA » #44 vCenter & NSX
2547 NSX Controller ~ 7€ NSX Host Preparation ~ Logical Network Preparation -
2745 CHP SMS - install 52T jumbo hotfix ~ Check_Point_R80.10_vSEC_Service_Hotfix4 FULL -

10. Fﬁ@j} vsec ©

w0 N U R WLWDNRE



11. 743 SmartConsole ¥#i¥ DataCenter #7{4- — vCenter ~ NSX o

12. 7% ssh %] SMS 2% E vsec_config HY nsx 28 » {F vCenter 557 NSX HY Service Deploymemts °
13. ZE4F vSEC Service deployment(vSEC Firewal \/ffisZ52 ¢ » B A SMS FH%& Cluster ¥4 -

14. /&4 policy 1% install policy °

15. [@]%] vCenter 3 7E Service Composer ©

16. T Client JHEHH4R -

__ ~ Enviroment and Prepare :
1. AD Windows 2012 -
2. VMWare vCenter (version 6.5.0.12000 Appliance) °
File : VMware-VCSA-all-6.5.0-7119157.iso ©
3. VMWare NSX Manager (version 6.3.5-7119875 Appliacne) °
File : upgrae from 6.2.2 version , VMware-NSX-Manager-upgrade-bundle-6.3.5-7119875.tar.gz °
ESXi (version 5.5 u3) and 2 appliance with cluster °
5. CheckPoint SMS R80.10 » Recommand RAM 16GB -
File :
(i) Check_Point_R80.10_T421_Gaia.iso °
(ii) Check_Point_R80.10_vSEC_Service_Hotfix4_FULL.tgz - (vSEC patch)
(iii) Check_Point_Security_Gateway_ R77_30_vSEC_for_NSX_v4_OVF.tgz - (VSEC Firewall)

Network VLAN Network / Mask Gateway Related Network Interfaces

Mgmt Cluster Host Management
Kernel / VC / NSX Manager /
Controllers / VM or Physical Machines

Management Network
/ vMotion Network 230 |192.168.230.0/24 | 192.168.230.254

/ VXLAN Network )
on Physical Network

AD/DNS ad.9fdemolab.com 192.168.230.10 192.168.230.254
vCenter vc65.9fdemolab.com 192.168.230.18 192.168.230.254
NSX Manager IP  |nsx.9fdemolab.com 192.168.230.19 192.168.230.254

NSX Controller IP
CheckPoint vSEC

192.168.230.31-40 |192.168.230.254

192.168.230.56-60 |192.168.230.254

Service
ChecPoint SMS 192.168.230.51 192.168.230.254 |R80.10
ESXi-16 esxi-16.9fdemolab.com [192.168.230.16 192.168.230.254
esxi-17.9fdemolab.com [192.168.230.17 192.168.230.254
include AD -
ESXi 192.168.230.15 192.168.230.254 |vCenter ~ NSX -
CHP SMS

= ~ Depoly one AD Server



B
VY ~ ZZ8E vCenter 6.5 filE A -
B

F. ~ 77T Datacenter ~ Cluster ~ virtual Distributed Switch -

i
7~ ~ Deploy one NSX Manager °
1. NSX Deployment °
%
2. E%JE NSX Manager ©

a. BEEUEEESS https://<NSX manager IP> or https://nsx.9fdemolab.com - [E5E : admin >

T

P@sswOrd -

[IS—"

€ e aageam bt
D vphare v liers [l Vi

VMware NSX Manag

virtual Appliance

N

b. BL#E F'Manage Appliance Settings ; » B

% |TlEdith

B oowsoss een spporitog

Y& wenage appiance sctings B° savupsresore

BB vanage voenier Regisraion & Upace

it e

c. NSX Manager 7H#4%

B

T NSX Management Service j; * /> Lookup Service >

EE
Bl VMware NSX Manager... X | &

€ 0a n

(3 vsphere Web Client [l VMware Appliance .

wBe ¥ & O 0 =

anager.sysage-vmab/home himl#/manage/component e || 23

P 172168131

Version: 622 Buid 304087
User. admn

Nome: nsxmanager
& | Summary | Manage

Lookup Service Edit

5.1and above, you Lookup Sendce and provide the SSO administrator credentials to register NSX Management
Senice as a solution user s also recommended to setthe NTP server for $SO configuration fo work correcty

Lookup Senvice:

Center Server Eat
Connecting to avCenter server enables NSX Management Senice to display the Viware Infrastructure inventory. HTTPS port (443) needs to be
opened for communication between NSX Management Service, ESX and VC. For a fullist of ports required, see section Client and User Access’ of
Chapter Preparing for Installation'in the NSX Installation and Upgrade Guide'

If your vCenter server is hosted by avCenter Senver Appliance, please ensure that appropriate CPU and memory resenvation is given 1o this appliance
V. After successiul configuration ef vCenter on NSX Manager, you need o log out of any acive client sessions on vSphere Web Client and log back
into enable NSX user interface companents,

vCenter Server:

vCenter PSC(SSO) : Lookup Service IP : 192.168.230.18 or

vc65.9fdemolab.com » Lookup Service Port : 7444 » fiE5% © administrator@9fdemolab.com »

%ﬁ% : P@SSWOFd ’ E% IJ__'Yesli| °

Lookup Service URL

For wCenter versions 5.5 and above, you may configure Lookup Service and provide the S50
administrator credentials to register NSX Management Service as a solufion user. It is also

recommendead to set the NTP server for S50 configuration to work correctly.

Lookup Service Host: vc5. 9fdemolab.com

Lookup Service Port: 7444

4

Enter port 443 for vSphere 6.0, for vSphere 5.5 use 7444

Lookup Service URL.

SS0 Administrator User Name:  agministrator@9fdemolab.com

Password:

hitps:/fvce5. 9fdemolab.com:7444/ookupservice/sdk

OK Cancel


mailto:administrator@9fdemolab.com

d. Lookup Service % E5SERL » X vCenter Server Bi#E TEdit ; » NSX Manager 78%E vCenter Server :
vCenter Server : 192.168.230.18 or vc65.9fdemolab.com > vCenter User Name :
administrator@9fdemolab.com > Password : P@sswOrd > Bi%E Fyes ;o

vCenter Server »

Connecling to a vCenter server enables NSX Management Service to display the VMware
Infrastructure inventory. HTTPS port (443) neads to be opened for communication between NSX
Management Service, ESX and VC. For a full list of ports required, see secfion "Client and User
Access' of Chapter 'Preparing for Installation” in the 'NSX Installation and Upgrade Guide'.

If your vCenter server is hosted by a vCenter Server Appliance, please ensure that appropriate
CPU and memory reservation is given to this appliance WM. After successful configuration of
vCenter on NSX Manager, you need to log out of any active client sessions on vSphere Web Client
and log back in to enable NSX user interface components.

vCenter Server. vch5. Sfdemolab.com
vCenter User Name: administratorr@9fdemolab.com
FPassword:

[] Modify plugin script download location

OK | cancel |

e. EETBAK °

vmware'
A IP: 192.168.230.19  Version: 6.3.5 Build 7119875

MName: nsx User. admin

Tt ‘ Summary ‘ Manage

SETTINGS Lookup Service URL | Unconfigure || Edit
General For vCenter versions 5.5 and above, you may configure Lookup Service and provide the S50 administrator credentials to register NSX
Network Management Service as a solution user. It is also recommended to set the NTP server for S50 configuration to work correctly.

SSL Ceriificates Lookup Senvice URL: https:/ivcE5. Sfdemolab.com:7444/lookupservice/sdk
Backups & Restore 550 Administrator User Name: administrator@gfdemolab. com
Status: .
Upgrade © Connected £
COMPOMNENTS

NS)(_Management vCenter Server [ Edit |
Service —
Connecting to a vCenter server enables NSX Management Service to display the ViMware Infrastructure inventory. HTTPS port (443) needs o be

opened for communication between NSX Management Service, ESX and VC. For a full list of poris required, see section 'Client and User Access'
of Chapter 'Preparing for Installation” in the '"NSX Installation and Upgrade Guide'.

If your vCenter server is hosted by a vCenter Server Appliance, please ensure that appropriate CPU and memory reservation is given to this
appliance VM. After successful configuration of vCenter on NSX Manager, you need to log out of any active client sessions on vSphere Web
Client and log back in to enable NSX user interface components.

vCenter Server: vcB5.9fdemolab.com
vCenter User Name: administrator@@fdemolab.com
Status: © Connected - Last successful inventory update was on Tue, 05 Dec 2017 08:07:16 GMT 2

f. [ A NSX License °
¢ Home > administration > Licensing > Licenses H1[&E A o

3. &%/ NSX Controller -
a. ¥H vSphere Web Client » & A vCenter - https://vc65.9fdemolab.com/vsphere-client or
https://192.168.230.18/vsphere-client » K5 : administrator@9fdemolab.com Z5H5% :
P@sswOrd



mailto:administrator@9fdemolab.com，Password：P@ssw0rd
https://vc65.9fdemolab.com/vsphere-client
https://192.168.230.18/vsphere-client

C.

<

User name:

Password:

e © hitps//192168.. O ~ © B2 C| @ vsphere Web Client

example@domain.local

% | @ VMware NSX Manager Virtu...

VMware"vCenter” Single Sign-On

ESXi) °

= )
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i 5| 5
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= e
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o wme NE
Hewrewe >
& £ - g
s e se s
H mannsrmn

HEPETIIER AT ESXi 0 N ELAEPE Al datastore » Connected To : BE#5 Select >

vmyare: vsphere Web Client

LH

3.

DPoortGroup230 -

8 NEX Home
2 installaban

= NEXEdges
A Firowal
% spoutum

@ oata Secunty
- Teots

8 Tracatow

" Logical Swikes e —

& Jenice Delintons
ET Saice Compossr

& Fowoniering
(G Ay Moriring

« Metworking . Securty mventory
£ HSX Manages >

v )

B 172188131 2GRN G imziogare 6223004087

S ) LT o o

nSX Controller noges.

|

o e

AT )

0% ‘E:E
L 1_\,

Select Network (?)

Add Controller /5:

Mame: # | NSX-Contraller

NEX Manager: # [ 192.168.230.19 [ -]

Datacenter: =~| Datacenter | A |
Cluster/Resource Pool: =~| 9FDemoLAB Cluster |~ |

Datastore: =~| datastore16 |~ |

Host | |~ |

Folder ( [~]

Connected To: # emo'v'e

IP Pool: #* Select

Select network for Controller.

Object Type: | Distributed Port Group

Selected:

2, DPortGroup 230

(Q Filter

% wiow-vmknicP g-dvs-81-230-36f4f819-934 b-4cc7-b77 ..
&2, DPoriGroup 210

4items |13 Copy~

[ ok

HEZEE Select » #ri¥ IP Pool F&{it

Controller F73E IP firdib#E1[&E > B57%% New IP Pool... ©



E

Selectan IP Pool for controller IP allocation.

Selected:

(Q Filter )

Available Objects
@ nsX-Controller-Fool
€ vSEC_Firewall

2items [ Copy~

Mew IP Poal.

e. ¥i4 P Pool ifig A Controller IP &:H, > BEEEZZ IP Pool

b )
Mame: *|NS}({:ontruIIer—F’uol | Select an IP Pool for controller IP allocation.
Selected:
Gateway: #(192.168.230.254 |
Filt

A gateway can be any IPv4 or IPvG address. [Q e j

Prefix L th |24 | Available Objects
refix Length: #
g + (1 NsX-Controller-Paol

Primary DMS: | 192.168.230.10 | o vSEC_Firewall
Secondary DMS: | |
DNS Suffic | |
Static IP Pool:  #| 192.168.230.31-192.168.230.40|

for example 192.168.1.2-192.168.1.100 or 2items %COW"

abecd: 8787 10-abcd: 878720 New IP Pool

| ok |[ cancel | ok || cancel |

f. X% PAsswOrd123!

Cancowoter [ ecowober 2

Name: | NSx-Controller | NSX Manager: #[ 172.16.8.131 B3
MSX Manager: *[ 192 168.230.19 | v ] Datacenter: *[Da.tacenier | - ]
Datacenter: *[Daiacemer |~ ] Cluster/Resource Poal: *[Managemenic.luster | = ]
Cluster/Resource Pool: *[ 9FDemolAB Cluster | - ] Datastaore: a:[ datastore-Mgmi-1 | v ]
Datastore: *[HD&FC&NEQE | = ] Host: [mgn‘lt—1.sysage—umlab | - ]
Host: [ | M ] Folder [ | M ]
Folder [ [-) Connected To: +|Mgmt Management| Change Remove

Connected To: # | DPontGroup 230 Change Remaove IP Pool- *|NSX—ControI|er—F'ooI | Select

IP Poaol; % NSX-Controller-Pool | select |

Confirm password: *I ”””””""i I

| ok | [ cancel | [ wmx |

g. & b~ f ERETIEE 2 {[E NSX Controller °

Passwaord: #* |




vmware® vSphere Web Client  #= | Administrator@9FDEMOLAB.COM ~ | Help -~ | (NG

Navigator ‘ Installation
<4 Back

| Host Preparation  Logical Network Preparation  Service Deployments

Networking & Security
5 NSX Home
£ Dashboard {5 Actions

NSX Managers

4% Installation NSX Manager IP Address vCenter Version
Emgicalswnches a 192.168.230.19 192.168.230.19 192168230 18 6.357119875
=i NSX Edges

[ Firewall

[ SpoofGuard

J“] Senice Composer 1items
~ Tools

ysel uassy (o) [ ssaufiodd upspop (2) %

[ Flow Monitoring NSX Controller nodes

58 Traceflow —_—
e x [7] g Actions -

Hame Cantraller Node MSX Manager Status Software Ve

E Endpoint Manitoring
- Networking & Security Inventory
5 NSX Managers > NSX-Controller-2 192168.230.32 19216623019 + Connected 6.3707

controller-2 A Disk Alert

spalag waoay @B ()

NSX-Controller 192.168.230.31 a 192.168.230.19 + Connected
controller-1

h. ZEAEZ [ vCenter &5 1 4 AD ~ 1 4 vCenter ~ 1 5 NSX Manager ~ 2 5 NSX Controller o

vmware: vSphere Web Client #i=

Mavigator ) §
<4 Back

[ o | B @
v [1192.168.230.18
+ [7 Datacenter
+ [ 9FDemolAB Cluster
[ 192.168.230.16
B 192.168.230.17
%CheckF’ointvSECSer\ricem}

Lt e CE EOI EVICE

ﬁ; MSX_Controller_5c45df52-8c0e-4a46-...

(. NSX_Caontroller_Se8cd3ef-9d5e-4609...
(95 vSEC - Win7 64bit CHT_009
R VSEC - Win7 64bit CHT_010

+ [5 192.168.230.15

[3f: 9F_DemalAB - AD_Win2012 R2 x64
ﬂﬁ}gF_DemoLAEI - MEX-Manager-6.2 2

W 9F_DemolAB - vCenter appliance

4. Host Preparation :
a. JA Cluster (9FDemoLAB Cluster) FRHEEEEZZAE o (5T @ NSX Manger/vCenter/ESXi [l FY 4 fifidfiT
(IERfi#) el - FRFRIET © (BEERIHINEI N E AR LAB HY[E])(NSX License FE5CHEA)



X | Installation

4 E5F 13

Management | Host Preparation l Logical Network F

Senice Deploy! its

Networking & Security

‘5= Logical Switches
NSX Edges

i Firewall

[, SpoofGuard

& Senice Definiions

J7] senice Composer
@) Data Security
« Tools

Flaw Monitoring
Activity Monitoring

Traceflow

58 NSX Managers

b. BhiEE TE o

~ Networking & Security Inventory

MN8X Manager: W

NSX Component Installation on Hosts

{Gh Actions

Glusters & Hosls Installstion Status Firewall VXLAN

v ﬁManagemem Cluster Mot Installed Mot Configured Mot Configured
ﬂ mgmt-1.sysage-vm.lab
E mgmt-2.sysage-vm.lab

v fhcompute Cluster Mot Installed Mot Configured

ﬁ comp-4.sysage-vm lab

ﬁ comp-3.sysage-vm lab

>

Are you sure you want to continue with the install?

ﬁ X Installation
{ER » @ Management | Host Preparation 1 Logical Network Preparation  Service Deployments
Networking & Security
FH NSX Home NSX Manager | 172.16.8.131 |~
E TrEE mm HNSX Component Installation on Hosts
T NSX Edges @ Adtions
B Firewall Clusters & Hosts Installation Status Firzwall VHXLAN
SpoofGuard
E o v @Managemem Cluster Mot Installed Mot Configured Not Configured
& Senice Definitions
E mgmt-1.sysage-vm.lab
Senvice Composer
@ Data Security ﬁ mgmi-2 sysage-vm.lab
+ Tools v @Compute Cluster 3% Installing A Unknown
@ Flow Monitoring E comp-4.sysage-vm.lab 3% In Progress.. Mot Configured
Activity Monitoring @ comp-3 sysage-vm Iab 4% In Progress... Mot Configured
28 Traceflow
~ MNetworking & Security Inventory
5 NSX Managers >
X Installation
18R 4 @ Host Preparation l Logical Network Preparation  Service Deployments
Networking & Security
MNSX Home NSX Manager: [ 172168131 |~ |
NSX Component Installation on Hosts
iy Logical Switches e
I NSX Edges {gp Actions
P4 Firewal Clusters & Hasts Instllation Status Firewall VHLAN
[ SpoofGuard
v @ Management Cluster Mot Installed Mot Configured Mot Configured
&% Senice Definitions
ﬁ mgmt-1.sysage-vm.lab
[ service Composer
@ Data Securty Q mgmt-2.sysage-vm.lab
- Tools ¥ B Compute Cluster « 622 + Enabled Mot Configured
Fluw Menitoring ﬁ comp-4.sysagevmlab 622 + Enabled
28 Activity Monitaring [@ comp-3 sysage-vmlab o 6.2.2 + Enabled
L Traceflow
~ Networking & Security Inventory
5 NSX Managers >

d. EL#EE T Configure VXLAN ;> ®E3E Use IP Pool » ifi

HEEE New IP Pool »

ELEZ OK o



WREE X | Installation

48R o) Wanagement | Host Preparation | Logical Network Preparation
Networking & Security
HH NSX Home NSX Manager. [ {7:

£+ Installation

i Logical Switches

NSX Component Installation on Hosts

=: NSX Edges & Actions
P Firewall Clusters & Hosts Installation Status
FE SpooiGuard ¥ fhiManagement Cluster Not Installed

‘a Service Definitions
D mgmi-1.sysage-vm.lab
J7J Senice Composer
@) Data Security

o T ¥ [(fCompute Cluster v 622

[1#] Flow Monitoring @ comp-s.sysagevmlad 622

El mgmt-2.sysage-vm.lab

[ Activity Monitoring @ comp-3.sysagevmiab 622
82 Traceflow

~ Networking & Security Inventory
5 NSX Managers >

Service Deployments

Firewall

Not Configured

+ Enabled
+ Enabled

+ Enabled

Compute Cluster - Configure VXLAN Networking 2 »

Switch: x| vDS-Comp |+]
VLAN: *(0
MTU: #1600

VMKNic IP Addressing: % () Use DHCP

NSX-Controller... | v
X-Controller-Pool
New IP Pool...

(+) Use IP Pool

VMKNic Teaming Policy: = | Fail Over

VTEP: * 1

[ ok |[ cancel

]

.

VXLAN

Mot Configured

Not Configured

Force Sync Services
Change IP Detection Type

‘ Change Locale ID
Disable Firewall

Uninstall

Communication Channel Health
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48 Traceflow
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~ Networking & Security Inventory
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vmware vSphere Web Client  fi=
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3 SpoofGuard v BH9FDemoLAB Cluster  Unconfigure DSwitch 230
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7] Senice Composer [ 19216823017 v Ready
~ Tools
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% Traceflow
[ Endpoint Monitoring
~ Networking & Security Inventory
58 NSX Managers.
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2% 7E Logical Network Preparation
a. PJJ#AZ Logical Network Preparation
VMKernl Port -

BE=EEs

Installation
Management HostPreparation | Logical Network Preparation | Service Deployments
NSX Manager | 192 168.210.135 |~

WXLAN Transport | SeamentID | Transport Zones

4789 | Change

Configurstion Status

VXLAN Port

Clusters & Hosts Switch WVLAN MTU

¥ Bhnew Cluster + Unconfigure DSwitch 0 1600 IP Pool

SEREETE Y VXLAN 1P

[t VXLAN IP

VMENic IP Addressing

|2 192.168.210.132
|2 192.168.210.131

+ Ready

+ Ready

1&'u'mk2 192168 210141
& vmk2 192 168 210142

Navigator X [ 192168210431 B, [ [} [Bs | {3 Actions ~
4 Back Getting Started  Summary _ Monitor ||" Configure | Permissions Vs Datastores  Networks  Update Manager
=
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~ (1192.168.210.133
 [lg Datacenter OEEED D @ R (]
< . New Cluster Storage Adapters

Discovered Issues

B 192.168210.131 Storage Devices J—
g Datastores

(51 New Virtual Machine & wswitcho
{55 NSX_Controller_24597c60-27fe- D EIL I T £ vawicn1

Protocol Endpoints

{5 NSX_Controller_350080ea-cfc2-

dows 2003 HOFitters Distributed switch: DSwitch (DPortGroup)
~@ 19216821013 + Networking 2
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& Hxveso Virtual switches.
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G Kaimin - ESXi_02
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i g Threst Prevention
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S8 Check Point vSEC Service-9F Demol AB-Datacenter-New Cluster 0% Paolicy installation has started.
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1 Firewall
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1. [0]Fl] vCenter Web Client » #I| Home > Networking $ Security > Service Composer > Security Groups °
HEEE New Security Group ©

vmware® vSphere Web Client = vmware* vSphere Web Clien L
- - Ctri+Al+1 N N
Navigator el i rvice Compose!
v L E I Hosts and Clusters Clri+Al+2 LESL LTS 1 B = '
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51 NSX Home ~ @ Netwarking Clri+Alt+S NSX Manager. | 192 168.230.19 |~ |
Synch 5 NSX Home ———
(%) Dashboard Conlent Libraries Cirl+All+ Synchronization Status
G Installation L T 55 Global Inventory Lists Ciri+Alts7 1 &% Dashboard _
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2 Logical Switches 7 [ Policies and Profiles
£ NS Edges wame | (@ Update Manager 1 Logical Switches
[P Firewall & A | g% Networking & Security MNEX Edges — —
FE) SpoafGuard &% Administration A Firewall & New Security Group
Aoy mrormong waa s
& Senice Definiions Taske 3, SpoofGuard
| B servee composer | {E e -
~ Tools

7 Tags & Custom Attributes

[3# Flow Monitoring
@ New Search

[ Saved Searches

08 Traceflow
[z Endpoint Monitoring

2. € name
%" Mew Security Group

WY 1 Name and description Name and description

2 Define dynamic membership

[3#] Flow Monitoring

Name: # | VSEC Security Group
3 Select objects to include

. Description: | vSEC Security Group
4 Select objects to exclude

< L <«

5 Ready to complete

Scope: Global




3. HEEFH membership &4 -

1 New Security Group 23

+ 1 Name and description Define dynamic membership

v RGN ooy dynamic membership criteria that objects must meet o be part af this security aroup

+~ 3 Select objects to include &
+/ 4 Select objects to exclude
Membership criteria 1 B8

~ 5 Ready to complete

Match \ Any | - \ of the criteria below

Criteria Details Add

[ vm Mame | - [ contains |~ | |msx-win7 x
Back Next Finish Cancel

4. 5e|ect objects to include #EEFEFTERZENY cluster » Select objects to exclude 754 » F FFEL
Next -

4 New Security Group M
+ 1 Name and description Select objects to include
Select objects that should always be included in this group, regardless of whether they meet the membership criteria.
+ 2 Define dynamic membership
%l 3 Select objects to include
Object Type: | Cluster | - |
+ 4 Selectobjects to exclude
| Filter | | Filter -]
' 5 Ready to complete Q— Q—
Available Objects Selected Objects
v
=
&
1items [£5Copy~ 1items [£3Copy~
Back HNext Finish Cancel
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Zelect objects to exclude
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¥l 4 Select objects to exclude b
| i | -
+ 5 Ready to complete QAe
Available Objects Selected Objects
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titems [£54Copy~ 0 items -

Back Next Finish Cancel




5. HEREECE BRI Finish o
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" 2 Define dynamic membership
Mame: VSEC Security Group
+/ 3 Selectobjects to include
Description:  vSEC Security Group
+ 4 Selectobjects to exclude
Scope: Global
%4 5 Ready fo complete
Dynamic membership

Members matching (Any) of the criteria below
Key Criteria Value
WM Name Contains NSX - Win7
‘Objects to Include Objects to Exclude
Name Name
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Back Next Finish Cancel .

6. HEBEHIEIT EMEALIL Security Group H -

WSEC Security Group - Virtual Machines.

Vinual Machmnes | (0) Errors

Navigator X
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Networking & Securi e
° " " NSX Manager: | 192 168.230.19 |~

5 NSX Home

£ Dashboard Synchronization Status ()
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= Logical Switches

= NSX Edges Global Settings:
[P Firewall Firewall Rules Applied To:  Distributed Firewall
& spoofGuard

&% Senice Definitions
enice Composer I..
+ Tools - Create Security Policy

[J#] Flow Monitoring

8. Z%IE Security Policy Name -

New Security Policy QN

¥4 1 Name and description

2 GuestIntrospection Services

Mame: vSEC Security Policy ‘

3 Firewall Rules Description: VSEC Security Policy

2 Network Introspection
Services

5 Ready to complete

L
v
v
L

[T Inherit security palicy

Parent policy: -

» Advanced options

Back [ Hext H Finish H cancel ]




9. BFE HBEPLE] Network Introspection Serevices » %5#5E Add Network Introspection Service °

7| Hew Security Policy

+ 1 Hame and description Network Introspection Services

+ 2 GuestIntrospection Services E

+" 3 Firewall Rules

.......... -

Na.
o, Network introspection Add Network Introspection Service
Senvices

+/ 5 Ready to complete

10. FTIEEE 1 {5 Service » MR (R BH&ET YN traffic » 5 7€ Name ~ Description » Service Name 7545
HijTAI% 1E for CheckPoint vSEC HY Serice » Profile &2 Hij % EHY VSEC Profile »  Sourcec £ Policy’s
Security Group ° Destination FEJE £ any » BE#5E OK o

%> Add Network Introspection Service (x
L
MName: FromvSEC
Description: FromwSEC Security Group
Action (=) Redirect to senice

() Do not redirect

Service Name: [Check PointvSEC Service ‘ v -l
Profile: | Check PointvSEC Senice_Template_of_NSX (IDS IPS, Firewall) ‘ v |
Source Puolicy's Security Groups Change...

Negate source

Destination: Any Change...

Megate destination

o Either source or destination selection (or bott) must be "Policy’s Security Groups™
Current selection will apply to "Outgoing " traffic from the security groups where this policy
gets applied to specified Destination.

Senice: Any Change...
State: (=) Enabled

() Disabled
Lag (JLeg

(=) Do notlog
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Mame TovSEC
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Service Name: | Gheck Point vEEC Service -]
Profile: | Check Point vS8EC Service_Template_of_NSX (IDS IPS, Firewally ‘ - |
Source: Any Change.

Megate source

Destination: Policy's Security Groups Change.

Negate destination

o Either source or destination selection (or both) must be "Policy’s Security Groups".
Current selection will apply to "Outgoing " traffic from the security groups where this policy
gets applied to specified Destination.

Service: Any Change
State (=) Enabled

(_) Disabled
Log (_JLog

(=) Do notlog

OK Cancel )
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Back
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Global Settings:
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