®
& cHeck PoINT

Quantum Spark:
Latest hardware and new
software capabilities

Avi Grabinsky | Product Manager

March 2024

YOU DESERVE THE BEST SECURITY



Agenda

Latest hardware releases
New Spark software capabilities
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°
G CHECK POINT’ ©2024 Check Point Software Technologies Ltd. 2



01

| atest hardware
releases



Introducing New Quantum Spark
Security Gateways: 1900 and 2000

Enterprise-Level Security for Medium Business
up to 5 Gbps Threat Prevention
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Accelerated Threat Integrated Cloud Consolidated Cloud
Prevention Performance Security Services & Management for MSPs

Network Connectivity

Quantum Spark 1900 Quantum Spark 2000
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Over 2x Performance with New Spark Firewalls

Expanding Enterprise-Level Security for SMBs up to 1,000 users
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Small Organization (1-50 Users) Midsized Organization (50-500 Users) Small Enterprise (500-1000 Users)

THREAT PREVENTION + THROUGHPUT
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Quantum Rugged Series Security Gateways
Al-Powered Threat Prevention & Secure 5G Connectivity

- Comprehensive Threat Prevention New Rugged Gateways

* Built for ICS/OT
* Rugged by Design for Harsh Environments
1570R WLTE
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New Spark software
capabilities



Release R81.10.10 — most feature rich version ever

- Web Ul Redesign

- SD-WAN for SMBs (Web Ul and SMP)
- loT for SMBs (Web Ul and SMP)

- Web Ul two factor authentication

- Self-serve portal
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New Intuitive user-friendly Ul

s Quantum Spark 1595 Appliance

@ v Qverview

Home

System

I<:-_'1|:3"

Security Management

Device
Cloud Services
g License
Access s
Policy Site Map

~ Monitoring

Notifications

Threat
Prevention Assets
@ Monitoring
VPN Reports
~ Troubleshooting
(0]
= Dr. Spark
Users &
Objects Tools
{Ia Support
Logs &
Menitoring
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Security Dashboard
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s AviG-home B WatchTower mobile app ® Assets (30 Manage assets

@ Noinfected assets

Model Version MAC address Management
1595 Appliance  R81.10.10(996002508)  00:1C:7F:B5:8C:CB  Locally managed

Monitoring

@ Internet 2 Internet connections % WiFi WiFi networks
Throughput Packet Rate

€) Cellcom Fiber (primary) DHCP WAN  10.100.102.245 Wireless radio (2.4GHz, Wireless radio (5GHz, 2000
802.11b/g/n/ax) is turned off 802.11a/n/ac/ax (5GHz)) is X

turned off 1,000 \
0

Mbps

@ Cellular5G Cellular Cellular 10.156.198.31

Notifications 50

A connection of type Web was initiated by
administrator avi to WebUI.

17:24:16 27 Dec 2023

A connection of type Web was initiated by
administrator avi to WebUL.

17:07:15 27 Dec 2023

A connection of type Web was initiated by
administrator avi to WebUI.

16:47:45 27 Dec 2023
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loT and SD-WAN SMB and Enterprise flavors

loT Protect for | 10T for SMB SD-WAN for SD-WAN for
enterprise enterprise SMB

License Add-on Included with Add-on Included with all
SNBT blade packages
From release 81.10.05 81.10.10 81.10.05 81.10.10
Management Smartl SMP & Web Ul Smartl SMP & Web Ul
Feature 1 loT Discovery loT Discovery Link probing Link probing
Feature 2 Out of the box Out of the box  Application Application
Best Practices  Best Practices  steering steering
Feature 3 Central policy Central/device Local breakout  Local breakout
policy
Feature 4 Risk indicators - VPN overlay -

°
G CHECK POINT ©2024 Check Point Software Technologies Ltd. 10



Secure SD-WAN

N Highest malware catch rate
Q
Lower TCO
Included on all service
packs
—€ ~

Boost application
performance with
SD-WAN for SMBs Quantum

SD-WAN

Sub:second Failover
For uninterrupted zoom calls

< 5
\,

10,000+ Auto-Steered Apps Out of the box policy
Industry’s largest repository Covering common applications
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Demo
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https://vimeo.com/905183688

Autonomous loT Protection for SMBs

P

Name
mm Cable box
8 Controller

B deco-E4R

Discover

Over 140K discoverable devices

P e @

Functions Access from the Internet loT Policy
™ Controller @ Drop all © Prevent
m Cable box @® Dropall Monitor
loT devices to Over 450
categories policies for
different
categories and
@ IP camera vendors
1 asset
=}
Vendors
D-Link
loT Policy Access from the Internet
Monitor @ Drop all

Included with SNBT package



Demo
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https://vimeo.com/904129965/6517ffefb6?share=copy

Two factor authentication for Web Ul
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Quantum Spark

Security Appliance
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Two-Factor Authentication

Two-Factor Authentication is enabled. You must enter
the verification code to access the gateway.
Select the method to receive the code and click Next,

Send code oy Uze appc

v SMS & Email Authenticator app @

Next —»
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Self-serve Portal
delegate, simple, routine tasks to end customers

3 MY TELCO

Self-serve Portal

Settings

Self-serve Portal

Customized Self-serve Portal

Wirel

Configuration Security Policy

Manage wireless network settings:

2.4GHz Radio band (802.11ng)

SSL Inspection Exceptions Remote Access Users Administrators

Wireless Network Type Security Type
Standard WPA3/WPA2
A MY TELCO

Self-serve Portal
Settings

Assets
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Security Logs
System Logs

Reports

Mode
Enabled
Self-serve Portal
Customized Self-serve Portal
Wireless Configuration Security Policy

Manage Security Policy Settings:
4% New
IP Address / Domain / Application / Service

oo Flickr

S FTP

SSL Inspection Exceptions

Type
Application

Service

Remote Access Users

Administrators

Action

Accept

Block

Description

S
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New Spark
Management
capabilities



What's new?

- New dashboards

* Overview — High-level view of the status of all gateways managed in this account
* Internet monitoring
* VPN monitoring

* Assets / loT monitoring

- Things To Do and operational events

- VPN automation

°
G CHECK POINT ©2024 Check Point Software Technologies Ltd. 18



Demo
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q.portal.checkpoint.com
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Consolidated Cloud
Management for MSPs



Manage customer accounts and licenses
Managed Accounts Screen

2 SecurityExperts MSSP ~ {3 @ ., avi Grabinsky (&)
# New  Edit T Delete @* Export v (O Refresh | Q Search name, ID or main administrator Y 45 Accounts
Customer ‘ 45 37 Paying 5 1
|-
>
breakdown _ A
Accounts 8 Trial €3 Expired past 2 weeks A\ Expiresin 2 weeks
Account Name Account Type Contracts Status Account Status Earliest Contract Expiry
Glenn Rock Partner CUSTOMER Trial N/A United States Texas
Customer > Hot-Custorner1 CUSTOMER W Mobile (] Trial N/A Israel N/A
||St Advania 15 CUSTOMER ©0 DLP-Product | | w Email & Collaboration v Paying 14/12/2029 12:31 Iceland N/A
W Endpoint d 10C Management Preview
Chetan Corporation MSSP ©0 DLP-Product w Connect w Endpoint o Paying 03/12/2030 00:00 Australia M/A
W Mobile d 10C Management Preview & SASE
LK. Assets Ltd. CUSTOMER ©0 DLP-Product  w Endpoint  w Mobile (V) Paying 03/12/2030 00:00 Afghanistan N/A
4 10C Management Preview
B »
Account Settings Administrators Services & Contracts Usage s
‘ L.K. Assets Ltd. -+ Add Pay-As-You-Go Contract =~ Editcontract | §§ Disable contract
Manage B
I |Ce nses ‘ Contracts Service Status Service Contract type Package (SKU) Quantity (Units) = Registration Expires on Contract 1D User Center ID SyncUC &
Status name Date
0 PENDING W Browse Pay-As-You-Go CP-HAR-BROWS... - 19/12/2023 14:37 03/12/2030 00:00 CP_PAYG_ACCO... 999999599 = .
m PFRNDINE W Fmail & Cn Pav_AcVrnlGa rE_HAR_Fr_PRNY - ARM2/2N73 14G-35 AOZM 2772020 Nnenn P DAY ACCMY [slalalalalalalals] - .

0 1 Active services 0 1 Expired services 0 2 Services requires activation
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Spot security issues across all customers
The new MSP dashboard

Licenses status

Attacks trend

Breakdown of
critical security
events cross
products
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Ok

i Last 7 Days ~

CHECK POINT

A cp-demo ~

All Accounts ~

~ Group by accounts ie}

Top security alerts

ACCOUNTS & CONTRACTS ACCOUNTS WITH SECURITY EVENTS = Ac t =] 7 ASSETS A Ac
a34 Accounts & 50 contracts 2 ] 2 2 2 l A
S X 7 e Se» 4de 71ed 55ed Inventory
8 5 8 1 2 Accounts with Accounts with Accaunts with Accounts with Accounts with Users Deployed assets
Critical Events High risk apps Assets at risk Prevented attacks Detected attacks
Paying Trial Expired Expire in
next 30 days
TOP FIVE CUSTOMERS WITH SECURITY EVENTS ACCOUNTS BREAKDOWN A Ac
10C All Accounts - Group by M5P Hide customers with no events
80
- Account info t
. , o Customer
60 et suppliers Jims Laundy. Madrid ciy <
Optix heat *
© P eal ma
. Sam furniture Harmony
—___f——_/_’\—,—_/\___/\\ A Tech led Sportsblue  Comman warks “, Mobile 34
0
21Feb 22Feb 23Feb 24Feb 25Feb 26Feb 27Feb Quantum
R 1
- ateways
® Marathonia @ Glassbreaker Balking @ Joono ® BoxMovers s > R Munkdipality Lisbon Cinema spsin P P A Y
. CloudGuard 4
EVENTS BREAKDOWN “* Posture
Account Account Account Account
B togs B everis
Scuba Brown LLF Laundry kings Shoe world Bills diner George kiosk 3 .
Come Comnected
1
Dsconnsctea Dicormectss
5330 k ® Quantum Smart-1 Cloud ~ 533.0k (0.2%) Iimties AlLaw
Total Ben KLO Gear Avicomp
Infota ® CloudGuard posture 3.0k (0.0%) .
® Critical High Medium @ Low

*To be released on H1'24
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Upload Your Logo for Consistent Branding

Upload MSP logo

Contracts Status Account Status  Earliest Contract Expiry Country State Parent Account

Trial /A Uinitad Kin
(V) Paying Logo
By default, the logo is inherited by all child accounts. The logo
appears in the upper-right corner of the screen. C u Sto e r re po rt
Upload https://static.portal.checkpoint.com/t... I

SECURITY

1590 s % Spark @) ==

EXPERTS

Monthly report | February 3rd, 2022 10:45pm /March 1st, 2022 08:00am

Anti-Bot Anti-Virus IPS Threat
0 Events’ 232 Events? 1639 Incidents? Emulation
0 Malicious files

Aspect Ratio: 3:1 Horizontal

B . cancel Top Bandwidth Consuming Bandwidth Usage by Applications
'% Computer: | Top category
16.9GB(36.3%) dwidth
$‘ microsoft.com | Top sMs Total traffic:

9.6GB(20.7%) Bandwidth 46 4G B

X No Data | Top user
Top 5 Apps:

36.6GB 19.1GB

Customer tenant in Infinity Portal Total Receved

CHECK POINT P : :
= Jim Tires K O &) M AviGrabinsky

INFINITY PORTAL

Inologies Ltd.

23



YOU DESERVE THE BEST SECURITY




