





Mobility Is the Main Front

Mobile protection Is Mobile users are the

overlooked weakest link

49 Not able to detect an 77 Use insecure devices to
% | attack on a BYOD % | access corporate assets

42 Vulnerabilities in Mobiles 67 Use workarounds to
% | led to security incidents % bypass corporate policies

* - CyberArk Remote Work survey
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MDM/UEM Is
NOT Security

Main UEM in the Market

vmware

Workspace ONE

citrix

XenMaobile

[
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MDM / UEM MTD

Malicious apps
Phishing

Zero-day phishing
Malicious files
Secure browsing
Bots

Man in the middle
OS vulnerabilities
Device level exploits
Risky configuration
Rooting/jailbreak
Storage scanning

Protected DNS
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MITRE ATT&CK Coverage

with UEM only

Initial Access
4 technigues

Execution
3 technigues

Persistence
T technigues

Privilege
Escalation
3 techniques

Defense Evasion

14 technigues

Credential
Access

L technigues

Discovery
& technigues

Lateral
Movement

2 technigues

Collection
13 technigues

Command and
Control

B technigues

Exfiltration

2 technigues

Impact

0 technigues

Crive-8y Compromise
Lockscreen Bypass

Replication Through
Removable Media

Supply Chain
Comprorise -,

Command and
Scripting
nterpreter
lative AP

Scheduled Task/Job
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Boot or Logon
Initizlization Scripts

Compromise

Application
Executable

Compromise Client
Software Binary

Event Triggered
Execution

Foreground
Pzrziztence

Hijack Execution I

Flow

Scheduled Task/Job

Abusze Elevation
Control
Mechanism

Exploitation for
Privilege Escalation

Process Injection

Dowmnlosd Mew Code 3t
Runtime

Execution Guardrails
Foreground Persistence
Hide Artifaces

Hooking

Impair Defenzes T

mdicator Remowval on
Host ;-

mput Injection
Mative AR

Obfuscated Files or
miformnation

Procsss Imjection
Prawy Through Victin
Subrvert Trust Controls

Wirtualization/Sandbox
Evasion

Aoosss
MNotifications

Clipboard Data
Credentizls from
Sazzword

Store

nput Capture

ezl Application
Aocsss Token

File and Directory
Discowvery

Location
Trackimg

Metwork Service
Scanning

Process Discovery

Software
Discowvery

System Information

Discovery

System Metwork
Configuration
Discowvery

System Network
Conmections
Discowvery

Exploitation of
Remote Services

Replication
Thirough
Removable Mediz

Access
Motifications

Actversary-in-the-
Iiddle

Archive Collected
Cata

Audio Capture
Call Control
Clipboard Data

Diata from Local
System

Input Capture

Location
Tracking

Frotected User
Cata

Screen Capture

Stored Application
Data

Video Capturs

Application Layer
Protocel

Call Control

Dymarmic
Resolution

Encrypted
Chamnel

Ingress Tool Transfer
MNon-Stamdard Port
Out of Band Data

‘Wb Service

Exfilzration Crwer
Alternative
Protocol

Exfiltration Chwer
22 Channel

Account Access
Remaovwal

Call Control

Diata Encrypted for
mpact

Data Manipulation

Endpgint Denial of
Sarvice

Generate Traffic from
Wictim

niput Injecton

Metwork Denisl of
Service

SME Control
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MITRE ATT&CK Coverage

with Harmony Mobile & UEM

. . ] Privilege . Credential . Lateral . Command and . .
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
4 techmigques 3 technigues T technigues 3 technigues 14 technigues t techiniques & technigues 2 techmigues 13 technigues B technigues 2 technigues 0 technigues
Dirive- By Compromise Command and Boot or Logon Abuse Elevation Downlosd Mew Code at BAcosss File amd Directory Exploitation of Access Application Layer Exfiltration Cwer Account Access
Scripting Initialization Scripts Control Runtime Motifications Discovery Rermote Services Motifications Pmﬂ‘l;uu Alternative Remaoval
Lockscreen Bypass nTerpreter ., hechanism. ' Protocol .,
Compromise Execution Guardrails n Clipboard Data Location Replication Achversary-in-the- Call Control o Call Control
Replication Through Mative AR Application Exploitation for ' Tracking - I Through hiddle Exfiltration Chwer
Remowvable Media Executable Privilege Escalation Foreground Persistence Credentials from Removable Media Dymarmic C2 Chanmel Data Encrypted for
Scheduled Task/lob Password Metwork Senvice Archive Collacted Resolution mipact
Supply Chain Compromise Client Process Injection u Hide Artifacts u Store Scanming Dista
Compromise 5 o, Software Binary - Encrypted Data Manipulation , .,
Hooking Input Capture . . Process Discovery Audio Capture Channel ., —
Event Triggered ' Endpgint Denial of
Execution 0 Impair Defenses . . Steal Application Software I Call Control Imgress Tool Transfer Service
] =0a) .
Acoess Token Discovery
Foreground Indicator Removal on Clipboard Data Mon-5tandard Port Generate Traffic from
Persistence Host 5 5, System Information Wictim
Discovery Diata from Local Out of Band Data
Hijack Execution Impat Injection System Inpat Injection
Flonas Systemn Metwork Web Service _ u
Mative AR Configuration Input Capture 5 -, MNetwork Denial of
Scheduled Task/lob Discovery o Service
Obfuscated Files or Location
Information Systemn Metwork Tracking . SME Control
— Connections o
Procsss Injection Discowvery Protected User
Diata 1oy
Prowgy Through Victim
H Screen Capture

°
& cHeck POINT

Subwert Trust Controls

Wirtualization,/Sandbox
Evasion

Stored Application
Dasta

Video Capture
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5 Key Principles for Choosing

The Optimal Mobile Security Solution

TN B Gl

Block attacks Integration with Over applications Via any Privacy and
before they all mobile in use and UEM/MDM experience
reach users related systems security posture

One size Visibility & Zero-touch No impact
fits all control deployment on users

Prevention

)
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Harmony Mobile 4.1 - Complete Protection

14:57 @ oo

Harmony Mobile

‘ | ()1 AppLICATIONS
NETWORK
. 02 “
D

“ 03 bevice & os
OA4 rFiLes

01 03 04

BEHAVIORAL Anti-phishing / Zero-phishing  pevice risk Files

RISK ENGINE gafedbt_rowsling assessment:
: . onditional access .
I\RAZIIIIC-I(I)T: analysis Anti-bot OS vulnerabilities prevention

I
. : URL filtering | Device-levelexploits | Storage
RETORE TR side-loading Protected DNS | Risky configurations scanning (Android)
I
I

Harmony
Mobile

| Download

Il o prevention Wi-Fi network security (MiTM)
' Risky download prevention

Advanced rooting | File
Jailbreak detection Emulation

[
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File Protection

Any file downloaded

IS scanned °
& CHECK POINT

All file types are
supported

Scanning file

eicar.pdf

Unknown files are
uploaded to a sandbox

L}

Using ThreatCloud
intelligence

new If risky, download is
blocked and threat

File sandboxing available now. details are visible S Tl
; < > 0O m O
Enable it to catch zero-day attacks!

[
g CHECK POINT ©2023 Check Point Software Technologies Ltd. 9



RN ;

Phishing and Zero-day Phishing Protection — &

Prevent |dentity Theft

User receives a
message with a link

Files  Gmal

......................

CCCCCCCC

URL identified as

THREATCLOUD

Anti-phishing engine
instantly inspects the link

Unknown sites analyzed in
real-time with Zero-phishing

SMS Phishing Preventive

malicious phishing e L Quarantine available now!
and blocked

°
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Secured Remote Access with Harmony Connect

Zero-trust
access policy

Corporate
applications

[
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Full Flexibility
All Leading MDM/UEMSs, BYOD or COPE

( MDM/UEM ) ( LOG INTELLIGENCE )
1CLICK=‘® A
2R Microsoft Intune () BlackBerry UEM : P
v splunk>  rsusLos
vmware
Watapac ONE - ymware Aot Detender,
% jamf
'4 mobileiron
. CiTRIX HORIZON |
IBM MaaS360 XenMobile ArcSightst e ensgement and sy

)
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Samsung Knox Integration

Harmony Mobile — The only leading solution
to integrate with both Knox MDM & Knox Agent

Prevent malicious

apps from runnin snmsuNG
PP ° ‘. i ‘. " S Knox Prevent malware from
interfering with the Harmony
. . SAMSUNG Mobile app activity
Prevent malicious %Knox

application installation

[
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https://www.youtube.com/watch?v=WFVqtb-600U

Certification and Compliance
OS and App CVE Assessment

HARMONY MOBILE 3 my Corporate v Jane Doe @ S

Events & Alerts

ViewbyCVEs ~ % Export O Refr

Which OS
versions running

pplication

Q
a

ovE V3severity. Device count 05 Versions

Network

& 105 Profiles = L 251 K
0& OS CVE Assessment = & o5 W60 - " Wlt h CVES
a Campaign Detection EE] 2017-05-01 [} 15.6.1 15.60 .. N
43 2018-04-01 [ 15.6.1 15.6.0
2017-08-01 . 1560 | 1550
Q 2017-05-01 [ 3 1560 | 1550 .
foraes a3 2017-07-01 . 1561 [ 1560 Set a pOI ICy Or
o3 2017-07-01 [ 1570 (1564 - ) -
- a3 2018-04-01 [ 3 1564 ) (1560 - b rISk per CVE
432 2018-04-01 ' 15.6.1 15,60 - N
a3 2017-05-01 [ 4 1561 [ 1560
20170301 [ § 1550 [ 1541
a3 2017-05-01 [ 4 1561 [ 15.60
25 2017-06-01 [ 1550 ) ( 15.41
= 2017-09-01 [ 1550 ) ( 15.41
e ] 25 2017-08-01 [ 1550 ) ( 15.41
[ § 1550 ) (1541
2015-02-01 [ 1550 ) ( 15.41
— 25 2017-04-01 [} 1550 (1541
2018-04-01 [} 1550 | 1541
2017-06-01 [} 1550 (1541
2017-04-01 [ 3 155.0

n17-n6.A1 ¥

°
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Elegant User Experience
VIRTUALLY ZERO IMPACT ON:

Privacy
by design
Browsing
experience
Battery
life

Data/CPU
consumption

IIIIIIIIII

Harmony

[
0 CHECK POINT ©2023 Check Point Software Technologies Ltd. 15



COMPLETE PROTECTION

Protecting corporate
data across the

From no protection to
tens of thousands of

mobile attack surface:
apps, networks,
OS and files

o /

°
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Zero impact on user

protected devices
within minutes

\_ /

experience or privacy

©2023 Check Point Software Technologies Ltd.
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Leading the MTD Market

iH

1IDC

Analyze the Future

«

Gartner

SULLIVAN

| Lookout — | caders
| Wandera h

r' H“'-.,

| Zimperium —

“Harmony Mobile detected 100%
of browsing, privacy invasions, Check Point —
network-based and device-based 20 —*

threats and vulnerabilities. Its '
combination of refined remediation
tools and easily navigated interface

made stopping threats effortless.”

Check Point

)
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YOU DESERVE THE BEST SECURITY

HARMONY MOBILE
WHAT’S NEXT FOR 2023



Protection against Al-driven threats

* Protection against Generative Al apps

.- Policv Rule for Work | Network
Mon Official App Store App & No Risk (Default) L.r
. . . . Alcohol & Tobacco
Device Tracking Tool High (Device Alert)
co Anonymizer Gambling
() N e R — Medium (Device Aler:

Art 7 Culture Weapons
Medium (Mo device A
Rooting Tool Blogs / Personal Pages

Medium (Dismissive

Business / Economy

Rough Ad-Network
Low

Child Abuse

° DL Suspicious App NG Rick o
Computers / Internet

Generative-Al ¢ No Risk (Default) Education
¥
Z Edit
B category Name © Show Events in Dashboard. Show Events in Client

[
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Certification and Compliance
OS and App CVE Assessment

HARMONY MOBILE 3 my Corporate v Jane Doe @ S

Events & Alerts

ViewbyCVEs ~ % Export O Refr

Which OS
versions running

pplication

Q
a

0s Versions
Network Sl V3severity. Device count

& 105 Profiles = L 1581 K
S ¢« eo@w- - with CVEs
€, Campaign Detection a3 2017-05-01 [ 1561 ) (1560 ) - n
a3 2018-04-01 [ 1561 ) (1560
2017-08-01 . 1560 | 1550
Q 2017-05-01 [ 3 1560 | 1550 VE
forse a3 2017-07-01 . 1561 [ 1560 Ap p C
2 2017-07-01 . 1570 ) (1561 ) - N V' H b M | 't ﬂ!
- a3 2018-04-01 . 1561 [ 1560 . n IS I I I y
E] 2018-04-01 [ 3 1564 [ 1560
a3 2017-05-01 [ 4 1561 [ 1560
20170301 [ § 1550 [ 1541
re} 2017-05-01 - 1564 1560 | -
25 2017-06-01 [ 1550 ) ( 15.41 Set a po ICy Or
= 2017-09-01 [ 1550 ) ( 15.41 1 k CVE
e ] 25 2017-08-01 [ 1550 ) ( 15.41 rIS p er
[ § 1550 ) (1541
2015-02-01 [ 1550 ) ( 15.41
— 25 2017-04-01 [} 1550 (1541
2018-04-01 [} 1550 | 1541
2017-06-01 [} 1550 (1541
2017-04-01 [ 3 155.0

n17-n6.A1 ¥
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Mobile Security offering by Check Point

Harmony Mobile ZoneAlarm Harmony App Protect

Managed Security Solution Consumer — unmanaged solution Protecting Your own Apps
for businesses

s ZONEALARM
By Check Point
Harmony
Mobile
Yearly Subscription Consumption PAYG
User / Device based license via MSP / MSSP

[
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Summary

¢ EVER EVOLVING MOBILE SECURITY THREAT LANDSCAPE

MOBILE IS THE WEAKEST SECURITY LINK
® Mobile attacks are on the rise
MDM is not enough

® YOUNEEDAN MTD TO PROTECT YOUR ORGANIZATION

¢ HARMONY MOBILE IS THE

BEST SOLUTION FOR YOU

Best security

Easy to deploy and manage

Market leader according to analysts

)
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free to reack

Register for a DEMO

Start a free Watch the product
with a Security Expert |

Harmony Mobile trial tour video



Harmony
Mobile

. @
& CHECK POINT ‘.

THANK YOU
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