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The Why: 

an online  platform with LARGE 
CROWD OF USERS and give them 
the ability to share challenges, APIs, 
benefits, ideas, questions, 
discussions and connect through 
meetings and  local User Groups.

1. Crowdsourcing 
2. Direct conversation 
3. Information sharing
4. Excitement 
5. Feedback
6. Ideas
7. Early adopters
8. Problem solving 

To Build…  And Encourage… 
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LEARN – ENGAGE -Introducing our User Community….
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We grow together

From over

150+
Countries

95K
USERS

CPX 2017
launched
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Events
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Grow, Share, and Inspire!
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Explore the Top 3 posts on CheckMates

http://tiny.cc/amadorit

http://tiny.cc/top3cli

http://tiny.cc/r80videos
[Protected] Distribu on or modifica on is subject to approval  
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# of average monthly views (K) # of registered users (non-employees) # of active users (Monthly average)

CheckMates Community Growth Metrics
Page views, New users, Active users

20X growth in views, 16X growth in new users, 16X growth in active users 
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• Why Should You Upgrade

• Hardware Requirements

• Staging the Management Upgrade

• Doing the Upgrade

Agenda

[Protected] Distribu on or modifica on is subject to approval  
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• Presenting a new architecture for the security gateway 
̶ Improvements for existing customers

̶ SecureXL template support for Domain, Time and Dynamic objects

̶ VSX gateways can be upgraded in place and support more concurrent connections

• Providing visibility functionalities on the management server
̶ Session based logging
̶ Flexible event management and reporting 

• Supporting delegation of duties
̶ Assign administrative roles to security policy layers and dedicated security 

functions, for example creating a dedicated admin for IPS

What Is R80.x About?
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• Unified Rule Base
̶ Creating layered policies allowing delegation of duties, large complex rule bases 

without compromising performance

• Content Awareness
̶ Achieve content control for applications

• Session Logging
̶ Visualize the number of connections required and the amount of data being 

transferred 

Security Policies Expressing Your Business Needs
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• I am a pure Firewall customer: why should I care about R80.10?
̶ DNS Name objects and Time objects are now supporting SecureXL Templates
̶ Multiple security administrators can work on the same policy at the same time

• I am a VSX customer and can’t scale the amount of concurrent connections per VS
̶ R80.X provides virtual systems running in 64bit mode supporting millions of 

concurrent connections

• I am using IPS and can’t have a dedicated security admin
̶ Delegation of duties through Layered Threat Prevention policies

Embracing The Critics
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• I have tried DLP back in time and it was killing performance
̶ Content Awareness runs in each CoreXL instance

• Check Point can only use a single core for IPSec VPN
̶ With R80.X VPN connections are scaling across all CoreXL instances

• I can’t create my own report
̶ Use Logs & Monitor creating the reports and views as you need them

• Identity Awareness doesn’t scale across my organization
̶ Evaluate Identity Collector  and ID Awareness API

Embracing The Critics
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• Enforcing security using an ordered layered structure
̶ The upper most policy layer will be matched first

̶ In case a rule is matched, this traffic will be matched against 
subsequent layers

Security Policies Expressing Your Needs
Ordered Layers and Inline Layers

1
2

• Enforcing security using an inline layered structure
̶ A rule (called “parent rule”) defers matching to a subsequent layer of 

specific rules

̶ Only traffic that matches the “parent rule” will be matched against the 
rules of the Inline Layer

Extract of a larger rule base
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• R77.x gateways support only Ordered Layers
̶ Only one Software Blade can be active per layer

• R80.10 gateways support Ordered and Inline Layers
̶ Ordered Layered policies with one Software Blade active

̶ Ordered Layered policies with multiple Software Blades active

̶ Ordered Layered policies including Inline Layers

Ordered Layers And Inline Layers
Supported Policy Targets

Example of an Ordered Layer Policy with
APCL, URLF and Content Awareness Blades active
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• Managing access rules to online services is now easier than ever

• Ready-to-use, automatically updated groups do the work for you!

Updatable Objects (R80.20+)

[Protected] Distribu on or modifica on is subject to approval  
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• New! Add countries to your Access Control Policy

Updatable Objects (R80.20)+

[Protected] Distribu on or modifica on is subject to approval  
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Schedule Install Policy (R80.20+ Multi-Domain)

[Protected] Distribu on or modifica on is subject to approval  

• Schedule to push Policy Installation Presets automatically at a time window.
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• Configurable
• Similar to Application Control
• Will be the default option for users who used “scheduled IPS updates 

with automatic install policy” in R80.10 and upgraded to R80.20
• Action is set according to profile (including Detect-Staging if needed)

IPS Gateways fetch updates independently (R80.20+)

[Protected] Distribu on or modifica on is subject to approval  
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TCP 35888

s.IP d.IP TCP s.port d.port

192.168.170.10

No match possibile!
No match possibile!
No match possibile!
No match possibile!

192.168.169.1 25

• Rule base matching process (there is a lab based on this example, mailserver ip: 192.168.170.10)

Packet: 

This is an animated slide. Click once, then wait until this element is blinking.

• After the first matching round only three rules out of six remained for continued matching

Policy Rule Base Matching
Column based matching
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Introduction to Content Awareness
File Types, Content Types and Direction used in multiple rules

• In the above example extract of a larger rule base you see: 
̶ The download of spreadsheets that contain credit card numbers is allowed

̶ The upload or download of credit card numbers is blocked

̶ The upload of documents and the download of spreadsheets is allowed

• The order of the rules is important as the upper most rule will match first

Content Type object

File Type objects

• Controlling File Types, Content Types and Direction
Direction

up-/download/both

Data Type Group 
object
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• When using a Data Type Group object both File 
Types and Content Types need to match in order for 
the group object to match

• Guideline: you should use Data Type Group objects 
when the Content can be limited to specific File 
Types

• Using this group concept improves the efficiency of 
the Rule Base

Introduction to Content Awareness
Combining File Types and Content Types to a Data Type group object

Content Type(s)
that must match

File Type (s)
that must match

Data Type Group 
object name
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• Using the Object Explorer you 
can browse the predefined Data 
Types

• You can edit properties

Introduction to Content Awareness
Predefined Data Types

Extract of a the list of predefined Data Types
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DLPContent AwarenessRule Base Independence

Content Awareness & DLP – When To Use Which

• DLP have a dedicated multi-
match rulebase.

• Content Awareness is part 
of the first-match unified 
rulebase.

• Content Awareness can also 
be used as a dedicated layer

• Support VSX and IPV6.

• Part of unified rulebase
with Application Control, 
URLF and other unified 
rulebase objects.

• Scan both incoming and 
outgoing traffic.

• Have direction granularity 
in each rule. 

• Support advanced Data 
Types, as templates and 
fingerprint for data-at-rest.

• Have full mail Quarantine 
support. 

• Has an Exchange Agent to 
scan internal Exchange 
communication.

DLP has more advanced engines and dedicated rule base but works only for HTTP POST, SMTP and FTP
Content Awareness works for all directions and is integrated into the Unified Rule Base. Support of more 
advanced engines is on roadmap.
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• Connection log message
̶ Contains information related to the TCP connection or UDP pseudo connection
̶ Multiple connections form a session, if they are established within a given time 

window

• Session log message
̶ Contains information about the application or content 
̶ Is created when APCL, URLF or Content Awareness are enabled

or the track options are configured for “Detailed Log” or “Extended Log”

Connections and Sessions
Multiple connections are forming a session

Session

Connections
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• https://[Management Server IP]/smartview

• Improved log viewer with cards, profiles, statistics and filters.

Web Log Viewer
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Closes Gaps Compared to SmartConsole
• Statistics Pane
• More data in the log cards
• Choose Column Profiles
• Right-click log entry to filter the query
• Can select columns exported to Excel
• Auto-refresh views

Improvements to SmartView in R80.20



28©2017 Check Point Software Technologies Ltd. [Protected] Distribu on or modifica on is subject to approval  

Efficient Operation and 
Automation with APIs

Improve 
productivity

Efficiency

Increase 
Revenue

Cost Savings

Deliver Services
Faster

Agility
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Empty Security Management
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Running the Ansible Script
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The AWS Infrastructure is Started…
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Rules and Objects Were Created Too
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Auto-Provision Gateways
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• Updatable Objects
̶ Add/delete/show objects
̶ Show/update objects repository

• Show Objects as Ranges
̶ Show rules as a range of IP addresses and ports (instead of Check Point objects)
̶ Enables policy to be described in non-Check Point language
̶ Run custom validations, find similar rules to your new rule request

• Changes to the overrides parameter in set-threat-protection API

API 1.3 Changes
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Recap Architecture

CPM
R80.10 Unified 
SmartConsole

Unified Console is a 
true Client, i.e. can’t 
operate without the 

CPM Server.

Upon Login the user creates a SessionUpon Login the user creates a Session

When the Console 
disconnects the Session 

history remains

When the Console 
disconnects the Session 

history remains

Integrated workflow
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• Threat Prevention Indicators (IoC) API
̶ add threat-indicator

̶ show threat-indicator

̶ set threat-indicator

̶ delete threat-indicator

̶ show threat-indicator

• Example:
̶ set threat-indicator name "My_Indicator" observables.add.1.name "My_Other_Observable" 

observables.add.1.mail-from "someone@somewhere.com" observables.add.1.confidence "low" 
observables.add.1.severity "high" action "prevent" profile-overrides.remove.1.profile 
"My_Profile" ignore-warnings true 

• Uses AV/AB Blades on R77.20+ Gateways
• Requires install of Threat Prevention policy for activation

Threat Prevention APIs (API 1.2)
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Multi-Session Support (Starting R80.20.M1)
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• You’re using a Smart-1 5/10/25/205/210
̶ Trade-in hardware for Smart-1 405/410

• Standalone Gateway or Full HA Cluster
̶ Gateways need a minimum of 8GB of RAM (more if possible)
̶ R80.x Management requires more CPU / RAM
̶ Consider separating management to a separate appliance/VM

• Managing Older End of Life Gateways
̶ Pre-R75.20, UTM-1 EDGE/Safe@

Why You Shouldn’t Upgrade (Yet)
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• Using Windows or IPSO Management
̶ Only Gaia supported for R80 and above

• Traditional Mode VPNs
̶ Simplified Mode VPNs added in NG FP3
̶ Migrate to Simplified Mode VPNs prior to upgrade

Why You Shouldn’t Upgrade (Yet)
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• Featured in R80.20:
̶ Endpoint + Network Security Management on same system
̶ SmartProvisioning and SmartLSM
̶ Syslog From Gateway

̶ Added in R80.20 but consider using Log Exporter instead (see sk122323)

̶ Global VPN Communities

• SmartWorkflow
̶ Many features in R80.20

̶ Multiple sessions (which can be managed), Layers history, Revert Policy, Ticket #s

̶ Additional feature to be integrated in future releases

If You’re Using Specific Features… (sk117237)
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A Note About R80.20 Release Trains

Management Release (Mx)

• Frequent releases (Every few months)

• For Security Management Products

• Jumbo Hotfixes only for current Mx 
release

• Can manage all GA gateways 
available at release time
– Will require updating to newer Mx release 

when R80.20 GA ships

General Availability

• Less frequent releases

• For Gateways and Management

• Regular Jumbo Hotfix Releases with 
major updates in next major release

• Can manage R80.20 gateways and 
earlier
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The upgrade process

[Protected] Distribu on or modifica on is subject to approval  

PLAN VERIFY EXPORT IMPORT

SmartEvent

Security Management Server

Multi Domain Security Management

High Availability
Log Server

Plan The Upgrade
What do I need to know before I start?

• Supported Upgrade Paths
R75.4X, R75.40VS, R76, R77.x, R80

• Operating System
GAIA
RHEL (R80.10)

• Hardware Requirements
For more details, see R80 Release Notes
For any question, contact R80 Desk

Pre-Upgrade Verification
• Assures your system upgrade readiness

̶ Tip! Verify in advance, before the actual upgrade

• Use R80 Upgrade Simulation Service sk110267

• You can do it yourself #pre_upgrade_verifier

New HTML format for 
better readability

Security Management Server Upgrade
upgrading with Export/Import

Run migrate export

# /migrate_tools/migrate export r77_to_r80.10_export.tgz

Security Management Server Upgrade
upgrading with Export/Import

Run migrate import

# cd $FWDIR/bin/upgrade_tools

# migrate import /migrate_to_r80/r77_to_r80.10_export.tgz
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Type From To: R80.20

SMS
MDSM
1LS
2SE

R7x.xx
R80.x

• In-place with CPUSE
• Export/Import (“Advanced”)

1Index the logs by following “Importing Offline Log Files”
2Upgrade the events database following sk110173

MDSM R7x.xx • Gradual

Management Servers
supported migrate & upgrade methods table

SMS - Security Management Server
MDSM - Multi-Domain Security Management 
LS – Log Server
SE – SmartEvent
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Hardware Requirements

Supported Smart-1 Appliance
– Smart-1 50, 150, 225, 405, 410, 

3050, 3150
̶ Consider adding more RAM

– Smart-1 25, 205, 210 supported 
with limitations
̶ Cannot run Management + 

SmartEvent

Open Server / VM
– Security Management: 2 Cores, 6GB 

RAM
̶ Recommendation is at least 4 cores and 

16GB of RAM, more if available

– Multi-Domain: 8 Cores, 32GB RAM
̶ The more domains you have, the more 

cores and RAM you should have
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• Download appropriate tool based on:
̶ Source Management OS
̶ Target upgrade version

• Links for upgrading to R80.10 from:
̶ Gaia (pre-R80)
̶ SecurePlatform/Linux
̶ Windows
̶ Solaris

Migration Tools
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MIGRATE EXPORT AND 
IMPORT
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Migrate Export
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Migrate Import
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Migrate Import Continues
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Migrate Import Still Going…
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And… It’s Done!
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Remember To Get A New License!
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IT’S UPGRADE TIME!
And now…

[Protected] Distribu on or modifica on is subject to approval  
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R77.30 Overview
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R77.30 Firewall Policy
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R77.30 App Control
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R77.30 IPS
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R77.30 IPS Profile
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Gaia
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Verifier
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Verifier Result
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Verifier: Obsolete Check Point Objects

* Description: Some legacy Check Point network objects are 
obsolete in the current Security Management Server version. 
These objects are no longer supported.

Please upgrade or remove the following Check Point network 
objects before proceeding with an upgrade procedure. 
Leaving those unsupported objects in the database may cause 
error messages and policy installation problems:

ArrSixFive (Version: NGX R65, Minimal supported version: 
R75.20)
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* Description: Check Point has added 36 protocols and 33 
services to the default database. A number of these new 
default objects conflict with existing user objects.

To resolve the issue, rename these objects:

Services:

RDP

snmp-trap

Comment: if you choose to leave objects as is, during 
upgrade process "_" will be added as suffix to each object 
name which conflicts default database.

Service Name Conflicts with New Default Objects
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IPS Protections by Type Changes in R80 

* Description: Deactivating IPS protections by type 
(Client/Server) will be supported for pre R80 gateways 
only.

When deactivating Client or Server protections, it will not 
be supported for R80.10 gateway.

We recommend you to move to the new tag based activation 
for Client/Server protections.

Profiles name:

HomeProfile
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Deprecated Application Control Categories in R80

[Protected] Distribu on or modifica on is subject to approval  

* Description: Rulebase contains Application Control categories or group 
of categories that were deprecated.

For deprecated categories list and recommended substitutes please refer 
to sk106783.

The following categories are deprecated:

The category: "Google Talk protocol" in rule Num. 5 of "AnimalPolicy" 
policy is deprecated

The category: "Oscar protocol" in rule Num. 9 of "AnimalPolicy" policy 
is deprecated

The category: "Torrent Trackers" in rule Num. 9 of "AnimalPolicy" policy 
is deprecated, it will be replaced with "P2P File Sharing"
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* Description: Database contains LTE services that are not 
yet supported in R80.10

These LTE services will be deleted during the upgrade to 
R80.10:

Unsupported LTE services are:

gtp_v2_default

gtp_mm_v2_default

gtp_additional_v2_default

LTE Services
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Now for the Upgrade
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Are You Sure?
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During the Upgrade…
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THE FINISHED PRODUCT
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Firewall Policy Layer



75©2017 Check Point Software Technologies Ltd. [Protected] Distribu on or modifica on is subject to approval  



76©2017 Check Point Software Technologies Ltd. [Protected] Distribu on or modifica on is subject to approval  



77©2017 Check Point Software Technologies Ltd. [Protected] Distribu on or modifica on is subject to approval  



78©2017 Check Point Software Technologies Ltd. [Protected] Distribu on or modifica on is subject to approval  



79©2017 Check Point Software Technologies Ltd. [Protected] Distribu on or modifica on is subject to approval  

A Word About IPS Profiles
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THANK YOU!

COMMUNITY: HTTPS://COMMUNITY.CHECKPOINT.COM
TWITTER: @CPCHECKMATES
FACEBOOK: HTTPS://FACEBOOK.COM/CPCHECKMATES
LINKEDIN: HTTPS://WWW.LINKEDIN.COM/COMPANY/CPCHECKMATES
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