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CHECKMATES The Why: Check Point
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an online platform with

: Direct conversation
and give them

the ability to share challenges, APls,
benefits, ideas, questions,

Information sharing
Excitement

Feedback
Ideas

discussions and connect through
meetings and local User Groups.

Early adopters

Problem solving
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Introducing our User Community.... . ‘
g | N y | Check Point @
. Cam Introducing Our New User

y CHECKMATES

K s https://community.checkpoint.com

JOIN Now

Check Point CQ
CHECKMATES FOLLOWING

& Cloud Mobile = Threat Prevention + Management R80.10 More ~ i |

o 9o

Victor MR & in General Product Topics

/’yf——\\ /f‘;‘\,“\“ 7, /f'\\\ ,/”’-\'\ /f(-«-’—"\“\ 4day=ado RECENT POSTS
/ 3 4 \

(o —— o : \ \ / - . E My top 5 SecureKnowledge solutions i ?t;:r: (:r:en in Logging, Monitoring, & Event Analysis
y INFINITY ¢ Sa nd Bl!.ﬁs“t R ® A 1 0 } !L i sand Usually during training events we talk about useful resources and ¥s ag
y \ Paeraes rroTeTioN y / \ e /' tools, including several SecureKnowledge solutions. There are several . .
\_ S \\\/ y /} \. / of them that | could print and put in my nightstand. | will start with my [E Solution to an R80.10 problem with
~ -~ & N~ ~— top. sk§7638: Check Point Processes and DaemonsList of the SmartEvent, an IP Address Change and a
Check Point C}TAT ES processes and daemons, what they do, where are their logs, how to broken Correlation Unit
CHECK 54 1 Thought I'd share a solution to a problem here as | couldn't find an sk
on the exact error that was aimed at R80. We had to change the IP
KS address on a customer's Smart-1 which broke the SmartEvent
TECH i ,A\\.— \RE DEVELOPER NETWORK correlation unit and the only sk that seemed relevant was sk119072
LEARN _SHA.‘E‘\VNSP . but that hasn't been updated for R80 by the looks of things. | did,
// ﬁ Maarten Sjouw in Developers (Code Hub) P96
6 days ago -
@ CODE HUB B Export of the VPN communities CHECKMATES NEWS
Is there anyone who knows about the license information tool script? It
/ is available on management and collects information from Muhammad Nadeem Arif in General Product Topics
management and all gateways (if online) and exports all this 4 5 days ago
“H Ow T0 " information to a XML file. You can upload this to Check Point to update
"', nENS m this info in the usercenter. We use this script for collecting info about u iam p|anning to update license for my
WARRZ === ha the : :
gateways and management servers. will this
orocal Use‘?{ﬁﬂﬁ!ﬁ:ﬂ:ﬁ‘“ o Og brake my cluster while updating license
WELCOME TO THE FUTURE . o™ SECURITY Totomn binh men mmomsban af mhentes
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Grow, Share, and Inspire! 0000

B Getting Started on CheckMates

Check Point CQ @
CHECKMATES

TECHTALKS

LEARN.SHARE.INSPIRE.

@ CODE HUB

"HOW TO"
VIDEOS

@ Local User Group Meetings



Explore the Top 3 posts on CheckMates

=2
Check Point

SOFTWARE TECHNOLOGIES LTD

Content Leaderboard E-mail CSV Download CSV
My Top 3 Check Point CLI commands Views: 135,657 .
E] ) : My Top 3 Check Point CLI commands
Moti Sagey e 5 ooir
B Discussion created by Moti Sagey & on Jul 19, 2017
Lat ct 17, 2017 by Moti Sagey &)
| am Dorit Dor, VP of Products for Check Point, Ask Me Anything! Views: 73,070
- 40 ) Comment + 117
Dorit Dor
P . Just had a fun geeky conversation with EIlDameon Welch Abernathy (AKA Phoneboy) il Jony Fischbein , £ Jeff
R80.x Tralﬂlng Videos Views: 72'2 Schwartz and [ Michael Poublon (over 100 accumulated years of experience in Check Point products) , on what are our
Dameon Welch Abefnathy favarite & most useful commands in a Check Point environment.
Below are my 3 , plz add yours in the comments (we will do a poll for the top 5 after getting your feedback ... &).

1) fw ctl zdebug drop

used to quickly see all dropped connections and more importantly the reason (e.g. anti-spoofing, IPS , FW rule , ....)

http://tiny.cc/top3cli

| am Dorit Dor, VP of Products for Check Point, Ask Me
Anything!

B Blog Post created by Dorit Dor [l on Sep 2, 2017

i Liked - 19 (O Comment « 99

CheckMates members can WATCH A VIDEO of the event with special commentary
here: mAsk Me Anything with Dr. Dorit Dor and Team

| am Dr. Dorit Dor, Vice President of Products at Check Point. | lead the company's product management, business

development, research and development (R&D) and quality assurance (QA). Together with the amazing product team at
Check Point, we lead the initiatives from concept to delivery and oversee the roadmap.

R80 Management Training Lesson 1 - Big Picture

http://tiny.cc/r80videos http://tiny.cc/amadorit

WELCOME TO THE FUTURE OF CYBER SECURITY
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CheckMates Community Growth Metrics
Page views, New users, Active users

# of average monthly views (K)

# of registered users (non-employees)

Check Point

SOFTWARE TECHNOLOGIES LTD

# of active users (Monthly average)
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20X growth in views, 16X growth in new users, 16X growth in active users

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd.
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Check Point

SOFTWARE TECHNOLOGIES LTD

Agenda

e Why Should You Upgrade
e Hardware Requirements
 Staging the Management Upgrade

e Doing the Upgrade

WELCOME TO THE FUTURE OF CYBER SECURITY
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What Is R80.x About?

Presenting a new architecture for the security gateway

Improvements for existing customers
SecureXL template support for Domain, Time and Dynamic objects

VSX gateways can be upgraded in place and support more concurrent connections

Providing visibility functionalities on the management server
Session based logging
Flexible event management and reporting

Supporting delegation of duties

Assign administrative roles to security policy layers and dedicated security
functions, for example creating a dedicated admin for IPS




Security Policies Expressing Your Business Needs

Creating large complex rule bases
without compromising performance

Achieve for applications

Visualize the required and the amount of

R:1.20




Embracing The Critics

DNS Name objects and Time objects are now supporting SecureXL Templates
Multiple security administrators can work on the same policy at the same time

R80.X provides virtual systems running in 64bit mode supporting millions of
concurrent connections

Delegation of duties through Layered Threat Prevention policies

R:1.20




Embracing The Critics

Content Awareness runs in each CoreXL instance

With R80.X VPN connections are scaling across all CoreXL instances

Use Logs & Monitor creating the reports and views as you need them

Evaluate Identity Collector and ID Awareness API

R:1.20




Security Policies Expressing Your Needs Chock Point
Ordered Layers and Inline Layers

» Enforcing security using an ordered layered structure - Access Control
. . . - [l Pali
— The upper most policy layer will be matched first . Nc:twk o
— In case a rule is matched, this traffic will be matched against £, Monitor Content (EJ)
subsequent layers £55 NAT
. . . e he = Threat Prevention
» Enforcing security using an inline layered structure N
— Arule (called “parent rule”) defers matching to a subsequent layer of M BN

specific rules

— Only traffic that matches the “parent rule” will be matched against the
rules of the Inline Layer

4 Parrent rule for § & Any B8 web+-mailsener S web Browsing #* Any % WebServerPolicyLayer - MA
web server
41 Documents * Any B epemailserver | (& Web Browsing £3 Download Traffic @ Accept E Extended Log
Aw Document File | Accounting
4.2 Spreadsheets | % Any M yeh-mailserver | G' Web Browsing L3 Download Traffic & Accept E Edended Log
de Spreadsheet or C5V File i Accounting

WELCOME TO THE FUTURE OF CYBER SECUR'TY Extractofalargerrulebase
©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 14



Ordered Layers And Inline Layers Choak Point
Supported Policy Targets

e R77.x gateways support only Ordered Layers

— Only one Software Blade can be active per layer

e R80.10 gateways support Ordered and Inline Layers
— Ordered Layered policies with one Software Blade active
— Ordered Layered policies with multiple Software Blades active

— Ordered Layered policies including Inline Layers

Mo. Mame Source Destination VPN Services & Applications  Content Action
|» Management [1-2)
b Network Services (3-5) Example of an Ordered Layer Policy with
b Identity Awareness (67) APCL, URLF and Content Awareness Blades active
'™ Inbound B}
El Email & net_192,168.169.0 B® web+mailserver ¥ Any smtp §F Any Direction D Accept

Ao Document File

- Cutbound 9}

9 Web Browsing & net 1921681690 . Internet ﬂ * Any %® Search Engines /Por.. % Any @ Accept
& net 1921681700

b Clean up [10-11]

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 15



Updatable Objects (R80.20+)

« Managing access rules to online services is now easier than ever

» Ready-to-use, automatically updated groups do the work for you!

1) Gfiice 365

amazon
web services™

WELCOME TO THE FUTURE OF CYBER SEC U Rygysee

©2017 Check Point Software Technologies Ltd.

dbjects * 0 Install Policy

Standard *

Manage Policies

n '~ 9 ) Publish

= - | Install Policy | 1% Actions -

~ Access Control

{0} Policy
G NAT

« Threat Preven...

¥ Internal to External (18-24)

18 s Internal network access to Office
Online

Destination

Internal Network * Any

AR Polic

i@ Excey

Shared Polici
» @ Geo Pol

& Inspecti|

Access Tools
%= VPN Co
f:) Updateq
S UserChd
[ Client C
2 Applica
@ Installat]

Q|

» ] WE Amazon Web Services (7)
- (m ] Office3ss (19)
[] @9 Exchange Federation
I ] Exchange Online
| @8 Exchange Online Protection
¥ Microsoft Teams
Office for iPad
Office Mobile
Office Online
Office365 Authentication and Identity

@) Last Checked: 16-Jan-18 18:54
Version: 160118160009 | Downloaded: 16-Jan-18 18:14

Y - ¥+ | X~ | ® Online Services...

1} Office Online

Office 365 is an online cloud-hosted software suite
from Microsoft.

Additional Info

5 URLs and IP ad

Cancel

[Protected] Distribution or modification is subject to approval
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heck Point
rtConsole

Services & Applications A

Any

Any

Any
Any

smtp

5 Messenger_Applica...

smtp

sp3lgo

suonepijep

uoIss3g




SOFTWARE TECHNOLOGIES LTD

Updatable Objects (R80.20)+ Check Point

 New! Add countries to your Access Control Policy

on ~ Y Publish Check Point
5 IS : riConsole

sp3lgo

= - | Install Policy | 1% Actions -
~ Access Control

1@ Policy
56 NAT

Services & Applications
¥ Internal to External (18-24)
18 s Internal network access to Office Internal Network
Online

g Polic o
i@ Excey Qi AR AR % Online Services

suonepijep

« Threat Preven...

S

uois:

v [ W# Amazon Web Services Servers (9) B Algeria Any
Shared Palic] ~ [ ® Countiies (7)

» @ Geo Pol =[] ® Afica (58)
smtp

# Inspecti] Haes Additional Info
Angola

AllIP address ranges that belong to Algeria Any

Messenger_Applica...

Benin

Botswana

smtp

Burking Faso
Access Tools

%= VPN Co
f:J Updateg
S UserChd
[ Client C
2 Applica
@ Installat] Cancel |

Burundi

Cabo Verde

Cameroon

Central African Republic
Chad

Comoros

WELCOME TO THE FUTURE OF CYBER SECURgS
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Schedule Install Policy (R80.20+ Multi-Domain)

Check Point

SOFTWARE TECHNOLOGIES LTD

e Schedule to push Policy Installation Presets automatically at a time window.

New Install Policy Settings
o _ Edge schedule
—] Enter Chject Comment

Installation Targets

- + Install Pali Search...
() By Gateways "+" \ x ﬂ oy q
(@) By Policy Packages @
+ | X Q, search...
Policy Name | Domain | Targets | Comments 1
Mg standard Domain1 All
£
o
Scheduling

[#] Enable policy installation scheduling:
Install policy at: | 12:42 |5 1}
@ Onetime: | 25-Mar-1E|E!

Policy installation time will be according to your

& Becuitente £t SmartCensole’s local time zone (UTC+02:00) Jerusalem

Install Mode
(®) Install on each selected gateway independently
|¥| For gateway clusters, if installation on a cluster member fails, do not install on that cluster.

() Install on all selected gateways, If installation on a gateway fails, do not install on all gateways of the same version,

# Add Tag

0K | | Cancel

©2017 Check Point Software Technologies Ltd.
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IPS Gateways fetch updates independently (R80.20+) Cheoinf

SOFTWARE TECHNOLOGIES LTD

» Configurable
 Similar to Application Control

» Will be the default option for users who used “scheduled IPS updates
with automatic install policy” in R80.10 and upgraded to R80.20

» Action is set according to profile (including Detect-Staging if needed)

Check Point Gateway - LondonGateway

- (@eneral Properties
[#- Network Management Activation Mode
- NAT (®) According to Threat Prevertion policy
I - HTTPS Inspection
. HTTP/HTTPS Proxy | (O Detect orly
- Platform Portal IPS Update Policy
- |PS
- Logs (®) The gateway automatically updates the IPS protections. See sk120255
- Feteh Palicy aj&
Dtk () Use IPS managem pdates
- Hit Count IP5 protections are updated according to the IPS update policy, under Threat Prevention Palicy -»
- Cther Threat Tools -> Updates

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd. m



Policy Rule Base Matching Check Point

SOFTWARE TECHNOLOGIES LTD

Column based matching
e Rule base matching process (there is a lab based on this example, mailserver ip: 192.168.170.10)

192.168.169.1 192.168.170.10 35888 25

Packet:

Source Destination Services & Applications
No match possibile!

No match possibile!

No match possibile!

smtp L net 1921681690 ™ mailserver smtp @ Accept E Log

1

2

3

—_ > No match possibile!
—>

6

- Cleanup rule * Any * Any * Any @ Dprop B Log

» After the first matching round only three rules out of six remained for continued matching

This is an animated slide. Click once, then wait until this element is blinking.

WELCOME TO THE FUTURE OF CYBER SECURITY
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Introduction to Content Awareness Cheok Point

SOFTWARE TECHNOLOGIES LTD

File Types, Content Types and Direction used in multiple rules

. _ _ _ Direction
« Controlling File Types, Content Types and Direction up-/download/both

Source Destination Services & Applications Content

Download Traffic

Ao Spreadsheets incl_CreditCard...

Spreasheets
including
credit card num

B web+mailserver E Extended Log

Data Type Group
object

& net 1921651690 G web Browsing

@' Drop

% Blocked

Any Direction
Ae PO - Credit Card Mumbers

Block credit & net 1921651690 B web+mailserver & Web Browsing
card numbers

Daocuments & net 19216581690 BB web+mailserver &} Web Browsing Uplaad Traffic

Aw Document File ‘ content Type Object

Spreadsheets | & net 1921681690 M@ web-mailserver | &) Web Browsing £ Download Traffic
Ao Spreadsheet File

« In the above example extract of a larger rule base you see: File Type objects
— The download of spreadsheets that contain credit card numbers is allowed
— The upload or download of credit card numbers is blocked

— The upload of documents and the download of spreadsheets is allowed

e The order of the rules is important as the upper most rule will match first

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 21



Introduction to Content Awareness Check Point
Combining File Types and Content Types to a Data Type group object

Qe|x

Data Type Grou

B
‘ Spreadsheets_incl_CreditCardNumbers
o atches spreadshec LS CC T card numbers

Descriptiqn Data Type Group
Enter Description Here Object n a me

e« When using a Data Type Group object both File
Types and Content Types need to match in order for
the group object to match

File Type

At least one file

e Guideline: you should use Data Type Group objects + x

MName

Paggust be matched.
‘ Q Search...

when the Content can be limited to specific File '
Types | File Type (s)
| that must match
e Using this group concept improves the efficiency of | =g

+ ‘ x ‘Q Search... |

the Rule Base

4o PCI- Credit Card Numbers

Content Type(s)

that must match

@ Add Tag

0K | ‘ Cancel

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 22



Introduction to Content Awareness

Predefined Data Types

e Using the Object Explorer you
can browse the predefined Data
Types

e You can edit properties

File Attributes Data

Large Spreadsheet File
‘o ge ap

Enter Object Comment

Match Criteria

Matches spreadsheet files larger than the file size fixed below; found in
business and personal records,

File Properties

[¥| Thefile size is larger than: | 500 [ Kb

& Add Tag

| oK | | Cancel

Check Point

SOFTWARE TECHNOLOGIES LTD

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd.

F

b

A

b

Ao
do

F

o 4

ABA Transit Numbers

Any File

Archive File

CAD-CAM Designs

Certificate Files

Certificate Signing Request File
Certificates and Private Keys

Credit Card Numbers or IBAN

CSV File

CUSIP Mumber

Catabase File

Document File

DSA Private Key

Executable File

Graphic Design File

HIPAA - Medical Record Number - MEN
International Bank Account Number - IBAN
International Securities [dentification Nu...
IntranetPortal

IPI - Dretails of Payment Code

Large Archive

Large File

A

e EEEEEEE

3

Large Spreadsheet File

MAC Address

Machine Readable Passport Mumbers
Markup File

Media and Images

Multinational Terms for Secret
Multinational Terms for Top Secret
NGTPdemoServer

PO - Credit Card Numbers

PCI - Credit Card Numbers - 20 or more
PCI - Credit Card Numbers - 5 or more
PCI - Magnetic Stripe Data

Personal Information Exchange File
PGP Private Key

Presentation File

Private Key Files

RSA Private Key

Salary Survey Report

SEDOL Codes

5IM Serial Mumber - ICC-ID

Saurce Code

Extract of a the list of predefined Data Types

[Protected] Distribution or modification is subject to approval
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& ' Content Awareness is )‘rt

Content Awareness & DLP — When To Use Which

Check Pomt

NOLOGIES LTD.

DLP has more advanced engines and dedicated rule base but works only for HTTP POST, SMTP and FTP
Content Awareness works for all directions and is integrated into the Unified Rule Base. Support of more

advanced engines is on roadmap.

Rule Base Independence

~ « DLP have a dedicated multi-

match rulebase.

e Support VSX and IPV6.

e Part of unified rulebase

e Scan both incoming and

- Ay 4 ‘Have direction granularity
— in6ach rule

Content Awareness DLP

e Support advanced Data
Types, as templates and

with Application Control, fingerprint for data-at-rest.

URLF and other unified
rulebase objects.

e Have full mail Quarantine
support.

» Has an Exchange Agent to
scan internal Exchange
communication.

outgoing traffic.

—[Protected] Distribution or modification is subject to approval 24



Connections and Sessions Check Point
Multiple connections are forming a session

« Connection log message

— Contains information related to the TCP connection or UDP pseudo connection

— Multiple connections form a session, if they are established within a given time
window

» Session log message
— Contains information about the application or content

— |Is created when APCL, URLF or Content Awareness are enabled
or the track options are configured for “Detailed Log” or “Extended Log”

< : m
WELCOME TO THE FUTURE OF CYBER SECURITY
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Web Log Viewer Check Point

SOFTWARE TECHNOLOGIES LTD

 https://[Management Server IP]/smartview

e Improved log viewer with cards, profiles, statistics and filters.

B Last7 Days ~ Q (NOT product"Compliance Blade") X Que
Statistics H“ Time + Blade Action Origin Card "
P! w X< [=] o
Sessions Timeline L iE B ey oo Info
Log
€ /s pe.. H. *eh3 o
Origin: £ 192.168.72.254
0] ® /s De.. [E . * eth3 = — &
@ @ sntiBor Wer. E.. *vmdi e Hogw — gt @ Aug 1, 2018 520509 AM
- ’ ’ ' o] ® s ¥r. EBE. *<u & Remote-4-gw — € s
Wed 25 Fri27 Sun 29 Tue 31
(0] € s Wr.. E. *atho 6 Remote — Product Family: @ Threat
EBlade _
_ ©] € s | R B. *-<nu 23 Remote-4-gw — Type: Bl Log
Firewal — i 76.56%
PS atho Remote-4-gw
© s i — © € s W E. *eh0 3 Remoiedg —
o € s o =] " S ¢ Protection Details
@ HTTPS Inspection = 6.67% = sl OIS g je—
=8 spplication Control 4.31% © € s | B B.. &< & Remote-d-gw — Sevety PRl
€ URL Filtering 2.48% O + € s | R B. *-=<nu &3 Remote-4-gw — Confidence Level:  EEEEEC Medium-High
@ Content Awareness 0.4% o] € s | B B .. =*eatho — Attack Name: MSRPC Enforcement Vialation
& oLe 0.24% 0] ® s e B .. *ethd B Remotedgw — Attack Information: Micrasoft Windows RASMAN
[I8 (dentity Awareness 0.21% o € s Wen., E.. #<nu. 6 Remotedgw — service memory corruption (M506-
025)
- ile Access -
T MobileArcess 0] & s Wen., E. *etht & Remotedgw  S—
3% VPt 0.15% Performance Low
L ).15¢
% N 0.15% 0] € s | R BE. *etho £ Remote-4-gw — Impact
Ketidii ©] 5:05:00AM @ IPS Wr. E. 2ethh ©3Remote-dgw  E—m Protection Name:  Microsoft Windows RASMAN
@ Accept — 57.54% @ Aug1,20185:05:09AM @ PS O, E. & <. ERemotedgw — Senvice Memory Cormiption
q v IMSD6-025)

WELCOME TO THE FUTURE OF CYBER SECURITY
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Improvements to SmartView in R80.20 Check Point

SOFTWARE TECHNOLOGIES LTD

Closes Gaps Compared to SmartConsole
o Statistics Pane

e More data in the log cards

e Choose Column Profiles

« Right-click log entry to filter the query

» Can select columns exported to Excel

o Auto-refresh views

WELCOME TO THE FUTURE OF CYBER SECURITY
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+ § Permissions & Administy & General
1Ml Blades —
2 ‘ Global Properties... | ‘ Inspecti
+ [y Sessions SR

Q Revisions

& Tag: EE Application Control & L
Q Preferences

‘ Advanced Settings...
":} Sync with UserCenter

Startup Settings
[v] Automatic start

Access Settings
Accept API calls from:
(&) Management server only

(1 AllIP addresses that can be used for GUI clients
() AllIP addresses

| | Cancel

_ii Vianagement AP

‘ Advanced Settings... *

A Anti-Spam & Mail

©2017 Check Point Software Technologies Ltd.

Check Point

SOFTWARE TECHNOLOGIES LTD

Efficient Operation and
Automation with APIs

L

Improve

Increase
Revenue

Deliver Services
productivity

Faster

[Protected] Distribution or modification is subject to approval 28



&~ C @ https://scl.checkpoint.com/documents/latest/APIs/index.htmli#cli/changelog~v1.3%20 * T 2 90 e @ e (G o

(s Check Point Management APl Reference vis-

SOFTWARE TECHNOLOGIES LTD.

mgmt_cli tool Web Services SmartConsole CLI Gaia CLI

Changelog

What's New in v1.3

This release, API version 1.3, introduces several new features and several changes.

AP| Overview:

Introduction
New features:

SmartConsole CLI
* Updatable Object.

The mgmt_cli tool

* Show objects as ranges:

Management CLI in Gaia © Show rules as ranges of IP addresses and ports instead of Check Point Objects.
Web Services o Show a nested group, group-with-exclusion or service-group as the accumulative ranges of IP addresses
and ports.
API Versions Show objects as ranges enables you to:
Changelog o Describe policies in a non-Check Point-language.

© Run custom validations easily.
AP| reference: AR e Y

o Find rules that are similar to your new rule request.

Session Management



&) Gaia X | G Download VMware vSph X EC2 Management Consc X

< C | @ Secure | https://us-west-1.console.aws.amazon.com/ec2/v2/home?region=1 est-1#Instances:sort=instanceld
aws, Services v Resource Groups v L\ Dameon D. Welch-Abermathy ~
B . Launch Instance Actions Vv
Events ¢
Tags Q Filter by tags and attributes or search by keyword
Reports g
Name + Instance ID ~ Instance Type ~ Availability Zone ~ Instance State ~ Status Checks ~
Limits
R8010Mgmt i-0743f9832d4b6462a  md.xlarge us-west-1c @ running @ 2/2 checks ...
i oo o Ansible-Host i-0e2a54bad2db1b3.. t2.micro us-west-1c & running & 2/2 checks ...
| Instances

Spot Requests
Reserved Instances

Dedicated Hosts

Ar.'”S
Bundle Tasks

Select an instance above

WELCOME TO THE FUTURE OF CYBER SECURITY
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SOFTWARE TECHNOLOGIES LTD

Empty Security Management Check Point

-
v

Q Search...

o

@© Recent | (g, All __ 8.

‘ === | — & | T | ¥ New..- 2

&

Network Objects &

PO (o) o

Recent Policies (g, Manage policies and layers... =3 Gateways and Servers i S
& Networks 2
B8 Hosts 2
Name Policies Gateways 32 Groups 3

«ir Address Ranges
<p Dynamic Objects
=} Security Zones

A§ Simple_Policy 232 M & All gateways

P I

WELCOME TO THE FUTURE OF CYBER SECURITY
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@ guysmiley

@ > ‘ Objects o Install Policy Session ~

TS Manage Policies

(©® Recent | (g, All

Q

é? ubuntu@ip-172-31-18-40: ~/CheckMates_Aug15_Demos/Ansible-AWS-Demo

Network Objects

& Gateways and Servers
Networks

Hosts

Address Ranges
b Dynamic Objects

Security Zones

No tasks in progress = 75 No changes phoneboy :'; ]~

e e , - n . . G43AM
18 O Typehere to se: ‘ ] \ A @ D) 0000 B




Check Point

TECHNOLOGIES LTD

The AWS Infrastructure is Started...

guysmiley

@) Download VMware vSpr X EC2 Management Cons

us-west-1.console.aws.amazon.com/ec2/v2/home

spalqo

Services v Resource Groups ~ * Dameon D. Welch-Abemnathy ~ N. California ~ Support ¥

5
%
EC2 Dashboard Actione & © ’g’
Events % »
Tags Q Filter by tags and attributes or search by keyword @ 1to0 10 of 10 g
S
eporis Name ~ Instance ID ~ Instance Type ~ Availability Zone ~ Instance State - Status Checks ~ Alarm Status Public DNS (IPv4)
Limits ClELRIVIAIES FUDUUDET IIU0IZT 120 ey US-WeESE- U W Ny P ZiZ UIIELRS e = =
=] INSTAN R8010Mgmt i-0743f9832d4b6462a  md.xlarge us-west-1c @ running @ 2/2 checks None =
Instances CheckMates i-08dead5df5894bd77  t2.micro us-west-1b @ running @ 2/2 checks None » z
Spot Requests CHKP-AutoS i-0aceBB4f7b7275071  cd.large us-west-1b @ running © 2/2checks... None Y% ec2-54-67-14-6"
Reserved Instances CHKP-GW-E i-0baf1e3051736fc9a  cd.large us-west-1b @ running @ 2/2 checks None Y ec2-13-57-126-
Dedicated Hosts CHKP-AutoS i-0c05319296bde4d86  c4.large us-west-1b @ running @ 22checks... None Y% ec2-54-183-208
= CheckMates i-0d2bce91bfeldd7e5  t2.micro us-west-1b @ running & 2/2 checks .. None -
AMis Ansible-Host i-0e2a54ba42db1b3 2. micro us-west-1¢ @ running & 2/2 checks None \-o ec2-54-219-184-2

Bundle Tasks

Volumes

Snapshots

@ Feedback

No tasks in progress ~

Select an instance above

@ Engiish (US)

Privacy Policy

A vE Q)

»

_ Nl

Terms of Use

No changes = phoneboy

6:50 AM

-
¥
P

10/31/2017 E'
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Rules and Objects Were Created Too Check Point

SOFTWARE TECHNOLOGIES LTD

“”
= = X | Z = =-| installPolicy | 2 Actions - , Y
« Access Contro
AN Policy No. Name Source Destination VPN Services & Applications  Action
36 NAT 1 HTTP-8090_aws-- 25 net-group_HTTP-8090_aws-.. W internal-InternalELB-1612... # Any @ HITP-2090_aws--i-0... @D Accept E
i-0e3388b5bfc8333d2-___
2 HTTP-8090_aws-- &5 net-group_HTTP-8090_aws-.. \/ Internal-internalELB-1612... % Any @ HITP-8090_aws--1-0... @ Accept E
Shared Policies i-03¢39638782413554-___
v (@ Geo Policy ¥ AWSVSEC Controller Tagged Rules (3)
 Inspection Sgnings 3 Demo WebServers to Any using Application=vSEC_Demo * Any *  Any * Any @ Accept E
tags
¥ AWS Rules (4-8)
4 AWS external to Any & AWS-External * Any * Any * Any @ Accept E
5 AWS Internal to Any & AWS-Internal * Any * Any * Any @ Accept E
6 AWS WebServer to DB S AWS-WebServers S AWS-DBServers * Any 4 MySQL @ Accept E
7 AWS-LoadBalancers #* Any . AWS-loadBalancer1 * Any @ nttp @ Accept E
AWS-LoadBalancer2 @ nttps
8 Allow ICMP * Any * Any *  Any 33 icmp-requests @ Accept E
¥ default drop (9)
9 Cleanup rule * Any * Any * Any * Any @ oDrop -

WELCOME TO THE FUTURE OF CYBER SECURITY
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Auto-Provision Gateways

&9 Objects ~ | @ Install Policy

Columns: | ® General

tus Name
€8 RS010Mgmt

Summary Tasks Errors

c"ﬂ' R8010Mgmt

IPv4 Address: 52.9.220.175
0s: Gaia
Version: R80.10

License Status:

#*-
P
52.9.220.175

\

& scipts+ [ Adtions» 5 Monitor || Q Search...

Version Active Blades Hardware

R80.10 w B

Open server

Session ~

Open server @&

Network Policy
== Management

CPU Usage

6%

Recommended Updates

Logging &
Status

Comments

=

Check Point

SOFTWARF TECHNOLOGIES LTD

Check Point
SmartConsole

splqo

suoijepi|en

uoISSAS

 ESIAM
A D) 00, B
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API 1.3 Changes

Updatable Objects
Add/delete/show objects
Show/update objects repository
Show Objects as Ranges
Show rules as a range of IP addresses and ports (instead of Check Point objects)
Enables policy to be described in non-Check Point language

Run custom validations, find similar rules to your new rule request

Changes to the overrides parameter in set-threat-protection API




Recap Architecture Check Point

SOFTWARE TECHNOLOGIES LTD

R80.10 Unified

At AancAla
m

Upon Login the user creates a Session

When the Console
disconnects the Session
history remains

A 4z A

Unified Console is a

true Client, i.e. can’t

operate without the
CPM Server.

htegrated workflow
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Threat Prevention APIs (API 1.2)

Threat Prevention Indicators (loC) API
add threat-indicator
show threat-indicator
set threat-indicator
delete threat-indicator

show threat-indicator

Example:

set threat-indicator name "My _Indicator" observables.add.1.name "My_Other_Observable"
observables.add.1.mail-from "someone@somewhere.com" observables.add.1.confidence "low"
observables.add.1.severity "high" action "prevent" profile-overrides.remove.1.profile

"My _Profile" ignore-warnings true

Uses AV/AB Blades on R77.20+ Gateways

Requires install of Threat Prevention policy for activation




Multi-Session Support (Starting R80.20.M1) Check Point

SOFTWARE TECHNOLOGIES LTD

.‘i Objects ~ 0 Install Policy

(= o) » @ Permissions & Administrators : :
= @ Session Settings
TEWAYS Blad .
CERVERS Il Biades Session management
+ [& Sessions : . I 1
. ) Each adminstrator can manage a single SmartConsole session at a time
=S Q, View Sessions - 1 : . :
(®) Each administrator can manage multiple SmartConsole sessions at the same time
SECURITY ¥ Advanced
Revisi : o
& Revisions Session name and description
™ & Tags

Q Preferences

ONITOR + [administrator name] +

¥ Sync with UserCenter

|| All sessions must have a description

WELCOME TO THE FUTURE OF CYBER SECURITY

©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 39



Why You Shouldn’t Upgrade (Yet) Check Point

e You’re using a Smart-15/10/25/205/210
— Trade-in hardware for Smart-1 405/410

» Standalone Gateway or Full HA Cluster
— Gateways need a minimum of 8GB of RAM (more if possible)
— R80.x Management requires more CPU / RAM
— Consider separating management to a separate appliance/VM

» Managing Older End of Life Gateways
— Pre-R75.20, UTM-1 EDGE/Safe@

WELCOME TO THE FUTURE OF CYBER SECURITY
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Why You Shouldn’t Upgrade (Yet) Cheoinf

SOFTWARE TECHNOLOGIES LTD

e Using Windows or IPSO Management
— Only Gaia supported for R80 and above

e Traditional Mode VPNs
— Simplified Mode VPNs added in NG FP3
— Migrate to Simplified Mode VPNs prior to upgrade

WELCOME TO THE FUTURE OF CYBER SECURITY
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If You’re Using Specific Features... (sk117237) e

SOFTWARE TECHNOLOGIES LTD

» Featured in R80.20:
— Endpoint + Network Security Management on same system
— SmartProvisioning and SmartLSM

— Syslog From Gateway
— Added in R80.20 but consider using Log Exporter instead (see sk122323)

— Global VPN Communities

e SmartWorkflow
— Many features in R80.20

— Multiple sessions (which can be managed), Layers history, Revert Policy, Ticket #s

— Additional feature to be integrated in future releases

WELCOME TO THE FUTURE OF CYBER SECURITY
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A Note About R80.20 Release Trains Cheoinf

SOFTWARE TECHNOLOGIES LTD

Management Release (Mx) General Availability

e Frequent releases (Every few months) Less frequent releases

e For Security Management Products For Gateways and Management

» Jumbo Hotfixes only for current Mx Regular Jumbo Hotfix Releases with
release major updates in next major release

« Can manage all GA gateways Can manage R80.20 gateways and
available at release time earlier

— Will require updating to newer Mx release
when R80.20 GA ships

WELCOME TO THE FUTURE OF CYBER SECURITY
©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval
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Plan The I’ Pre-Upgrad Security Mar Security Management Server Upgrade

What do | upgrading wi-  upgrading with Export/Import
e Assuresyour s
. Suppo — Tip! Verify
R75.4 « Use R80 Up
« Oper: » Youcando
I Eheck Bont i L
GAI~ Run migrate import

RHEL

[ ] .
Hardw . # /migrate_tools # cd $FWDIR/bin/upgrade_tools
For mol # migrate import /migrate_to_r80/r77_to_r80.10_export.tgz

For any q

better reat



Management Servers
supported migrate & upgrade methods table

Check Point

SOFTWARE TECHNOLOGIES LTD

SMS R7x.xx * In-place with CPUSE

MDSM R80.x * Export/Import (“Advanced”)

1LS lIndex the logs by following “Importing Offline Log Files”
2GE 2Upgrade the events database following sk110173
MDSM R7x.xx e Gradual

SMS - Security Management Server
MDSM - Multi-Domain Security Management
LS — Log Server
SE — SmartEvent
WELCOME TO THE FUTURE OF CYBER SECURITY
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Hardware Requirements Check Point

SOFTWARE TECHNOLOGIES LTD

Supported Smart-1 Appliance Open Server / VM
—Smart-1 50, 150, 225, 405, 410, — Security Management: 2 Cores, 6GB
3050, 3150 RAM
— Consider adding more RAM — Recommendation is at least 4 cores and
— Smart-1 25, 205, 210 supported 16GB of RAM, more if available
with limitations — Multi-Domain: 8 Cores, 32GB RAM
— Cannot run Management + — The more domains you have, the more

SmartEvent cores and RAM you should have

WELCOME TO THE FUTURE OF CYBER SECURITY
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Migration Tools Check Point
» Download appropriate tool based on:

— Source Management OS
— Target upgrade version

e Links for upgrading to R80.10 from:
— Gaia (pre-R80)
— SecurePlatform/Linux

— Windows

— Solaris

WELCOME TO THE FUTURE OF CYBER SECURITY
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MIGRATE EXPORT AND

IMPORT




J

bitofoin b oot Manage Software Blades using SmartConsole | Download Now! | # New! Easily Control Your Upgrades | New Updates Available x
L) Overview
3 T2 Network Management System Overview - % Blades a X
]
Network Interfaces Check Point Security Management | R77.30
|
| ARP
' DHCP Server Kernel: 2.6.18-92cpx86_64
. Hosts and DNS Edition: 64-bit Firewall
; Build Number: 3
, IPv4 Static Routes h : i =
neboy — adm i~ — ss nin@10.3.2.230 — 24
System Uptime: 1 day 13 hours 39 minutes ® ® phoneboy dmin@bunsen ssh admin@10.3.2.230 — 80x

NetFlow Export

+

migrate/smig te exp t bun

= & System Management

Platform:
Time
: _ TR e VMware
Cloning Group
SNMP

Job Scheduler

Mail Notification

Pro:
roxy Network Configuration

Messages . v x FE=—
‘Name 1Pv4 Addres: 1Py ress

Display Format

) eth0 10.3.2.230

Session

lo 127.0.0.1
: Core Dump 4

. System Configuration
System Logging
Network Access

Certificate Authority

Host Access

=
3 Advanced Routing

| DHCP Relay

©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 49



Migrate Export oheﬁoinf

SOFTWARE TECHNOLOGIES LTD
® @ phoneboy — admin@bunsen:~ — ssh admin@®10.3.2.230 — 80x24

50, L

vert@bunsen: 0]# migrate/migr

agq
-~

before
you want to continue?
Copying required files...
| Compr ing files. ..

} The operation comp

archive with exportec abase: /home/admin/bunsen7730.tgz

xpert@bunsen: 0] #

©2017 Check Point Software Technologies Ltd. [Protected] Distribution or modification is subject to approval 50



Migrate Import Check Point
[ NON phoneboy — admin@eightyten:~ — ssh admin@10.3.2.220 — 80x24 °
[Expert@eightyten:0]# migrate/migrate import bunsen7730. tg:z
The im port operation wi 11 eventuall y Sstop all Check
Do you want to continue? {(y/n) [n]?

J&] Che

517

WELLUME ITU IHE FUTURE UF CYBER QECUKRITTY
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° ° ==
Migrate Import Continues Check Point

SOFTWARE TECHNOLOGIES LTD
. @ phoneboy — admin@eightyten:~ — ssh admin@10.3.2.220 — 80x24

sment Fortal: CPHTTPD failed
arch Infrastructure. .
RFL

_admin;:
ccessful Det:
Solr

aration

Log In:

admin:
2ss INDEXER (pic¢ : ) stopped with command "kill 15005". Exit code
martlLog Server. ..

admin:
SMARTLOG_SERVER terminate
1S not running

Stopping - SmartEvent Server

evstop: St - SmartEvent Correlation Unit

Check Foint SmartEvent Correlation Unit 15 not running

Smart¥iew Monitor: Management

W E L (S ———— — —
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Mlgrate Import Still Going... nr
o phoneboy —_— adrmn(cﬁe.g qtyten o SSh admln/ﬂ)10 3 2 220 _ 80 24 SOFTWARE TECHNOLOGIES LTD

E-tl"lfﬁ‘[ﬁ-ﬂ"lg smartyiew
: -'im 1N:
ach operation
Log Ir'!'i:'-': X e,
dmin:
INDEXER (p1d=15005) stopped with command "kill 15085", Exit
SmartLog Server. ..
admin:
SMARTLOG_SERVER terminated

SmartEvent Server
g product smartEvent Correlation Unit
artEvent Correlation Unit i1s not running

onitor: Mane nent stoppec
stoppec

LOPPINg
N Foundation

Foundatior
\H-f_ 7‘:_ T ‘l_':‘
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=2
And... It’s Done! Check Point

SOFTWARE TECHNOLOGIES LTD

WEL O T o T T O T ONE O CTDCN JCCUNTTT
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=2
Check Point

_ “TWARE TECHNOLOGIES LTD
D3

command "kill

i \ &
AT LTV 1E

Wall n STopps SmartConsole
eWall STtoppse R80.1

N

E]Check Point’

SCFTWARE TECHWOLOGIES LTD
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IT'S UPGRADE TIME!




R77.30 Overview

Check Point

] " = o~ D tal Th t t S 1 bil QETWARE TECHNOLOGIES LTD
cation & ata LOoss : rea Anti-Spam 4 Mobile C
’ - Firewall .f‘ntelnng v Prevention '1 IPS ¢ Prevention 5 & M-3|F !’ Access ~
‘ .
@ Overs Overview
L1 Policy World's most proven Firewall solution, featuring the most adaptive and intelligent inspection technolog)
&5 NAT -
) My Organization X
A\ Track Logs® X .
i\ TrackLogs ‘_:// 2 Security Gateways
@) Analyze & Report?®
Policy
IP Address version Package Instal
animal 103.2.222 R77.30 AnimalPolicy  10/2i
ArrSixFive 10.3.2.165 NGX R65 NGX 10/2

2928 86 v

Network Objects
> = Check Point
> f'E Nodes —_——

WE s s Networks

©2017 Check Point Software Technologies Ltd.
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R77.30 Firewall Policy Chompaint

SOFTWARE TECHNOLOGIES LTD

POIlcy == }5‘.’ ﬁ wh * % ﬁﬁ Search for IP, object. action, Q| Query Syntax @
Destination Install On
N (I110 0 TrafficToBlockedIPs &% net-internal 28 block-ips Any Traffic Any ) accept [£) 1og Policy Targets Any
2 @D 185K InternalOut &% net-internal Any Any Traffic Any @ accept = None Policy Targets (%] Any
3 (1D 32k DMzZOut &% net-dmz x net-internal Any Traffic Any @ accept = None %) Policy Targets Any
TP FW1_ica_pull
I FW1_log
4 (ODo DiTeethMgmt B drteeth-int &G bunsen % Any Traffic e CPD ) accept - None % PolicyTargets (& Any
Ice FW1_ica_servic
we syslog
1P ssh_version_2 .
5 (D o InboundGWMgmt Any animal Any Traffic ; htt;s-4434- @ accept log [% Policy Targets Any
B edgew - : ; q
6 (ODo DMZ-Syslog O wrtsdgs &5 bunsen Any Traffic we syslog @ accept = None [%) Policy Targets Any
7 (D o InboundNarfSSH % Any B narf Any Traffic TP 55h-54269 @ accept B tog % Policy Targets (%] Any
8 (IDo InboundNarfBT % Any B narf % Any Traffic &% narf-bt-fwd ) accept - None Policy Targets (%] Any
9 (1D 0  InboundXbox & Any B xbox360 % Any Traffic &5 xbox ) accept - None % Policy Targets (%l Any
10 |@ID 7« DHCP #* Any B broadcast %] Any Traffic 2 dhcp-request 6 accept = None %] Policy Targets Any
11 @1D 557 Cleanup Any Any Any Traffic Any @ drop log Policy Targets Any

W LUL/ LHELR FUNIL QUILWAIE TELHITIVIUEIES LLU. [FTULELLEU] DISUIDULIUI UL THUUIILALIULT IS SUBJELL LU dppluval 20



R77.30 App Control Check Point

SOFTWARE TECHNOLOGIES LTD

— Ld DUl U
lication & i Data Loss Threat Anti-Spam 4h Mobile ‘e o (@)
| ” Gg‘lf Filtering L Pvdevenhon ’-, IPS ﬂ; Prevention ﬁ & Mail !‘. Access IPSec VPN ot Compliance 0 QoS More ¥
< . o . . H
. Policy Fi bl B g o8| Tpeto seoy Q| Hit Count | 00 : e
Applications/Sites  Action
(IT1D 0  Block Child Abuse %] Any {7 Internet € Child Abuse & Block 3 Log [ ANl [% Any
Stes sites
2 |@mpo B minime-3ds 7 Internet @ DNS Protocol @ Allow - None (&) An (% Any
B minime-gtab £ DHCP Protocol
B minime-gtab-dmz
nnector 3 |@@bo B minime-3ds 7 Internet [ Any Recognized | () Block 3 Log [ Al @ Bedtme
Categorization B minime-gtab @ Bedtime_WE
spection B minime-gtab-dmz
3 4 |(@Do %@ adult-machines 7 Internet Any Recognized Allow ) Extended Log (% Al (%] Any
ettings i
Fitering S |@@Do %) Any 7 Internet © Google Talk pro... | () Allow ) Extended Log (%) AN (% Any
&) Skype
v 111 Amazon S3
' 88 cizgitiimlerizle
o0
& * @% Google Talk
; 8% talk.google.com
t :, youtube-mp3.org
6 @mDo B zoe 77 Internet Facebook @ Allow 3 Log 3 A % Any
B fozzy
B fozzyw
nges B minime-gtab
bjects B minime-gtab-dmz
7 |@mDo B zoe 7 Internet B2 YouTube-safety ... ) Allow 3 Extended Log &) Al (@ Any "
™ ot Yor wo vt e
< >
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R77.30 IPS Check Point

SOFTWARE TECHNOLOGIES LTD

E 10.3.2.230 - Check Point SmartDashboard R77.30 - IPS
Ea WmCEA © install Policy 37 SmartConsole ~

oy
@5 ¢ Overview
=5 Gateways IPS provides protection from network, application and web attacks.
% Profies
5 = Protections IPS in My Organization
@ Geo Protecton 1 Security Gateway is enforcing IPS
;-3 Network Exceptions 3 profiles are configured
¥ Follow Up Profile IPSMode Activation  Gateways
© &3 Addtional Setings E Default_Protection W@ Prevent & 1PSPoli. 0GWs
[% HomeProfile W Prevent & PSPl 1GWs
E: Recommended_Pr.. @ Prevent & IPSPoli.. 0GWs
Q, Track Logs®
© Analyze & Report®
Security Status
. Number of events handled by IPS during the last: O Hour ® 24Hours ) Week O Month
g" Q e 5 8 8 ol Critical l
Network Objects ] Detected
v [ Check Point wil High I
anlrfwl Mo . Preventea
= arrsidive : - l
% b o1 Medius
 Nodes oo s
> | & Networks vl Low [
I @ Groups
WELCOME 7| 7 #
> | g Address Ranges 0 1 2 3 4 5 6 7 8 9 10
©2017 Check Poi| » |4 Dynamic Objects 60




R77.30 IPS Profile

Check Point

SOFTWARE TECHNOLOGIES LTD

Profile Properties - HomeProfile ? X
) Genesal IPS Policy
Updates Policy Protections to Activate
— Network Exceptions

B Troubleshootng Automatically activate protections of the followng types
[ Crent Protections
[ 7] Server Protections

[}

| Protections to Deactivate

) [[] Do not activate protections wth severty Low ~ orbelow
[£] Do not activate protections weh confidence evel Neaumdow v | orbelow
[ Do not activate protections with pefomance impact Hdi v: or above

1 4 Do not activate Protocol Anomalies

e S L

WELCOME TO THE FUTURE OF CYBER SECURITY
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[J Do not activate protections in the folowing categories  Configue. | (0 Selected)

Notices

Application Control enforcements will not be activated automatically.
You can activate these controls manually.

[Protected] Distribution or modification is subject to approval 61



Gaia Chek Point

E TECHNOLOGIES LTD
Gaia x

&« C | A Not Secure | https://10.3.2.230/_4399cc4414dc2c8253915e99d05040b8/cgi-binjhome.tel * T2 Q0O 9
VMware A Check Point
bunsen | Gaia Portal
Manage Software Blades using SmartConsole | Downioad Now! | 2 New Easly Conirol Your Upgrades | New Updates Avaiatle X |
System Overview ax Blades P
Check Point Security Management | R77.30
Kernel: 2.6.18-92cpx86_64
Edition: Bd-bit
Build Number: 3
System Uptime: 4 days 58 minutes
Platform: 1PS
TR T ] VMware %
IPSec VPN
“ -
i b
Network Configuration a X 4
Name T Ty — Link Status URL Filtering
ethd 10.3.2.230 . |ml up
1o 127.00.1 - | up @;"J
Anti-Spam and
Mail
Mobile Access
oge
75,
- X
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Verifier Chekoint'

<« C \ A Not Secure | hitps://10.3.2.230/_4399cc4414dc2c8253915e99d05040b8/cgi-bin/home.tcl

SOFTWARE TECHNOLOGIES LTD

VMware admin  \_
bunsen a2

I ] - 50+ s ko

View mode: Advanced v \

] UL VTSRO | AU WSS

Sign Out

| Search :’

= Hotfixes @ Aligned with the latest version
Z RIP 7 Jumbo Hotfix Accumulator General Availability for R77.30 Take 216 @ Installed, seif-test passed  16-Feb-2017

= Minor Versions (HFAs) 1item
T Check Point CPinfo build 176 for R77, R77.10, R77.20, R77.30 ) Downloaded Successfully ~ 22-Mar-2017

Route Aggregation
Inbound Route Filters
Route Redistribution = Major Versions 1 item
Routing Options 7 RB0.10 Fresh Install and Upgrade from R7X 1 @ Available for Download 17-May-2017
Router Discovery E Verifier

Policy Based Routing @ Dpownload
Routing Monitor
ser Management

(AN AN

=

L

Change My Password

iy Wi iy
g

E
3
§

System Groups !
= GUI Clients I
WELCOME TO THE FUTURE OF CYBER SECURITY
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Verifier Result

VMware

Check Point
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admin \_ SignOut

bunsen - I~

T —
Upgrades (CPUSE) » Status and Actions
o A Check Point Upgrade Service Engine (CPUSE) | R77.30 take Hotfixes Last updated on: Fri Nov 3 0:24 2017 % Cheo
2 Policy Based Routing ' ~
e 0 CleanInstall TG Upgrade More ~ | Showing Recommended packages ~ | ) i
= @ User Management Verifier resuits ['zl
2 Change My Password Verifier results ed with the latest version
B Users o Package: R80.10 Fresh Install and Upgrade from R7X T
 Roles m N Showe. led ... 16-Feb-2017
2 Password Policy Upgrade is allowed. Before upgrading, please note the following log:
B Atetoation sorvr Ivarflog/DA_puv_Check_Point_R80.10_T421_Fresh_Install_and_Upgrade_from_R7X_METADATA tgz.log 1item
; e | ok | Jestuly03-002017
2 GuUI Clients . |= Major Versions il
=352 High Availability ‘| ©7 R80.10 Fresh Install and Upgrade from R7X Downloaded Successfully  17-May-2017
2 VRRP ‘
2 Advanced VRRP
= 4 Maintenance
2 Licenses
*g'“ Snapshot Management
WELCOME TO THE FUTURE OF CYBER SECURITY
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Verifier: Obsolete Check Point Objects Chef:oinf

SOFTWARE TECHNOLOGIES LTD

WELCOME TO THE FUTURE OF CYBER SECURITY
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Service Name Conflicts with New Default Objects Chook Point

SOFTWARE TECHNOLOGIES LTD

WELCOME TO THE FUTURE OF CYBER SECURITY
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IPS Protections by Type Changes in R80 Check Point

SOFTWARE TECHNOLOGIES LTD

WELCOME TO THE FUTURE OF CYBER SECURITY
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Deprecated Application Control Categories in R80 Chock ot
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WELCOME TO THE FUTURE OF CYBER SECURITY
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LTE Services Check Point

SOFTWARE TECHNOLOGIES LTD

WELCOME TO THE FUTURE OF CYBER SECURITY
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Now for the Upgrade

C | A Not Secure | https://10.3.2.230/_c7a4d09bbdcd824fc056937da81012fc/cgi-bin/home.tcl

Check Point
% 0 909 O ¢

Check Point

> P

Search :’

— o[feeyre——

View mode: Advanced v

I T AU

R

ii=| OSPF
i~ Route Aggregation

|2 Inbound Route Filters
/=] Route Redistribution

EL)

iy iy

Routing Options
Router Discovery
Policy Based Routing
Routing Monitor

User Management

:"‘ Change My Password

Users

=
=)

Roles
Password Policy
Authentication Servers

iy

Y Uiy

i1

i=| System Groups
[rY

iZ GUI Clients

=52 High Availability

Check Point Upgrade Service Engine (CPUSE) | R77.30 take 3 Hotfixes Last updated on: Sat Aug 26 22:11 2017

5 Clean Install TG Upgrade More ~

= Major Versions

# Hotfixes @ Aligned with the latest version
3 Minor Versions (HFAs) 2items
1item

7 RBO.10 Fresh Install and Uparade from R7X
1 Clean Install

B verifier
6 Upgrade
<3) Export Package
'@ Delete From Disk

©2017 Check Point Software Technologies Ltd.

Downloaded Successfully 17-May-2017

File Name:
Check_Point_R80.10_T421_Fresh_Install_and_Upgrade_from_R7X.

Image Size: 2739.4 MB
Package Type: Major Version
Release Date: 17-May-2017

Status:

The package downloaded successfully

Important Messages:

« While the package is installing, the cpstop and cpstart commands
are run

« After the package is installed, the gateway reboots

Description:

RB80.10 creates a breakthrough in Check Point Security Gateway,
matching the R80 security management innovations. R80.10 is part
of Check Point Infinity, a consolidated cyber security architecture that
spans networks, cloud, and mobile. It provides the highest level of
threat prevention against both known and unknown targeted attacks
to keep you protected now and in the future.

Hotfixes are Check Point's lightest software updates, for security
fixes and feature improvement.

Hotfixes are released after issue fixes are developed and tested.
For more information, refer to sk95746
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& (& [A Not Secure | https://10.3.2.230/_c7a4d09bbdcd824fc056937da81012fc/cgi-bin/home.tcl g J s 9

bunsen Bz seacn [ y -
[ ojecyee—r——- ‘.
NI . T - Check Point Upgrade Service Engine (CPUSE) | R77.30take 3 Hotfixes ™ Checking for new available packages... Chec ndate: (5 Import Package Ad e
S L :
gm | T Clean instal T@ Upgrade | More ~ | Showing All packages ~ | 3 | | Package Details |
|2 ospF
:a :bm - Package Status Release date
12 regat File Name:
B i Hoffixes @ Aligned with the latest version Check_Point_R80.10_T421_Fresh_Install_and_Ug
Inbound Route Filters
= Image Size: 2739.4 MB
SRjEotia selexiboiion @ Minor Versions (HFAs) 2items
[ Routing Options _ Package Type: Major Version
[ Router Discovery = Major Versions 1item Release Date: 17-May-2017
/% Policy Based Routing 7 R80.10 Fresh Install and Upgrade from R7X 0 Downloaded Successfully  17-May-2017 Statis:
I3 Routing Monitor 85 The packige downioaded sucsessul
BQUserManaocmem
= Important Messages:
@c‘“mm"m -"\;VhlemepMnelsMEng.mepalopmdep
[ users Image Upgrade S Affoe 1 paciage |8 Katalled tha reboot
g . t\ After this upgrade, there will be an automatic reboot. REC 10 osien s braekiiouHia ek P S
li& Password Policy + . (Existing OS settings and the Check Point Database are preserved.) matching the RB0 security management innovation
[ Authentication Servers of Check Point Infinity, a consolidated cyber securi
spans networks, cloud, and mobile. It provides the
& sytem Groups | ok || cancer | threat prevention against both known and unknowr
- to keep you protected now and in the future.
|2 cuiciients
=52 High Availability
|2 vrrP Hotfixes are Check Point's lightest software updat
@ cad fixes and feature improvement.
Hotfixes are released after issue fixes are developt
= & Maintenance For masai?fotmatbn. mlar?:u:mm“
@ Licenses
@ Snapshot Management
) system Backup
| Download SmartConsole
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Log in - VMware ESXi X/ Gaia X
<« C | A Not secure | https://10.3.2.230/_93a7e1113e4214400cacb90fa586dd0e/cgi-bin/home.tcl

bunsen

Upgrades (CPUSE) * Status and Actions

View mode: i Agvanced - | )
& Rro ‘:.”9 Monito ’ 2 Check Point Upgrade Service Engine (CPUSE) | R80.10 Hotflest updated on: Wed Oct 18 4:53 2017 | €5 Chec
J tor S
3 48 User Management T inst : More = Showing Recommended packages~ | @
2 Change My Password SR
Users
28 Roes Hotfixes @ Aligned with the latest version
Password Policy ; a
: L W c’;e Minor Versions (HFAS) @ Aligned with the latest version
uthentication Servers
28 system Groups 3 Major Versions @ Aligned with the latest version
28 Gui crents £ R80.10 Fresh Instal and Upgrade from R7X (L importing Database: 45 % 17-May-2017
3C2 High Avaiiabiity il
CIvrap

£ agvanced VRRP

3 M Mantenance
& License Status
# snapsnot Management
}' System Backup
A Download SmartConsole
F shut Down

3 ) Upgrades (CPUSE)

f:! Status and Actions
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“

Bo= X T = Install Policy | [] Actions ~ T
~ Access Contro
~ \§ Policy No. Name Source Destination VPN Services & Applications  Action Track
€ Security 1 TratficToBlockedIPs A net-internal 3 block-ips #* Any * Any @ Accept B Log
€ Application 2 InternalOut & net-internal * Any * Any * Any @D Accept = None
290 NAT 3 DMZOut A net-dmz 1 * Any * Any D Accept = None
- Desktop & net-internal
Q' QoS
‘ 4 DrTeethMgmt M drteeth-int €8 bunsen * Any % FW1_ica_pull @ Accept = None
~ Threat Prevention —
4 FW1l_log
» A} Policy “ CPD
i@ Exceptions % FW1_ica_services
uoe syslog
Shared Polides 5 InboundGWMgmt * Any 2 animal * Any 3 ssh_version_2 @ Accept B Log
o
'@ Geo Policy “ https-4434
# Inspection Settings . 6 DMZ-Syslog B8 edgew €8 bunsen * Any LR syslog @ Accept = MNone
B wrt54gs
7 InboundNarfSSH % Any M narf * Any & ssh-54269 @ Accept E Log
Access Tools 8 InboundNarfBT * Any M narf * Any 35 narf-bt-fwd @ Accept = None
3 VPN Communities 9 inboundXbox * Any ™ box360 * Any 52 ybox @ Accept = MNone
b
o Updates 10 DHCP * Any B broadcast * Any €3 dhcp-request D Accept = None
N UserCheck
- 1 Cleanup * Any * Any #* Any * Any @ Drop @ Log
[f Client Certificates
| ’

‘
wELcume 1u IH? FUIUKE UF LYBER SELUKIITY
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“

~ Access Control
-\ Policy
e Security
€ Application
6 NAT
@ Desktop
0 QoS
» Threat Prevention
» A Policy
i@ Exceptions

Shared Polides
» @ Geo Policy
F Inspection Settings ®

Access Tools
% VPN Communities
f.') Updates
N UserCheck
(R Client Certificates ®

|.- Avalicabima WL u

= = X |E = = Install Policy | [ Actions ~
Source Destination
1 Block Child % any . Internet
Abuse sites
2 B minime-3ds Internet
B minime-gtab
M minime-gtab-dmz
3 minime-3ds . Internet
B minime-gtab
B minime-gtab-dmz
4 25 adult-machines Internet
5 * Any __ Internet
6 M z0e Internet
M fozzy
M fozzyw
B minime-gtab

©2017 Check Point Software Technologies Ltd.

§

Services & Applications  Action

®

&
E

=
=
a
-

Child Abuse @® Drop
domain-udp-Protoc... @ Accept
domain-tcp-Protoc...

dhcp-Protocol-Sign...

Any @ Drop

Any @ Accept

Skype @ Accept
¢ Amazon S3

cizgifilmlerizie
Google Talk
talk.google.com
youtube-mp3.org
Google Talk protocol

Facebook @ Accept
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B =
| Acco

= None

E Detailec
B Acwo

E Extende
B Aco

E Extende
B Aco

E Log

H Aco
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» Access Control
~ |\§ Pelicy
€ Security
€ Application
36 NAT
Q Desktop
© Qos
» Threat Prevention
- [\§ Policy
€IS
£ Threat Prevention

@ Exceptions

Shared Policies
» @ Geo Policy

F Inspection Settinas ®
Access Tools

2 VPN Communities
f.') Updates
N UserCheck

[ Client Certificates ®
MR Annlication Wiki B

i
X
|+l
I

Install Policy | [ Actions ~

WELCOME TO THE FUTURE OF CYBER SECURITY
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Source Destination Services & Applications  Action
TrafficToBlockedIPs & net-internal block-ips Any * Any Acce =
. InternalOut net-internal * Any Any * Any Inter
21 Block Child Abuse sites Any Internet Any Child Abuse Drog
2.2 Jjaden-gtab Internet Any & domain-udp-Protoc... Acce
jaden-gtab-dmz & domain-tep-Protoc..,
jaden.3ds & dhcp-Protocol-Sign...
2.3 Jaden-gtab Internet Any #* Any Drog
jaden-gtab-dmz
Jjaden-3ds
24 adult-machines Internet Any Any Acce
25 Any . Internet & skype Acce
LY Amazon S3
¥ czgifilmlerizie
@ Google Talk
$® talk.google.com
2P youtube-mp3.org
® Google Talk protocol
26 B 0e . Intemet Facebook @ Acce
-———/—/——/——— 009090 0000090909090
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» Access Contro
~ \g Policy
€ Security
e Application
336 NAT
Q Desktop
© Qos
» Threat Prevention
~ [} Policy
€. Ips
€ Threat Prevention

i@ Exceptions

Shared Policies
’ @ Geo Policy

J Inspection Settinas *

2.10

211

2.12

WELCOME TO THE FUTURE OF CYBER SECURITY
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==X I = Install Policy | 23 Actions ~ Y
Name Source Destination VPN Services & Applications
* Any Internet * Any &2 ssi_v3-Protocol-Sig...
* Any Internet * Any * Any
* Any Internet * Any b Unknown Traffic
2® Unknown Traffic
Missing cleanup rule - Unmatched traffic will be dropped and not logged.
DMZOut & net-dmz * Add Cleanup Rule
& net-intemnal Learn More...
& net-ext
DrTeethMgmt B drteeth-int €5 bunsen * Any % FW1_ica_pull
% FWi_log
% CPD
“ FW1_ica_services
uce syslog
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A

» Access Contro

. Polic - Destination Services & Applications  Action
3 4 PP
€ Security 1 TrafficToBlockedIPs & net-internal 25 block-ips Any * Any D Awe=
€ Application 2 8 Intemnalout & net-intenal * Any Any % Any @ Acce
3G NaT 3 DMZOut A netdm: | Negated | * Any * Any D Acce
@ Desktop & net-internal
OQOS & net-ext
- Threat P
reat Prevention 4 DrTeethMgmt M teeth-int €S bunsen * Any % FW1_ica_pull @ Acce
» AR Policy % FW1_log
i@ Exceptions 4 CPD
“  PW1_ica_services
. uc |
Shared Policies —. syslog
» @ Geo Policy 5 InboundGWMgmt * Any 3 animal * Any 2 ssh_version_2 @ Acce
& nttps
& Inspection Settings - 2
B DMZ-Syslog ™ edgew €8 bunsen * Any uE syslog © Acce
M wrisdgs
Access Tools 7 InboundNarfSSH * Any ™ nart * Any B ssh.54269 D Acce
$k VPN Communities 8 InboundNarfBT * Any - e * Any %2 narf-bt-fwd @D Acce
©) Updates 9 InboundXbox * Any - 50360 * Any %2 xbox @ Acce
N UserCheck 10 DHCP * Any ™ proadcast * Any dhcp-request_ QD Acce
I_?QCIientCertiﬁcates . e P p— — .
—/
- [ RN R SR ¥ ¥ 4 &
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A Word About IPS Profiles Mr o
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o, Note: IPS layer is shared among all... *=~ | == Add Exception~ | X | Install Policy | [ Actions ~
» Access Control
v L‘I Policy No. Destination Protection/Site/File/Blade Services Action
€ Security » y * Any - NA * Any & Hor - - --_.....v‘
- - B HomepProfile I
= Application =
s AV_Only
36 NAT
® Deskt B Recommended_Protection
esktop
© Qos B Recommended_Profile
- E Default_Protection
» Threat Prevention E
;  Strict
« A} Policy
ﬁ Optimized
£.1ps -
Basic
£ Threat Prevention v
aes > G | View...
:®@ Exceptions iew
Edit... -

Ciimmoary | Ame
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m=| HomeProfile

—d Enter Object Comment

General Policy
» Mail
* IPS
Additional Activation
Updates
Pre R80 Settings
Indicators

Malware DNS Trap

WELCOME TO

Protections to activate:
+ | X
Category
Protocol
Vendor

Vendor

Protections to deactivate:

<+
Category

| Activate IPS protections according to the following additional properties:

Q Search...
Name

® ssH

‘ Microsoft

® Adobe

Q Seorch...

0K

Cancel
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~ Access Control
(g Policy
56 NAT

» Threat Prevention
L[} Policy

i@ Exceptions

Shared Policies

4 @ Geo Policy
/& Inspection Settings

Access Tools
% VPN Communities
0 Updates
S UserCheck
[& Client Certificates .
W& Application Wiki ®
@ Installation History

General
Profiles
Gateways

Exceptions

<h

© The following settings are set according to gateways settings and installed via Access policy installation.

Settings

w profiles used by one of the gateways (1outof2) | @ N\

F Aggressive Aging

TrrrrrrYEYEYEYEYEYEYEYEYEYEYYYYYEYYEN.

ASCIl Only Request

ASCIl Only Response Headers

Block H.245 Tunneling

Block H.323 Messages with lllegal ASN.1 Encoding
Block H.323 Muilticast Connections

Block H.323 Sessions that Do Not Start with Setup...
Block MGCP Fax

Block MGCP Messages with Binary Characters
Block MGCP Multicast Connections

Block SCCP Multicast Connections

Block SIP Audio

Block SIP Basic Authentication

Block SIP Calls from Unregistered Users

Block SIP Early Media

Block SIP Instant Messaging

Block SIP Keep Alive Messages

Block SIP Messages with Binary Characters

Block SIP Messages with Invalid Format in CSeq Hea...

Block SIP Messages with Invalid Format in Start Line
Block SIP Messages with Invalid Format in Via Header

Block SIP Messages with Invalid Formats in Headers...

= View~

«  Performance Impact

:

Default Inspection
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Q Search...

Drop

Inactive
Inactive
Inactive
Inactive
Drop

Inactive
Inactive
Inactive
Drop

Drop

Inactive
Drop

Inactive
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive
Inactive

Inactive
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MIGRATE TO R80.20

CheckMates Live!
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Valeri (Val) Loukine | Cyber Security Evangelist
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