
1©2024 Check Point Software Technologies Ltd. 1©2023 Check Point Software Technologies Ltd. 

Shifting The Paradigm 
of Email Security
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Check Point Harmony Email and Collaboration 
Leads Market Paradigm Shift
• First API-based Email Security (2016)
• 30,000 paying customers
• Fastest Growing Email Security vendor 
• Leader in all analyst reviews
• Top ranked by Gartner (GPI), G2, Info-

Tech, ...
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Legacy Players Continue to Let 
Phishing Emails into the Inbox Because 
They Reacted to the Paradigm Shift

Check Point Anticipated It

• Latest Threats Require AI-powered, 
Cloud-Delivered Solution

• Gateways and default security 
haven't caught up

• Result: Better Security Outcomes

HEC vs. Legacy Competitors

Check Point

Reacted to the Paradigm ShiftAnticipated the 
Paradigm ShiftLesson Learned
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Of <span style="FONT-SIZE: 0px">fer terri</span>fic
<span style="FONT-SIZE: 0px">servic</span>e

Microsoft sees 
“Offer terrific service”.

You see “Office”.

Obfuscation Methods: Design for Microsoft’s Missed
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Unified Quarantine (Patented)
The Last Layer Before the Inbox
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Visibility and Actions Inside the Account

User Actions

Login from new 
country 

(company-wide)

Suspicious mailbox 
rules

High-rate email 
sending

Login during 
unconventional 

hours

Impossible travel

Multiple password-
resets

First-time 
browser / device / 

VPN

Login from the office 
(business hours)

Login from home
(off-hours)

Sending emails 
(business hours)

Behavior baseline 
(per-user)

Login from abroad 
(business trip)

Occasional 
password-resets

Possible Suspicious 
Activity

Verdict:
Compromised

User blocked



8©2024 Check Point Software Technologies Ltd. 

O365 Compliance (SSPM: Atmosec)
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Post Delivery Remediation
Because Every Second Count

Instantly locate the 
entire phishing 
campaign

Remove all emails 
from all mailboxes 
with a single click
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Super Fast Deployment

Clicks7 30 Seconds
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Summary – How API Reinvented Email Security

Install
1-click

End-user 
Visibility & 

Control

Post Delivery 
Enforcement

All Email Scanned
(In, Out, Internal)

Unified Quarantine

Optimized to attacks missed by the other layers

Add Security (Vs Replace Security)
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Thank You

Shifting The Paradigm of Email 
Security


