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loT 1s Coming!
Are You Ready for It?

Itzik Feiglevitch | loT Cyber Security Product Manager

©2020 Check Point Software Technologies Ltd.



._::'/
o4 | N S
'~

D L

/ ’ : , 0 ﬂ Sy,

~ R SR =

W e e s AL N . iy ST e

=E wwNDLDGIES

o - T e — . ol



How many loT devices are
deployed inside your network?
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loT Devices are
Hard to Secure

No Security-by-Design
Default Passwords

Unmanaged & Invisible
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Microsoft: Russian state hackers are using
loT devices to breach enterprise networks

Microsoft said it detected Strontium (APT28) targeting VoIP phones, printers, and video decoders.

- IBM X-Force: Mirai is increasingly
targeting enterprise 10T devices

Since 1t first wreaked havoc in 2016, Mirai malware has branched out into more than 60
known variants and taken aim at the enterprise. 10&9_
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Follow

Prevent malicious software attacks on your TV /

by scannina for viruses on vour TV every few |
weeks. ‘
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loT VULNERABILITIES ARE ALL AROUND US
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Check Point
loT Cyber Security

Autonomous loT Security for Every Device in Any Environment

REAL-TIME
loT RISK ANALYSIS

ZERO-TRUST MULTI-LAYER loT
loT SEGMENATION THREAT PREVENTION
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Check Point
loT Cyber Security

Protect Your loT Devices | Protect Your Network

8l Prevent unauthorized access and malicious Prevent infected devices from
= intent from reaching loT devices compromising other network elements
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AUTOMATICALLY DISCOVER
EVERY loT DEVICE IN THE NETWORK
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Security Camera

. IP CAMERA — CAM VENDOR - (28

Network Management
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ldentify and Analyze loT Security Risks

DETAILS RISK ANALYSIS IP CAMERA — CAM VENDOR - C28

Severe
Vulnerabilities

IP CAMERA — CAM VENDOR - C28
50% 66%

Yes . Yes
Action Items

Bad Yes

Severity Action
Yes Codate outdoted components 178.143.2.1;168.4.5.6.7

Change easily-crackable passwords / known passwords

Weak Credentials Wrong Build Flags

Unprotected private keys detected in image, remove or protect them.

F rmware F =) p ort Rebuild ELF binaries using security features. Add compilation flags to gee:
Stack smashing protection: -fstack-protector-all
Debug symbels removal: -5
Enable ASLR: -fPIE -pie
Relocation Read-only: -Wi,-z,relro-Wi,-z,now
Address Sanitizer: -fsanitize=address. If your tooclchain does not contain a
libasan.so, this will not work
Fortify Source: -D_FORTIFY_SOURCE=2
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SAVE TIME AND EFFORT
with Automated loT Policy
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with Automated loT Protections
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EMBEDDED NANO AGENTS

make Every loT Device 'Safe-to-Use’

‘ Analyze device firmware

Automatically generate
tailored Nano Agent

‘ On-Device Runtime Protection
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CHECK POINT
loT CYBER SECURITY

Autonomous Security Built for loT
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THANK YOU
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