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ZEROING-IN TO ZERO TRUST 
SECURITY
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IDENTITY TAGS & THREAT PREVENTION
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STRICT USER AUTHENTICATION 
4©2020 Check Point Software Technologies Ltd. 



TOOLS ARE KEY
QUALITY OF CENTRAL INTELLIGENCE HAS A HUGE IMPACT
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3 CRITICAL OBJECTIVES

SEEMLESS USER EXPERIENCE(Near) ZERO FALSE NEGATIVE LOW FALSE POSITIVE
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CONSUMPTION OF SECURITY IN OUR INDUSTRY…

Source: Avanan
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https://www.avanan.com/blog/zerofont-phishing-attack


CONSUMPTION OF SECURITY IN OUR INDUSTRY…
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ABSOLUTE ZERO TRUST SECURITY

WITH CHECK POINT INFINITY 

1
PREVENTIVE 

3
COMPLETE

2
EFFICIENT

Centrally managed using a single 
console and a unified policy

WORKLOADS

NETWORKS

DEVICES

PEOPLE

DATA

VISIBILITY & ANALYTICS

AUTOMATION & ORCHESTRATION

Supports all the Zero Trust Principles

Qualitative Advantage in preventative 
controls
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Financial ApplicationDatabase

• Micro-segmentation
• Threat Prevention
• Compliance
• Static Code Analysis
• Runtime Analysis
• Vulnerability Scanning

WORKLOAD SECURITY 
EXTENDED VISIBILITY AND ADAPTABLE POLICIES 
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IOT AUTO-SEGMENTATION
AUTO-GENERATED POLICY FOR EVERY DEVICE 

On-device 
Runtime 
Protection
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SSO & MFA

CONTEXT INSPECTION

SECURITY POSTURE

ISE
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Corporate Portal 

Purchasing App

Financial App 

CRM

ZERO TRUST PEOPLE 
USER-AWARE ACCESS CONTROL AS A SERVICE 
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Robert Hoffmier

Scanning…

Scanning…

ZERO-DAY PHISHING SITE PREVENTED!

BLOCKED – Phishing Site

BLOCKED – Phishing Site

SEEMLESS USER EXPERIENCE
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MOBILE

Cybersecurity
Ecosystem

Shared Threat Intelligence

MANAGEMENTNETWORK

CLOUD

https://www.checkpoint.com/partners/opsec/


Shared Threat Intelligence

Unified Security Management

NETWORK

Multi & Hybrid Cloud

Headquarters Branch

Access Control

Multi Layered Security

Advanced Threat Prevention

Data Protection

Access Control

Multi Layered Security

Advanced Threat Prevention

Wi-Fi, DSL, PPoE Ready

MOBILE

Network Protection

Device Protection

App Protection

Capsule 

WorkSpace/Docs

Remote Access

Secure Business Data 

Protect Docs Everywhere

ENDPOINT

Anti-Ransomware

Forensics

Threat Prevention

Access/Data Security

Access Control

Secure Media

Secure Documents

CLOUD

SaaS, Email Security

SD-WAN

INTERNET of THINGS
Risk Analysis, Auto Segmentation, Threat Prevention

Runtime Workload Protection

Cloud Posture Management Network Traffic Analysis

Cloud Access Control, Prevention Branch Threat Prevention

SECURITY ARCHITECTURE



And Finally… some travel tips. 
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1 Zero Trust keeps us safer

3 Better Security Matters

2 Implementation should be 

practical and easy to consume 
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STAY 

SAFE 

AND

TRUST 

NO ONE or Anything
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THANK YOU


