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How did the SOC ?
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SOCs know they have a problem! Check Poi
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Introducing CheckPel

CHECK POINT
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CHECK POINT L
Check Point

INFINITY SOC™

Actionable Accelerate Effective
Insights Investigation Response & Prevention

BOOST INVESTIGATION AND RESPONSE
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CHECK POINT

INFINITY SOC™

Check Point
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Maintain Automate & integrate Rich native experience
analyst workflow in Infinity Portal

INTEGRATES WITH YOUR SOC
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Actionable Accelerate Effective
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How do you expose a host that’s
infected with stealth malware?
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50M logs/day
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YOUR NETWORK

10,000 hosts
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Traditional approaches fail

Log correlation

Anomaly detection

EXPOSING ATTACKS
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Correlation rules
miss events
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Accurately exposing stealth attacks

o—lT\lz 1. Learn from ThreatCloud

(@ F 2. Apply to customer events >
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f hidden attacks

Almodel 3. Customer feedback loop |
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687%

Remediation
under 24 hours
100+
SOC

operations for
ML training

7000+

Infected
hosts found
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Harnessing Al for big data analysis Check Point
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Connection rate
Connection time

Repetitive connections

Number of sessions

Volume of data sent
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Harnessing Al for big data analysis

Check Point
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benign hosts
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Accurately exposing stealth attacks Check Point

Expose

hidden attacks
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Accurately exposing stealth attacks Check Point

Infected hosts
Compromised cloud assets

DNS tunneling

1°F

} Expose
hidden attacks

APTs

vV V V VY V

Targeted campaigns

False Positives < 1%
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What If an attack 'y
utside your net

Brand Phishing Targeting
impersonation campaigns customers
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Exposing brand impersonation attacks  ctesron
Customer @

Domains
THREATCLNUD
* Domain registration
a3 Expose
* URLs seen in the wild Sto brand

_ I impersonations
* Reputation & intelligence

Textual similarity
Visual analysis

Domain attributes ‘

L
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impersonations
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» Uncover real attacks

g B EXpOSG » Automated visual triage

. . » Detailed domain analytics
|mpersonat|ons

» Domain takedown service
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INFINITY SOC™

Expose attacks
in your network

|, Expose attacks
Actionable outside your network

Insights

BOOST INVESTIGATION AND RESPONSE
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Actionable Accelerate Effective
Insights Investigation Response & Prevention

BOOST INVESTIGATION AND RESPONSE
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The traditional approach...

Spend

on complex manual investigation
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Accelerate investigations
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Leverage the power of ThreatCloud Check Point

SOFTWARE TECHNOLOGIES LTD

RESEARCH & ANALYSIS

cp<[i>

VISIBILITY CHECK POINT RESEARCH
.. FEEDS

Gateways - - CERTS
/ - Law enforcement
 Partnerships
... * Cyber Threat Alliance

Devices

100’s I’lnI”IOI’]S
l

| Al ENRICHMENT
@ - Attack campaigns hunting

- ¥ THREATCIOUD mmar

« Context aware detection

- DGA
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Check Point

A portal into ThreatCloud heck o Check Point
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insights

Ran Ish-Shalom Ran Ish Shalom

Search for
any indicator

atomictrivia.ru Q

Indicator Risk Classification Confidence Family

atomictrivia.ru m Infecting URL High Andromeda

1 Indicator
INDICATOR INFORMATION GEOLOCATION \ [ CHECK POINT RESEARCH ] [ REFERENCES (14) TWEETS (0) ]— OSI NT
Domain atomictrivia.ru ANDROMEDA
IP address  72.26.218.71
Category  Infecting URL @ malware Family
Andromeda is a medular bot for malicious activity, and was first spotted in 2011. Itis
used mainly a5 a backdoor to deliver additional malware on infected hosts, but can be
Alexa Rank
G eo ra h ica I - modified to create different types of botnets. Andromeda utilizes various anti-sandboxing
8066618
g p — and anti-AV capabilities, such as injecting its code into legitimate processes, and is not
L
S rea d = visible in the task manager.
p RESEARCH \‘
More details...
® Whois 1 + domain_name ; atomictrivia.ru
® |ndications 3 * creation_date : 2017:05:04 14:15:42
® subdomains — * domain_registrar_name : SALENAMES-RU
® Related URLs 4
® Communicating Files -
® Downloaded Files -
® Triggered CP Protections 3 INDICATOR TIMELINE SOURCES

Known
attack
e 56145 surfaces

100,000

Activity
timeline

Hits
ur
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o
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Supercharge your investigation with contextualized threat intelligence
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7 Indicators
NDICATOR INFORMATION GEOLOCATION CHECK POINT RESEARCH REFERENCES (0) TWEETS (0) GOOGLE (1)
b8348ffd646688fb47715043e364729¢C EMOTET
983f4aebc84e20642a83ec60272ab5b66893¢140
1767d7320602c0c604666467b04824556afb811ec8a5ed9ad8bo7cdfffao978d @ Malware Family
Not available Emotet is an advanced, self-propagating and modular Trojan that used to operate as a
banking Trojan, and more recently is used as a distributer of other malware, most
File Type Size Fi La
& notably the Ryuk ransomware. Emotet uses multiple methods and evasion techniques for
DoC 251 KB Not available Not available Not available i ) I ) . )
maintaining persistence and avoiding detection. Emotet can self-propagate, spreading
malicious
RESEARCH
; Argentina
® File Names 5 o kERRERERERREX doC Hits: 1
® Network activity 8 | * 1767*73*0602*0%604666467*04824556%*+*811**g*5% —g
*QRkgRQ7HXEF%Z0078% doC
® Execution parents - -3
o kEkkFXEXL 2200188521 18 10 2019.doc
® Archive parents
* P095593369281936433.doc
® Source URLs - i i
o *%* 713-4856415.doc T E
. i INDICATOR TIMELINE SOURCES
® Email Subjects 4
20 Web: 16.7%
B .46
0
Oct Nov Dec

Email: 83.3%
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differentia.ru

NDICATOR INFORMATION GEOLOCATION

Domain
differentia.ru
35.229.93.46
CnC Server

a Rank

RESEARCH
® Whois 1 e“..‘ia\icious
® |ndications 4 ® differentia.ru/notfound.php
® sybdomains 6 @ differentia.ru/favicon.ico
@ Related URLS 5 @ differentia.ru/index.html
differentia.ru/diff.ph
® Communicating Files - "o PhP
@ differentia.ru INDICATOR TIMELINE
® Downloaded Files = 5 ke
@ differentia.ru/my.policy
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Q Malware Family
Andromeda is a modular bot for malicious activity, and was first spotted in 2011. Itis
used mainly as a backdoor to deliver additional malware on infected hosts, but can be

modified to create different types of botnets. Andromeda utilize

rious anti-sandboxing
4}4:1 anti-AV capabilities, such as injecting its code into legitimate processes, and is not
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Accelerate investigation
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SANDBLAST AGENT MANAGEMENT PLATFORM

2 Acme Co rporation

[ Last Week v

16 RESULTS FOUND

Machine Name

;

COKO-WIN10X64-2

s

COKO-WIN10Xe4-2

3 COKO-WIN10X564

THREAT

HUNTING 4 COKO-WIN10X54

ANDY-WIN10

Process Name IS

User Name

dave

dave

dave

dave

andy

powerszhell.exe X

Parent Process Mame 15

winword.exe

EOKG-W‘IN‘ID}{H-E L&)

SLLDY -WIN1D

COKO_WINIOXEe4

JAMES R

P I I COKO-WINTOXARL

powershell.exe

powershell.exe
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Check Point

SOFTWARE TECHNOLOGIES LTD

Accelerate investigations
within your

splunk®> IER: :*LogRhythm
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We support your environment

Our mative o0
Ul platform </>

Check Point

Splunk app

Splunk
Qradar
ArcSight

oo I Lot

Infinity Portal ¥

API
syslog

Infinity SOC platform
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Accelerate investigation with
InfinitySOC Splunk app

Distill Threat
critical Emulation Att&ck
events reports analysis
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OPTIMIZED FOR SOC ANALYSTS
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Explore Splunk Enterprise

> Search & Reporting -
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Check Point App for Splunk

Product Tours Add Data Splunk Apps 2 Splunk Docs (2
New to Splunk? Take a tour to help Add or forward data to Splunk Apps and add-ons extend the Comprehensive documentation for
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CHECK POINT Check Point

INFINITY SOC™

—e ThreatCloud investigation

—e Automated forensic analysis

—e Threat hunting

Accelerate
Investigation

—e SI|IEM integration

BOOST INVESTIGATION AND RESPONSE
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CHECK POINT Check Point

INFINITY SOC™

Actionable Accelerate Effective
Insights Investigation Response & Prevention

BOOST INVESTIGATION AND RESPONSE
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MWS(O( Containment & Remediation

Network & Cloud
Security

Isolate infected hosts

Contain: Prevent C&C communications
Contain: Prevent lateral movement
Recover from ransomware

Remediate infections
i

Endpoint
Security
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Best Security starts with Best In Class Prevention
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THREAT
INTELLIGENCE
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.i’. App Protection i Remote Access
& | cp<|>
@ Network Protection i éj g:;urﬂ Business _ CHECK POINT RESEARCH
Device Protection sirfgéiﬂgf: CHECK POINT
I"\_ — | | /
“‘Multivector Contrals,
ENDPOINT Unified Architecture”
Access/Data Securty

' SandBlast
e (DD

@ AccessControl R D

|
" Threat Prevention

® Anti-Explot - Consolidated
é e Security
éﬁ Anti-Ransomware Management

Q Secure Documents

@?‘ Forensics
L

MANAGEMENT
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Applications

Cloudbuard
Saa$
@ Zero-Day Threat Protection

@ Sensitive Data Protection

@ End-to-end SaaS Security

é&? Identity

Protection

Check Point

SOFTYWARE TECHNOLOGIES LT

Infrastructure

E?

POy

;I:'u U_LI]

@

Advanced
Threat Prevention

(o u:l[ildlﬂ
Adaptive Security |aas

Automation and
Orchestration

Visibilty, Cross

29
a% Environment Policies, : %
— Remediation 3

Multi &
Hybrid Cloud

NETWORK =

Headquarters ".
f/
@ AccessControl

é Data Protection

@ Multi Layered Security

'.. Advanced Threat

Prevention

Branch

@ AccessControl
@ Multi Layered Security

'.. Advanced Threat
Prevention

Wi-Fi, DSL, PoE Ready

Check Point
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loC Enforcement Check Point

SOFTWARE TECHNOLOGIES LTD

Simple indicator dissemination across

organization Your SOC loCs
Enforcement of new prevention controls
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CHECK POINT

INFINITY SOC™

BOOST INVESTIGATION AND RESPONSE
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Investigation -

Actionable
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CHECK POINT

INFINITY SOC™

SUPERCHARGE YOUR SECURITY OPERATIOV\E
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