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@ Common Check Point Commands i £

CHECKMATES

by Danny Jung

https://community.checkpoint.com/t5/General-Topics/Common-Check-Point-Commands-ccc/m-p/38488

ccc v4.5 —
Firewall

System Firewall Cluster Node (HA) > Active

=
- Type Check Point 5900
. 0S R80.30 GRiA 2.6 JHF (Take 19) @ €4-bit

GAIA

CPUSE Build 1818 | Host access: Defined

CEO 8§ Cores | SMT: - | Load 0.50

RAM 16 GB (Free: 1 GB) |  Swapping 136 EB
SecureXL On | Multi-Queue Interfaces 0/2

CoreXL Off (8 Cores) | Dynamic Dispatcher: On

Core dumps Present | Crash dumps: Present
Disk use / 17% | /var/log/ 54%
Uptime 10 days | NTP: Synced

- Managed by fwmgmt (IP:10.20.30.40)
- Policy Standard - Nov 20 2019 "18:25

Inspection Stateful | Address Spoofing: Detect
Blades FW, VPN, IP5, AppC, HTITPS5-Inspect, &V, ABot

IPS Nov 20 2019 "00:06 | Prevent Mode | No Bypass
Bash (Expert mode) o maano

URLF Now 10 2019 "03:00
ABot Nov 20 2019 "14:54 Expiration
At Nowv 21 2019 "11:54 Expiration

- Serial LR201901000000 | MAC: 00:1C:7F:AB:CD:EF
n BSTO 1: UOp 2: Up

Interfaces bnx2, bonding, 1000, ixgbe
SYNC Ifs 1

System info + Interactive CLI AN Defined

v3 Cnly
RAID -

Firewall Management & Gatewa
Firewall Management >
Firewall Gateway >

Firewall Troubleshooting >
Performance Optimization >

VPN Troubleshooting >
V35X Troubleshooting >
MDS Troukleshooting >
QoS Troubleshooting >
Threat Emulation >
Threat Extraction >

- 5 AT BN P

% CHECK PC

2018

Iliiﬁiiiﬁliiil

Benefits:

System-aware info screen,

menu-driven navigation through

available commands,

hosts other Code Hub solutions,

supports VSX environments

Intended for:




Common Check Point Commands i . &=

Y g 2018
CHECKMATES by Danny Jung

https://community.checkpoint.com/t5/General-Topics/Common-Check-Point-Commands-ccc/m-p/38488

ENVIronment. see s s Benefits:

Type VMware Virtual Platform
. 0s R80.30 GAik 3.10 JHF (Take 111) € 64-bit )
GAIA CPUSE Build 1832 | Host access: BAny System-aware info screen,
CFU 8 Cores | Load 0.11 . . .
RAM 32 GB (Free: 1 GB) | | Swapping 758 MB I-driven naVIgatlon through
Core dumps - | Crash dumps: -

Runs at: pisk use /[ 21% | Jvaz/log/ 47% available commands,

Optime 24 days | NIF: Synced

————————————————————————————————————————————————————————————— » other Code Hub solutions,

GUI Client Defined .

Bash (Expert mode) CP Status rumning and ready upports VSX environments
MGMT AEI Started | Version 1.5
MGMT HName Consistent

ReS u It: MGMT Host Security Management defined as host I nte n d ed fO r:

System info + Interactive CI

Firewall Management & Gateway >
Firewall Management >
Firewall Gateway >
Firewall Troubleshooting >
Performance Optimization >
VPN Troubleshooting >
- -~ » # V5X Troubleshooting >

- o’ g MDS Troubleshooting > | .- e - - S

- - e o - - - ../ Qo5 Troubleshooting >

® - - - - - -* # Threat Emulation >

'...... > ® & 9 4 = - - . - .° .o... Threat Extraction > - .%....-.’ o
N e e e . Ik 5 3 B RT el U Tl BE N3 1T\ 0GR o T moy hh o




Cb Common Check Point Commands i &=

CHECKMATES by Danny Jung

https://community.checkpoint.com/t5/General-Topics/Common-Check-Point-Commands-ccc/m-p/38488

ccc v4.5 -

Firewall

MAIN < FIEE

FW Monitor SuperTool

—— Firewall Logs

WALL T

Environment:

tail -n 2

log/fwd.elg Show last 20 entries in FWD log

GAIA

—— ClusterXL

cpstat —-f all ha; fw hastat Show ClusterXL mode & HR status
=t 5Show ClusterXL devices & status
haprob -a if 5Show ClusterXL interfaces
L fw ctl pstat Show Cluster¥L sync status
u n S a . n r id get Show Cluster ID
h shot uted cluster-state detailed"™ Show ClusterXL failowver history

Create ClusterXL faildevice
up  Delete ClusterXL faildevice

—— RAddress Spoofing

Bash (Expert mode)

ddr SFW

state/loca set Show Calculated Interface Topology
grep spoofing Show dropped connections with reason: Address Spoofing

—- Threat Prevention

cat SFWDIR/conf/malware config Show malware policy
Edit malware policy

—— 55L Troubleshooting

System info + Interactive « - oc e cmancea oo
fw ctl 55 on_en
c;t SCPD gist .LH_ gistry.data grep -1 ecdhe Show ECDHE ciphers in registry

—— System Rctivity REpDIE (sk112734)

Show enhanced 55L inspection status

nced ssl_inspection Check if enhanced 55L inspection bypass is on

Show System Activity Report
r -u 5Show CPU utilization
r —g 5Show load average statistics
-~ —-r Show memory statistics
-W 5Show swapping statistics
Vv Show EDEV network statistics
LL Show ALL network statistics
tat -p ALL Show CPU statistics and input/output statistics for devices
mpstat -F ALL Show processors related statistics

—— Check Point Appliance
Show system environment (P5U, Fans, Temperature, etc.)
itool bmc info; service ipmi stop Show LOM firmware version

P Ans &N e R

2018

_‘I‘IMOTN\’ C. HALL

Benefits:

stem-aware info screen,
iven navigation through

available commands,
ner Code Hub solutions,
Jorts VSX environments

Intended for:

R R R R e P @ @ % e S e ® ESC.de,



—— Firewall Logs

tail -n 20 SFWDIR/log/fwd.elg Show last 20 entries in FWD log

—— ClusterXL ‘
O I I I I I l cphaprob stat; cpstat -f all ha; fw hastat Show ClusterXL mode & HA status I S CHECK

cphaprok -1 list Show ClusterXL devices & status Winner

cphaprob —a if Show ClusterXL interfaces 2018

_TIMOTH\‘ C. HALL

CHECKMATES by Danny Jung

https://community.checkpoint.co

fw ctl pstat Show ClusterXL sync status

cphaconf cluster id get Show Cluster ID

"show routed cluster-state detailed"™ Show ClusterXL failover history
Create ClusterXL faildevice

Delete ClusterXL faildevice

clish

-C

Show Calculated Interface Topology
Show dropped connections with reason: Address Spoofing

fw ctl zdebug drop grep spoof

Benefits:

stem-aware info screen,

Environment:
GAIA

—- Threat Prevention
cat $FWDIR/conf/malware config Show malware policy

Edit malware policy

—— 55L Troubleshooting - - .

fw ctl get int ent inspection Show enhanced S55L inspection status | t th gh

fw ctl get int bypass_on enhanced ssl_inspection Check if enhanced SSI. inspection bypass is on Iven nav'ga Ion rou

cat SCPDI egist KILM regist data grep -1 ecdhe 5Show ECDHE ciphers in registry -

—— System Activity Report (sk112734) I bI d
R u n S at - zar Show System Activity Report aval a e Comman S’

L] sar -u Show CPU utilization -
sar -g Show load average statistics h C d H b I t
sar -r Show memory statistics er 0 e u SO u IOnS,

sar

W

swapping statistics

Show -
7 Show EDEV network statistics yorts VSX environments

Show ALL network statistics

Show CPU statistics and input/output statistics for devices

Show processors related statistics

Bash Expert mode) -

sar -n ALL
iostat -p ALL
mpstat —-P ALL

Check Point Appliance
Show system environment (P5U, Fans,
service ipmi stop

Intended for:
All

Temperature, etc.)
Show LOM firmware version

show sysenv all

Result:

service ipmi start; ipmitool bmc info;

1= *

# echo; tput bold; if [[ ~$CPDIR/bin/cpprod util FwIsFirewallModule 2>/dev/null”

- - Executing ?

System Info + InteraCtIVE'l" ]1: then echo ' Hot a firewall gateway!'; tput sgrl; echo; elif [[ “grep $(grep 5 (hostname) /e
tc/hosts | cut -f1 -d' ') SFWDIR/state/local/FWl/local.set | wc -1° == ™0™ ]]; then echo ' Main IP
of '$({hostname)' doesn't match it's management interface IP!'; tput sgrl; echo; else echo -n ' Inte
rface Topology '; tput sSgr0; echo -m '> '; tput bold; tput setaf 1; if [[ -n "Svsname™ ]] && [[ S5vs

1= #*'ynavail'* then echo $vsname' else hostname; fi; tput sgrid; e

name 11: (ID: '$INSTANCE VSID')';

cho -n ' '; printf '$.s-' {1..80}; echo; egrep -Bl $'ifindex|:ipaddr|\ (\x22<[0-9]|ocbjtype|has_addr_ -
info| :monitor_only|:external' SFWDIR/state/local/FWl/local.set | sed -n "/$({if [[ -n "S$vsname™ ]] 5 Mghe
& [[ $vsname '= *'unavail'* ]] && [[ SINSTANCE VSID != '0' ]]; then echo $vsname; else grep ‘hostna . * S =
- LS me’ /fetc/hosts | cut —f1 -d' '; £i)*$/,\§ p" | tail -n +3 | sed 's/[\x22\t()<>]//g' | sed 's/--//g" = i - - ~ =
- -
- e s <Ay X | sed '$!N:;s/\n:ipaddré/ IPvE/:P;D' | sed '/IPvé/!s/://g" | sed 's/interface topology/\tCalculated - i~ - e - ~l - o P
= e . '. e © o. -. Y B o Interface Topology/g' | sed '0,/ifindex 0/{/ifindex 0/d;}' | sed '/ifindex 0/gq' | sed '/spoof\|sca ® . - = - - " - ~En .
L s : et : : =t ® o > = e in/d' | sed 's/has_addr_info true/\tRddress Spoofing Protection: Enabled/g' | sed 's/has_addr_info £ % e - = - - - - - -
8 i : - : e ® o ) - « alse/\tAddress Spoofing Protection: Disabled/g' | sed -e '/Prot/{n;d}' | sed '$!N;s/\nmonitor_only - . - - - - - ~ - - s =
e .° o = e ™ = - *  true/ (Detect Mode)/;P;D' | sed '$1N;s/\nmonitor_only false/ (Prevent Mode)/;P;D' | sed '§$!N;s/\nex - - - - = - ~ -
= ol .. o o s ® « ternal false/ - Internal Interface/:P:D' | sed '$!'N:;s/\nexternal true/ - External Interface/:;P:D' | - " - - - - o - - - ® ~
ol Wies ® o - - sed 'fobitvpe/q' | tac | sed 'fifindex 0/I,+2 d' | sed '/Address/,$'d' | tac | sed '/ifindex/d' | ' R - - ® - ®
- - o ® ® o ® - ) » . - - - -
s ° - - e » 5ed 'af,/ =/g' | sed 'S$!N;s/\nipaddr/ =/;P;D' | =ed '/ - f=/" /\t/' | egrep -C 9999 -—color=auto 5' <A - - -
Wl A o s = Al >|IPvé|External |Disabled|Detect'; echo; fil] = ~ SR . = = ESC.de .



Winner
2019

@ One-liner(s) for Troubleshootin

CHECKMATES by Danny Jung 1

TIMOTHY C. HALL ‘

Simply copy & paste to your
GAIA CLI to receive detailed
information

GAIA

n"t match it
ut bold; tput

Easier troubleshooting



@ Run acommand across all VS

CHECKMATES

by Petr Hantak

https://community.checkpoint.com/t5/Enterprise-Appliances-and-Gaia/Show-bgp-peers-across-VSX-in-CLI/m-p/39929

Environment:

VSX GAIA

+ BGP peers status ++

LARFWO1lR (Context 0).

Benefits:

Easily run a command
across all VSs on a VSX

PeexrID AS Routes ActRts State InUpds OQutUpds Uptime =
" system simultaneously
A LABFWO1RA VirtualFW0l (Context 1).
PeerID A5 Routes ActRts State InUpds CutUpds Uptime
10.15.16.58 €4570 23 23 Established 3 2 4wzd
10.15.16.59 €4570 23 0 Established 15 2 4w2d ]
aS (Expert mode) 10.15.16.82 64835 1 1 Established 2 7 awzd I l el l e O r .
10.15.16.83 64835 1 0 Established 8 7 4wzd
10.15.18.242 £4865 23 23 Established 3 awz2d
10.15.18.243 64865 23 0 Established 15 4w2d Ch k S
eck Point SEs, Partners
e LABFWO1lA VirtualFWo2 (Context 2). A I bl
n PeerID S Routes ActRts State InUpds CutUpds TUptime ( valla e to CUStomers)
10.16.16.109 €4570 84 EL Established 7 2 ay2d
10.16.16.110 64570 85 0 Established 36 2 3wa2d
CLI Out ut 10.16.16.117 64833 1 1 Established 2 ] awz2d
p 10.16.16.118 £4833 1 0 Established & g 3w2d
10.16.17.186 64858 1 1 Established 2 8 4wz2d
10.16.17.187 64858 1 0 Established 8 8
- - - S—
- . _— “ap
i Saing < WSz
as. Sy R <
S m'e-on {.'5".'_‘ ‘-
- v + « = €cho -e "\e[36Mmt++t++t+ttttttttttttttttt++\N++ BGP peers status  ++\n+++++++++t+t+t+t+H+++++++++\n"; for 1 in /proc/vrf/*; do
] -] " " -] " " L} ] : 3 L} L} 1] - - - ®
g e :1=${1#*vr~-F/}; echo -n -e "\e[93m"; vsenv $i | grep -e "Contex" | sed 's/~Context is set to Virtual Device //' | sed 's/ID/Context/'; echo -n - -
" e 4 4« = 1 « -e "\e[om"; echo "set virtual-system" $i > /tmp/clishcmd; echo "show bgp peers" >> /tmp/clishcmd; clish -i -f /tmp/clishcmd | grep -vi -e S - =g
- - " " " " " " n " n n -

—iX e contex" -e "show" -e "done" -e "flag" -e"~$"; echo; done =via - -
- - - - - L - - - - - g - - - - - ® ® - ® - - - - o - = -~ - o e - - - - - - -
.. - .. s * .. ® ® o - - - - - =¥ - ..jf-. o= u e - Sl &R , S " e, S . “a .o..... RS iy C ~ e ~ - % - - - -

B - - . . s ':::-::1'\“\)M° 213 3 > <
o WA A . Al . - - . -'f/l:::'.\\\ = i T VTR Y R R e ESC.de,



Run a command across all gateways

CHECKMATES by Heiko Ankenbrand

SMS GAIA # Ew_mbash fw ver T Easily run a command

across all gateways
managed by a SMS
simultaneously

Bash (Expert mode) T N—

Check Point SEs, Partners

(Available to customers)

CLI output
o I VT




CP Viewer

CHECKMATES by Petar Markota

Enter database to upload

< C @ http://10.8.0.15
Ubuntu VM CP Viewer Easily analyze Check Point
system data to identify issues
@ e« corva il Supports troubleshooting
Web browser by visualization

ENTER GDRIVE LINK (OPTIONAL)

CUSTOMER NAME

CPinfo, CPview database Check Point SEs, Partners
_--Visualization and < . & -— (Available to customers)
'GAl}S\ healtf*check o f"‘_‘ﬁ'-.",.,,.,. -
............ A P ead e s
SEolEeinene o

T R S QRN e S



CP Viewer

CHECKMATES by Petar Markota

https://community.checkpoint.com/t5/Visibility-Analytics/CPViewer-visualize-your-cpview-cpinfo-files-in-5-minutes/m-p/71345

Enter database to upload

2 =
6 |+ cpview_r80 - i & ¢ ©2019-10-22 16:58:08 10 2019-11-22150112> (3 @ 2 B e n ef I tS n
10K =

ly analyze Check Point
- data to identify issues

- RX_diops_"Mgmit™ 1028 K

1024 10726 W 10/29 10 12 1174 e 18 10 nnz 1114 116 118 1120

Connection rate

yports troubleshooting

! )J _Mmﬂu by visualization
Jﬁﬂ.& el v LU“ “__A__: .
== Intended for:

—Hna‘t_sxlmp closed:
o 1363 o 1.00

= Streaming tcp_closed:
- connaction_rate = FW tep_handshoke:
~ Host_SXL tcp_handshake:
‘Streaming tep_handshake:
= FW tep_established:
150 = Host_SXL top_established:
~ Streaming tcp_established

-

-
cocorrodoow

ck Point SEs, Partners
f i | I (Available to customers)

100
J { ﬂ“ -~ ‘ ! il
..... v r ¥ 7 f | J i i i i 1
50 ﬂ—— rl - J'i JL H‘A‘ k7= l‘l_ WL U U T . — TN S LA | ..'1'
| L 1 ] ¥ } N i | Il »
! w | A { I ¥ | b I#'- - -
. P \ i s L1 A il i e i L i A e e i <
‘] 024 126 10727 1029 w3 mwz 14 /6 e e nnz2 114 nne 1118 1/20 - -
o - = . - ~— -
S e T e e S T e R
e s o R
- g : .o - .. A E - m— — B = - ~
..... s W - - - . —— ==" = - -
S S LA e = - o @ ACeoewY =0 w1C
o w e el : ~ R LN pe - e * .o S L R =
- - - - -
= .. i Py wigt ol P ¥ - = e " o= =~ "= = "q . o ®
- - o = B XY - - - - i B il _ -
- P o e - o - - - - PR (S i g o W gy e B RN -




CP Viewer

CHECK by Petar Markota

Enter database to upload X

49 B8 cpview_r8o - (( ) Q ChECkPOIHI
- N larmi u: IC :. | -r'-.--.:'l —

ly analyze Check Point
data to identify issues

&

0
10024 10726 w777 10/29 10531

— RX_drops_"Mgmi™

| | yports troubleshooting
C s , by visualization
. e e . . . Offline Physical System Checks using CPinfo and CPViewDb
— conmection_rate files
ck Point SEs, Partners
- (Available to customers)
* e ; st
et S Ao A 11T
. T e e S L .'Jks‘..' L.

e R e



Security Gateway Inventory

CHECKMATES by Kaspars Zibarts

| gw_inventory.sh .

ree fetc/pro ‘.".I*.ﬁl\, cho “Unsupparted Er

MDS GAIA e e SO Live inventory listing of all CP
== L P i gateways managed by a MDS

Output easily modifiable

Bash (Expert mode)

e Check Point SEs, Partners

unebose. resc <rcmd bash —c “dniparss < (Available to customers)

CLI output HTML flle

fwfi s10. sS900;REB0,10;Take 112;
g fwnl s10. .I,.S:'.I.I,:a:.l.;Il;?aI-c-': 112:0
“pwcvnllil:10. 1;5900;R80.10;Take 112:0 1t
el ;100 Z24;5800;R80.10;Take 112; =
« . Twnl +»10. ! 25:5900RE0.10:Take 112: =
« . fwrhjill:10. 32;5900;R80.10;Take 112; ;
. Swhk 0.3. y4E00;RTT7.30:Take 28600
« Twhik 0.3. 4600;RTT7.30;Take 2B86:00
.’,"fwf: 10 *EO00:REQ.10:Take 142:0 =
.‘.'_fwf: 10 ",59:'.',_7{':.'._.',:'a|{-': 142:0 ESC




P -

Office 365 Object Creation

CHECK by Stuart Green [/ Daniel Meier

Management API Alternative to MS Office 365 object
Overcomes R80.20 limitation (ski31852)

Can be re-used for similar needs

[EE README.md

Bash (Expert mode)

IPaddressFeed2CheckPointAPI
All

0365 object group



Automatic hosts discovery and creation

CHECKMATES by Nicolas Boissé

SMS GAIA /
SmartConsole

Easy hosts discovery and
creation during initial setup of
Security Mangement
configuration

Bash (Expert Mode) /
Scripts repository

" Se
" E’?‘r—vr .




@ Automatic objects tagging

CHECKMATES by Jozko Mrkvicka

SMS GAIA /
SmartConsole

Bash (Expert Mode) /
Scripts repository

-oTéggmup,ob jects

' e
. ® J \ {.‘.h y

> a =T L L B
- - -
- o
g e ~_ e
a0 PR eyt BXL WA g - -
% - * - - -
. - ® ® ©® @ g - -
e - -
w . - e = = - ® - -
- -
- - - ® -
- - - - - - -
- - -
-
- - - » » - - ®
-
- - - -
-
- - » » - »

| mgnt_cli publish -s s
o 1 echo "Publishing done

mgnt_cli logout -s sid.txt > /dev/null 2>&1

> Network Group Qe ‘ aXx
echo “Please enter yo

read -p "User

Easy tagging of groups for
| o cror various needs. Here: Adding

il the number of grouped hosts

else mgmt_cli login us| [P

Name IP Address
a5 TESTING

; Comments
iF [ ! -s sid.txt ]; &

if grep 1 -q error\|

t; exit 1; fi

echo -e "query network

cat GROUPS_ALL.tmp

F "' {print $4}'~

echo "Removing old (not actual) tag ""$TAG_SEPARATE""

from network group "$GROUP" _.."
mgmt_cli set group name "$GROUP"

.remove "$TAG_SEPARATE" -s sid.t

fi
done <<< "$TAGS"
echo "Adding tag

ES" as total number of members for network group
"$GROUP™ tags.add "$OCCURRENCES™ -s sid.txt

id.txt

mgmt_cli set group nam
done < GROUP_NAMES . temp

5 printf "%.s-" {1..60}

echo "Publishing changes ...~

t > Jdev/null 2>&1

rm GROUPS_ALL.tmp GROUP_NAMES.temp sid.txt

exit 2




@ MDSM Demo Environmen

CHECKMATES by Jim Oqvist

Check Point R80.x Cloud Demo

n 1D : 2

Cloud Demo Known Limitations

Cloud Demo demonstrates all the R80.x features except the following

Multi-Domain Security

Overcome DemoPoint limitation
M anagemen t

Save time setting up MDSM lab

mds-b environment

[Pri ] (Sec]

—
northern -
Check Point SEs, Partners

(Available to customers)
MDSM demo environment
single / redundant

Windows Batch script

’ EX Administ o ) n - makeRedundantMDSDemo.bat

C:\Backup’2@18~Check Point\NGSM\API“Jimo>makeRedundantMDSDemo .bat
. Enter full path to mgmt_cli executahle
- - -

for example c:\tempingmt_clid: "C:\Check Point\SmartConsole_R8A_1A_jumbo_HF_BA29_Uin_Portable'mgnt_cli.exe"
Check Point ohject name of Primary MDS (For example mds—ad:

MyLabhMDSA1
m Check Point ohject name of Secnndary MDS (For example mds—h: MyLahMDSB2
.2 il CN e 1P or hostname of primary MDS: 1.1.1.1
- I e e i e 1P or hostname of secondary MDS: 2.2.2.1
- SR username: admin
~ tf IR BN AL Rl '. ~o AN password: vpni23
- - - - = : - ® - * I'Three Domain management Servers will he created on the primary MDS: MyLabMDSB1. Where the last digit in the ip address will range form 1
- « ® o » ® % SIIf you for exmaple enter 192.168.233.11 the first DMS will be deployd with IP 192.168.233.111 and the last DMS will be deployd with ip 192 IGB 233.113 v = - - -
- o - - - . o o - - - - nter the ip address to use for primary MDS DMS's: 1.1.1.11 - - s - -
- - - -
- ° - ¥ s el - - - - Three Domain management Servers will he created on the secondary HDS: MyLabMDSB2. Uhere the last digit in the ip address will range form 1-3" = - ® - - - ®
el e # |'If you for exmaple enter 192.168.233.21 the first DMS will be deployd with IP 192.168.233.211 and the last DMS will he deplowd with ip 192.168.233.213 - - - - -
- - - - . - Ad - Enter the ip address to use fur secondary MDS DMS's: 2.2.2.1 - - - *
o ®, - - "Building demo enviroment..... - -
- - - ® - - - L eate arl21n user Skyler"
- - P - . - e : 5
- - - - - F
. v, @ v °

"
11

B e oy B S T R S S = e Y & EGC e



Apple Siri Shortcuts + MGMT API

CHECKMATES by Adam Forester

Apple 10S + Shortcuts App
SMS GAIA

Siri command, Bash script

Output on iPhone screen

4:32 i LTE -
How is my gateway doing

Running your shortcut... VOice Contl’Ol Of your fil’ewall

= Quick checks on your mobile

3 Run Firewall Stats

Shortcuts says: “drax current

stats are:, Memory Usage: 6/7GB -

(85.71%), Disk Usage: 5/7GB Testing purposes
(56%), CPU Load: 0.46%,

Current Connections: 46, Peak

Connections: 1679




Multi-Factor Auth w/ Google Authenticator

CHECKMATES by Vladimir Yakovlev Alternative: MFA with Microsoft Authenticator by Rodrigo Silva

Higherinte

ligence

Android Phone with
Google Auth App / Radius

Google MFA usage with CP

All
PDF tech doc
Step-by-step guide for all required , '
B -comme}mds and settings CHECKPOINT MFA WITH i P
RS L B o - = GOOGLE AUTHENTICATOR . artrnt
..... R Pt 23 S

A R R R e e T e e B g o



Access rule creation via HTML

CHECKMATES by Charles Currier

Management API

Check Pt AL Add Access Rule to Policy
Demo

Python script

Source IPvd Address

Port/Service

HTTP_and_HITPS_proxy
HTTP

HTML-based access
rule creation

PRSP L s SN @ — [icemey,
S PRS- S

HTTPS_prosy

....... e R source IPvd Address 24,56
A T A L L IR R D estination IPv4 Address |1.4.5.6
'''' ¥ B =t Sarvice http

....

MR~ ction (Accept-on/Deny-off) m

T EEEEE R R e R

Testlng purposes <
4--‘)--._. -\,\A_u:l.! : : ':

Pestinaton Pva Adre Simple creation of rules within

your web browser

SESE



@ DAIP VPN IP Change Tracker

CHECKMATES

Environment:
MGMT GAIA
Runs as:
Bash (Expert mode)

Result:

output.txt with all IP changes

by Daniel Sceberra

https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/CheckPoint-DAIP-VPN-get-Peer-Names/m-p/35633/highlight/true#M2197

f1/bin/bash
today=5(date +¥s)
outputFile="/home/admin/output.txt"

touch SoutputfFile

if [ -r fetc/profile.d/cP.sh ]; then
. /etc/profile.dfCP.sh; else echo "Could not source fetc/profile.d/CP.sh™; exit

fi
rs_db_tool -operation list 2>&1| tail -n +2 | head -n -2 | %
grep -v -- '---——--" | awk '/ / {print $2, $5, $7}' | \

#cleans up rs_db_tool output to what we need and pipes it to awk
while read fwName ipAddress age ; do \

if grep -Fwgq "$fwName" "$outputFile™; then

#checks if the object names already exists in the output file

echo "Object Already Exists"
existingIPAddress=%(grep $fwName $outputFile | awk '{print $(NF-1)}')

#compares the devices previous ip oddress with the Latest checked IP address,

Benefits:

Scripted use of

1

rs_db_tool -operation
for easy tracking of IP chan

list
ges

Intended for:

All

#1f different it records the new address and time
if [ "sexistingIPAddress™ != "$ipAddress™ ]; then
#echo “IP oddress does not matches"
sed -1 "\,${fwName}, s,%$, ${ipaddress},” foutputrile
sed -1 "\,${fwName}, 5,%, ${today}," foutputFile

[Expert@fwmgmt

:01# rs db tool -operation list

entries list

fi
else Dai dules database -
#echo "object Does not exist"™ alp mocules atabase
echo "$fwName® “$ipAddress” "$today” »> "$outputFile” |~ T T T T T T TTTTTTTTTTTTTTTTTTTTTTTTTTTT
Entry # | Object name IP | ITTL .
dome s
exit @ - . .
R R . |1 | Firewall DAIP 10.20.30.40 | 1855 z
S i L g Y tion status: Si -
! L e ARSI AR T J 13, Opera '10'1 = a us JC:CESS _ .
.,/f.—:::.;.::;:.'-.'- I e DM vy B G L Bt = @
RSt E e RV, TR ey - = . . .
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@ VPN IPsec Tunnel w/ Raspberry Pi WiFi AP

CHECKMATES by Stuart Green

Raspbian OS

Bash, Python script

NSaaS CloudGuard Demo
for VPN IPsec tunnel with

pi@raspberrypi: sudo ipsec statusall
Status of IKE charon daemon (strongSwan 5.7.2, Linux 4.19.57-v7+, armv71):

uptime: 2@ hours, since Sep 83 13:39:12 2019

malloc: sbrk 1347584, mmap @, used 625712, free 721872

worker threads: 11 of 16 idle, 5/8/8/0 working, job queue: 0/8/0/0, scheduled: 3

loade® plugins: charon aes rc2 sha? shal md5 mgfl random nonce x509 revocation constraints pubkey pkcsl pkcs7 pkcs8 pki
cs12 pgp dnskey sshkey pem openssl fips-prf gmp agent xchc hmac gem attr kernel-netlink resolve socket-default connmark
stroke updown counters
Listening IP addresses:

192.168.124.159

192.168.200.1

Connections:

local-connections: %any...%any IKEv1l/2

local-connections: local: uses public key authentication
local-connections: remote: uses public key authentication
local-connections: crl: status must be GOOD

local-connections:  child: 192.168.200.0/24 === 192.168.200.0/24 PASS

local-to-cgnsaas: %any...g-2194-49d87846adaae70778fdc65084b1eba63. checkpoint.cloud IKEv1/2

local-to-cgnsaas: local: uses pre-shared key authentication

local-to-cgnsaas: remote: [g-2194-49d87846adaae70778fdc6504b1leba63. checkpoint.cloud] uses pre-shared key authenticatiog
n

local-to-cgnsaas: child: 192.168.200.08/24 === 0.0.0.0/0 TUNNEL

Shunted Connections:

local-connections: 192.168.200.0/24 192.168.200.0/24 PASS

Security Associations (1 up, @ connecting):

local-to-cgnsaas[1]: ESTABLISHED 20 hours ago, 192.168.124.159[192.168.124.159]...18.195.203.168[g-2194-49d87846a4aac707|
78fdc65084blebd63 . checkpoint.cloud]

local-to-cgnsaas[1]: IKEv2Z SPIs: 3adc29d@865f7949_i* @60a33592d3118c4_r, pre-shared key reauthentication in 3 hours
local-to-cgnsaas[1]: IKE proposal: AES_CBC_256/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1024

local-to-cgnsaas{28}: INSTALLED, TUNNEL, reqid 1, ESP in UDP SPIs: c22feal8_i ad41b@18_o

local-to-cgnsaas{28}: AES_CBC_256/HMAC_SHA1 96, 11741 bytes_i (72 pkts, 18s ago), 11505 bytes_o (99 pkts, 1@s ago), rek|
eying in 31 minutes

local-to-cgnsaas{28}: 192.168.200.0/24 === 0.0.0.0/0
pi@raspberrypi:

.
.
.
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Step-by-step
Raspi config and
VPN setup guide
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@ VPN IPsec Tunnel w/ Raspberry Pi WiFi AP

CHECKMATES
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e SETTINGS

by Stuart Green

CLOUDGUARD CONNECT

Account Settings

Admins

Audits

Contracts

API Keys

Events Export

APl Keys

INFINITY

Automate your Check Point configuration and integ CREATE NEW API Kl

Each third-part

application st

Status

o
o
o

uld have its own AP|

API Key Created Successfully

d location

Module

CloudGuard Connect

CloudGuard Connect

CloudGuard Connect

[ ca

File Edit Search View Encoding Language Settings
8 s la = o=

[= ip_update py

& ta

\ip_update.py - Notepad++

Tools

o =

Macro Run Plugins

Window

8 NG

2

import http.client, Json
#C on info
API_ENDPOINT =

NSARS_SITE NAME =
NSAAS CLIENT ;D¥

NSRAS S TRET:KE‘_’ =

payload =
headers = {
conn.request ( .

http.client.HTTPSConnection (API_ENDPOINT)

+ NSAAS CLIENT_ ID +

}

, bayload, headers)

res = conn.getresponse()
data = res.read()
auth token = json.loads(data) [ 1L 1
conn.close ()
res.close()
¥ Re st Site ID
<
Python file length: 2,245 lines: 71 Ln:8 Col:1 Sel:0|0 Unix (LF
v
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Update Dynamic IP via Management AP

CHECK by Luca Fama

Removes many
annoyances that
are caused by
dyn. GW IPs

SMS GAIA UpdateDynamiclP

Bash (Expert mode)

Branch /
Home offices

Auto-updated IP and
topology of gateway object
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Thank YOU!

Danny Jung

CTO at Check Point 4-Star Partner ESC




