





cyber satellite top secured location
u
| | u
u
4 o u
E Alert 7 R | OVERHEAD \ Code view A -
A EX WO "'; 3 ' P7T Set i t dispat.
n | (de--ssensitive data-—- ' (R T sttt st = oo ¢ .
Il | REFERENCE KRONOCENTRIC L P .l-\\ p fiizan m var a = m[:m:]; [ ]
o | MARNING - - O el i -
| e qmeters / - :Efn:n;ngziution'] = evt['ni'] || false; un
- 50N | iF (evel'di']) { ; [
m CY MIL-STD-1750A /[ , x['dimension’ + evt['di']] = evt['dv'] || undefined; -
™ é ’ \ ;this.tracker.sm\d('went', c, a, 1, v, x);
: Y‘,/" 7 5 ) ‘ some text })‘;;?v‘lmluﬁn('simﬂuﬁn‘, SimoPlugin); text 21 84" 12“
r . .
- i | Ground D Air Defense Space D Cyber D
| | g = o
& o . ok ok ok ok
. © active active active active
. 6 :
u B -/
: ¥ &/ Defense Systems View
&7
- Status - OK
1 Vo
A [ .
. o8 v Target Defenses - Operational
. ":’ .-"':, A
e b
R . ;. 2.G AR BZ 7
n i
n .\‘;_;‘
: i Level 1 Level 4
: O | A A Level 2 Level 5
B { "'..é*_x.;ﬁ. 'y 4 A -3; Al 'f)- o el
PO PN P O O ol e L L L f—1 fm— P—1 f— r— Level 3 Level 6
0 \ \ u n
View Targets Location 21“ 84" 12“ View targets Location 21“ 84" 12°

Mission Impossible *  CP<R> * Mission Plan System




T
¥
‘, ’///////////////// ,

\\-\




._._—'tw"'

. ugﬂ_ 1T
= e temem { &
Lh-J@@ 1
3 N |
= = QQMI!L @ e
o ~J§ Ul tl &

- b —— e e e

\-—- neill sss
et L2 N‘
':”'--H “::J "

rﬁ-# BE—
(9_1- . ;- meaRE
L e om

a Q..f ’II.IEP
J 4

Bl I 1 | |

 IEmE_1ar
| _L_ 18E
| ey

et



1t
=11 |

T Bl

B —— |

Pl

yu— T T

e—— ~ §il i
I\ i '
| 1 =

I R | —
I [ —

-+ : = ».

— 1 _ ' -
s { ) i |
- '! ‘ - -\-' ‘ 3

T 1 22— lsms ) &
: (- = —meaan
| =1 imemi
) 128F- T EEeeEr
| = 0Eans
- !.._-_l.l"
B = m. lH’F

- ___aadbgesss L

LA () i T ‘

l_—) ?g---l.-

1!I.Illll.l.

mae———- .

o

T

J_ _




J—--‘nimz k-
nns

' UUI‘ _I.Il |
= TeeE088 -
|9) MI_—'1!! ]

— .




L

TT T T T T
L ™= T Ty

(@) T el Tl









EA Games Vulnerability Could
Leave 300m Open to Account
Hijacking
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THEVERGE TECH REVIEWS SCIENCE CREATORS ENTERTAINMENT VIDED  MORE

Security researchers find that DSLR cameras
are vulnerable to ransomware attack

Canon has issued a security advisory and firmware patch for the vulnerability

By Andrew Liptak | @AndrewLiptak | Aug 11, 2019, 2:33pm EDT

f S (7 sHARe

)-‘,’
WITH EARLY DIAGNOSIS,

PREDIABETES CAN
BE REVERSED.

TAKE THE RISK TEST

@ Ransomware on a DSLR Camera | Latest Research from Check ... 0




THE SUN, A NEWS UK COMPANY v

< EWS FABULOUS @ MONEY TRAVEL = MOTORS ' DEAR DEIDRE

Google bug affecting

2.5BILLION °‘lets hackers steal emails
with one text’ - Samsung, Sony,
Huawei and all Android phones
affected, experts warn

4 Sep 2019, 14:00 | Updated: 4 Sep 2019, 14:54



threat Ost Cloud Security Malware Vulnerabilities InfoSec Insider Podcasts

19-Year-Old WinRAR Flaw Plagues 500
Million Users
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Game Console EA GAMES
Attacker .
sends Vulnerable Product
1 victim
malicious ‘ Description
. EA GAMES
90 Million Users
$5 Billion Revenue
ATTIEEIELD FIFR20
#SIMSA  TITANFALL|2
View Targets Location G.28912
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Game Console

Attacker

1 sends
V"’:t'_m Victim clicks
malicious )
. link
link

The hijacked EA Games Page
to LOgin Page eaplayinvite.ea.com

EA GAMES

Vulnerable Product

Description

EA GAMES

90 Million Users
$5 Billion Revenue

PATEFELD FIFA20

#SiMs4 TITANFALL|2

View Targets Location

G.28912

Mission Impossible *  CP<R> * Mission Plan System




Game Console

EA
Games
makes

request A
for SSO .
token

EA GAMES

Attacker
sends Vulnerable Product
1 victim . .. .
malicious Vlctlrri clicks Description
link link The hijacked EA Games Page
to Login Page eaplayinvite.ea.com EA GA M E S
90 Million Users
$5 Billion Revenue
#SIMSA  TITANFALL|2
View Targets Location G.28912
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Game Console EA GAMES
EA

Games

makes

request A.

for $SO :

token : V

Attacker
Vulnerable Product
1 sends D>
victim . . .
malicious VICtlIrT) ;”Cks Description
) in P .
tologin Page iy Fage redvect EA GAMES
to attacker’s
malicious URL.
90 Million Users
$5 Billion Revenue
#SIMSA  TITANFALL|2
View Targets Location G.28912
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Game Console

Attacker
sends
1 victim
malicious
link

EA
Games
makes

request A
for SSO :
token

Victim clicks
link
to Login Page

The hijacked EA Games Page

eaplayinvite.ea.com

Page redirects
to attacker’s
malicious URL.

Malicious

: JavaScript

resends
request
for token.

EA GAMES

Vulnerable Product

Description

EA GAMES

90 Million Users
$5 Billion Revenue

HATTEFELD
#Simsg

FIFA20

TITANFALL|2

View Targets

Location

G.28912

Mission Impossible

CP<R> * Mission Plan System




Game Console

Attacker
sends
1 victim
malicious
link

EA
Games
makes

request
for $SO
token

Victim clicks
link
to Login Page

The hijacked EA Games Page

‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

A

v

eaplayinvite.ea.com

‘lllllllllllllllllllll‘ :

<IIIIIIIIIIIIIII

Page redirects
to attacker’s
malicious URL.

Malicious
JavaScript
resends
request
for token.

EA GAMES

Vulnerable Product

Description

EA GAMES

90 Million Users
$5 Billion Revenue

Token is
sent to the PNERED  FIFR20
attacker
#SIMSA  TITANFALL|2
View Targets Location G.28912

Mission Impossible

CP<R> *

Mission Plan System




Game Console EA GAMES

ACCOUNT

Vulnerable Product

Description

EA GAMES

90 Million Users

T AKE OVER | $5 Billion Revenue

HAUERIEND FIFR20

4(“1(:4

TITANFALL|2

View Targets Location G.28912
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DSLR Camera Cannon DSLR Camera

Vulnerable Product

Description

CANON
20% Mabid SariR

20 Million sold Yearly
PTP Support

View Targets Location G.28912
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Provisioning SMS Android Phone

Next Code = O 2

Token 1

@ second(s) remaining

. >~ J

Vulnerable Product

Description

Provisioning SMS

OTA Provisioning

Samsung/Huawei/LG/Sony

Copy

50% of all Android

View Targets Location G.28912

Mission Impossible *  CP<R> * Mission Plan System




Mission View Target View
Provisioning SMS Android Phone

SAMSUNG \

1 638 Wed, March 23

@

Location Sound Auto Bluetooth
rotate

New Provisioning

Vulnerable Product

Do you want to apply new configuration?

&
n Auto

Target Details
Description

Provisioning SMS

Quick connect Tap here to connect devices

Configuration message
Configuration message list

OTA Provisioning

NOTIFICATION SETTINGS
Samsung/Huawei/LG/Sony

50% of all Android

View Targets Location G.28912
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Provisioning SMS

MissionView . TargetView
Android Phone

Alert — Sensitive Data

MMS Message Server
Browser Homepage
Mail Server

Directory Server
Proxy Server

« ~ J

Vulnerable Product

Description

Provisioning SMS

And More... OTA Provisioning
Samsung/Huawei/LG/Sony
50% of all Android
View Targets Location 628912
Mission Impossible %  CP<R> % Mission Plan System




Provisioning SMS Android Phone
Next Code = ® 2 :
|
|
Token 1 .
| ]
| |
96057833
= -
@ ssssss I(s) remaining -
|
|
| ]
| ]
|
|
. v J .
[ |
Vulnerable Product

Description

Provisioning SMS

OTA Provisioning

Samsung/Huawei/LG/Sony

50% of all Android

View Targets Location G.28912
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Provisioning SMS Android Phone

[
(] N 46.0189% @ 11:52 ) [
! : n
[ ]
[
[
oy = G “ 7 . .
avan imB00-ubuntu16: [ ]
slavan@slavan80@-ubuntu16:~$ python ~/Work/xx-05-2019/19-05-2019/send_ota_message.py +972585602818 | ° [
[
[
[
ey N
108 l :
T [
Q | ]

Tel Aviv

Updated 5/14 10:04 O Vulnerable Product 21“ 84" 12“

Description

Provisioning SMS

OTA Provisioning

Samsung/Huawei/LG/Sony

50% of all Android

View Targets Location 21“ 84" 12¢ G.28912 21“ 84”7 12“
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WinRAR

Vulnerability Alert !!

Proprietary Compression
Algorithm

Created in 1991

MOSTLY Unmaintained

Supported by

Archive Software

Vulnerable Product

e
WINRAR

500 Million Users

W| N RA R O N LY >30 Supported Types
19 Years Old
View Targets Location G.28912
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WinRAR Archive Software

\“

.n..___..

Vulnerable Product

Description

WINRAR

500 Million Users
>30 Supported Types

19 Years Old

View Targets Location G.28912
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@WinBuzzer WINDOWS 10  OFFICE AZURE XBOX HOLOLENS  ABOUT WINBUZZER v

Microsoft Management Console (MMC) Vulnerabilities

Leave Windows Open to Attack

Researchers say flaws in Microsoft Management Console could allow bad actors to gain heightened privileges on
an admin-run machine.




ZPDNet o

WDS bug lets hackers hijack Windows
Servers via malformed TFTP packets

Last warning to apply Microsoft's November security updates for Windows Servers.

in 7 E By Catalin Cimpanu for Zero Day | Ma 3, 2019 -~ 14:00 GM MORE EROM CATALIN CIMPANU
00 GMT) | Topic: Security

Security

Mitsubishi Electric
discloses security
breach, China is main
suspect

Tech & Work

BR Windows Server il

Security
Hacker leaks
passwords for more




Forbes Billionaires Innovation Leadership Money Business Small Business Lifestyle Lists

New Hack Works On Every
Model Of iPhone And iPad

Gordon Kelly Senior Contributor ®
Consumer Tech

I write about technology's biggest companies

Apple is having a bad week. Just days after Face ID was hacked

and the company’s “user-hostile” iPhone battery practices were

exposed, an extraordinary story of Apple neglect has resulted in

a warning every iPhone and iPad user needs to know about.
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Mission View
MMC Console

Add or Remove Snap-ins

select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
ensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-in

ve Directory Domains ..
ry Sites and...
ve Directory Users an...
{ Control
Z ADSI Edit
EHAuﬁworlzanon Manager
¥ Certificates
Component Sery

Vendor
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoft Cc
Microsoftar ,

>

Selected snap-ins:

Console Root

Edit Extensions...

. Active Directory Users and Con|

View Targets

Mission Impossible

*

CP<R>

*

Advanced...

Location

Mission Plan System

Target View
Management Console

or Remove Snap-ins

elect snap-ns for this n of snap-ins. For
u can configure

Edit Extensions...
and Con

Advanced...

groups, organizational nits, and all other AD DS objects.

Cancel

Vulnerable Product

Target Details
Description

MMC

Administrative Tool
Runs on ALL Win>98

Downloadable Addons

G.28912



MMC Console

Add or Rem

You can sele ed set of snap-ins. For
extensible snap-ins,

ilable snap-in:
Snap-in Edit Extensions...
. Active Directory Ut

Description:

Directory Users and Compute: ational units, and all other AD DS obj

View Targets

Management Console

Advanced...

d Computers

Vulnerable Product

Description

MMC

Administrative Tool
Runs on ALL Win>98

Downloadable Addons

Location

G.28912

Mission Impossible *  CP<R> * Mission Plan System




MissionView . TargetView
MMC Console Management Console

Vulnerable Product

Description

MMC

Administrative Tool
Runs on ALL Win>98

Downloadable Addons

Location G.28912

View Targets

Mission Impossible *  CP<R> * Mission Plan System
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PXE

[ WDS

Active Directory

-

\/

=

Windows Server

Vulnerable Product

Description

Pre-Boot Execution

Dozens of Flavors

Bundled with ALL
Windows Server

View Targets

Location

G.28912

Mission Impossible *  CP<R>

Mission Plan System




PXE

Active Directory

[ WDS

Windows Server

Vulnerable Product

Description

Pre-Boot Execution

Dozens of Flavors

Bundled with ALL
Windows Server

View Targets

Location

G.28912
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PXE

Active Directory
[ WDS

-

\/

=

Windows Server

Vulnerable Product

Description

Pre-Boot Execution

Dozens of Flavors

Bundled with ALL
Windows Server

View Targets

Location

G.28912

Mission Impossible *  CP<R>

Mission Plan System




PXE

[ WDS

Windows Server

Vulnerable Product

Description

Pre-Boot Execution

Dozens of Flavors

Bundled with ALL
Windows Server

View Targets Location

G.28912

Mission Impossible *  CP<R> * Mission Plan System
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SQLite Embedded Database
- P ?
" -
\__ A
Vulnerable Product

SQLite

Light Database
“Embedded DB’

1-e12 Installs

View Targets Location G.28912
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Embedded Database

%SQLite

Vulnerable Product

Description

SQLite

Light Database
“Embedded DB’

1-e12 Installs

View Targets Location

G.28912

Mission Impossible *  CP<R> * Mission Plan System




Mission View
SQLite

Password Stealer Backend

Target View
Embedded Database

%the

Target Details
Description

SQLite

Light Database
“Embedded DB’

1-e12 Installs
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Cloud Infrastructure Microsoft Azure

Vulnerable Product

Description

AZURE

MS Cloud Solution
Top 3 Cloud I/S

Millions of Users

View Targets Location G.28912
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Cloud Infrastructure Microsoft Azure

Vulnerable Product

Description

AZURE

MS Cloud Solution
Top 3 Cloud I/S

Millions of Users

View Targets Location G.28912
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Cloud Infrastructure Microsoft Azure

Vulnerable Product

Description

AZURE

MS Cloud Solution
Top 3 Cloud I/S

Millions of Users

View Targets Location G.28912
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Cloud Infrastructure Microsoft Azure
[ |
[ |
| |
|
[ |
[ |
[ |
| |
|
[ |
[ |
[ |
[ |
| |
[ |
[ |
[ ]
Vulnerable Product 21“ 84” 12“

Description

AZURE

MS Cloud Solution
Top 3 Cloud I/S

Millions of Users

View Targets Location 21“ 84" 12¢ G.28912 21“ 84”7 12“

Mission Impossible *  CP<R> * Mission Plan System




1]
- RESTY | | ]
) smmTTmET

!

L)




.
= . ? ’ F
¥ F § :
| | w4 4
| | N
“th rh, - i

CHECK POINT RESEARC

THE END

% RESEARCH.CHECKPOINT.COM
_CPRESEARCH




