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Implementation of CPLog to Syslog 

forwarding in R80 managed 

environment. 

*This solution was proven to work for 

R80 only. 
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1. Create a snapshot of your management server 

2. Download that snapshot to external storage for use in a last-resort recovery event 

3. From Check Point User Center, download CPLogToSyslog package indicated in section 4 of the sk115392 and 

appropriate to your version and current HFA level (green depicts those used in the lab): 

 

4. Using CPUSE in WebUI, import the downloaded Check_Point_CPLogToSyslog_R80_JUMBO_HF_T76.tgz file into 

management server: 

 

a. Navigate to “Updates (CPUSE)” section of the WebUI in the left vertical pane [1] 

b. Click on the drop-down arrow in the “Showing Recommended packages” field [2] 
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c. Click “All” 

d. Click on “Import Package” [4], select .tgz downloaded in Step 3 and confirm import 

5. After successful import, right click on package depicted here: 

 
6. Click “Verifier” and observe the output for compatibility related messages: 

 
7. Once Verifier indicates that the installation is permitted, repeat the procedure in Step 6 and click “Install 

Update”: 

 
 

8. Confirm the successful installation of the package in the right information pane: 
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9. SSH into the management server, logon to “Expert” mode and execute following command to confirm the 

connectivity between your Security Management server and the Syslog server: 

 

nc -w1 -u 192.168.7.102 514 <<< "manual syslog UDP to 514 test" 

 
Escape with “Ctrl+C” 

Confirm that the Syslog server has received the test message: 

 

 
10. Edit local.cplogtosyslog_policy.C file 

a. Create a backup copy of the file by executing: 

 
cp -v $FWDIR/state/SEAM/local.cplogtosyslog_policy.C{,_ORIGINAL} 

b. Verify that three files are present in directory: 

[Expert@R80SMS:0]# ls $FWDIR/state/SEAM/ 

default.cplogtosyslog_policy.C local.cplogtosyslog_policy.C_ORIGINAL 

local.cplogtosyslog_policy.C 

[Expert@R80SMS:0]# 

 
c. Verify that you have the access to the GUID generator from the machine you will be performing the 

subsequent editing, by accessing the URL https://www.guidgenerator.com 

d. Proceed to editing the configuration file to reflect parameters specific to your implementation: 

 
vi $FWDIR/state/SEAM/local.cplogtosyslog_policy.C 

 
at minimum, all the fields highlighted in the sample file shown below should be defined: 

https://www.guidgenerator.com/
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Example of edited configuration file local.cplogtosyslog_policy.C 
 

( 
 

:customers () 

:events_detectors ( 

:Red_EventsDetector ("{01C36C58-35AF-4b65-A277-01F74E56E552}") 

) 

:data_types ( 

:lea_audit_input_session ("{42296380-1671-4BA2-B66D-047D2B96E3BC}") 

:lea_log_input_session ("{42296380-1671-4BA2-B66D-047D2B96E3BC}") 

) 

:events_distributor ( 

:CLSID ("{CD6872DE-10A2-4632-B9F3-714E3CE9A0A6}") 
 

:syslog_servers ( 

: ( 

:ip_addr ("192.168.7.102") 

:server_name ("syslog server control") 

 

IP address of your 

syslog server 

 

:server_id (1) 

:port (514) 

:protocol (udp) 

) 

: ( 

 

Specify Port the syslog 

is expecting to receive 

traffic on as well as 

protocol in use. 

 
IP address of your 

syslog server 
:ip_addr ("192.168.7.102") 

:server_name ("syslog server Log") 
 

:server_id (2) 

:port (514) 

:protocol (udp) 

) 

 

Specify Port the syslog 

is expecting to receive 

traffic on as well as 

protocol in use. 

 

) 
 

) 

:jobs ( 
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:"All online jobs" ("{42DC9EE4-1529-4cb4-B4D9-E850AA328EDA}" 

:job_is_online (true) 

:job_is_canceled (false) 

:detectors_instances ( 

:Red_EventsDetector ("{F42EE20C-CB81-4FDA-B6E8-AC916156C368}" 

:instance_is_online (true) 

:run_in_main_thread (true) 

:input_sessions ( 

:lea_log_input_session ("{58281420-7DAA-47FD-BF27-6E64D0CAC844}" 
 

:ip_addr (192.168.7.63) 

:port (18184) 

:logtrack (LEA_CURRENT_NORMAL_FILEID) 

:iS_auth_port (true) 

:mode (LEA_ONLINE) 

:startat (LEA_AT_END) 

:filename () 

:support_marker (false) 

:save_marker_interval (600) 

 

IP address of your 

management server (self) 

 

) 

:lea_audit_input_session ("{58281420-7DAA-47FD-BF27-6E64D0CAC844}" 
 

:ip_addr (192.168.7.63) 

:port (18184) 

:logtrack (LEA_CURRENT_AUDIT_FILEID) 

:is_auth_port (true) 

:mode (LEA_ONLINE) 

:startat (LEA_AT_END) 

:filename () 

:support_marker (true) 

:save_marker_interval (10) 

) 

 
IP address of your 

management server (self) 
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) 

:events_detecting_policy ( 

:global_parameters ( 

:garbage_collector_interval (60) 

:max_vm_size (1000000) 

:time_mode (os_time) 

) 
 

:rulebase ( 

: (ctrl_type_filter 

:ruleID ("{7f2fed5b-3173-41ab-beab-f2fee6c8698b}") 

:active (on) 

:type ("single log event") 

:category () 

:detection ( 

:source_data () 

:groupby () 

:analyze ( 

:type (resolution) 

:resolution (0) 

) 

:parameters () 

:action () 

:filter (Equal 

:field_name (Type) 

:field_value (control) 

) 

) 

:event_format ( 

:class_name (syslog_event_builder) 

:severity (1) 

 

Use GUID Generator 

to create new GUID 

and to replace the one 

present in the original 

file 
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:facility (2) 

:add_time_stamp (true) 

:host_name ("R80SMS") 

:field_seperator (";") 

:TAG ("CPLogToSyslog") 

:event_name ("Control log type") 

:server_id (1) 
 

) 
 

:create_for_all_detector_instances (false) 

) 

: (log_type_filter 

:ruleID ("{992bdc04-990b-4b4e-857b-2d2fec3aef26}") 

:active (on) 

:type ("single log event") 

:category () 

:detection ( 

:source_data () 

:groupby () 

:analyze ( 

:type (resolution) 

:resolution (0) 

) 

:parameters () 

:action () 

:filter (Equal 

:field_name (Type) 

:field_value (log) 

) 

) 

:event_format ( 

 

 
Use GUID Generator 

to create new GUID 

and to replace the one 

present in the original 

file 
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:class_name (syslog_event_builder) 

:severity (5) 

:facility (6) 

:add_time_stamp (true) 

:host_name ("Log host") 

:field_seperator (";") 

:TAG ("CPLogToSyslog") 

:event_name ("Log type log") 

:server_id (2) 
 

) 

:create_for_all_detector_instances (false) 
 

) 
 

) 
 

) 
 

) 
 

) 
 

) 
 

) 
 

) 

[Expert@R80SMS:0]# 

e. Save changes and exit editor. 

 
11. Register the CPLogToSyslog service and verify success of the procedure: 

 
[Expert@R80SMS:0]# $CPDIR/bin/cpprod_util CPPROD_SetValue FW1 "CPLogToSysLog" 4 1 1 

0 

[Expert@R80SMS:0]# grep CPLogToSysLog $CPDIR/registry/HKLM_registry.data 

:CPLogToSysLog ("[4]1") 

[Expert@R80SMS:0]# 



10 | P a g e V l a d i m i r   Y a k o v l e v 
 

If you are using TCP services to ship syslog events, you may skip this section. 
 
 

12. Edit the fwstart script: 

a. Create a copy of the file by executing: 

 
cp $FWDIR/bin/fwstart $FWDIR/bin/fwstart_ORIGINAL 

b. Verify that two files are present in directory 

[Expert@R80SMS:0]# ls -la $FWDIR/bin/ | grep fwstart 

-rwxrwx---  1 admin root 22292 Aug 31 16:20 fwstart 

-rwxrwx---  1 admin root 22292 Aug 31 20:57 fwstart_ORIGINAL 

-rwxrwx---  1 admin bin 2726 Sep 25 2016 fwstart_vsx 

[Expert@R80SMS:0]# 

 
c. Open the script in editor: 

[Expert@HostName:0]# vi $FWDIR/bin/fwstart 

d. Search for the CPLOGTOSYSLOG by executing /CPLOGTOSYSLOG inside VI editor and insert highlighted 

sections: 

 
# start cplogtosyslog 

set actCPLogToSysLog = `$CPDIR/bin/cpprod_util CPPROD_GetValue "fw1" "CPLogToSysLog" 1` 

if ("$actCPLogToSysLog" == "1") then 

# Check for MDSDIR environment vaiable 

if (! $?MSP_SOMEIP_ADDR && -f $FWDIR/bin/CPLogToSyslog) then 

$CPDIR/bin/cpwd_admin start -name CPLOGTOSYSLOG -path $FWDIR/bin/CPLogToSyslog -command 

"CPLogToSyslog -udp" >& /dev/null 

else 

$FWDIR/bin/CPLogToSyslog -udp & 

endif 

if ($status) then 

echo 'Failed to start CPLogToSyslog' 

else 

echo "CPLogToSyslog is starting" 

endif 

endif 

 
# -------------------------------------------------------------------# 

 
e. Save file and exit the editor 

13. Restart Check Point services: 

[Expert@ R80SMS:0]# cpstop ; cpstart 
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14. Reboot your management server to verify service survivability. 

 
15. To manually stop the service, use: 

$CPDIR/bin/cpwd_admin stop -name CPLOGTOSYSLOG >& /dev/null 

 
16. To manually start the service, use (one line): 

$CPDIR/bin/cpwd_admin start -name CPLOGTOSYSLOG -path $FWDIR/bin/CPLogToSyslog -command 

"CPLogToSyslog -udp" >& /dev/null 

 
17. You should now see the syslog messages reflecting from your gateways forwarded by management server: 

 

 
For additional configuration and troubleshooting options, see sk115392 and sk109016 . 

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails&amp;solutionid=sk115392&amp;partition=Advanced&amp;product=Security
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails&amp;solutionid=sk109016
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