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Introduction

This document is a tutorial for beginners. It provides step by step instructions and
examples of setting up Site to Site VPN with Check Point R80.x products. It also
includes an example of setting up a S2S VPN with a third-party Gateway (Fortinet).

Some experience with R80.x SmartConsole is assumed, as well as basic understanding
of IPSec and principles of Site to Site VPNSs.
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Site to Site VPN Settings

1. First thing you want to do is create the network/host objects you’ll need to use on
both ends of the VPN tunnel. i.e.

5 . Network_10.0.0.0
Enter Object Comment
General IPVA oo
NAT Network address:  10.0.0.0 |
Net mask: 1255.255.255.0 |
Broadcast address:
® Included
(O Not included
IPVE  ooeeeeeeiie e
Network address: | |
Prefix: | |
& Add Tag
‘ OK ’ ‘ Cancel ‘
Host Q @ x
.
Enter Object Comment
General MaAChINE e
Network Management 1Pv4 address: ‘172.2.2.100 ‘ ‘ Resolve from name ‘
NAT IPv6 address: ‘ ‘
Advanced
& Add Tag
‘ OK ‘ ‘ Cancel ‘

2. Then open the gateway object you are installing the VPN tunnel on and enable the
IPSec VPN blade.
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Network Security (3) Management (0)

Firewall IPS Advanced Networking & Clustering:
[“] Anti-Bot 9 Dynamic Routing
[(JPalicy Server (V] Anti-virus 9 SecurexL
[[IMabile Access [“] Threat Emulation [Jaos
[“] Application Control [ Threat Extraction [ ]Monitoring

URL Filtering [JAnti-Spam & Email Security

[[JData Lass Prevention [ identity Awareness

Content Awareness

3. Select the =g to open the Network Management options. Select VPN domain.
Unless you want all interfaces to be part of the tunnel you need to manually define
the VPN domain. Click the manually define radial and select the internal network

4.

you are coming from (created in step 1).

Check Point Gateway - BranchOffice

General Properties

[=l-Network Management, VPN Domain
System Backup (O AllIP Addresses behind Gateway are based on Topology information
VPN Domain X
@Manually defined & Network_10.0.0.0
Proxy
[H-NAT

HTTPS Inspection
HTTP/HTTPS Proxy
Platform Portal
UserCheck
[=l-IPSec VPN

Link Selection
VPN Advanced
[=]-VPN Clients
Authentication
Office Mode
Remote Access
Clientless VPN
[H-Logs

Fetch Policy
Optimizations

Hit Count
[+-Other

Set domain for Remote Access Community ...

o |x
E] [view..

If your GWs external IP is different from the IP on the interface you are using for
your tunnel you will need to select the link manually. Open the drop down under
IPSec VPN and select Link Selection. Then select the Selected address from
topology table radial and select the interface you want to use.
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Check Point Gateway - BranchOffice (2] ‘ X

General Properties P Sellection by R e p
[+-Network Management election by Remote Peer
[#H-NAT Locally managed VPN peers determine this gateway's IP address using the following method:
HTTPS Inspection (@ Always use this IP address:
HTTP/HTTPS Proxy -
Main address
Platform Portal o
UserCheck (@ Selected address from topology table:
[=IPSec VPN -
Link Selection (O statically NATed IP:
VPN Advanced (O calculate IP based on network topology
[H-VPN Clients
OUse DNS resolving:
[#-Logs
Fetch Policy Full hostname:
Optimizations Gateway's name and domain name (specified in Global Properties)
Hit Count
[H-Other (O Use probing. Link redundancy mode:
High Availability: Configure
Load Sharing: HEES
Outgoing Route Selection
Determine the outgoing interface using one of the following methods:
When initiating a tunnel
@Operating system routing table
ORoute based probing
Setup...
Source IP address settings...
Tracking
Outgoing link tracking:
None N
< >

5. For 3" party GWs you will need to create it as an interoperable device, and select
the link selection within the topology tab. The click the manually defined radial and
select the inside network on the other end of the tunnel.

Interoperable Device - Marks_Fortinet

General Properties

Topology Machine

IPSec VPN Name: |Mark5_Fomnet | color: M Black v
IPv4 Address: | 68.104.253.119 Resolve from Name [[J oynamic Address

IPv6 Address: | |

Comment: |

Products:

[ Configure Servers...

Cancel
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Interoperable Device - Marks_Fortinet

General Properties — — = 0 X
Topology ‘ Type to Search O\| P9 Get. B New. A E X Delete i /& Actions
[ IPSec VPN Name Network ... IP Address Network Mask  Topology
VPN Domain
(O All IP Addresses behind Gateway are based on Topology information
(@ Manually defined [s% net 10.200.200.0 | | View...

6. Next you will need to create the VPN community. Click on the security policies tab
on the left pane. The select VPN Community at the bottom left.

W9 Objects~ | @ Install Policy

Standard \ 4

+ Access Control
1\ Policy
£ NAT

~ Threat Prevention
AR Policy

i@ Exceptions

Shared Policies

= Mobile Access
3+ © Geo Policy
F Inspection Settings @

Access Tools
% VPN Communi ties
) Updates
N UserCheck
[ Client Certificates ®
&, Application Wiki ®
@ Installation History

7. There are two types of communities you could create; a Mesh community,
consisting of multiple gateways all being able to connect VPN to each other; or a
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Star community, which is one central GW with remote GWs VPN back to it. Select
new, and your choice of community.

VPN Communities #*+ N | X | Q search. 3 items
 demo_VPN Star Custom | Meshed Community

£ Mylntranet Meshed Custom

583 RemoteAccess Remote Access Custom

8. Give it a name and select your participating GWs

Qe x
:& _ demo_VPN
Enter Object Comment

Gateways Center GAtEWAYS «+«+weerrrrrerrreis
Encrypted Traffic All the connections between the Gateways below and the Satellite Gateways

: will be encrypted.
Encryption

+ X Search...

Tunnel Management Q
VPN Routing Name Comments
MEP ® firelink_shrine

Excluded Services
Shared Secret
Wire Mode

Advanced [ ] Mesh center gateways

Satellite Gateways ..........................................................................

All the connections between the Gateways below and the Center Gateways
will be encrypted.

+ | X Q search..
Name Comments
G2 Afirst_flame

Marks_Fortinet

& Add Tag
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9. You can choose to accept all internal traffic if the participating GWs without the
need for an access rule.

:3: . demo_VPN
Enter Object Comment

Gateways Encrypted Traffic

Encrypted Traffic [ ] Accept all encrypted trafficon:  E enter and satellite gatewa
Encryption The rule applies for all to internally managed community members.
Tunnel Management Log Traffic: (Defined in Global Properties, Log and Alert Tab)
VPN Routing

MEP

Excluded Services
Shared Secret
Wire Mode

Advanced
& Add Tag

| OK ‘ ‘ Cancel ‘

10.Next, choose the encryption method. This is where most of your troubleshooting
with 3 party GWs will take place. The Encryption methods must be identical on
both ends. Use Aggressive mode if you are connecting to a 3™ party that does not
support Main mode. Use Perfect Forward Secrecy for extreme security needs as it
will affect performance.
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% _ demo_VPN
Enter Object Comment

Gateways Encwption METNOMA  coverrre e
Encrypted Traffic Encryption Method: \ Prefer IKEv2, support IKEv1 .

Encryption

Tunnel Management Encryption Suite

VPN Routing O Use this encryption suite: | Suite-B-GCM-256 256, SHA-384, ECC

MEP (® Custom encryption suite:

Excluded Services IKE Security Association (Phase 1)

Shared Secret Encryption Algorithm: \ 3DES v ‘
Wire Mode Data Integrity: ‘ SHA1 = ‘
Advanced Diffie-Hellman group: ‘ Group 5 (1536 bit) v ‘

IKE Security Association (Phase 2)

Encryption Algorithm: ‘BDES “
Data Integrity: ‘MDS "
/0 =

IKE Security Association (Phase 1)
[] Use aggressive mode
IKE Security Association (Phase 2)
[¥| Use Perfect Forward Secrecy
Diffie-Hellman group: ‘ Group 5 (1536 bit) =

["] Support IP Compression

& Add Tag

‘ OK | ‘ Cancel

11.You can choose to create permanent tunnels if you wish.

% _ demo_VPN
Enter Object Comment

Gateways Permanent Tunnels
Encrypted Traffic [] Set Permanent Tunnels:
Encryption 0 wnne the

Tunnel Management
VPN Routing On specific tunnels in the communit Select Permanent Tunnels
MEP Enable Route Injection Mechanism (RIN Settings
Bxcluded Services Tunnel down track: | Log
Shared Secret Tunnel up track:
Wire Mode
Advanced VPN TUNNEI SRAFING -voeveveessriieiieiieiiiiis

() One VPN tunnel per each pair of hosts

(®) One VPN tunnel per subnet pair

() One VPN tunnel per Gateway pair

& Add Tag

| OK ‘ ‘ Cancel ‘ I‘

12.Decide how the tunnel routes. Whether the satellites can go through the center or
just to it only.
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QO x

% _ demo_VPN
Enter Object Comment

Gateways VPN Routing
Encrypted Traffic Enable VPN routing for satellites
Encryption (® To center only

(0 To center and to other satellites through center
Tunnel Management

() To center or through the center to other satellites, to Internet and other VPN targets
VPN Routing
MEP a
Excluded Services
Shared Secret =
Wire Mode

Advanced

& Add Tag

13.MEP (Multiple Entry Points) is used for load balancing if you are expecting heavy
load on your tunnel.

Q@ x

_ demo_VPN

Enter Object Comment

33

Tunnel Management
VPN Routing
I MEP

Shared Secret
Wire Mode
Advanced

14.You can choose certain traffic that will not be encrypted over the tunnel to increase

performance.

Excluded Services

Gateways MEP (Multiple Entry Points) .................................................
Encrypted Traffic [ Enable center gateways as MEP
Encryption Entry point selection mechanism

Choose the method by which the entry point gateway will be
chosen from the gateways in the center:

Tracking: | Log

Advanced

When the chosen mechanism returns more than one optional entry point,
use the following method to make the final selection:

Return packet routing

Returning packets can be routed according to |P pool NAT
which is configured per gateway, or by using the route injection
mechanism (configured under Tunnel Management)

& Add Tag

Cancel |
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:g: . demo_VPN
Enter Object Comment

Gateways Excluded Services
Encrypted Traffic The following services are excluded from the community.
E i Connections with these services will not be encrypted
neryption and will not match rules specifying the community in the VPN community.
Tunnel Management + Q Search...
VPN Routin
uting Name Comments
MEP

Excluded Services
Shared Secret
Wire Mode
Advanced

& Add Tag

’ OK ’ | Cancel ’

15.When connecting to a 3" party you will need a Shared Secret. This password
must be identical on both ends of the tunnel.

:S: . demo_VPN
Enter Object Comment

Gateways Y VT =T0 = o €=
Encrypted Traffic [v| Use only Shared Secret for all external members
Encryption with all internal

Tunnel Managemey gnter secret: ‘oooooooooooooooo‘
VPN Routing

MEP

Excluded Services | OK ’ ‘ Cancel

Shared Secret
Wire Mode
Advanced

& Add Tag

‘ OK ‘ ‘ Cancel ‘

16.Wired mode simulates the GWSs being connected together via wired connection,
bypassing the GW completely.
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demo_VPN

Enter Object Comment

Gateways

Wire Mode

Encrypted Traffic Bypass Firewall

[] Allow uninspected encrypted traffic between

Encryption ! - - -
Wire mode interfaces of this Community members

Tunnel Management
VPN Routing

MEP

Excluded Services
Shared Secret

Wire Mode

Advanced
& Add Tag

| ok

Cancel ’

17.In the advanced settings you can configure when IKE phase 1 and 2 are auto-

renegotiated. You will also want to disable NAT here.
accessing internal assets if you are connecting by IP.

NAT can cause issues

. demo_VPN

Enter Object Comment

3

Gateways IKE (Phase 1)
Encrypted Traffic Renegotiate IKE security associations every (minutes): [ 1440 S
Encryption

IPsec (Phase 2)
Renegotiate IPsec security associations every (seconds): | 3600 F{:

Tunnel Management
VPN Routing

MEP NAT

Excluded Services

[v| Disable NAT inside the VPN community \ Both center and satell

ite gateways

Shared Secret
Wire Mode Reset

Advanced | Reset All VPN Properties

& Add Tag

Cancel ‘

18.Next, you will create an Access Rule to allow the VPN traffic. You will add the
network/host objects in the destination and source. Choose the VPN community

you created, then allow and log the traffic.

v VPN (4)
4 vpn & 10220 & 10220
= mypc B mypc
& net 10.200.200.0 & net 10.200.200.0
& 192 & 192

19.Publish and install policy on participating GWs

©2019 Check Point Software Technologies Ltd. All rights reserved
Check Point for Beginners — CP4B — Series

333 demo_VPN *  Any @ Accept



VPN with a Third Party

1. An example of configuring on a Fortinet for the 3™ party. The IPSec wizard. Name,
select type of VPN, and NAT configuration.

@ Dashboard > VPN Creation Wizard
S N .
& Security Fabric N @ VN sctup » @ Authentication » @ Policy & Routing
& FortiView >
4 Name Checkpoint-FW Site to Site - Cisco
Network >
Template Type BIGAGRICE Remote Access | Custom
£ System >

Remote Device Type FortiGate

B Policy & Objects > _

0
& Security Profiles >

NAT Configuration No NAT between sites
This site is behind NAT This FortiGate Cisco
One-Click VPN Settings The remote site is behind NAT

|_D_ VPN v

IPsec Tunnels

IPsec Wizard w
< Back Next > Cancel

IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User & Device >
= WiFi & Switch Controller >
Ll Log & Report >
€ Monitor >

2. Configure IP, interface, and authentication methods.

@& Dashboard > | VPN Creation Wizard
S N .
i Security Fabric OB @ VPN Setup » @ Authentication » @ Policy & Routing
& FortiView >
Remote Device [LFGLIEE Dynamic DNS Checkpoint-FW: Site to Site - Cisco
+ Network >
IP Address [1111
Syst >
@ System Outgoing Interface [ ¥ wan1 v
% Policy &Obijects ’ Detected via routing lookup
& Security Profiles > Authentication Method [EEIEICVEGHY Signature Il/
|_D_ VPN +  Pre-shared Key [ soesne ®

This FortiGate Cisco
One-Click VPN Settings

IPsec Tunnels

IPsec Wizard e < Back Next > Cancel

IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User & Device >
= WiFi & Switch Controller >
Ll Log & Report >
€ Monitor >

3. Configure the source and destination subnets. Click create.
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ortiGate 90D FGT90D3713008012

@ Dashboard > VPN Creation Wizard
4 ; )
A Security Fabric Ml @ VPN Sctup » @ Authentication » © Policy & Routing
& FortiView >
Local Interface =3 internal v ‘ Checkpoint-FW: Site to Site - Cisco

& Network >
o Local Subnets 10.200.200.0/24 ‘

System >

4 o

& Policy & Objects > Remote Subnets [ 172.2.2.0/24] ] Internet NS
@ Security Profiles > ) l‘]/

|_EI_ VPN Y| InternetAccess JNIIEY Share WAN | Force to use remote WAN This FortiGate Cisco
One-Click VPN Settings

IPsec Tunnels

IPsec Wizard v <Back Cancel

IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User & Device >
= WiFi & Switch Controller >
Ll Log & Report >

FortiGate 90D FGT

@ Dashboard > | 4 CreateNew & Edit & Print Instructions
& Security Fabric 4 Tunnel Interface Binding Template Status F
& FortiView > | CheckPoint M wan1 % Site to Site - Cisco QUp 4
“ Network >
£ System >
B Policy & Objects >
& Security Profiles >
IQ VPN v

One-Click VPN Settings

IPsec Wizard

IPsec Tunnel Templates

SSL-VPN Portals

SSL-VPN Settings
& User &Device >
= WiFi & Switch Controller >
Ll Log & Report >

M2 N anitar N

4. Preconfigured templates

FortiGate 90D FGT90D3713008012

@ Dashboard > | @ View
¥ Security Fabric ’ Template Description
& FortiView > | &2 Dialup - FortiClient (Windows, Mac OS, Android) On-demand tunnel for users using the FortiClient software.
& Network > ite to Site - FortiGate Static tunnel between this FortiGate and a remote FortiGate.
& System > Dialup - FortiGate On-demand tunnel between two FortiGate devices.
% Policy & Objects N @& Dialup - iOS (Native) On-demand tunnel for iPhone/iPad users using the native iOS IPsec clier
) Dialup - Android (Native L2TP/IPsec) On-demand tunnel for Android users using the native L2TP/IPsec client.
& Security Profiles > & Dialup - Windows (Native L2TP/IPsec) On-demand tunnel for Windows users using the native L2TP/IPsec clieni
IE VPN v Dialup - Cisco IPsec Client On-demand tunnel for users using the Cisco IPsec client.
One-Click VPN Settings ite to Site - Cisco Static tunnel between this FortiGate and a remote Cisco firewall.
IPsec Tunnels Dialup - Cisco Firewall On-demand tunnel between a FortiGate device and a Cisco Firewall.

IPsec Wizard

SSL-VPN Portals

SSL-VPN Settings
& User & Device >
= WiFi & Switch Controller >
Ll Log & Report >

5. Configure the encryption method here.
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-

@8 Dashboard

NA Security Fabric

& FortiView

% Network

£ System

B Policy & Objects

& Security Profiles

L vPN
One-Click VPN Settings
IPsec Tunnels
IPsec Wizard
IPsec Tunnel Templates
SSL-VPN Portals
SSL-VPN Settings

& User & Device

*F WiFi & Switch Controller

>

>

>

= FortiGate 90D FGT90D3Z13008012

VPN Template Details

%% Site to Site - Cisco

Phase 1interface

Proposal: 3des-shal 3des-md3
Dead Peer Detection: on-demand

DH Group: 5

Remote Gateway Address

Allow this object in routing table: enable

Local Address Group

Allow this object in routing table: enable

Wil Log & Report > Remote Address Group
© Monitor ’ Allow this object in routing table: enable
Phase 2 Interface
DH Group: 5
Perfect Forward Secrecy (PFS): enable
Source Address Type: name
Destination Address Type: name
Proposal: 3des-md5
Comtim Dmicom
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Common SKs for troubleshooting S2S VPNs

sk34467 - Debugging Site-to-Site VPN
sk60318 - How to Troubleshoot VPN Issues in Site to Site
sk108600 - VPN Site-to-Site with 3rd party
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