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HyperFlow Now Available in R81.20

- Automatic and reactive system resource management
- Load balancing on CPU cores
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HyperFlow Overview

Increasing the Throughput of the Connection

» Automatic system resource management ]
(load balancing on CPU cores) [ ]
1]
[ 1]
- Reactive - No changes in core allocation until _
EF is detected. Iﬁlsr’?avxilé Parallel Processing Instances

Elephant Flow Throughput

/

No Manual configuration

o
@ No reboots needed
il z
No Traffic loss
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New Solution for in R81.20 | Dynamic Balancing

T = Super instance

N/

§&] Check Point
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Dynamic Balancing — What's New in R81.207?

CPUO I CPU1 I I CcpPU2 I CPU3 CPU4 I CPU5 I CPUG I CcpPU7 I

§&] Check Point

[ J
0 CHECK POINT ©2023 Check Point Software Technologies Ltd. 5



Dynamlc Balancing — What's New in R81.207

Sibling logical core —¢

CPUO cpUl cPU2 cpPU3 CPU4 CPUS CPUG cPU7

Inactive
instance

Super

instance
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FW Architecture Overview

Accelerated Path Slow Path

The packet is completely handled by

Packet flow starts from SecureXL which :
Igfglcjgig(éd and forwarded to the passes it directly to FireWall Streaming gggﬁﬁ)g{ gs”not el
network layer for Deep-packet inspection

New packet flow introduced by
HyperFlow!
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FW Architecture Overview — Cont.

Firewall

Streaming (L4)

| CPAs | PsL

]

DPI & Application
Parsers (L5 - L7)

Advanced
HTTP Parser TLS Decrypt -
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High Level Packet Flow

Async operation/
communication

Kernel

Firewall process

New message

to PPE PPE process

SecureXL

NIC

Medium Path Inbound

PPE reply handling
!

Outbound

PPE Manager

AV (Hash) job
processing

' "~~___IPS/AB (PM) job

~
~
~

X

PPE Manager
reply — notify
job is done

IPS/AB (PM) job
processing
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Reply to FW —
on last job
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HyperFlow in R81.20

& @ W
L

L L L L >
Successful Value Gathering R81.20 HyperFlow
installations monitoring feedbacks GA following phase
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HyperFlow Value

- Major parameters:

7

Boost ratio Reduced

processing duration
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Boost ratio*
scheduled backup events
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HyperFlow Value — Boost Ratio

120
100
40

YTYSIB0NYET
OLEY BYZO0ST.
TLEELLILLT
6LESISHTLLT.
2LSOZLLOLLT
90 996YOLLT.
LZITTSVOLLT
T6TSIR00LLT

467 STZBUT
PYY6LEELALT
YB0E BSOLALT
ZE6ZEBINT
PSS 00vIALT
SSPOVSESALT
L0 BLTSAUT
L8YTZI0SUT
LB AT
EYSELYUT
BEVYTEZY LT
SZCLYEXT
£60£BOEXT
99B0LETEXT
TRUSYER AT
TUEVYUTHT
POEGZYLZAT
E2L66TZZUT
EEIBIETXT
SLTTR0BTLT
LETSESTTXT
00TZEBITALT
Z12809TTXT
96Z68L80T
ZYS8BI0T
6568905091
L0V EZOXT
OTSO6T865T
E£8SLTWSESLT
SE0BECEGSLT
WAL LI6SLT
S00SSZT6SLT
655 TU BT
TIL BELSLT
18R LSLSLT
9SOTEBRLSLT
269 (ZELSLT
9BYOZZOLSLT
60ET09555LT
BLEVTSEYSLT
9BFTE0BYSLT
9L U EESLT
S59pLSLESLT
LYSLYTLESLT
LTT6EUTSLT
LLEE STEOSLT
CEESESTLYLT
605 GELYYLT
LBIBLEOVYLT
8SCELLLTVLT
EERZZZSOPLT
8551 FEELT
BLLSETELT
£90T 68TSELT
09p9IEGEEELT
LSISESVZELT
RYBTLERZEST
SLLEQLTTGNT
Y60EI06RL 6
TOEYTOLSLL

95 B0BE 869
685BILI
ZITHTLZYS
EZEVZEBO0
ECYTORLTIE
TEE 00TZL 06
SYBEBSTZYE
168586681
75099 SLT
896LZLZRT
S9T99% 88

062500998

06SVLLBYS

LSET8IER

Z6SEEEVZ8

zotzZSI8

ITZSS6IEL

TLBEY6EEL

ILEEWEL

0BEYBITS

88098

LTUTREY

SI6EEIBE

00VEZOZEE

YSBEr6STE

£5668.50T

12

©2023 Check Point Software Technologies Ltd.

Boost ratio breakdown

Event(#)

Boost ratio calculated per event

([ ]
& cHeck POINT



HyperFlow Value — Reduced Processing Duration

Reduced processing duration
« 39-days timeframe
* Ports: 50051, 11133 (backup traffic)
* Represented in hours

+  The accumulated diff is calculated by: Accgisr = X.(Dyeq;)

* i =Heavy connection event index
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HyperFlow
Diagnostics

cpy
Overview SysInfo Network 1/0 Software-blades Hardware-Health Advanced

f

Top-Protocols T p-Connegtions

,,,,,,,,,,,,,,,,,,, | et

2 MM bttt Diagnostics majors:

| | R (s > HyperFlow cores (dynamic) allocation

|
|
i 1
| CPU Type System Idle Interrupts . .

| 0 CoreXL SND 99% 0% 27,032 t

[ 1 CoreXL_SND v 1% 903 0% 27,03 mMmonitoring
| 2 CoreXL SND . 11% 89% 0% y !

| 3 CorexlL Fw % | 78%

|

|

2 Coreki P \ w o CPU usage advanced monitoring

S CorexL Fw % B82% 0N

A BT L PPE_MGR state (changing live from
|t Asleep to Active)
| PoE b state:  Active > Jobs details & count
BRES (processed by HyperFlow engine)
T ————— » Heavy connection logger and functions

Libfw kern 64 us 0.s kiss thin nfa exec one buf parallel xlate . .
Tl e Eotnde b pekedubniatHsT running on the CPU durmg each
kernel.kallsyms ] @1000 _xmit_frame

(kernel.kallsyms ] copy user _generic unrolled . . .

LA Karm64Tue 0.8 B Te{K processs sOtry spike(Spike detective)
libc-2.17.50 GI 1octl .

Libfw_kern 64 us 0.5 psl handle packet

(kernel.kallsyms ] fwkdrv toctl

Libfw kern 64" us 5 hash find hashent

libfw kern 64 us 0.5 fw do cksum

kernel . kallsyms ¢] fwkdrv handle packet

Libfw kern 64 us 0.s0 fwuser queue read.lto priv.5500

Libfw kern 64 us 0.5 fw je malloc

Libfw kern 64 us 0.5 cmi _execute ex
lihéu barn RA 1Lie en rn mAdAR hlark haet ardar
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Heavy Conn Table

- Run by command: ‘fw ctl multik print_heavy conn’
- Contains diagnostic of HyperFlow’s activity per connection event
- Listing per event
[Expert@Gateway 172.29.31.135:0]# fw ctl multik print_heavy conn —pretty
[fw_l]; Conn: 172.29.32.130:34950 — 20.200.0.2:8001 IPP 6

Separate dlagnOStICS for. Instance load: 44%

Connection instance load: 99%
StartTime: 11/01/23 17:49:45
Duration: 8

® AsynC throughput IdentificationTime: 11/01/23 17:49:48
Service: 6:8001

Total Packets: 759701

* Sync throughput S

Num of MD5 jobs: 570118
Num of buffers sent to Main: ©

DDE_Hoavv Nuratinn- 7

Async Duration: 7

Async Bytes: 951014898

Async Transitions: ©

Async Avg Load: 68%

Sync Avg Load: 44%

Medium Well eligible: Yes (PSL)
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HYPERFLOW

FOLLOWING PLAN



HyperFlow- Following Plan

ﬁ

ﬁ

dditional protocols &

CIFS Support jobs

UDP traffic support

A

Debugging and
diagnostics
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HyperFlow Following Plan

CIFS support

**Addressing customer feedbacks
*Expanding HyperFlow customers
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HyperFlow Following Plan

Additional protocols & jobs,

UDP traffic support

+*Keeping customers pain-points in mind

“*Improving Infrastructure to expand supported heavy connection events
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HyperFlow Following Plan

Debugging & diagnostics
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