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Configure the firewall as per:

https://dI3.checkpoint.com/paid/d9/d99fd83a9b0028e2e6ech42ac23c840b/CP R80.40 and RS81 J
umbo Hotfix SAML For VPN RA.pdf?HashKey=1648637502 1bbd79fea971181d656bc2dcbc6760a

f&xtn=.pdf

Pg 19 — Step 6 (optional) — turns out to be critical, rather than optional! You must complete this
step. Here are some additional notes to put more flesh on the bones....

(Step 6, A)
Create user groups. Add members.

https://portal.azure.com/#blade/Microsoft AAD IAM/GroupsManagementMenuBlade/AllGroups

Enterprise Applications:

https://portal.azure.com/#blade/Microsoft AAD IAM/StartboardApplicationsMenuBlade/AppAppsP
review/menuld/

When you add user groups to the Enterprise App they may have the wrong role assigned. For
example...

Azure Active Directory admin center

Dashboard > /.’._.'s > Enterprise applications > Azure_IDP

2 Azure_IDP | Users and groups

Enterprise Application

Columns | &7 Got feedback?

& Overview

Sentoyment o users? to noin properties to prevent this.
eployment Plan

Ere o * i

Manage

I properties Object Type Role assigned

Group AzureVPNUsers2

Group AzureVPNUsers2

& Owners
&, Roles and administrators
28 Users and groups

D single sign-on

@ Provisioning

This means the “VPN_Users” group will not be included in the App Manifest, and will not apply to
the Access Role in the rulebase. This needs to be updated.

Check Point Access Roles need to reference the Azure Group names — BUT - If you continue in the
state shown above, then any users in the VPN_Users group will actually match the AzureVPNUsers2


https://dl3.checkpoint.com/paid/d9/d99fd83a9b0028e2e6ecb42ac23c840b/CP_R80.40_and_R81_Jumbo_Hotfix_SAML_For_VPN_RA.pdf?HashKey=1648637502_1bbd79fea971181d656bc2dcbc6760af&xtn=.pdf
https://dl3.checkpoint.com/paid/d9/d99fd83a9b0028e2e6ecb42ac23c840b/CP_R80.40_and_R81_Jumbo_Hotfix_SAML_For_VPN_RA.pdf?HashKey=1648637502_1bbd79fea971181d656bc2dcbc6760af&xtn=.pdf
https://dl3.checkpoint.com/paid/d9/d99fd83a9b0028e2e6ecb42ac23c840b/CP_R80.40_and_R81_Jumbo_Hotfix_SAML_For_VPN_RA.pdf?HashKey=1648637502_1bbd79fea971181d656bc2dcbc6760af&xtn=.pdf
https://portal.azure.com/#blade/Microsoft_AAD_IAM/GroupsManagementMenuBlade/AllGroups
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AppAppsPreview/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AppAppsPreview/menuId/

group rules on the Check Point firewall. Therefore, it is crucial to follow these steps to change the
group role within the Enterprise App (not fully documented in Step 6 of the instructions).

Go to Home > App Registrations > find your app....

Azure Active Directory admin center

7 Dashboard > . ...

« —eeee .o | App registrations =

= Azure Active Directory

New registration @ Endpoints ﬁ Troubleshooting O Refresh ' Download [E Preview features fé? Got feedback?

*

> @ overview

l B8 Preview features
—_

@ Starting June 20th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical s

- X Diagnose and solve problems be upgraded to Microsaft Authentication Library (MSAL) and Microsoft Graph. Learn more
=
Manage
All applications ~ Owned applications Deleted applications
& Users _
& Groups 2 Start typing a display name or application (client) 1D to filter these r... +7 Add filters

8E External Identities

4 applications found

&k, Roles and administrators
Application (client) ID
& Administrative units
. bedfdd06-abed-4ed7-2:

#} Eenterprise applications
€9f0f123-b59f-4776-a4

MAFICIMSTeamsCollection 6236ecaT-efde-4597-9;

=

App registrations

P2P Server 93bc2e51-7716-4692-b

£ Application proxy

E custom security attributes.
(Preview)

4 Licenses
»  Azure AD Connect

k= Custom domain names

2 Mobility (MDM and MAM

Then, App Roles > Create App Role. Create a new role for the new User Group. Make sure the
“enabled” box is ticked.

Repeat this to create a new role for each User Group you need to use for VPN access.

» Dashboard » ....... > Azure_IDP

Azure_IDP | App roles #

Create app role

H
— LY

Display name * ©
O Search (Ctr+/) « AP Got feedback? [[ven_users

# ovenview

App roles Allowed member types *

& Quickstart ~ (® users/Groups
App roles are custom roles to assign permissions to users or 2pps. The application defines and publishes the app roles and interprets them
# Integration assistant as permissions during authorization. QO Applications

Both (Users/Groups + Applications)
How do | 2ssign App roles ©) ps + Appl

Manage
Value* ©
= aranding & properies Display name Description Allowed member types  Value 1) state (Ve uses
D Authentication VPN_Users VPN_Users Users/Groups VPN_Users 13e75481-990b-47¢2-... Enabled ot
escription * ©
Certificates & secrets AzureVPNUsers2 AzureVPNUsers2 Users/Groups AzureVPNUsers2 455af07-67a0-4d8d-... Enabled

VEN_Users

1l Token configuration

APl permissions

Do you want to enable this app role? ©®

&, Roles and administrators

M Manifest




Next, open the Manifest page.

Check that the manifest contains each of the roles you have created, as demonstrated below. The
description, Display Name and Value should contain the role name. Check that the ID exactly
matches the Object ID for the role. There should be a section for each user group. E.g:

Azure Active Directory admin center

; Dashboard > * * > Azure IDP

3 Azure_IDP | Manifest =

* |/9 Search (Ctrl+/) | « E save X Discard T Upload ¥ Download ,Q? Got feadback?
> B overview . . S .
° The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azu
aa & Quickstart
] . ) 1 {
- #" Integration assistant 3 “id": "Bed3ad - ~3fa3b"
3 "acceptMappedClaims”: null,
Manage 4 "accessTokenAcceptedVersion™: null,
5 "addIns": []
B Branding & properties ’
- g scprap 6 "allowPublicClient": false,
3 Authentication 7 "appId": "bedfuuoo socu cel aeos cooo.o.43e38",
8 “appRoles™: [
Certificates & secrets a
. . 18 "allowedMemberTypes":
il Token configuration " “ e t
11 User
& API permissions 12 1.
13 “description™: "VPN_Users®,

& Expose zn AP 14 "displayName": "VPN_Users",
- 15 "id": "13.T0 .0 LoD Lo o _6248a601271",
#L Approles 16

"isEnabled”: true,

S8 Owners 17 "lang”: null,
18 "origin' gl = ion",
S 19 "\.falu
20 b
il Manifest 21 I
22 "allowedMemberTypes”: [
Support + Troubleshooting 23 “User™
&2 Troubleshooting 24 }’ e e .
25 description™: "AzureVPNUsers2”,
& New support request 26 "displayName™: "AzureVPNUsers2"
28 "isEnabled”: true,
29 "lang”: null,
3a "origin Lo i
31 "\:alue
32 1
33 .
34 "oauth2AllowUrlPathMatching™: false,

35 "createdDateTime": "2022-83-20T17:13:24Z",




(Step 6, B)

Next, go back to Azure Home > Enterprise Apps. Find your App.

https://portal.azure.com/#blade/Microsoft AAD IAM/StartboardApplicationsMenuBlade/AppAppsP
review

Single Sign-On.

Add the group_attr

Azure Active Directory admin center

; Dashboard > ~ ° > Enterprise applications » Azure_IDP >

“ Azure_IDP | SAML-based Sign-on

— Enterprise Application

* ¢ T Upload metadata file 2 Change single sign-on mode  ¥= Test this application &7 Got feedback?
b H# Overview
a Deployment Plan Set up Single Sign-On with SAML
Manage An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
. implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Learn
il Properties more.
Py §
& Ouvmers Read the configuration guide o for help integrating Azure_IDP.
& Roles and administrators o
Basic SAML Configuration y
& Edit
Identifier {Entity ID) https:// _.—-l—.___.\/saml-vpn/spPortal/ACS/ID/b5be

LT O « 7 517

Provisioning Reply URL (Assertion Consumer Service URL)  httpsy/, J/saml-vpn/spPortal/ACS/Login/b
Shem” T 7T T ottt based
B Application proxy Sign on URL Optional
c " . Relay State (Optional) Optional
self-service Logout Url (Optional) Optional
e Attributes & Claims y
Security & edit
© Conditional Access givenname user.givenname
surname user.surname
2. permissions emailaddress usermail
© Token encryption I group_attr user.assignedroles I
Activity
3 sign-inlogs 9
SAML Signing Certificate 7 it
il Usage & insights i
Status Active
Audit logs Thumbprint 38400 i e o e+ o e s 2 11CAOC
ﬁ Provisioning logs Expiration 3/29/2025, 6:18:54 PM
Notification Email FE Y |
3= Access reviews App Federation Metadata Url https://login.microsoftonline.com/e83eede2-9f3b-... I

Certificate (Basesd) Download



https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AppAppsPreview
https://portal.azure.com/#blade/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/AppAppsPreview

Undocumented step — CRUCIAL

Go back to the Enterprise App > Users & Groups. We need to change the user group Role Assigned

to ensure that each group has its own Role assigned (rather than all having the same role assigned,
as shown previously).

Tick the box next to the role you need to change. Edit. Select the relevant role and click Assign.

Azure Active Directory admin center

; Dashboard > Azure_IDP
1]
@ Azure_IDP | Users and groups
= OB e Appicotion
* “ + add ussr/gmu Remove /2 Update Credentials columns | & Got feedback?
> i overview
The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this. =3
. Deployment plan © e e 9 PP prep P
[
B Manage [, First 200 shown, to search all users & groups, enter a display name
Il properties Display Name Object Type Role assigned
2 Owners L LIS rzurevenusers2 Group AzureVPNUsers2
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3 single sign-on
% Provisioning
[ | A Selectarole - Azure Active Direc X | - o x|
<« @] (&) hitps;//aad.portal.azure.com/#blade/Microsoft_AAD_IAM/ManagedAppMenuBlade/Users/objectld /676d5878-9637-441-972c-9645713841c7/appldfbe.. A g > O ¥ % & S
Azure Active Directory admin center o
» . . . .
Dashboard > > Enterprise applications > Azure_IDP Select a role X
e . . Only role slecte
Edit ASS|gnment N nly a single role can be selected
= Askaris
[P Enter role name to fitter items
* Users and groups
> AzureVPNUsers2
Select 3 role
a VPN_U:
None Selected
&

/

SE‘EW
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(Step 6, C)

Next, open SmartConsole.

Create legacy User Groups for each of the Azure groups you wish to reference. These group names
must start with EXT_ID_ then exactly match the Azure group case — including the exact upper/lower
case. Inthis example we need two groups named:

EXT_ID_AzureVPNUsers2

EXT_ID_VPN_Users

aroConsole

-
-

Q Search...
+— ﬁ = -+- Mew... =

spalgn

User Groups & S

48 EXT ID AzureVPMUsers?

4 EXT ID WPN_Users

grp_tes
4 RAD CheckPointVPN

gt Test_Users

These groups should be empty. Check Point simply uses the group names as a way to reference
what is in Azure.



Finally, create new Access Roles for each VPN user group. Give the Access Role a unique name.

Within the Users section, select the relevant legacy User Group created in the previous step.

Use the Access Role in your security rules as normal.

k Paint
riConsole

i Discard | Session ~ @ | ) Publish

=+ @ installPoliy (g [ Actions~ [ Changes..

Source Destination Services & Applications  Action

Azure_AzureVPNUsers2
Enter Object Comment
“
Any user
Networks e
A3 Azure_AzureVPNUsers2 * (s + x
T P Remote Access Clients Type / Source Directory Unique Identifier
4% EXT_ID_AzureVPNUsers2 Internal User Group
# Add Tag
oK Cancel
& ~ # ANy F Ay Ta nip ™ ACCEPT = Mont v I
=Y A

Log into VPN using your Azure credentials.

Thoroughly test that users are being applied to the correct Group/Access Role when they log in. This
should be done be confirming the traffic rule # in the logs, and also using #pdp monitor, e.g:

#pdp monitor user matt.dunn

This system is for authori use only.
Last login: Mon Apr 4 15: 24 2022 from 6. __. °°
[Expert@. ___.__. -FwW:0]# pdp monitor user matt.dunn

ession: 91lee9648
ession UUID: {FCD383F8-E00C-6E45-FFBO-B045AC2D4F4E}
. - I 4 A |
Users
matt. dunn@. “-.com {73d40222%}
LogUsername: matt dvnnd: cnm
Groups: All us EXT_ID _AzZurevVPNUsers2
RoOles: AZure_AzZurevreNuserss
T « REINJLE ALLESD
ion Method: Trust
Distinguished Name:
Connect Time: Mon Apr 4 15:
Next Reauthentication: Mon Apr
Xt Connectivity Check: -
Mext Ldap Fetch: -

Packet Tagging Status: Not




