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Establish trust relationship between Cisco ISE and the Identity Collector

This document is based on lab experience and a video published here. The documents describe how you
can issue certificates using a Microsoft Certificate Authority to establish trust between a Cisco ISE and a
Check Point Identity Collector. Check the TCP ports that need to be allowed between the instances in the
Identity Awareness Administration Guide here.

Reserve at least 90min of time for the trust deployment process in case you are not experienced.

Certificate Authority
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Each end entity will require a signed certificate from the CA to establish the trust required for the pxGrid
communication. On the ID Collector the certificates will be stored in Java key stores. In this document
you will learn how to create these key stores and how to add the keying material and certificates to

them.
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Preparing Certificate Management Tools

Use ‘KeyStore Explorer’ on Windows available at https://keystore-explorer.org/downloads.html. The
tool is available as well for Linux computers.

All communication requires DNS name resolution and a network diagram will help you during the
deployment process. You want the following to be documented and ready:

e |P addresses and FQDN of ID Collector host
e The root certificate of the CA issuing the certificates
e Access to Cisco ISE Management interface
e Ensure that Cisco ISE and ID Collector host have connectivity based on DNS name resolution and
the following ports (see ID Awareness Administration Guide here for details)
o HTTPSTCP/443
o XMPP protocol TCP/5222
o Bulk Update TCP/8910

You can create a Microsoft Certificate Authority on a Windows Server and access this CA locally using a
web browser. Using this CA allows you full control about the certificate processes and avoids time delays
when working with 3™ party Certificate Authorities.

http://localhost/certsrv/

@: < [& rrop: focahosticerteri/ =l &) 2] [x],2 ang
i Favorites | i3 @] Suggested Sites = 8] Web Sice Gallery =

(@ Microsoft Active Directory Certificate Services | | -8

Microsoft Active Directory Certificate Senvices — windemoca

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify yol
communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other se

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), ¢
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate

Download a CA cerificate, cerfificate chain, or CRL

Save the CA certificate in base64 format. You need this for later steps.

Microsoft Active Directory Certificate Services — windemoca

Download a CA Certificate, Certificate Chain, or CRL

Totrust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

—

Encoding method: \

 DER
@ Base 64
Download CA cerfificate

CA certificate:

Download latest base CRL
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Create the Cisco ISE certificate for pxGrid

You will need to create a certificate signing request on the Cisco ISE administration interface. The signing
request should include the host name of the Cisco ISE as subject name in the request.

The request should be provided in base64 encoded text format. In this way you can paste the request to
the relevant menu in the Microsoft CA.

Sign the request coming from the Cisco ISE host on the Microsoft CA

Microsoft Active Directory Certificate Services — windemoca

Request a Certificate

Select the certificate type:
Web Browser Cerfificate
E-Mail Protection Certificate

Or, submi[an advanced certificate request. ]

Microsoft Active Directory Certificate Senvices — windemoca

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a cerlificate request by using a base-64-encoded CMC or PKCS #10 file. or submit a renewal request by using a base-G4-encoded PKCS #7 file. ]

Paste the base64 encoded text and ‘submit’.

Microsoft Active Directory Certificate Serices — windemoca

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #
(such as a Web server) in the Saved Request box.

Saved Request:

1dcHWs11kSsaCvlgK3vp3eQoslyDELvEHkSPxs Ty 4]
Base-64-encoded [wtQaiidDvPP2TnxnloXREDELCHEKTEZ25g2ublsd
certificate request |[0fIn8ZJ3séphgarE93ktZecoe5PRu7SqnzUxwz0+

(CMC or [Ug0i0/u3X9XtenVIYSVrHVHNTAS3T7qrE3JTEeakv.

PKCS #10 or 21LUYCWP6w4KBg==

PKCS#7):  |-——-- END CERTIFICATE--——- -
| | »

Additional Attributes:

=
Attributes: hd
K| r
Submit > I

Issue the certificate request using the ‘Service Manager > Active Directory Certificate Authority’ menu.

k.. Server Manager
File Action Wiew Help

s FHHlE=HE

ila Server Manager (WIN4IDC) Pending Re
5 5 Roles
Request ID Binary Request Reque it Status Code Reguest Disposition Me: e Request Submission Date Regquester Name
= % Active Directory Certificate
2 Enterprise FIT Eals ——BEGINNE...  The oferation comple... Taken Under Submission 3/12/2019 8:18 PM NT AUTHORITY..

E'] Certificate Templates
El g windemoca
| Revoked Certificate
| Issued Certificates
| Pending Requests
| Failed Requests
5 web Server (1Is)

Select the request and use the right click menu to ‘issue’ the certificate. Use the web interface of the CA
to download the certificate to a file.

Pass the certificate and the root CA certificate to the Cisco ISE administrator and install them.

Bind to the certificate to the pxGrid service and restart the relevant Cisco ISE application services.
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ID Collector Client Java Certificate container

Create a new key store selecting jks format

Start ‘KeyStore Explorer’ and select ‘create a new key store’.

Generate a new private public key pair for the host of the ID Collector (key size should be 4096)

Generate Key Pair
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You will see this window.

Generate Key Pair Certificate

= e

[z
-

] o |

Define a name. The name will become the subject field of the certificate. All other fields can remain
empty.

Name

[commontame (@) =] [dllectormpiblocal |||+ |- |
oromimtontnton: [+ | - |
ogrzatontame 0 [ & | - |
=TT | I
T 2 |
T | (R

Once you clicked ‘ok’ you will see the ‘name’ field populated.
Generate Key Pair Certificate

——

_x |_ow |
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Click ‘ok’ and see the alias for this key pair.

New Key Pair Entry Alias x|

Click ‘ok’ and define a password that will protect the private key. Use something easy i.e. ‘vpn123’ when
you are in a PoC environment.
=lolx|

File Edit View Tools Examine Help

FEFIREIEE Y Y Y X EEI)
Uniitied-1* % |

8| [E] |Entry Name |aigorithm |key Size | certificate Expiry [Last Modified

New Key Pair Entry Password x|

Enter New Password: | ======
Confirm New Password: | =====+

[ |_ oot |

KeyStore Type: JKS, Size: no entries , Path: ‘Untitled-1'

Click ‘ok’ and see that you have generated a private public key pair that can be used to request a
certificate. Note the name of the jks object is still ‘untitled’.

‘# Untitled-1 * - KeyStore Explorer 5.4.1 =10 =

File Edit WView Tools Examine Help
lCH«~xbhEBElReR@T-0|LOGQ|O

Untitled-1* # |

& [ E [Entry Name |algorithm ~ |Key Size  |certificate Expiry | Last Modified
W = idcollector.mylab. local RSA 4056 3/11/2020 6:50: 12 PM CET 3/12/2019 6:57:48 PM...

Generate Key Pair El

@ Key Pair Generation Successful,
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Generate certificate signing request for the ID collector host
Select the key pair, click right and execute the ‘Generate CSR’ dialog.

& Untitled-1 * - KeyStore Explorer 5.4.1 -0l =

File Edit View Tools Examine Help
I ChH|e~|&80B

Untitied-1* % |

GrRA—-@ 1O0Q|0

Certificate Expiry Last Modified

0:12 PM CET 19 6:57:48 PM....

&4 Cut Ctrl+x
L[] Copy Cirl+C

3 Export »
. Generate C5R

% Import CAReply 3
== Edit Certificate Chain 4

- Sign ’
g Unlock

[+ Set Password

75 Delete

T Rename

In the dialog window select the path where you want to save the CSR file and click ‘ok’.
x|
Format:  (+ Fi
Signature Algorithm: [SHA-256 withRsA =
Distinguished Name (DN) ~[CN=idcollector.mylab.local ll il
chalenge: |

Optional Company Name: I

Extensions: [~ Add certificate extensions to request

CSR. File: IC:\Feris\jdcollechor.mylab.local.csr Browse |
oK I Cancel |

You will see the CSR was generated and find the file in the relevant directory.

Generate CSR x|

@ CSR Generation Successful.

|| idcollector.mylab. local. cer 3/12/2019 710 PM CSR File
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Open the csr file using Notepad++ and copy the base64 encoded text including ‘begin’ and ‘end’ lines.

MIIEZzCCAKBCAQAWTEgMBAGAIUEAwwXaWRIb2xsZHNOb3 TubX1sYNIubG93 YWwwggTiMAOGCSqG
SIb3DQEBAQUAR4ICOWAWeyIKA0ICAQC SITkPQkwInIVIMtespsPSX66504nxin+EpS3GruXaPbgT
6uDTSeH6nuEMG/ i5tgedui092Zs21iTisWLaYARB6dwEtIDmezqrh+518xAHS5F5kileav03glacp
+FHEzSowiVxE68adT03B1 InGhpARgC5H/ GI1d0N s rekms OwwhDW/ 520Jb+B0Em+B6kt LzUVABCET
chzcJTkaTHEVivOExUSMKNE6 I hyzPsfa2UsncxJvERIZE9YTI+5b5GArHXZNHp 3T e/ Xuod£0ps 6TM
KN+ PwhAuInMgJoi vMTGoHaTENnTtz3 ZWATvEUFELglakdWumt TRy v4 6KiCzFamE HoX THHZut F4My
2mILLEovHn1BkTuyxPkilesxpBEf97Pee DFEG3HRAE,/ XUDNHVS LEGatmS a TuOWLWYSQ5VFZCPE TV
83pUlkAbc5£DYXX1DLaBI1TLvFyrSP6dAHECK2 qWWHT Fiw+mHshn3rx1 6mR5VvSh3SchZD4UVkyg
Tb51delySvlUgSLTZQzfNUYTtc4Z 6MW 3 Vkmimé £0VSAzCosY4 INSERkwLzRoT tvb THECHMWL +haWgl
11 aZapAEJKB3atTXCGrIMZX5IWwTRIDcUoi3oiDyolme0yOCHEASOT0dXixQPDSXkC4HWCoRaTDvANG
12 H+9MhSARplglrURgTXEMRSz4VStEVQIDAQARARAAWDGY JKaZIhveNAQELEGADgg IBALATEFCRZI/Z
15 53BhuTF7gncy0ypdO88GeI0lDAmYke3 TnEJLEBal vEAXGEExxkyCEJOILgEMF+kTf4VoXbzdd tmX
14  FRighS1RCETZQVBWmxRWEMUgZUPv6AmIRESS PwlKiMcYGRETiZHIWMm+AxGUNN2nT43Zvzidcas
15 Waz2fvBéat/s+DXAEvVUIE+YX6Ji4xiB0Lvk]3sIQnooXOVWWHEL4qf46IgdBsYm/ Im+cCoULKREC
16  UYJQWZOcgIPOecSw+44ZXk0Ualo0g6dssmeIgZiushxKAdsPyXiSiGHzsXG4diuYTAXTEO4/ 0B/
17  5T40z+yXL233J1+y0tQPRb15TIngFdgPaw(3cinévBlISPWO6zFELbMKkU6 LU KEITulZudWTsv5
18 rIJcWr7HwlJv(2+XTEx5X94yIpENESirZEQEAFtFeOZIrJBULSvNwOH2 236d69VSKAkcw+gyvo3bi
1 95YRhd+rHpJO51ZfveltZ8FNCLwed i kCAG20/ J1g/ 1VpUDIné10aEE/AEFEU1F kN T 1hOclYlah
ROR/ ImO1CETHSup/ AMELITzd0Y rEK+FEQSNAWFYS sYDECATAaN6 FCIE3fiiwR19gha2 sVSVoLaly
rGY¥+kIawegSYoxkwl2b(h5ey/838Lk710duBJ6SHSNLaMaxFbEgObwZ gFeciNOTwh

ST T BT U

[= T Ie ]

=

R R B3RS
[N
I
I
1
1
1
=
=
=}
=l
)
=
5]
8
H
=
g
[#7]
-
|
1
1
1

Sign the certificate request on the Microsoft CA

Paste the base64 encoded text into the request form of the Microsoft CA.

(€ Wicrosoft Active Directory Certificate Services | | B -

Microsoft Active Directory Certificate Senvices — windemoca

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a cerificate, you can verify
communicate with over the Web, sign and encrypt messages, and, depending upon the fype of cerfificate you request, perform othe

You can also use this Web site to download a certificate authority (CA) certificate, cerificate chain, or certificate revocation list (CR
request.

For more information about Active Directory Certificate Services, see Active Directory Cerfificate Services Documentation.

Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Select ‘advanced request’ and then ‘submit a certificate request by using the link including ‘base-64-
encoded’.

@ Microsoft Active Directory Certificate Services | |

Microsoft Active Directory Certificate Services — windemoca

Request a Certificate

Select the cerfificate type:
Web Browser Cefificate
E-Mail Protection Cerfificate

Or, submit {n advanced certificate request. ]

Microsoft Active Directory Certificate Senvices — windemoca

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file. ]
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Paste the text and ‘submit’.

Microsoft Active Directory Certificate Services — windemoca

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or Pk
(such as a Web server) in the Saved Request box.

Saved Request:

rIJCWrTHWLIyQ2 +XTRx5X 94 yIpeNESir ZEgELFTF «|
Base-64-encoded |95YRhd+rHpJO51ZfyeltZ8FNCLwedikCAG20/ T1g
certificate request |RQR/ TmOLCETWSup/ AMNLITzd0YrKK+FEQSNAWEYS

(CMC or rQ¥+kIlawegSYoxkwl2bQhSey/838LkT1oduBI65N

PKCS #100or  |---—- END CERTIFICATE REQUEST--———

PKCS #7): | A
1| | 3

Additional Attributes:

Attributes: -
K| »

Recall the certificate request ID — here ‘5.

Microsoft Active Directory Certificate Services — windemoca

Certificate Pending

Your certificate request has been received. However, you must wait for an admi

Your RequestId is 5.

Please return to this web site in a day or two to retrieve your certificate.

Note: You must return with this web browser within 10 days to retrieve your certificate

Use the ‘Server Manager > Active Directory Certificate Services’ menu to find the request.

&y Server Manager

File Action View Help
e %mld=H

% Server Henager (VIO

-
[ 5 Roles
L isposition Message Reqguest Submission Date Requester Name

= ﬁ Active Directory Certificate i
& Enterprise PIC Taken Under Submission 3/12/2019 8:18 PM NT AUTHORITY\,..

@ Certificate Templates
= 8_21 windemoca
| Revoked Certificate
| Issued Certificates
| Pending Requests
| Failed Requests
Qﬂ Web Server (IIS)

e operation comple...

Select the request and use the right click menu to ‘issue’ the certificate.

Pending Requests

Reguest ID Binary Reguest Request Status Code Request Disposition Message

= = ; Taken Under Submission
View Attributes/Extensions...

Export Binary Data. ..

I Issue
Hel
; Dery
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You can use the web interface to save the signed certificate to a file.

Microsoft Active Directory Certificate Senices — windemoca

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you ca
communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perfor

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation li
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:

Beauest a cerdificate

View the status of a pending cerificate request

View the Status of a Pending Certificate Request

Select the certificate request you want to view:

Saved-Request Certificate (Tuesday March 12 2019 10:46:42 AM
Saved-Request Cedificate (Tuesday March 12 2019 81818 PM

Download the certificate in Base64 format.

Microsoft Active Directory Certificate Semices — windemoca

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & Base 64 encoded

@ Download certificate
Download cerificate chain

Save the file. You don’t need the certificate chain.
Import the signed certificate into the Java key store

Import the saved certificate file into the Java key store you are creating for the ID Collector client
certificate.

#- Untitled-1 * - KeyStore Explorer 5.4.1 i =]
File Edt View Tools Examne Help

D H e« |8 DB |% *RE—-91H0E @

Untitled-1= % |

Certificate Expiry Last Modified

: 095 3L :50:12PM C 9 6:57:48 PM. ..
(L, View Details »

4 cut Ctrl+x
| copy ctri+c

5 Export b
|| Generate CSR.

2 Import CAReply B FromFile
&5 Edit Certificate Chain » [ From Clipboard

~# Sign »
o Unlock

) Set Password

 Delete

T Rename
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Import the file and click ‘ok’.

‘# Untitled-1 * - KeyStore Explorer 5.4.1
File Edit “iew Tools Examine Help

lCeler OB ®%erRET-OLEAQ|@

Untitled-1* 3 |

=lalx

|T|| |& | [E| |Entry Name

= ® |idcollector.mylab. local

Import CA Reply x|

@ CA Reply Import Successful.

You will see the ‘last modified’ information changed.
Import the Microsoft CA root certificate into the Java key store

Now you need to import the root certificate from the CA that has signed the certificate for the ID
Collector host end entity.

[| Import Trusted Certificate
i
1

X
(JT] | .+ Computer ~ Local Disk (C:) ~ certs - m I Search certs ﬂ
Organize *  Mew folder

= - 0@

.0 Favorites Date modified Size
B Desitop 019 11:43AM  Security Certificate |.
4 Downloads

=l Recent Places

A Libraries
@ Documents
J’ Music
[E5] Pictures

B videos
1% Computer
eﬂ Network

<]

File name: | caroot x| |anFiles =l
Open I Cancel |
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You will get prompted to accept the ‘alias’.

‘@ Untitled-1 * - KeyStore Explorer 5.4.1
File Edit View Tools Examine Help

=]
EEIEEEER TR EOIEEEGIG
Unh'ﬁed—l*ﬁl
(T |E| |Entry Name Algorithm  |Key Size | Certificate Expiry

Last Modified
22:49 PM CET|3/12/2019

KeyStore Type: JKS, Size: 1entry , Path: ‘Untitled-1'

See the import was successful.

‘- Untitled-1 * - KeyStore Explorer 5.4.1
File Edit View Tools Examine Help

I =]
Il ee@srshBRERLa~oe0Oale

(¥}

Certificate Expiry Last Modified
5 : 3(12/2020 8:22:49 PM CET|(3/12/2019
@& windemoca RSA 3/12/2024 10:11:05 AM ..

. 3/12/2019 8:36:47 PM...

Import Trusted Certificate: |

@ Trusted Certificate Import Successful.
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Save the Java jks key store as a file

Save the Java jks key store as a file. Define an ‘easy to be remembered password’ when doing a PoC.

| @ untitled-1 * - KeyStore Explorer 5.4.1 ) ] 3
| File Edit View Tools Examine Help

O C|e|l 2% 0B
!Untiﬁed—l

RrRE—O|LOAQ|@

= | | I El |Entr\|r Mame I.ﬁlgon'ﬁ'lm |Key Size ICerﬁﬁGate Expiry ILast Modified
| 'L}f';f = @ idcollector.mylab.local RSA 4096 3/122020 8:22:49 PM CET 3/12/2019 8:30:25PM...
| # | - | ® |windemoca 3/12f2024 10:11:05 AM ...[3/12/2019 &:

set KeyStore Password x|

Enter New Password: IF
Confirm Mew Password: IF

0K I Cancel |

Once you clicked ‘ok’ and you saved the file, note that now you see a name given for the tab you are
working on.

Qt. idcollector.jks - KeyStore Explorer 5.4.1 o [ P

File Edit View Tools Examine Help

05 a0 B
[ eslactsr ﬁl ]

Y EOEETDIE

T/ | &l | El|Entry Name |algorithm  |key size  |certificate Expiry | Last Modified
E-E" g2 @ idcollector.mylab.local RSA 4096 3f12/2020 8:22:49 PM CET 3/12/2019 8:30:25 PM...
| # | - | ® |windemoca RSA 3/12/2024 10:11:05 AM ...|3/12/2019 8:3

Use this file when configuring the ID collector Cisco ISE object in the ‘client settings’.

IFSE Server Name
Write your comment here

Server Settings

Primary Node: l— [i ]

Secondary Node: l— [i]

Site: l—

Certificate File: I [—§
Certificate Key: l—

Machine Mame: I—

Client S

gs

Certificate File: IC:\cer‘ts\ldcollector.Jks [~}

Certificate Key: lm—

OK | ‘ Cancel ‘
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Cisco ISE Server Java Certificate Container

Create a new Java key store in jks format and import the Cisco ISE certificate

Once you have created the container import the certificate you created for the Cisco ISE earlier.

& Untitled-2 * - KeyStore Explorer 5.4.1
File Edit View Tools Examine Help

S [
—
Do |« +|xhB|® ﬂ? —@|doeale
idcollector jks ® Untited-2 = n|
& @|Emryuane |ﬁlgmlhl| |Key§ze |Cer|iﬁm|zEw'ry |LBtMmiﬁed
l
Enter Alias: |ise.mylab.local
I =N
KeyStore Type: JK5, Size: no entries , Path: 'Untitled-2'
Click ‘ok’ and see the import was successful.
=lolx|
Fle Edit view Tools Examine Help
JCdeamsbaB|ReRE~0|010GQ|l0
idcollector jks # Untitled-2 = x|
& | E |Entry Name |algarithm [Key Size |certificate Expiry |Last Modified
- @ ise.mylab.local RSA 2048

3(7/2020 10:23:00 AM ... 3/12/2019 3:30:48 FM ...

Import Trusted Certificate

x|

@ Trusted Certificate Import Successful.

Import the root certificate of the CA that has issued the Cisco ISE certificate

Import Trusted Certificate

4

| o
File name: |caroct

Accept the suggested alias.
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‘- Untitled-2 * - KeyStore Explorer 5.4.1 =lolx]

File Edit View Tools Examine Help
lCWeasrxaBRBeRT-0|L0Aa|@

idcollector jks % Untitied-2 = :|

/| [El |entry vame |Algorithm |Key Size | certificate Expiry | Last Modified
- @ ise.mylab.local RSA 2048 3/7/2020 10:23:00 AM ... 3/12/2019 9:30:98PM ...

Trusted Certificate Entry Alias x|

Enter Alias:

[ o | cona |

Save the Server Java key store as a jks file

Use the save menu and define a password for the Java key store container.

g Untitled-2 * - KeyStore Explorer 5.4.1 o [=] |

File Edit View Tools Examine Help

FE CNEEEREY T EEY B IEE=ID

idcollector. Untitled-2 * sl
@ | |E/ |Entry Name |algorithm |key Size | Certificate Expiry | Last Modified

- @ ise.mylab.local RSA 2048 3/7/2020 10:23:00 AM ... 3/12/2019 9:30:43FM ...
® - @ windemocs RSA 2048 3(12/2024 10:1L05 A, 3/12/2019 S:37:22PM ..,

Set KeyStore Password x|

Enter New Password: I“““
Confirm New Password: I“““

[ oc | coel |

Use this ISEserver.jks file in the ID Collector menu to configure the Server elements representing the
Cisco ISE host.

|isEtab
Wirite your comment here

ﬁer Settings \
Primary Node: ise.mylab.local [ i

Secondary Node: i ]

Site: mylab

Certificate File: IC:\certs\ISEser\rer.Jks [

Certificate Key: IF
UachinaName: ise

Client §

Qs

Certificate File: | [~

Certificate Key:

oK | | Cancel
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