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Establish trust relationship between Cisco ISE and the Identity Collector 

This document is based on lab experience and a video published here. The documents describe how you 
can issue certificates using a Microsoft Certificate Authority to establish trust between a Cisco ISE and a 
Check Point Identity Collector. Check the TCP ports that need to be allowed between the instances in the 
Identity Awareness Administration Guide here.  

Reserve at least 90min of time for the trust deployment process in case you are not experienced. 

 

Each end entity will require a signed certificate from the CA to establish the trust required for the pxGrid 
communication. On the ID Collector the certificates will be stored in Java key stores. In this document 
you will learn how to create these key stores and how to add the keying material and certificates to 
them. 
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Preparing Certificate Management Tools 
Use ‘KeyStore Explorer’ on Windows available at https://keystore-explorer.org/downloads.html. The 
tool is available as well for Linux computers. 

All communication requires DNS name resolution and a network diagram will help you during the 
deployment process. You want the following to be documented and ready: 

 IP addresses and FQDN of ID Collector host 

 The root certificate of the CA issuing the certificates 

 Access to Cisco ISE Management interface 

 Ensure  that Cisco ISE and ID Collector host have connectivity based on DNS name resolution and 
the following ports (see ID Awareness Administration Guide here for details) 

o HTTPS TCP/443 
o XMPP protocol TCP/5222 
o Bulk Update TCP/8910 

You can create a Microsoft Certificate Authority on a Windows Server and access this CA locally using a 
web browser. Using this CA allows you full control about the certificate processes and avoids time delays 
when working with 3rd party Certificate Authorities. 

http://localhost/certsrv/  

 

Save the CA certificate in base64 format. You need this for later steps. 

  

https://keystore-explorer.org/downloads.html
https://sc1.checkpoint.com/documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_IdentityAwareness_AdminGuide/html_frameset.htm?topic=documents/R80.20_GA/WebAdminGuides/EN/CP_R80.20_IdentityAwareness_AdminGuide/159268&anchor=o162378
http://localhost/certsrv/
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Create the Cisco ISE certificate for pxGrid 

You will need to create a certificate signing request on the Cisco ISE administration interface. The signing 
request should include the host name of the Cisco ISE as subject name in the request. 

The request should be provided in base64 encoded text format. In this way you can paste the request to 
the relevant menu in the Microsoft CA. 

Sign the request coming from the Cisco ISE host on the Microsoft CA 

   

 

Paste the base64 encoded text and ‘submit’. 

 

Issue the certificate request using the ‘Service Manager > Active Directory Certificate Authority’ menu. 

 

Select the request and use the right click menu to ‘issue’ the certificate. Use the web interface of the CA 
to download the certificate to a file.  

Pass the certificate and the root CA certificate to the Cisco ISE administrator and install them.  

Bind to the certificate to the pxGrid service and restart the relevant Cisco ISE application services. 
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ID Collector Client Java Certificate container 

Create a new key store selecting jks format 

Start ‘KeyStore Explorer’ and select ‘create a new key store’. 

 

Generate a new private public key pair for the host of the ID Collector (key size should be 4096) 
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You will see this window. 

  

Define a name. The name will become the subject field of the certificate. All other fields can remain 
empty. 

 

Once you clicked ‘ok’ you will see the ‘name’ field populated. 
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Click ‘ok’ and see the alias for this key pair. 

 

Click ‘ok’ and define a password that will protect the private key. Use something easy i.e. ‘vpn123’ when 
you are in a PoC environment. 

 

Click ‘ok’ and see that you have generated a private public key pair that can be used to request a 
certificate. Note the name of the jks object is still ‘untitled’. 
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Generate certificate signing request for the ID collector host 
Select the key pair, click right and execute the ‘Generate CSR’ dialog. 

 

In the dialog window select the path where you want to save the CSR file and click ‘ok’. 

 

You will see the CSR was generated and find the file in the relevant directory. 
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Open the csr file using Notepad++ and copy the base64 encoded text including ‘begin’ and ‘end’ lines. 

 

Sign the certificate request on the Microsoft CA 

Paste the base64 encoded text into the request form of the Microsoft CA. 

 

Select ‘advanced request’ and then ‘submit a certificate request by using the link including ‘base-64-
encoded’. 
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Paste the text and ‘submit’. 

 

Recall the certificate request ID – here ‘5’. 

 

Use the ‘Server Manager > Active Directory Certificate Services’ menu to find the request. 

 

Select the request and use the right click menu to ‘issue’ the certificate. 
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You can use the web interface to save the signed certificate to a file. 

 

 

Download the certificate in Base64 format. 

 

Save the file. You don´t need the certificate chain. 

Import the signed certificate into the Java key store 

Import the saved certificate file into the Java key store you are creating for the ID Collector client 
certificate. 
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Import the file and click ‘ok’. 

 

You will see the ‘last modified’ information changed. 

Import the Microsoft CA root certificate into the Java key store 

Now you need to import the root certificate from the CA that has signed the certificate for the ID 
Collector host end entity.  
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You will get prompted to accept the ‘alias’.  

 

See the import was successful. 
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Save the Java jks key store as a file 

Save the Java jks key store as a file. Define an ‘easy to be remembered password’ when doing a PoC.  

 

Once you clicked ‘ok’ and you saved the file, note that now you see a name given for the tab you are 
working on. 

 

Use this file when configuring the ID collector Cisco ISE object in the ‘client settings’. 
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Cisco ISE Server Java Certificate Container 

Create a new Java key store in jks format and import the Cisco ISE certificate 

Once you have created the container import the certificate you created for the Cisco ISE earlier.  

 

Click ‘ok’ and see the import was successful.  

 

Import the root certificate of the CA that has issued the Cisco ISE certificate 

 

 

Accept the suggested alias. 
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Save the Server Java key store as a jks file  

Use the save menu and define a password for the Java key store container.  

 

Use this ISEserver.jks file in the ID Collector menu to configure the Server elements representing the 
Cisco ISE host. 

  


