Check Point

SOFTWARE TECHNOLOGIES LTD.

202149 27H

CPAI-2021-0728

CVE-2021-22005

VMWare vCenter Server DEED I 71D 7y FO-FEn 35514
(CVE-2021-22005)

SmartDashboard

@ [IPS] 57%#IRL. [Protections] ZFEIRLET, &R MEREZEE>T [VMWare vCenter
Server Arbitrary File Upload (CVE-2021-

22005)] REMWREZIRL. REWBEDREERELIT,

2021498 29H

CPAI-2021-0720

CVE-2021-38306

LG Network Attached Storage @YY RV I153> (CVE-2021-38306)

SmartDashboard @ [IPS] 97%34RL. [Protections] &FEIRLET, REMEEEEST (LG
Network Attached Storage Command Injection (CVE-2021-
38306)] fREMEEEIRL. REWBEDRELRELZT,

202149 A 290

CPAI-2021-0703

CVE-2021-36623

Sourcecodester Sales Management System OfEEDQI7A APy FO-FEN2 iM%
(CVE-2021-36623)

SmartDashboard

@ [IPS] #7%#IRL. [Protections] ZFEIRLET, 1&FRMEAEZ(E>T [Sourcecodester Sales
Management System Arbitrary File Upload (CVE-2021-

36623)] REMWAEZIRL. (REWEEDHREERELXT,

2021498 29H

CPAI-2021-0718

CVE-2021-28890

J2eeFAST @ SQL 1Y Y17Y3Y (CVE-2021-28890)

SmartDashboard
® [IPS] #7%:ERL. [Protections] ZEIRLET, HFMEAEEE>T [J2eeFAST SQL Injection
(CVE-2021-28890)] {REMEBEZIRL., REMBEDRELRELET,

202149/ 29H

CPAI-2021-0716

CVE-2021-37599

Nuance Winscribe Dictation @ SQL 1YJ17Y3Y (CVE-2021-37599)

SmartDashboard
O [IPS] #7%3&EIRL. [Protections] #EINLEY, mEEMBEAEEF>T [Nuance Winscribe
Dictation SQL Injection (CVE-2021-37599)] {REEMEELIRL. REMEDREELRELET,

2021498 29H

CPAI-2021-0543

CVE-2021-37358

Seacms DUE-FI5I-FEFEITEINBHETHIE (CVE-2021-37358)

SmartDashboard
@ [IPS] #7%3IRL. [Protections] %ZIRLET, RFTMEEAEEE>T [Seacms Remote Code
Execution (CVE-2021-37358)] {REMAEXIRL., RERBEDRELRELET,

202149/ 29H

CPAI-2021-0708

CVE-2021-21513

Dell EMC OpenManage Server E2&DFEE/\1/VA (CVE-2021-21513)

SmartDashboard @ [IPS] 7%3%#IRL. [Protections] #REIRLEY, RFRMAEEE>T [Dell
EMC OpenManage Server Administrator Authentication Bypass (CVE-2021-
21513)] (REWREZIRL. REWBEDREERELIT,

2021498 29H

CPAI-2020-3403

CVE-2020-35575

TP-Link DK ZOVE-I5I-FEEITINSHETEME (CVE-2020-35575)

SmartDashboard @ [IPS] 97%3IRL. [Protections] &ZEIRLET, IRRMEEEEEST [TP-
Link Multiple Products Remote Code Execution (CVE-2020-
35575)] REMWAEZIRL. REWEEDRELRELET,

202149/ 29H

CPAI-2021-0731

Web Y=\DT1L 7~ SR-Y )V RO A

SmartDashboard @ [IPS] #7%%IRL. [Protections] #EIRLEY, RFRHEAEZEFE>T [Web
Servers Directory Traversal Evasion Attempt] {REMEELIRL. REREDRELRELTT,

202149 A 290

CPAI-2021-0710

CVE-2021-34621

WordPress ProfilePress 7571 DistENRIZSNBHETEME (CVE-2021-34621)

SmartDashboard
O [IPS] #7%3&RL. [Protections] #EIRLEY, mEREEAE%E{F>T [WordPress ProfilePress
Plugin Privilege Escalation (CVE-2021-34621)] {REMEEFIRL. REREDRTELRELZT,
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Check Point

SOFTWARE TECHNOLOGIES LTD.

20219H29H

CPAI-2021-0703

CVE-2021-36623

Sourcecodester Sales Management System DIEEDI7I I 7y FO-FEN2E5514E
(CVE-2021-36623)

SmartDashboard

@ [IPS] 57%2EIRL. [Protections] ZBIRLET, 1&FRMAEEE>T [Sourcecodester Sales
Management System Arbitrary File Upload (CVE-2021-

36623)] {REEMAEEIEL, REMREDRTEERELET,

202159 29H

CPAI-2016-1159

CVE-2016-3987

Trend Micro Password Manager IV RV IJ17Y3> (CVE-2016-3987)

SmartDashboard @ [IPS] #7%38RL. [Protections] #3EIRLET, MFREREEE>T [Trend
Micro Password Manager Command Injection (CVE-2016-

3987)] fREMAEEIRL. REREORELRELIT,

202149A29H

CPAI-2015-1480

CVE-2015-9266

Ubiquiti DEHE@OEEQI7AIA TPy TO- SN2 M55 (CVE-2015-9266)

SmartDashboard

@ [IPS] #7%#IRL. [Protections] ZFEIRLET, &R MEREZEFEST [Ubiquiti Multiple
Products Arbitrary File Upload (CVE-2015-

9266)] fREMREERL. REBRERDOREERELIT,

2021410R7H

CPAI-2021-0723

CVE-2021-38611
CVE-2021-38613

Nascent RemKon Device Manager OUE-r51-FEEITSNBHE55ME
(CVE-2021-38613; CVE-2021-38611)

SmartDashboard

@ [IPS] 57%#IRL. [Protections] ZFEIRLET, 1R MEAEZE>T [Nascent RemKon
Device Manager Remote Code Execution (CVE-2021-

38613)] REMBEERL. REBBEORELRELZT,

2021%10A10H

CPAI-2021-0752

CVE-2021-24741

WordPress Support Board F371Y® SQL 4V J173> (CVE-2021-24741)

SmartDashboard
@ [IPS] 57%&EIRL. [Protections] ZFEIRLET, 1EFE A% E>T [WordPress Support
Board Plugin SQL Injection (CVE-2021-24741)] RIEMAEEIRL. REWREDREERELEZT,

2021410R10H

CPAI-2021-0721

CVE-2021-29377

Pear Admin Think DIEEDI7AIA 7Y TO-FENBETEHE (CVE-2021-29377)

SmartDashboard @ [IPS] #7%:&3RL. [Protections] #&IRLET, MREREE(E>T [Pear
Admin Think Arbitrary File Upload (CVE-2021-
29377)] REMEELIRL. RERBEDRELRELET,

2021108 13H

CPAI-2021-0540

CVE-2021-33032

HomeMatic DUE-MA5I1-FEETEINBHE5514E (CVE-2021-33032)

SmartDashboard
D [IPS] #7%:&IRL. [Protections] #&EINLEY, mFRMBEAEEF>T [HomeMatic Remote
Code Execution (CVE-2021-33032)] {REEMEEZIRL., IREMBEDR ELRELET,

2021%10A19H

CPAI-2021-0734

CVE-2021-38840

Simple Water Refilling Station Management System @ SQL 1>J17Y3Y
(CVE-2021-38840)

SmartDashboard

@ [IPS] 57%#IRL. [Protections] ZZFEIRLET, 18R MEAEZ{E>T [Simple Water Refilling
Station Management System SQL Injection (CVE-2021-

38840)] fREMAEZIRL. REWEEDRELRELET,

20214108204

CPAI-2021-0745

CVE-2021-38727

FUEL CMS @ SQL 131473~ (CVE-2021-38727)

SmartDashboard @ [IPS] 5#7%%RL. [Protections] ZREIRLE T, iRFRMAEEE>T [FUEL

CMS SQL Injection (CVE-2021-38727)] {R#EMEEZIRL. REMBEDZ EERELET,

20214%8H2H

CPAI-2021-0389

CVE-2021-22911

Rocket.Chat @ NoSQL 1YY17¥3Y (CVE-2021-22911)

SmartDashboard
O [IPS] #7%3&RL. [Protections] #EINLET, MEMEEAEEF>T [Rocket.Chat NoSQL
injection (CVE-2021-22911)] {REMEEZIEL., REMIEEDRTEERELET,
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