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Overview 
 
The following document will guide you on how to use Github, Terraform, and Visual Studio Code to 
deploy Check Point Gateways in AWS, Azure, and GCP. The document will also demonstrate how 
to auto-provision a Check Point Gateway to a Check Point Manager using the cloud controller 
“CME” 
 
 

GitHub Repository 
• Create yourself a Github account.  

• Login and browse to the following URL -
https://github.com/CheckPointSW/CloudGuardIaaS 

• Once at the CheckPointSW/CloudGuardIaaS, fork the repo to your personal repositories 
library 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://github.com/CheckPointSW/CloudGuardIaaS
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GitHub Desktop 
• Download Github Desktop from the following link – https://desktop.github.com/ 

• Once Github Desktop is installed, log in with your newly created Github credentials. 

• Clone the repo you forked in the previous step. 
 

 
 

• Select the appropriate repo from the list 
 

 
• Once cloning has been completed to your local machine, you can now open GitHub 

code with Visual Studio Code. 

https://desktop.github.com/
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Visual Studio Code 
Following packages and add-on needs to be installed on your machine/Visual Studio Code: 
 

• Terraform will need to be installed on your local machine. Please follow the following link to 
accomplish this 

o Getting Started with Terraform on Windows: Install, Setup and Demo: 
https://adamtheautomator.com/terraform-windows/#The_Easy_Way 

• Once Terraform is successfully installed the following packages need to be installed within 
Visual Studio Code. 

• Search for an extension by clicking on the extension icon on the left of Visual Studio Code.

 

https://adamtheautomator.com/terraform-windows/#The_Easy_Way
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o Search for “HashiCorp Terraform” 

 
 

o Search for “Azure Terraform” 

 
 

o Search for “AWS Toolkit” 

 
 

• By default terminal in Terraform use Powershell, this needs to be changed to CMD 
o Click on Terminal on the top tabs and select “New Terminal” 

 
 

o A new terminal will appear at the bottom. Left of the terminal screen is a drop-down 

 
o Open drop-down and select “Select Default Profile” and then choose “cmd: as the 

default terminal. 

 
 

o NOTE: Visual Studio Code will need to be restarted for this change to take effect. 
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• Reason: Powershell does not understand “&&” signs. When deploying gateways in a new 
AWS VPC the”&&” is being used to auto-approve the newly created VPC before it starts 
deploying the rest of the infrastructure. 

 
 

Choose your deployment: 

• Will use AWS as an example: You want to deploy AWS gateways in a New VPC 

• Browse to the appropriate file location on the left of Visual Studio Code 

 
 

• Take some time to read the Readme.md in the above path. 

 
 

o Follow the instructions closely 
o Take note of terraform.tvars inputs in the readme.md 
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• The root key credentials can be provided in a few different ways within terraform. Please 
follow the Readme.md for these details. 

o The credentials configs can be located on the main.tf file 

 
 

• Then go to terraform.tfvars on the left tab  
o Fill in all the fields as per the Readme.md 

 
o Take note of the colors 

o Blue = Variable desroption 
o Orange = Accepted values as per the Readme.md 
o Green = Have been comment out of the code. 
o Some variables are either, “String”, “Number” or “Bool”. 
o String uses inverted commas “ ”. Numbers and Bool do not use “ ”.  
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 Deployment: 

• Now that all the variables have been filled in, now the fun can start. 

• Open a new terminal and go to file path of the deployment package (example: 
cd:/user/documents/github/CGIaas/terraform/aws/gateway) 

 
 
 

• When running the directory command all of the following files need to display, especially 
main.tf 

 
 

• These terraform scripts rely on modules. The modules need to be part of the entire file 
directory. (If cloning was done successfully these modules will be part of the folder 
directory) 
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• Now you will need to run “terraform init”. This command will initialise the necessary 
terraform files and modules that are being used in this script. 

 
 

• If all variables have been filled in correctly the “terraform apply” needs to be run. Terraform 
will now run checks to see if there are any errors within the script. 

o Note: “terraform apply” did not work. This is because of the terraform limitation in 
being used in this example. Under normal circumstance “terraform plan” will work 
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• With the “terraform apply” being run. It will start to deploy the VPC before hand. Once that 
has been done. Terraform will supply you with an output on whats going to be deployed in 
the AWS environment. 

o The rest of the modules are depended on the newly created VPC: 

 
 

o Terraform will supply you with the following output, when ready and happy with what 
is going to happen, enter the value “yes” to confirm your changes. 
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o Now terraform will be deploying and creating the resources into the AWS account as 
per the credentials specified in the main.tf file. 

 

 
 

o Login in to your AWS account to view the newly created Check Point GW’s  
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Auto-provision into an existing manager 

 
On existing manager: 

• Install CME package on the manager following SK157492 
o https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviews

olutiondetails=&solutionid=sk157492&partition=Advanced&product=CloudGuard 
o Admin Guide - 

https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Conten
t/Topics-
Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_
____3 

o AWS Manager - 
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviews
olutiondetails=&solutionid=sk130372#Setting%20up%20Automatic%20Provisioning 
 
 

• Cloud Controller has been to be configured on the manager. 
o The below command will initialise a controller and template within the manager. 

 
o “autoprov_cfg init AWS -mn <MANAGEMENT-NAME> -tn <CONFIGURATION-

TEMPLATE-NAME> -otp <SIC-KEY> -ver <VERSION> -po <POLICY-NAME> -cn 
<CONTROLLER-NAME> -r <AWS-REGIONS> -ak < AKIA***********> -sk < 
AoG90*********>” 

 
o The template will need to be configured. Here we specify which blades need to be 

enabled for the gateway at hand. 
 

o autoprov_cfg set template -tn < CONFIGURATION-TEMPLATE-NAME> -appi -uf -
pp 8080 -hi -ips -ab -av -ia 

 
o If the CME has been installed and the controller and template have been configured. 

You should see something similar. 

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk157492&partition=Advanced&product=CloudGuard
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk157492&partition=Advanced&product=CloudGuard
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk130372#Setting%20up%20Automatic%20Provisioning
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk130372#Setting%20up%20Automatic%20Provisioning
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• Now that the controller and template have been configured. You can run “tail -f 
/var/log/CPcme/cme.log” on the manager. This will display if the manager has seen any 
new gateways’ in the cloud account. 
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Variables in Terraform for Gateways to Auto-deploy: 

• For the manager to automate this process, you will need to specify a couple of variables on 
the terraform.tfvars file in your Visual Studio Code. 

 
 

 
 

o Note: The SIC key in the terraform.tfvars need to be the same on the controller 
configuration of the manager. 

 
 

 
 
 
 
 
 

Auto-provisioning working 
• Small clip of how an AWS gateway being deployed in a NEW VPC and auto-provisioned on an 

existing manager in AWS 
o https://youtu.be/6c78dENuZAM 

 
 
 
 
 
 
 
 
 
 
 
 

https://youtu.be/6c78dENuZAM

