CLOUD - MOBILE - THREAT PREVENTION

Check Point

SOFTWARE TECHNOLOGIES LTD. WELCOME TO THE FUTURE OF CYBER SECURITY

CloudGuard Deployment in Microsoft Azure

Summary:

This whitepaper walks through the creation of an Azure environment with a Check Point
CloudGuard firewall protecting a Web Server. The Azure environment consists of a VNet
with three subnets: Frontend, Backend and Web. The CloudGuard firewall will have a NIC
in the Frontend and Backend subnets and the Web Server will be deployed in the Web
subnet. A Check Point R80.20 Security Management Server will be deployed in the
Frontend subnet and integrated with the CloudGuard Controller.

Prerequisites:

- You will need a Microsoft Azure account with a valid subscription
- Basic understanding of the following Azure Services:

o Azure Virtual Networks: An Azure Virtual Network (VNet) is a representation
of your network in the cloud. It is a logical isolation of the Azure cloud
dedicated to your resources.

o User Defined Routes: AKA Azure Route Tables, allow you to create network
routes so that your Check Point CloudGuard firewalls can handle traffic
between all subnets and destined for outside the VNet.

o Virtual Machines: Provide flexibility of virtualization for a wide range of
computing solutions.

- Basic admin experience with SmartConsole

o How to create/modify objects
How to create/modify rules in a policy
How to publish sessions and install policy
How to view logs

o O O

Additional Resources:

- Recorded demonstration of this deployment:
https://www.youtube.com/watch?v=HX3mG-hjSDo

- Check Point Secure Knowledge Article sk109360 — Check Point Reference
Architecture for Microsoft Azure

- Check Point Secure Knowledge Article sk132192 — CloudGuard for Azure Latest
updates
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https://www.youtube.com/watch?v=HX3mG-hjSDo

Deployment Steps:

1. How to create a Virtual Network with a Frontend subnet
Navigate to Virtual Networks and click Create
Name: myVNET
Address space: 10.0.0.0/16
Choose your subscription
Create new Resource Group: myVNET-RG
Location: West US
Subnet:

i. Name: Frontend

ii. Address range: 10.0.0.0/24
h. Leave the rest as default and click Create

@roo0oTw

Home » Virtual networks > Create virtual network

Create virtual network O x

* Name

[ myvnET v

* Address space @

[ 1000016 V]
100,00 - 10.0.255.055 (65535 addresses]

* Subscription

[ Pay-As-YouGo -

* Resource group

[ (New) myVNET-RG ~ |

Creste new

* Lacation

[ Westus -

Subnet

* Name

[ Frontend <]

* Address range @

[ 1000024 ]

10.0.0.0 - 10.0.0.255 (256 addresses)

a
Disabled [EELIE]

Aot cptors

2. Add two more subnets to the Virtual Network

Click on myVNET

Navigate to Subnets and click on new Subnet
Name: Backend

Address range: 10.0.1.0/24

No Network Security Group

No Route tables

Click OK

@roaoop
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Home > Virtual networks > myVNET - Subnets > Add subnet

Add subnet
yVNET

* Name

[ Backend]

‘]

* Address range (CIDR block) @

[ 1001024

10.0.1.0- 10.0.1.255 (251 + 5 Azure reserved addresses)

Network security group
None

Route table
None

Service endpoints

Services @

0 selected

Subnet delegation

Delegate subnet o a senvice @

None

Click on new Subnet

Name: Web

Address range: 10.0.2.0/24

No Network Security Group

No Route tables (We will create this at a later time)

. Click OK

Home » Virtual networks > myVNET - Subnets > Add subnet

Add subnet

myVNET

* Name

[ wes|

* Address range (CIDR block) @

[ 10020724

100.2.0- 10.0.2.255 (251 + 5 Azure reserved addresses)

Network security group
None

Route table
None

Service endpoints

Services @

0 selected

Subnet delegation

Delegate subnet to a service @

None
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3. How to deploy the R80.20 Management Server

@rooo o

Search the Marketplace for Check Point

Select Check Point Security Management and click Create
Server Name: CPmanagement

Authentication type: Password

Choose Subscription

Create Resource Group: CPmanagement-RG

Location: West US

Home > New > Marketplace > Everything > Check Point Security Management > Create Check Poin

Create Check Point Security ... X Basics 0O X

1 Basics S

2 >
Co * Password @
3 7 5 “'Co‘hrm password |
4 A o ‘Pay-As-‘;ou-Gu ~ |
R * Resource group @
[ (New) CPmanagement RG ~|
5 Bu 3 Create new
[ets -]
[ oc |
Click OK
Check Point CloudGuard version: R80.20
License type: Bring Your Own License
Virtual machine size: 1x Standard D3 v2
Allowed GUI clients 0.0.0.0/0
. Allow download from/upload to Check Point
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Home > New > Marketplace > Everything > Check Point Security Management > Create Check Poin
Create Check Point Security ... X Security Managementset... O X

Check Point CloudGuard version @

R80.20 v

1 Basics v

Done

License type @

| Bring Yaur Gwn License v

2 Check Point Security Managem... s,
Configure additional settings

* Virtual machine size @ >
1Lx Standard D3 v2

* Allowed GUI clients @
[00000 |

/upload to Check Point @

Additional disk spece (GB) @
[o

n. Click OK

0. Virtual Network: myVNET

p. Subnet: Frontend

g. Once validation passes click Create

Home > New > Marketplace > Everything > Check Point Security Management > Create Check Point Security Management > Network settings > Subnet

Create Check Point Security ... X Network settings X Subnet o x
* Virtual netviork @ * Management subnet
Basics ual networl
1 Done v myVNET > { Frontend <]
* Subnet @

2 Check Point Security Manager../ Review subnet configuration

Done

3 Network settings
Configure network settings
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4. How to deploy the CloudGuard firewall

a. Search Marketplace for Check Point
b. Select Check Point CloudGuard laaS Single Gateway and click Create
c. VM Name: CPgateway
d. Authentication Type: Password
e. Choose Subscription
f. Create Resource Group: CPgateway-RG
g. Select Location and click OK
Create Check Point CloudGua... X Basics O x
* VM Name @
i [oeney .
7 - : =
]
3. > - |
4 L [ Pay-asYou G v
B R group @
[ (uew) CPgateway-RG v
5 Bu > Create new
W5 “l
[ oc |

h. Check Point CloudGuard Version: R80.10
i. License Type: Bring Your Own License (Check Point gives default 15 day
evaluation period)
Virtual Machine Size: 1x Standard D3 v2
Installation Type: Gateway only
SIC key — Vpn123456789
. Allow download from/upload to Check Point
Click OK

S3 TR
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Home > New > Marketplace > Everything > Check Point CloudGuard IasS Single Gateway > Create:

Create Check Point CloudGua... X CloudGuard settings o x
Check Point CloudGuard version @
1 Basics v [Reom0 <]
Done

License type @

[ Bring Your Own License M

2 Check Point CloudGuard settin... %
Configure CloudGuard settings

* Virtual machine size @

1x Standard D3 v2 >
>
Installation type @
[ Gateway only v |
N *SIC key @
/]

Allow download from/upload to Check Point @

Yes

Additional disk space (GB) @
[o

0. Virtual Network: myVNET

p. Frontend subnet: Frontend
g. Backend subnet: Backend
r. Click OK

Home > New > Marketplace > Everything > Check Point CloudGuard 12aS Single Gateway > Create Check Point CloudGuard IzaS Single Gateway > Netwc

Create Check Point CloudGua... X Network settings X Subnets 0 x
[ * Frontend subnet
Basics v * Virtual networ
1 Done myVNET > [ Frontend v
* Backend subnet
Subnets
° 0> [ Backens v]
2 Check Point CloudGuard settin... Configure subnets
Done

3 Network settings
Configure network settings

s. Once validation passes click Create
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5. Access Security Management Server Web Ul to download SmartConsole
a. Use browser to navigate to: https://YourMgmtPubliclP
b. Click Download SmartConsole

6. How to create the gateway object in SmartConsole
a. Open R80.20 SmartConsole using credentials defined during creation and SMS
Public IP

1 ~  admin
"y

SmartConsoler

=5 10442210122 -

Read Only Demo Mode ﬂ

LOGIN >

b. Create a new gateway object
I. Name: cpgateway
ii. Platform: CloudGuard laaS
iii. Gateway IP address: Static - Use the gateway’s frontend private IP
(10.0.0.5)
iv. Click Next
v. Initialize SIC
vi. Click Next
vii. Disable Anti-Spoofing on both NICs
I.  Go to Network Management and double click ethO and ethl
ii. Modify Topology and disable Anti-Spoofing on both interfaces.
Anti-Spoofing is already done by Azure.

.
Check Paint Gateway - cpgateway =

Genersl Propedies
= - Network Managemant 4% Getirterfaces. » N\ Bt (3 Aduonss @ Q Seach
@ NAT

HTTPS faoecton

Name Topology  IF Comments

_ Cancel

oK Cancel
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https://yourmgmtpublicip/

c. Create a permissive policy by changing Cleanup rule to:

1 | Cleanup

Action: Accept
Track: Log

Any * Any * Any * Any

d. Install only Access Control policy

7. Access firewall Web Ul to create a static route
a. Use browser to navigate to: https://YourGWPubliclP
b. Create route on firewall to route traffic destined for the Web Subnet through the
internal firewall interface. This is required because the firewall is not directly
connected to the Web Subnet

Any @ Accept E tog

Navigate to IPv4 Static Routes
Click Add

Destination: Web Subnet address space — 10.0.2.0

Subnet mask: 255.255.255.0

Add Gateway IP

Using first address of the Backend subnet as it represents the

Azure router — 10.0.1.1

Add Destination Route

Destnaticrs 10. 0 2 ]
Subret mask: 255.255.235. O
Next Hap Type: Norma X
Normak Accept and ‘craard packes.
© Reject: Drop paccess, 30d send unrecchobic messages.
Black Hole: Drop packets, but 000t 560 LAearhodie Mmessages.

~

Raric v

Local Scope [

Comment:
Add Gateway
Fing:

Add Gatensy v

IDD.E Hore
0011

8. How to deploy the Web Server
a. Search the Marketplace for Nginx Bithami

i.
ii.
iii.
V.
V.
Vi.

Select NGINX Open Source Certified by Bithami
Choose Subscription
Resource Group: myVNET-RG
Virtual machine name: myWeb
Region: West US
Authentication type: Password
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https://yourgwpublicip/

Home > New > Marketplace  Everything > NGINX Open Source Certified by EBitnami > Create a wirtual machine
Create a virtual machine

Complete the Basics tab then Review = creste to provison a virtus! machine with default parameters of review esch tab for ful
custom:zation,
Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETALLS
Select the subscrption to manage deployed resources and costs, Use resource groups lice foiders to arganize and manage all your
resources.
* Subscription @ Pay-As-You-Go v
* Resource group © yVNET-RG e
Create new

INSTANCE DETAILS

Virtual machine rame @ myWeb vi
* Ragicn @ West US X
Avadtatility optians @ N infraztructure redundancy required v
*image @ NGINX Open Scurce Certified by Sitnam: facd

Browsa all images and disks
‘sz @ Standard A v2
1vepu, 2GB memory
Change sze

ADMINISTRATOR ACCOUNT

Authentication type @ (®) Pazsword () 55H puslic key

* Usarrame @ ‘webadimin ,‘
FPasword® [ evesseeseeen v]
*Confmpasnod® [ e 7'

vii. Click Next : Disks and leave settings as default
viii. Virtual network: myVNET

iX. Subnet: Web

X. Public IP: None

xi. Network Security Group: None

Home > New * Marketplace » Everything * NGINX Open Source Certified by Eitnami » Create 2 virtual machine

Create a virtual machine

Basics Disks Networking Management Guestconfig Tags Review + create
Configure 3 new or existing virtua! network for your VM a5 well a5 how your VM will be accessed on the virtual network. Learn maore

NETWORK INTERFACE

When creating a virtual machine, a network interface will be created for you.

* Virtusl network @ myVNET .
Create new

* Suonet @ Web (10.02.0/24) e
Marege subnet configuration

Public P None b
Creste new

Network security group ) Aazic (@) Advenced

[@ iz VM image nas praconfigures NSG nues

Configure network security group None v

Create new

Accelersted networking @ ( (®) of
The selacted image does not support sccelerated networking

@ | revious | [ niext: Management >

b. Click Review + Create
c. Once validation passes click Create
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9. How to create the User Defined Routes:
Navigate to Route Tables
Click Create route table
Name: myVNETroutes
Choose Subscription
Resource group: myVNET-RG
Location: West US
Click Create
Once created, Navigate to Routes:
Click Add
I. Route name: Intra_VNET
ii. Address prefix: 10.0.0.0/16
iii. Next hop type: Virtual Appliance

S@~oo0oTy

iv. Next hop address: Internal NIC of the firewall (10.0.1.4)

v. Click OK
j. Click Add
i. DefaultGW
ii. Address prefix: 0.0.0.0/0
iii. Next hop type: Virtual Appliance

iv. Next hop address: Internal NIC of the firewall (10.0.1.4)

v. Click OK
k. Navigate to Subnets
i. Click Associate
ii. Virtual Network: myVNET
iii. Subnet: Web
iv. Click OK

10. Defining Networks that sit behind internal NIC of firewall
a. Edit cpgateway object
b. Navigate to Network Management
I. Modify Topology and Select Override
I. Leads to Specific Networks
ii. Create new address range object
i.  Name: Internal_Subnets
ii. First P Address: 10.0.1.1
iii. Last IP Address: 10.0.2.255
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"
| Check Point Gateway - cpgateway L7 =

-~ Germrs Properies

- Network Management 48 Gotirtefaces ~ N Bt [FAdons s @ Q Seach
@ NAT
HTTPS ranecten
T P
L TR A Name opology 1 Comments
- ICAF Server =
Flatiom Podsl  [ER—
Mal Trarafer Agd
(- Loga
-~ Fetch Pobcy
-~ Dptmizationss
He Court. Do e
- Other eaqs 1o
Gel Thas Network {Intemal) @
Qo 9
Ad 1 ¢ - Internal_Subnets
Lt Enter Object Canvent
‘ General Pvd
NAT First 1P address 10011
LostIP sddress: *  [10.0.2.253]
Secur
ot IPv6
First 176 address
A Lost IF6 address:
—— Ant-3 @ £dd Tag
P
% Cancel

1
Cancel |

oK Cancel

11.Update Access Control Policy
a. New rule:
i. Name: Traffic to web server
ii. Destination: cpgateway object
iii. Service: http & https
iv. Action: Accept
v. Track: Log
b. New rule below this
i. Name: SSH to all
ii. Service: ssh
iii. Action: Accept
iv. Track: Log

Destination Services & Applications  Action Install On
; | Traffic Lo web server * Any £ cpoatevay * any @ np @ Accept E o * Foboy largets
: | @ nitps
S5 to al ¥ Any * Ay ® fny “ sn @D Accept R teq % Poliy Targets
3 Cleanup ruls # any * Any » Any * Any @ ovreo F tog # FPoly Targets

c. New NAT rule
I. Original Source: Any
ii. Original Destination: cpgateway object
iii. Original Services: http
iv. Translated Source: Original
v. Translated Destination: Create host object called WebServer with IP
address of the Web server 10.0.2.4 (depends)
vi. Translated Services: Original

Original Source Original Destination  Original Services Translated Soarce .. Translated Services  Install On Comments

1 N oAy ] poatewsy @ nttp = Original 'q" = Original * Policy Targets

d. Install Access Control policy

©2018 Check Point Software Technologies Ltd. All rights reserved | pP. 12



12.Use a browser to navigate to the Public IP address of the firewall. Filter for http traffic
in SmartConsole to see what is happening.

A CPosteony - Vicosstt e x| () Gea x| B oe —_— lel@l 2
€ 5 C O Notseae | 16852300 % oWHE O :
B Apps B O[] Ouook Webpp [ OpenSenviceReque @ Webbx = Login|Single?s [ R Repo [ DemoPoim Wi @ htpsuieudsslesions 4B Login|ADPWerdor [ LogSimng K Cosizeme [0 URL Categoraaton . () SLED SW Acqusito [ 2016 Appiances. »

Congratulations! Quick Start Guide }

You are now running . G) ‘
Bitnami NGINX Open Access phpMyAdmin (O]

Source 1.14.1-0 in the

Microsoft Azure Cloud. Bitnami Documentation (3

Bitnami Forums @

Leam more about the Bnami Library. “

[

Q Accept A v K
http Traffic Accepted from 73189.204.161 to 1000.5
Detais Matched Rudes
Log Info Policy
ongin €0 cpgateway Action & Accept
Time (5) Today, 17:21:17 Palicy Management cpmgmt
Blade 221 Firewatl Policy Name Standard
Product Famity O Access Policy Date Today, 17:20:00
Type *.o Connection Layer Name Network
Access Rule Name Traffic to web server
Traffic / Acgess Rule Number 1
source @ 73189 204-161.hsd 1. cacomeas..
Source Port wa’::u MAT:
T External Wiate (NAT) Destnation P WebServer (10.0.2.4)
Destination <puateway (10.0.0.5) XJate (NAT) Source Port o
Destination Zone Internal TR DGAtoR b g
Sewice hip (TCP/30) AT R omber Xlate (NAT) Destination Port
Wi + emo NAT Agditional Aule Nu... .
Actions
Report Lag Report Log to Check Point
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13.How to integrate the CloudGuard Controller
a. Activate CloudGuard Controller on Management Server
I. Use putty to ssh to Management Server
ii. Type cloudguard on in expert mode

£ sdminBepmgmt.. e [l e

b. Go to Azure Portal to create the authentication method which the SMS will use
to access Azure environment
c. Navigate to Azure Active Directory
i. Navigate to Properties and Copy the directory ID

Home » Default Directory - Properties

Default Directory - Properties

Directory properties

¥ Identity Secure Score (Previe.

ii. Navigate to App registrations
I. Click New application registration
ii. Name: CloudGuard-controller
lii. Application type: Web app / API
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Iv. Sign-on URL: https://localhost/CloudGuard-controller
v. Click Create
iii. Copy Application ID

Homa * Default Directory - App registrations * CloudGuard-contraller

CloudGuard-controller =
Regstaned app

£ settings " wanifest @ Delete
Dl',r;l_:_,- nama Apphcation 103
CloudGuard-controller 153d5345-3828-425¢-Bb74-62415b7e1 87

Application type hbject IR
Web app / AP 147alede-2ee2-051-B768-TcTRedT27244

Hars Managed applcation in local directory

https:/ocalhost/CloudGuard -contreller CloudGuard-controller

iv. Click Settings
I.  Navigate to Keys
i. Description: CloudGuard
ii. Expires: Never
iii. Click Save
iv. Copy Value

DESCRIPTION EXPIRES VALUE

9 SIBAOMARVITIHWOPY MREOEXXMMSFIUEATMIITy XM s
et .]’}. e e

CloudGuard

d. Now choose Resource Group or Subscription that SMS will have access to:
I. Navigate to myVNET-RG
ii. Select IAM
I. Click Add
I. Role: Contributor role
ii. Assign access to: Azure AD user, group or service
principal
iii. Select CloudGuard-controller
iv. Click Save
e. How to create the new datacenter object
i. New object -> More -> Server -> Datacenter -> Microsoft Azure
I.  Name: Azure-Controller
ii. Input Application ID
iii. Input Secret key
Iv. Input Directory ID
ii. Click Test Connection
I. Connected means that Azure native objects can be used in policy

f. Publish session
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https://localhost/CloudGuard-controller

14.We can now use Azure native objects in the policy
Navigate to Access Control policy
Click the + in Source or Destination of any rule
Click Import
Hover over Data Centers
Click Azure-controller

a.

b.
C.
d.
e.

* B Network by Subscriptior
* & Network Security Group

© Tags

FREFREFRERFRRERER

Backend (myVINET RG)
Frontend (myvNET-RG)
myVNET (myYNET-RG)
myWeb (myVINET-RG]
Network by Subsaiptions
Network Security Groups
Pay-As fou-Go

F

s¥0u-Go

! Subnets

Tags

Vitual Machine Scale Sets
Virtusl Machines

Virtus! Networks

Web (myVNET-RG|

pe in Data Center

Backend |myVNET-RG)
Frontend (myvNET-AG)
myVIVLT [myVNET-RG)
my\eb imyVNET.RG)
Netwark by Subseriptions
Network Secunty Groups
Pay As-You.Go
Pag-AsYou-Go

Subnets

Tags

Virual Machine Scale Sets

Virtual Mschines
Virtual Networks

Wieb (myVINET-RG)

Type in Data Center
Subnet

Subnet

Virtual Network

Virual Mathine 10.0.24
Subsaiptions

Network Secunty Groups
Subsuiption

Network Securty Groups
Subnets

Tags

Virtual Machine Scale Sets
Virtual Mschines

Virtual Networks

Subnet 10.0,2.4

10010729 MNetwor...
10000724 Metwor,,
1000016 /Networ...

Metwor..,

MNetwor...
Metwor...

Metwor...

Metwor...
Networ...
Metwor...

100.20/24 MNetwor...

West US
West US
West Us

West US

West US
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