Add GW to existing AWS

Tuesday, December 4, 2018 2:29 PM

Adding a Cloud Guard cluster into an
existing AWS environment

Created 11/20/2018 by Kurt Johnson (SE - KY/OH)

Section 1 - Setup or confirm the initial AWS
environment

1. Loginto AWS account:
https://console.aws.amazon.com

2. Add shortcuts to the top bar by clicking the pushpin. It may be helpful to add EC2, VPC,
CloudFormation, and IAM

Services v Resource Groups v Iy EC2 ’,",, VPC U CloudFormation

Select a region in the upper right corner

X oWy W

J':l Kurtis D Johnson ~ N. Virginia ~ Support

S & 0

3. Review 'Your VPCs' if one doesn't exist with the CIDR 172.31.0.0/16, Create one.

4. Click on 'Subnets' on the left and create two of them
Serverl -172.31.0.0/20
Server2 - 172.31.16.0/20

VPC Dashboard Actions v
i reate subnei ctions O # e

Filter by VPC:

Q 1to020of 2
Q
Name 4 Subnet ID v State ~ IPv4 CIDR ~ Available IPv4 ~ IPv€
Virtual Private Cloud 7
@ Servert subnet-0b8f302a34ac1a2d6 available  172.31.0.0/20 4091

Server2 subnet-0af2bb288b4e30036 available 172.31.16.0/20 4091
Subnets
oute lables
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Subnets > Create subnet

Create subnet

Specify your subnet's IP address block in CIDR format; for example, 10.0.0.0/24. IPv4 block sizes must be between a /16 netmask and /28
netmask, and can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

® —> default

VPC* | ypc-00eche8522a5c4e2e

4

VPCCIDRs gpR Status Status Reason
172.31.0.0/16 associated
Availability Zone No preference g 0

IPv4 CIDR block*

I 172.31.0.0/20 J i)

" B Can

5. Create Internet Gateway (IGW)

2
VPC Dashboard Create internet gateway Actions ¥
4

Filter by VPC
Q Filter by tags and attributes or search by keyword

Q Selecta VPC

You do not have any Internet gateways in this region

Click the Create Internet gateway button to create your first Intemet gateway

Your VPCs Create internet gateway

Subnets

Route Tables

| internet Gateways o

Egress Only Internet
Gateways

a. Attach the IGW to the VPC

: 4|
Create internet gateway

Delete intemet gateway
Q, Filter by tags and atiribute
Attachto VPC 2

@ Name State VF

Add/Edit Tags
@ N Virginia Default |G IgW-UDCT DTG, .. detached -

6. Create an EC2 Instance (Virtual Machine) ami-0ac019f4fcb7cb7e6

@ES Services v Resource Groups ~

EC2 Dashboard - ACBORe: v

Events

Tags Q, Filter by tags and attributes or search by keyword

Reports THT i
You do not have any running instances in

Limits

First time using EC27? Check out the Getting !

| 2 Click the Launch Instance button to start you
Launch Templates m
Spot Requests
Reserved Instances

a. Search for 'ami-0ac019f4fcb7cb7e6' and select 64-bit
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b. Select they instance type - t2.micro will be fine

[oN

Configure Instance and Scroll to the bottom of the page to add custom "User data"

1. Choose AMI

3. Configure Instance

Step 3: Configure Instance Details

4. Add Storage

No default VPC found. Select another VPC, or create a new default VPC.

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an

access management role to the instance, and more

Number of instances

Purchasing option

@ h

Launch into Auto Scaling Group ( | )

D Request Spot instances

Network

8] Ilvpc—GGecbeS522a5c4eEe | default 9

No default VPC found. Create a new default VPG .

v

Cc

Create new VPC

d.

Subnet

Auto-assign Public IP

Placement group

Capacity Reservation

1AM role

Shutdown behavior
Enable termination protection

Monitoring

Tenancy

Elastic Inference

==begin script==
#!/bin/bash

until sudo apt update && sudo apt -y install apache2;do
sleep 1

done

until sudo curl --output /var/www/html/vsec.jpg --url https://www.checkpoint.com/wp-

S av;

D Add instance to placement group

i Open

18] None

()] | Stop

[0} Protect against accidental termination

[ l ) Enable CloudWatch detailed monitoring

Additional charges apply.

| ) Share_\d - Run a shared hardware instaﬂce_
Additional charges will apply for dedicated tenancy.

( Add an Elastic Inference accelerator

Additional charges apply.

)] subnet-0b87302a34ac1a2d6 | Serverl | us-east-108 ]

. L 3

Cancel Previous Review and Launch Next: Add Storage

Before Configuring Security Groups, scroll to the Advanced Details and paste the script below:

Create new subnet

Create new Capacity Reservation

Create new |1AM role

content/uploads/cloudguard-iaas-236x150.png ; do

sleep 1

done

sudo chmod 666 /var/www/html/index.html

sudo echo SHOSTNAME > /var/www/html/index.html
sudo echo "<BR><BR>Hello World - Check Point CloudGuard IAAS Demo<BR><BR>" >>
Jvar/www/html/index.html
sudo echo "<img src="/vsec.jpg" height="25%">" >> /var/www/html/index.html|
==end script==
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» MNetwork interfaces i

Device | Network Interface Subnet Primary IP Secondary IP addresses IPv6 IP=
ethd  [New network interfaci ¥ | [subnet-0af2bb28 ¥| | Auto-assign Add 1P Add 1P
Add Device
I' Advanced Detailg
Userdata (| = Astext ' As file U Input is already base64 encoded

sudg echo SHOSTMAME = fvarfgyny/himifindex. himi

sudo echo "=BR=<=BER=Hello Werid - Check Point CloudGuard JAAS
Demo<BR=<BR>" == fvarirgw/himlindex_html

sudo echo "=jmg sic="Nsec.ipg” height="25%">" == =
fvarfyyyhimbindex. himl

e. Configure Security Groups: Add rules for All ICMP - IPv4 and HTTP

Type (i Protocol (i Port Range (i Source (i)

Description (i)
[ssH v] [rep | [22 ] Custom  v|[0.000/0 leg ssHforAdminDesktop | @
] icmp | |o-ss535 T Custom v | |e.0. 58H for Admin Desklop (<)
[rep | 80 ] Custom v |[0.0.0.0/0, /0 leg SsHorAdmnDeskiop | @

Add Rule

4
Cancel Pravious Review and Launch

f. Select Launch

g. If you don't already have a Key Pair in AWS, create a new one called AWS_CP_LAB
Select '‘Download Key Pair'

Select 'Launch Instances'

I Create a new key paio M

Key pair name
| Download Key Paiq

VS_CP_LAE &)
You have to download the private key file (* pem file) before you can continue. Store

itin a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel

Can you PING it? What IP address?
--No Public IP has been assigned.

Create/allocate and Associate a new public address to your host
a. Click on your VPC -> Elastic IPs (on the left)

b. Allocate new address
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Addresses > Allocate new address

Allocate new address

Allocate a new Elastic IP address by selecting the scope in which it will be used

Scope VPC

IPv4 address pool ® Amazon poal
Owned by me

1

* Required Cancel ! Allocate

c. Click on Actions -> Associate address

Allocate new address 1
e o) o6 0
(] Fiiter by tag=s and attrib
o : Associate address 2 Tt ol
Disessociate address : i
[ ] Name ption 1D * | Instance * | Private IP address = | Scope
a pc-0G64avbed... -DaBBV8a53b185. .. 172.31.13.71 Vpe
AddiEdit Tags
d. Bind the EIP to the Instance IP (Your IP and Instance ID will be different)
Addresses = Associate address
Associate address
Seleci the instance OR network inferface to which you wani to associate this Elastic IP address (52.71.187.223)
Resource type ™ Instance 0
' Network interface
Instance | i-0a6678a53b165353d v [
) —
orvaere [T 7 -coe
Reassociation Allow Elastic IP 1o be iated if already attached €3
A Warning
If you associate an Elastic IP address with your instance. your current public IP address is released. Learn more.
[ 3
“Required [&EULEN | Associate
_

Can you PING the Elastic (public) IP now?
--Technically, the packet is getting to the host, but no packets are returning.

Add a default route leveraging the IGW:
Select VPC -> Route Tables -> Routes (tab) -> Edit routes
b. Add a0.0.0.0/0 using the IGW created earlier

Q
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Services Resource Groups ~ Ip EC2 Lie] L £ Kurtis D Johnson » M. Virginia ~  Suppart ~

VPC Dashboard ‘ Actions ¥ S e e

Filter by VPC:

(1 Fiter by tags and attributes or search by kayword 1to 1 of1

Q, select a VPC 2 '
[ ] Name = Name = Route Table 1D ~ | Explicitly Associated with Main VPCID

[~} rtb-ObcB0aTcf4cd3b30f - Yes vpc-0lec
Your VPCs

Subneis

2

Infernet Gateways
Route Table: rb-0bcB0a7cided3b30f [_N =l

3

Egress Only Intemet
Gateways

Sumimany Subnet Associations Route Propagafion Tags
DHCP Cptions Sels 4
Elastic IPs
Endpoints
Endpaint Services View | All routes -
MAT Calcurays Destination Target Status Propapated

Peering Connections
172.31.0.0{16 lecal

5
0.0.0.0/0 wgw-0befl Tecorfedd570 aclive s}

MNetwork ACLs

You should now receive replies from your PING.
You should also receive a response on HTTP

Congratulations!!! Your AWS instance is connected... to EVERYTHING
on the Internet.

Section 2 - Add a Cloud Guard cluster

1. Addtwo new subnets: (VPC -> Subnets)
FW_outside - 172.31.254.0/24 - Availability Zone A
FW _inside - 172.31.253.0/24 - Availability Zone A

2. Launch a CloudFormation Template to deploy a cluster in an existing VPC
https://console.aws.amazon.com/cloudformation/home?#/stacks/create/review?templateURL=https%
3A%2F%2Fs3.amazonaws.com%2FCloudFormationTemplate%2Fcluster-into-
vpc.json&stackName=Check-Point-Cluster

a. Enter the information below
VPC Network Configuration

VPC <the one you created earlier>
Availability Zone A <same as the Subnets>
External subnet FW_outside

Internal subnet  FW_inside

Cluster Network Configuration

Cluster external address 172.31.254.10
Member A external address 172.31.254.20
Member B external address 172.31.254.30
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Cluster internal address 172.31.253.10
Member A internal address 1 172.31.253.20
Member B internal address  172.31.253.30
EC2 Instance Configuration

Instance type C4.xlarge <default>

Key name <same from Section 1-6-g>

Check Point Settings

License R80.10-BYOL

Admin shell /bin/bash

Password hash $1SmX1Pn5NVSnK6n18yxt1AvfglTZpDn.1
- That is the hash of zagl@WSXcde3
SIC key abcd1234

Allow upload & download true <default>

Primary NTP server 169.254.169.123 <default>
Secondary NTP server 0.pool.ntp.org <default>
Capabilities

| acknowledge that AWS CloudFormation might create IAM resources with custom names
| acknowledge that AWS CloudFormation might require the following capability: ------

b. Click Create

3. Wait for approximately 5 minutes and record the Elastic IP information
Cluster info Private IP address Public IP address
VIP 172.31.254.10 100.26.128.32
Member A | 172.31.254.20 54.84.135.202
MemberB 172.31.254.30 54.152.247.164

4. Create a new Cluster object using the IP addresses found on the Elastic IP section in AWS

2
1) coiumns: [® General = X | ® scipts+ [ Acions+ €3 Menitor | | Q Search..

Gateway...

3 CPU Usage  Recommended Updates  Comments
2 ~ & Aws_LAB 5422419534  RBOIO i ' m4
[x] = GW-A 35.170.180.100  R80.10 s . Small Office Cluster...
[x] = GWB 3419816898 REQ.10 More
[x] 3 Azure-GW 104.209.183.179  RBO10 B | Openserer
] R cpmgmt 104.200.180.144 RE0.10 wE S8 Opensener ® 9

a. Select Classic mode

b. Input a Name and the public IP address tied to the VIP 172.31.254.10 from your Elastic IP
information.

c. Then select Cluster Members
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Gateway Cluster Properties - AWS Cluster

Machine

MName: [.AWS_[Juster

IPw4 Address:

IPyE Address: |

Comment: |

- HTTPS Inspection Platfarm

TR oA TTRe A

d. Add -> New Cluster Member...

Cluster Member Properties - MemberA T >

General NAT VPN

MName:
(Pvd Address: [[B282 1350028828 | | Getaddress |
|PvE Address: |:| Communication

Comment: I:

. BlacH The onetime password that you specify must also be used in the mo
configuration.

Colar;

Secure Intemal Corg

- 3

| Communication...

Onetime password:

Corfim onedime password:

Trust state; |Unin'rtia|ized
5]
l Test SIC Satus Pesst
7
Close Help

e. Repeat the above step for Member B

f. Configure Network Management for ethO as a Cluster interface
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Gateway Cluster Properties - AWS_Cluster

tes available

General Properiies. 2
- Cluster Members % Gel Interfaces.
- ClusterXL and VRR|
JRetwork WManagem: (Get Interfaces With Tepoleg Network: eth0 Q®|x
AT Get Interfaces Without Topology
HTTPS Inspection eth0
- HTTP/HTTPS Praxy " Enter Object Camment
-~ Platform Portal :
- IPSec VPN
VPN Clients G |
Logs General enera
- Fetch Policy QoS Network Type:
. Optimizations
R Coad Advanced Virtual IPvd: 172,31.254.10
Qtter Virtual [Pv: | Jr ]
Member IPs
‘MemberA' IPvd: 172.31.25420/ 24
‘MermberB® [Pvé: 172.31.25430 / 24
[ Modify... |
Topology
Leads To: Internet (External) @
Security Zone: None
Anti Spoofing: Prevent and Log L
| Modify... |
# Add Tog
anet_|
[ Cmesl

Device Information...

g. Edit ethl - Cluster + Sync and disable Anti-Spoofing
Q @ | X Topology Settings

Networlkz ethl

&

ethi

Enter Object Comment

General General 3
QoS Metwork Type: Cluster + Sync
Advanced | VitwallPvt 1723125310
Virtual [Pve: |
Member IPs
‘Memberd' IPv4;  172.31.253.20/ 24
‘MemberB' [Pv4:  172.31.253.30/ 24
| Modify... |
Topology
Leads To: This Network (Internal) #
Security Zone: None
Disabled

& Add Tag

I] 0K ? Cancel

Leads To
() This Network {Internal) #
() Override

Security Zone
(#) User defined
[] Specify Security Zone: | Mo iten

o

Argmeoofing
orm Anti-5poofing based on interface topology

() According to topology: InternalZone

Anti-Spoofing action is set to

Spoof Tracking: Log

i] 0K ? Cancel

h. Click OK to complete the Cluster setup

i. Click Yes to the warning dialog box - VPN Link Selection

5. Create a new policy:
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o

4% Manage policies and layers.., =0
1= Open Object Explarer.., Ctri=E -+_ v %N X | F g
¥  MNew object v
P Version Active Blades Hardwai
% 100.26.128.32 RS0 g5 Open ser
F— trl—Alt
w I 54,224,195 .34 R80.10 £ e Open ser
Session details...
| 35170,180.100 R80.10 Open ser
0 Install policy... Ctrl=5hift-Enter 34.193.163.98 RS0.10 Open ser

€

] G5 cpmamt 104,209

g, Poficies ip Open X | 17 Adions - || Q Search..

& Layers

Mame ~ AccessControl  ThreatPrevention QoS Desktop Security  Policy Targets  Comments

Q@e|x

New Policy v Al gateways

2 A5
L.l _| AWS cluster policy New Policy 5
O T
. . AWS _cluster_policy fways
Enter Object Comment
General 4 Policy Types
Installstion Targets =] L!_l Access Control Threat Prevention e initlistion fargdts
Installation Targets e
[, Access Control Blades: 5%
4 Q Search...
1P Address Comments
S AWS Cluster 100.26,128.32
BB Threat Prevention
+
& Add Tag
# Add Tag
= Cancel |
Version: R80 l

Vidarca ey

6. Create a new object for the AWS instance and add a static NAT as 172.31.254.11

Q Search...

Object Categor

& Metwork OF Metwork Group...

s :

= Services More .
=8 Applications/Categories 81Ty

AWS serverl

Enter Object Comment MNew Host

. AWS serverl

General Machine Enter Object Comrent
Netwogablanagement Pué address: |h?2‘31.0.ga | | Resolve from name |
[
IPw6 address: \ ‘ General Val for address translation
Advanced Network Management @ automatic address translation rules
Servers oA Tog e Translation method: || Static _ -
Atlvariced Translate to IP address: 6
. IPvd address: [172.31.254.11 |
QK | | Cancel

IPvG address: ‘

Install on gateway: l g

l‘ aK ? Cancel

&# Add Tag

7. Create the following rulebase
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No. Name Source Destination VPN Services & Applications  Action Track
‘v Mgmt 1-2] %

1 ~ % any = AWS_Cluster * Any & nttp B Accept B tLog
M ssh_version_ 2
nttps
IHE echo-request
2 “ 2 AWS_Cluster ¥ Any * Any https @ Accept E Log

I
T

echo-request

¥ Traffic (3-5) W

3 “ * Any B WS servert * Any @ nttp @ Accept Bl Log
G ssh_version_2
ILHR echo-request

4 "\ Allowed WWW out BB AWS serverl * Any * Any & nttp e Accept E Log
& nttps

5 *& Allowed ICMP out M AWS serverl * Any * Any IMP echo-request & Accept E Log

* Cleanup (6
6 “ Cleanup rule #* Any #* Any ¥ Any * Any @ Drop El Log

8. Publish

ion = @ TN Publish 1

% Click "Publish’ to make these changes

available to all. :
.......... Ipt
Session name: |»&¢'mﬂ@ﬁ J 2
Description: |2 changes published by admin on 12/5/2018
ot
Total draft changes: 2
[ Don't show again B
=

9. Install (Clear Threat Prevention for first policy install)
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1

« | install PolicyR 13 Actions - b i

Source Destination VPN Services & Applications  Action Track Ins

Install Policy (7] | g x
+

L.I AWS _cluster_policy

= X

[~ AN Access Control Changes data is not available
- - 2
[ | 148 Threat Preventio
*
*

[X] g AWS Cluster =

1P: 100.26.128.32 | Version: R80

© View changes | (€ Policy Targets..,

Install Mode

) Install on each selected gateway independently

(®) Install on all selected gateways. If installation on a gateway fails, do not install on all gateways of the same version,

Install | Cancel |

Section 3 - Add NAT and Routes

1. Add new address to the outside for NAT

a. AWS -> EC2 ->Network Interfaces (scroll to the right and edit the interface holding the

172.31.254.10 address)
o Atclick 7 <in the image below> input 172.31.254.11
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'c!ﬁs, Services Resource Groups ~ B EC2

EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Launch Templates
Spot Requesis
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity
Reservations

ANz
Bundle Tasks

Wolumes

Snapshois

Lifecycle Manager

Security Groups
Elastic IPs
Placement Groups

Key Pairs 2

il Network Interfaces

b. Record the ENI of the Internal Cluster VIP 172.31.253.10 to be used in routes

1 » vpe

E Create Network Interface
4

(}, Filter by tags and stfributes or =
escription = | Instance | - Status
ternal -0 7508 Thica12 @ in-use
cternal i-0bTiabafiaThfcBd 12 @ in-use
ternal -DBcedfffidfihd3ede @ in-use
irnary nebeo... i-ef00062436ddd5 @ in-use
cternal i-DEcadfffdilEdleds @ inuse

Nett  Manage IP Addresses

want to assign.

IPv4 Addresses

Private IP Public IP

1723125430  54.152.247 164

6

Allow reassignment (]

172.31.254.1 7 Q0026 128.32 Unassign
172.31.254.1] Undo

Associ "-Iiddress

Kurtis D Johnson M. Virginia

Disassociate Address

Change Termination Behavior

Change Security Groups
Change Source/Dest Check

AddiEdit Tags
Change Description

Create flow log

* eth: eni-Obeecb83c39d87150 - External - 172.31.254.0/24

Suppol

it~

fou can assign and unassign [Pv4 and IPvE IP addresses on each network interface. Leave the
IP address field blank and an available address will be assigned or enier an IP address that you

To add or edit an IPv4 public IP Allocate an Elastic IP to this instance or network interface

eni-00da257fa0edc873a

escripfion = Instance D = Status = | |Pvd Public |P
ternal 007 fobEaTpfcBR12 W in-use

cternal fa7bfcBEl2 @ in-use 04 152.247 184
ternal -08cedifiditodIede & in-use

imary netwo... -0efllBEi2438ddd5c @ in-use 34 228.14.35
«ternal i-0BcedfffdflSdiede @ in-use 54.84.135.202

Network Interface:

Details Flow

eni-00da257faledcs? 3a

Logs Tags

Netwark intarface 10 I D0daz57faledcdr 3s |

WPC D wpe-OUecbetiddisactdede
MAT address 12:30:72:84:0e6c

Secunty groups Chnechk-Point-Cluster-

A4 O & 0
(2] 1105 of 5
Secondary private I[Pv4 IPs IPvE IPs
-
pret-02T0e2538a3d44500
=25t-12
ermal
jl260874203
E.21.254.30
152.247.184", 100:26.128 32
-attach-Oee02d8b2523348ba
(1288874203
poned
290074203
assoc-0dBfEE2bdf1d380c3
-
Cancel |IREERURIENS |
Secondary private |IPvd IPs IPvE IPs

Primary private =

172.21.252.20
172.21.254.30
172.31.252.20
172.31.0.8

172.31.254.20

172.21.252.10

172.31.254.10, 172.31.254.11

Subnet ID
Awaiiabiliy Zone
Description

Crwner ID

subnet-04202805af203d507
us-east-1a
Internal

251300874202

NEXT STEPS WILL CAUSE A DISCONNECT UNTIL WE ROUTE TRAFFIC
BACK THROUGH THE FIREWALL

2. Re-associate our Elastic IP from the Serverl instance to the Firewalls External Interface.
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Services - Resource Groups -~ ) EC2 i ypC CloudFom % [\ Kurtis DJohnsan » M. Virgin)

4
|

Filter by VPC:

{} Fiiter by t=gs =nd i
Q Select a VPC - ik Associate address
Dhsassoctate address =
Name Instance = | Private IP addgass =
Virtual Pr
] -0efl0%672436ddd5c
Your VPCs Sz
Add/Edit Tags bc-02202088..  i-0bTIShSfATHCI912 172.31.254.10
Subnets - : =
54.84.135.202 gipalloc-Deda®3d5...  i-08cedffdil5Sdieds 172.31.254.20
Route Tables 54.152.247 164 eipalloc-05f986185. ..  i-0bTT5LafIThicas12 172,31.254.30
Infemet Gateways
Egress Only Infemet
Gateways
DHCP Cpligme Seis
. - 2
||Elastic IPs
Endpoints
HResource type Insiance i REIeCE Rt esTu e
: Metwork interfa 1 emi- 3 am:aws:cloudformation.us-eas
Dbeechbd3c39dE750 123ad236a%92a
Network interface | eni-Obeechd3c39d7i50 ene MemberAlntemalintedace
Occ20edcsife1al2l
eni-
Private IP | 172.31.254.11 y - | Ddee2oeb5d2ab24d
em- = L
Reassociation@w Elaslic IP o be reassocialed if already attached § 00da257faledcd? 3a Chechabionl Ziesics
172.21.254.30
na 172.21.254.10

=

ssociate an Elastic |P address with your instance, your current public |P address s released. N Tt Bt R |

7

Cancel I Associate

3. A new Route table was created from the CloudFormation Template. Modify the Internal Routing
table and edit the Subnet Associations to include Serverl - 172.31.0.0/20 and Server?2 -
172.31.16.0/20. FW_inside - 172.31.253.0/24 should ALREADY be associated.
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i

VPC Dashboard

Services ~

Create route table

Resource Groups ~

i EC2
4

— R L |

CloudForm % [\

Kurtis D Johnson ~

M. Virginia ~ Support ~

o &
Filter by VPC: = Set Main Route Table
: Q) Fitter by tags and 1to2oi2
Q selecta VPC Delate Route Table
Name B . £, icity Associated with | Main VPC ID «| Ow
fua C Edit route propagation
] Edit routes [subnet—ﬂ4202305afa08d69 o vpc-00ecbe8522a5cdele .. 251
Your VPCs I
Add/Edit Tags Yes vpe-00eched5s22a5cd4e2e 251
Subnels
Route Tabl 2 -
Internet Gateways
Route Submnet ID IPv4 CIDR IPv6 CIDR Current Route Table E
Eagress Only Internst
Gateways 20 e ; - =
. B subnel-04202805afa08da91 | FW_inside 172.31.253.0/... rib-0b061a2005id27aaa
DHCP Options Sets subnet-0270e253823d44a00 | FW_outsj 172.31.254.0/.. Main
Elastic [Ps Et |. subnet-04312c6bd519918bd | Server2 172.31.16.0/20 Main
Endpoints I B subnet-0321052710ce3dala | Serverl 61?2.31.0.01'20 Main
Endpoint Services
HAT Gateways Su

Pesring Conneclions

Metwork ACLs

Security Grauns

sul

8

Cancel Save J

L

The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

Traffic should now be flowing through the Firewall

Extra step 1:
Enable IPS, Anti-Bot, and Anti-Virus in PREVENTION mode

Install Threat Prevention Policy

SSH into the Ubuntu server (Elastic IP)
Test AV from the Ubuntu server with CURL:
curl http://www.eicar.org/download/eicar.com -o eicar.com.txt

Do you see a drop in the logs?

Extra step 2:

SSH into the Ubuntu server (Elastic IP) - execute:

while true; do curl www.google.com --max-time 5 >/dev/null; sleep 5; done

In a new window, SSH into the Firewall Cluster VIP - execute:
clusterXL_admin down

AWS interfaces will automatically be moved from one member to the other, but your Ubuntu session
should come back with approximately 5 CURLs timed out.

Clean up:
DELETE the cluster via CloudFormation
DELETE the instance via EC2
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