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5 Dark Web Threat Hunting Best Practices 

1. Take Personal Security Measures 

Just like any undercover work, it can be risky when you engage directly with your adversaries. If your cover is blown, you immediately become 

a target, so you need to take the proper steps to protect yourself before you start developing your own dark web avatars. 

Always use a clean virtual machine when visiting the dark web and don’t save anything to your device. If you are exposed as a threat hunter, 

hackers will try to hack you back. Therefore, you don’t want anything on your device that could lead back to you, your M.O., or your company. 

2. Tell a Good Story 

To develop your avatar, you need to have a strong backstory that’s believable. Come up with this backstory before you get started and do your 

homework. For example, if you claim to be a student, make sure you know what university you say you attend, have details about the campus, 

and are clear about what you’re studying there. Anticipate what questions you’ll get and make sure you have your facts straight. 

3. Engage At All Hours 

Hackers don’t work 9 to 5. They are active at all hours of the day, and usually most active at odd times. Therefore, you have to follow similar 

patterns to appear legitimate. Make sure you spend time logging in at all hours, including nights, weekends and even lunch time. Other threat 

actors take note of when you’re engaging online, so put the time in to give your avatars more credibility. 

4. Use the Right Lingo 

Hacker communities usually have a distinct form of communication. It’s important to get your slang right so that you don’t raise suspicion. 

Spend time studying various communities and getting a sense of their typical conversations and jargon so that you can fit right in. In addition, if 

you’re hunting threats in different languages or regions, you need to be fluent in that language, again to not raise suspicion. You will be sniffed 

out quickly if you can’t fit their slang. 

5. Don’t Wait to Get Started 

Avatars and sources take months or even years to develop. You can’t suddenly flip a switch and “boom”...you have sources. They need 

continuous work and development over time, and once established, can pay dividends in the long run. However, if you wait to get started, you’ll 

likely run into a circumstance where you wish you had dark web sources you could turn to. 

Conclusion 
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When done appropriately and with the right precautions, human intelligence through threat actor engagement can be one of your best sources of 

intelligence. There are also a variety of tools/services you can leverage that provide intelligence and research on key threat actors and dark web 

chatter to help you complement your existing intelligence programs. 

To stay safe this holiday season, both retailers and consumers must be vigilant for new cyber scams and cautious of how they are engaging 

online. Here are the top 5 ways retailers and consumers will be scammed this holiday season. 

#1: Social Media 

In Q4 2017, we observed a 345% spike in fake social media pages being created. Cybercriminals attempt to impersonate popular brands on 

social media in hopes of engaging with unknowing consumers and phishing personal or credit card details from them. 

While Facebook, Twitter and LinkedIn are the most popular channels, we’ve also seen these scams extend to new social media channels, like 

Pinterest and Instagram. Consumers need to be aware of these schemes and make sure the accounts they engage with are verified, have an 

expected number of followers, and have clear indications they are associated with the legitimate company or brand. 

At the same time, retailers must vigilantly monitor social media sites to identify pages that attempt to mimic their brand. The process of 

identifying malicious pages can be difficult, but there are many tools you can use to ensure you spot and takedown these fake profiles. 

#2: Mobile Application Stores 

Just like we observed a spike in fake social media pages last holiday season, we observed a similar trend for fake mobile applications. In fact, we 

saw a 469% increase in suspicious mobile applications in Q4 of 2017 (compared to the previous quarter). Cybercriminals lure users to 

download these apps with promises of deals or disguised as a company’s legitimate mobile app. Once installed, these apps can do a variety of 

malicious tasks, like log keystrokes, steal personal information saved on the device, or even run crypto-mining software. 

#3: Account Takeover 

This type of attack has seen a huge increase in recent years. It involves hacking into real customer accounts with pre-loaded balances or saved 

credit cards to purchase goods or transfer balances to another account. 

Fraudsters recognize the potential of using a compromised account because it’s less risky and they don’t need to use a stolen credit card to make 

purchases. Having the account information makes them look more like a good shopper and increases the likelihood of success. These fraudsters 

may also take advantage of loyalty accounts to redeem reward points or miles without needing additional credit card information. 

These types of attacks are both particularly hard to detect and very damaging. Detection requires smart systems and an ability to verify the 

customer before he or she reaches the checkout phase. Finding the right balance between low friction and high security can be difficult. But it’s 

extremely important, because a compromised account will seriously hamper customer satisfaction. Shoppers whose accounts are hacked are 

https://www.intsights.com/blog/how-cybercriminals-use-pinterest-to-run-fraud-scams
https://www.intsights.com/blog/how-cybercriminals-use-pinterest-to-run-fraud-scams
https://www.intsights.com/blog/how-to-automate-the-process-of-identifying-and-taking-down-fake-social-media-profiles
https://www.intsights.com/blog/how-to-automate-the-process-of-identifying-and-taking-down-fake-social-media-profiles
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likely to be very unhappy, blaming the merchant and possibly voicing that dissatisfaction to friends or through social media. Tracking the selling 

of these accounts in black markets can stop the fraud attempt before it launches and alert the client to his breached account before its being used. 

#4: Buy Online, Pickup In Store (BOPIS) Fraud 

BOPIS was a very safe channel not that long ago, but we’ve seen fraud rates rapidly increase here. This is a classic pattern with fraud—where 

legitimate shoppers go, fraudsters follow. 

Fraudsters use stolen credit cards or compromised accounts of merchants with a physical store either near them or their “customer.” They then 

place the order and select quick BOPIS fulfillment. They then either pay “mules” a reasonable fee to pick up and reship the goods, pick up the 

items themselves (perhaps with a fake ID) or direct their “customers” to retrieve their purchases. 

You might think this method would pose a larger risk to fraudsters, as it requires them to physically visit the location to pick up the item. But 

keep in mind, retailers have implemented BOPIS to give customers access to their goods faster, meaning there is less time to identify a 

fraudulent transaction. BOPIS fulfillment can be as short as one hour, and fraudsters try to take advantage of this quick turnaround to pick up 

their goods before the fraud is identified. Additionally, they’re picking up items from store associates who often aren’t trained in loss prevention 

and want to make their customers happy. A quickly made fake ID may be more than enough to overcome any attempt to verify the customer. 

#5: Fraud Automation Tools 

As the cybercrime industry has matured, we’ve seen more and more automation appear in the form of hacking tools. This is particularly 

threatening for retailers for a variety of reasons: 

1. They allow fraud campaigns to be run faster 

2. They allow novice hackers (with limited technical knowledge) to run their very own cyber campaign 

3. The people who develop these tools often leave backdoors to access the stolen data, so as the campaign is run by more threat actors, it 

becomes a “distribution channel” of data for the hacking tool developers. 

Here are a few examples (some very common, some more niche) of hacking tools used against retailers: 

Email Brute Force Tools: These tools are often used beyond just retail fraud, but can be particularly useful for account takeovers, especially 

when retailers don’t have a login attempt limit in place. 
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Example of Email Brute Force Tool 

Automated SMS Verification: Many companies implement two factor authentication to make it harder to hack accounts. However, SMS 

verification tools help hackers bypass this step. 

Example of SMS Verification Tool 

Bots for Automated Buying: This tactic is less frequent, but most damaging. Bots are a logical evolution of online fraud. Instead of trying out 

stolen credit or gift cards one by one on a site, hackers let the bot do the work for them, placing hundreds or thousands of orders in an hour. They 

don’t need a high approval rate to be successful—the volume takes care of that for them. 
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Example of Retail Buying Bot 

Click Here for Enlarged Image 

Gift Card & Discount Code Generators: Every gift card uses an ID number that ties back to an account in the retailer’s database. Gift card 

generators use a bot that generates ID numbers, checks their validity against public algorithms, and then finally checks to see if they have a 

balance remaining. This type of scheme can significantly eat into a company’s profits and also damage brand reputation.  

Conclusion 

For retailers, fraud is a familiar foe—but the cyber risks are rather new. Cyber fraud is an ever-changing landscape that can be completely 

different from one month to the next. eCommerce is a critical part of retail strategy, but this presence also attracts adversaries. That’s why 

retailers and consumers need to understand where they are exposed and how attackers might target them. 

If you’re a retailer, you need to have a process in place to identify and takedown these scams early. Monitoring Dark Web activity can provide 

you with advanced visibility into cyber scams so you can take appropriate mitigation steps. As we head into the holiday season, both retailers 

and consumers must stay vigilant and stay skeptical. 

Have a happy (and safe) holiday season everyone! 

Financial Services Organizations Beware: Rising 

State-Sponsored APT Group Attacks 

Since the days of the Wild West, banks and financial institutions have come to realize that their main threats originate from crime groups. Today, 

even as crime has moved into cyberspace, most financial institutions still believe these crime groups are their primary adversaries, as well as 

believing that their threat landscape has remained the same. The main reason for this lies in a simple equation: crime groups like money, and 

banks have it. But over the past few years we have started to see a change in the landscape, as banks and financial institutions have become 

targets for state-sponsored APT groups. 

https://cdn2.hubspot.net/hubfs/3699194/Blog/Top%205%20Retail%20Scams%202018/Retail-Buying-Bot-Example.png
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These state-sponsored actors receive direction, funding, or technical assistance from a nation-state to advance that nation’s interests. Instead of 

being motivated by money, they prefer to steal, and exfiltrate, intellectual property, sensitive personally identifying information (PII), and 

military and financial secrets.  

Before the Internet, it was extremely difficult for another country to attack banks or financial institutions. But as the cyberworld has emerged, 

it’s put the private sector within reach of nation-state attackers, and it’s changing the landscape for how companies must defend against these 

threats. In our recent report, The Rise of State-Sponsored Attacks Against Financial Services Organizations, we explore the reasons for such a 

shift, ranging from pure financial gains of common criminals to highly sophisticated and well-equipped APT groups and what they gain besides 

money. 

The Rise of State-Sponsored APT Group Attacks 

It’s not just governments that are feeling the disastrous effects of state-sponsored cyber warfare and crime. Recent discoveries have revealed the 

existence of, and details on, several government-sponsored hacking groups around the globe. While most state-sponsored APT groups target 

other governments and militaries for intelligence collection, in the last few years, we are starting to see more activity directed towards the 

financial sector. In fact, the financial sector is every bit as at risk, and often don’t have the same level of defenses in place that governments can 

afford.  

Although banks and other financial institutions are private businesses, state-sponsored APT groups still see them as symbols that represent the 

country, and attacking them serves the interests of their sponsored country. 

Attributing attacks to any specific group or state is very difficult, and usually based on allegation rather than proven evidence. Hacking groups 

are modular and separated into specialized divisions, with each department responsible for a different side of the operation. Security companies 

will come up with a name for groups and incidents, the groups don’t necessarily refer to themselves that way. No country has come forward and 

said “We did this, those are our guys”, with the exception of non-state sponsored groups and hacktivists.  

As a result, the conclusions made by researchers come from correlations between the tools used, similar techniques and strategies, and analyzing 

digital footprints.  

1. HTTPS is good, HTTP is not 

When you are buying goods online (or entering any sensitive information, for that matter), always make sure that the address bar turns green or 

the address in HTTPS. 

  

2. Verify that the URL you’re using is the real URL 

https://www.intsights.com/download-state-sponsored-attacks-targeting-fsi
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Phishing is one of the most common tactics used by cybercriminals, and that doesn’t change come the holiday season. Make sure you double-

check the domain you’re browsing to ensure the site is legitimate. Many times cybercriminals will setup URLs or subdomains that appear similar 

to a popular retailer. See one example below. 

Real URL: https://www.amazon[.]com 

 

Fake URL: https://amazon-produktideen[.]de 

  

3. When you create a membership account, keep these two password tips in mind 

Account takeover and loyalty point fraud is one of the fastest growing tactics used by cybercriminals. To protect against this attack, it’s 

important to use strong passwords that make it difficult to break into your account. When setting up a membership or loyalty account, make sure 

your password follows these guidelines: 

 Use strong password, use at least 8 characters with complexity of Capital letters, numbers and special characters 

 Use different passwords for different accounts and websites in order to reduce the risk if one of your accounts is exposed 

4. Be Wary of Offers Too Good to Be True 

https://www.amazon[.]com/
https://amazon-produktideen[.]de/
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Many retailers offer big discounts for the holiday season, attackers will use that against you and send you fake promotions via email. There are a 

number of simple checks you can use to see if an email is legitimate or malicious. See the image below for a few of these checks. It’s always 

good to remain skeptical and not take any risks, even if the offer sounds enticing. If you are ever in doubt, don’t try to risk it and use links from 

the email! Instead, use any search engine to find the website you are looking for and see if the deal appears there. 

5. Review your bank and credit card statements regularly 

Credit card fraud is the quickest and easiest way for cybercriminals to buy goods illegally, and they often ramp up their activity throughout the 

holidays to have a better chance of “burying” a fraudulent transaction within a statement. Make sure you keep track of all your purchases and 

check your bank and credit card statements regularly to make sure no fraudulent purchases slip through the cracks. 

6. Use an up-to-date browser and software 

Updating your software is one of the easiest things you can do to protect your information, but many people put it off. Software updates are often 

released to help improve security and mitigate new vulnerabilities and attack types that are being developed constantly. 

7. Don’t use public hotspots for online shopping 

Free hotspots are like Manna from Heaven when you’re out and about, but hackers like them even more than you do. Because public networks 

aren’t secured, any information you enter on a public network is ripe for the picking. 

8. Don’t use “Keep my credit card details for next time” feature 

We know it might be convenient to not have to enter your credit card every time you make a purchase, but if someone manages to get your 

account credentials, you’ve made it extremely easy for them to make a purchase with one of your cards. 

9. Shopping applications are convenient, but also might be a danger 

Last year, we saw 469% spike in malicious applications appear during the holiday season. This is a common tactic for cybercriminals, as any 

time they can get a user to install their program on their device, there are a variety of malicious tasks they can do. Mobile apps can make it much 

easier to do your holiday shopping, but you need to be make sure you download your shopping apps from a reliable source, such as: Google Play 

and Apple App Store. Don’t use app markets that you found on the internet! 

10. Be cautious with how much info you share 

Many retail websites will ask you for additional information in order to complete your purchase or to start a wishlist. Give them only the 

information they require and skip any fields that are optional. This reduces your risk of personal details or biases from getting exposed online, 

which can be used against you later for targeted phishing or further fraud. 

 

https://en.wikipedia.org/wiki/Manna

