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TOP ATTACKS AND BREACHES 

 A cyber-attack has disrupted the printing of the Wall Street Journal, Los Angeles Times, Chicago Tribune, 

New York Times and other major US newspapers. Corrupted files contain Ryuk ransomware fingerprints, 

which, according to Check Point researchers, possibly connects the incident to the North Korean Lazarus 

Group.   

Check Point SandBlast and Anti-Bot blades provide protection against this threat (Trojan-Ransom.Win32.Ryuk) 

 A new campaign has been targeting banking and financial institutions’ employees in the US and UK, 

using emails containing links to Google Cloud Storage to deliver the payload – the Houdini worm and 

QRAT malware families. 

Check Point Anti-Bot and Anti-Virus blades provide protection against this threat (Trojan.Win32.QRat, Trojan.Win32.Houdini) 

 The personal details of over 500,000 San Diego Unified School District staff and students have been 

stolen. To carry out the breach, the attacker gained access to staff credentials based on phishing emails 

that redirected victims to fake login pages used to collect credentials.  

 Scam emails informing their recipients that they have won a new BMW Series 2 M240i have been 

observed since the beginning of the holiday season. The recipients are asked to send multiple personal 

details, and in some cases the attackers reply to the response and ask for additional details. 

 The Shamoon disk-wiping malware, famous for its use in the grand attack against the oil company Saudi 

Aramco, resurfaced as a new sample of the malware, signed with a Baidu certificate, was observed in 

France. The malware uses an anti-American image and it is unclear who are the targets of this variant. 

Check Point Anti-Bot and Anti- Virus blades provide protection against this threat (Trojan.Win32. Shamoon) 

 Details of 1,000 North Korean defectors currently living in South Korea have been exposed in a spear 

phishing attack against personnel of the Hana (defectors help) Center in South Korea. In the past, 

defectors have been threatened with death by the North Korean regime.  
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https://www.forbes.com/sites/daveywinder/2018/12/30/north-korea-implicated-in-attack-that-stops-wall-street-journal-and-new-york-times-presses/#2831252220a2
https://research.checkpoint.com/ryuk-ransomware-targeted-campaign-break/
https://securityaffairs.co/wordpress/79182/hacking/google-cloud-storage-abuse.html
https://www.zdnet.com/article/hacker-steals-10-years-worth-of-data-from-san-diego-school-district/
https://www.bleepingcomputer.com/news/security/beware-of-bmw-lottery-email-scam-stating-you-won-a-bmw-m240i/
https://www.anomali.com/blog/destructive-shamoon-malware-continues-its-return-with-a-new-anti-american-message
https://www.theguardian.com/world/2018/dec/28/hackers-steal-data-on-1000-north-korean-defectors-in-south
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VULNERABILITIES AND PATCHES 

 Over 19,000 LiveBox ADSL Orange modems have been found to be leaking their SSID and WiFi 

credentials, as at least one threat actor exploited a the vulnerability assigned CVE-2018-20377. The flaw 

allows attackers to access one of the modem’s configuration files. 

Check Point IPS blade will provide protection against this threat in its next online package (Orange Livebox  ADSL 

modem Information Disclosure (CVE-2018-20377)) 

 Security researchers have revealed a Kernel-level vulnerability in IBM Trusteer’s Rapport endpoint 

security tool for MacOS. The bug can lead to memory corruption and to arbitrary code execution. 

 Several Huawei router models have been found vulnerable to an Information Disclosure flaw that could 

be leveraged by threat actors to detect routers that are still using their default credentials, and obtain 

access to those devices.  

THREAT INTELLIGENCE REPORTS 

 The level of security of a common, inexpensive portable router has been reviewed in depth in a 

research, which attempts to uncover both firmware and operating system vulnerabilities, and 

systematize the assessment process. 

 A ransomware called JungleSec, which was first observed this November, has been infecting victims 

through unsecured IPMI (Intelligent Platform Management Interface) cards – a management device and 

interface that allows admins to remotely control and configure computers. 

 An examination of the current activity of WannaCry ransomware, which took the world by storm in a 

worldwide outburst, revealed that although the outburst had ceased, the malware continues to remain 

active as millions of infected devices attempted to connect to the its kill switch over a one week period.  

Check Point IPS, SandBlast and Anti-Bot blades provide protection against this threat (Trojan-ransom.Win32.WannaCry; 

Microsoft Windows SMB Remote Code Execution; Malicious network activity; WannaCry) 

 Amnesty International warns of a social engineering scheme using spear phishing to bypass Gmail and 

Yahoo accounts’ 2FA authentication.  

 The latest Emotet campaign, a large scale attack that hit mainly Latin America users, has been 

investigated and detailed in an article. The campaign began with a classic phishing invoice message 

carrying a malicious macro. 

Check Point Anti-Bot and Anti-Virus blades provide protection against this threat (Trojan.Win32.Emotet) 
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https://www.zdnet.com/article/over-19000-orange-modems-are-leaking-wifi-credentials/
https://securityaffairs.co/wordpress/79141/hacking/kernel-buffer-overflow-trusteer-rapport.html
https://securityaffairs.co/wordpress/79115/hacking/huawei-router-flaw.html
https://blog.malwarebytes.com/101/how-tos/2018/12/assessing-the-security-of-a-portable-router-a-look-inside-its-hardware-part-deux/
https://www.bleepingcomputer.com/news/security/junglesec-ransomware-infects-victims-through-ipmi-remote-consoles/
https://www.bleepingcomputer.com/news/security/18-months-later-wannacry-still-lurks-on-infected-computers/
https://securityaffairs.co/wordpress/79165/hacking/amnesty-phishing-attacks.html
https://www.welivesecurity.com/2018/12/28/analysis-latest-emotet-propagation-campaign/

