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Check Point

B SOFTWARE TECHNOLOGIES LTD. WELCOME TO THE FUTURE OF CYBER SECURITY

Kerberos Constrained Delegation configuration for Capsule Workspace

Step by Step guide

Kerberos constrained delegation is a Single Sign-on method that uses Kerberos
authentication for users to access internal resources without the need to enter a

password. It is supported for the Mobile Access portal and Capsule Workspace.

1. Relevant resources
1.1.Mobile Access Blade guide ->
https://scl.checkpoint.com/documents/R77/CP R77 Mobile Access WebAd

min/84203.htm#0121175

1.2.How to configure EX2016 for Negotiate -> https://technet.microsoft.com/en-

us/library/ff808312%28v=exchg.160%29.aspx?f=255&MSPPError=-

2147217396

2 Check Point

On the Mobile Access Blade — Enable Kerberos constrained delegation:
2.1.0n the Mobile Access gateway, run:
cvpnd_settings SCVPNDIR/conf/cvpnd._internal_settings.C set EnableKCD true
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i admin@Ra0:~

ions should be done through clish

> N0 .

2.2.Run cvpnrestart on the gateway.

2.3.Validate that the date and time on the gateway and Active Directory server
are the same.

2.4.Validate that you use FQDN and not an IP address with your internal server
name or Exchange Server. Make sure that the FQDN resolves both on the
Security Gateway and on the Kerberos server.

2.4.1. On the MAB -> Putty -> Edit the hosts file on the MAB -> than click i:



P admin@R80:~

inger i
dlePinge:
” -

2.4.2. Enter the Web Server \ Exchange address in the file -> This should be the

same one that appears in the EWS Server part in the Exchange Server:

5 Virtual Directory - Google Chrome [ = "o e
A Not secure | b#tss://192.168.101.44 fecp/NDirfAgm t/EditEWSVDir.aspx?pwam cid =4 &ReturnObjectType

EWS (Default Web Site)

» general
Server

6264885726

authentication

Last modified ti

11/20/2017 6:32 PM

me

Internal URL:

hittps: /Mo e ey EW S/Exchange.asmx

External URL

Save Cancel

Leads to:
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I admin@R80:~

101.254
localh

2.4.3. i ->esc -> shift ; -> ;wq
2.4.4. On Smart Dashboard -> Change the Mobile Mail Exchange Server

address:

W% Objects* | @ Install Policy Session +

Gy | Q @last7Days ~ blade:"Mobile Access'

Showing first 50 results (136 ms) out of at least 59 res
Mobile Mail

suonepien | spaldo

¥ MobileMail
Today, 459:59 AM Mobile Mail X

Today, 4:36:14 AM General Properties General Properties Top Sources
Today, 4:36:13 AM = Exchange Access Top Destinations
Today, 43612 AM > B : Display Link Name: [ Mobile Mail Color. [ Black Top

Single Sign On —_—
Today, 4:36:12 AM = > @yn32.131c Peiiodic Test Comment: [Obiect created aulomalicaly by Mobie Access wizard Top Adtions

Today, 436124M 3 ayn321tc. Top Blades
e Top Origins
Toda, 4 s ATAENRC Exchange Server. |C6264885726]lab.com

Today, 436:12 AM 5 > < dyn32-131.c.. Top Users

Service: 22 hitps op Applications
Today, 436:12 AM 5 dyn32-131.c.. - fCphopliation

Today, 4:36:04 AM 2. dyn32-131.c.
Today, 4:36:04 AM = ayn32-131c
Today, 4:36:04 AM = > @n32-131.c..
Today, 4:36:03 AM ® & ’ B dyn32-131.c.
Today, 4:36:03 AM

Today, 4:36:03 AM

Today, 4:36:03 AM

Today, 4:36:03 AM

Today, 4:36:03 AM :
e ASEED ANS PTe VOl T MobileMail

Object created automatically by Mobile
Access wizard

Last Modifier ; admin

Edited by me

i

No extra data

@ Folicy installation - ede E No changes | admin

2.5.In a cluster environment, repeat the steps on all cluster members.
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e,
3. EOn the Exchange Machine — validate that the exchange supports Kerberos
authentication
3.1.Go to the Exchange ECP -> Servers -> OWA -> Authentication -> pick

integrated Windows authentication:
Vo i <\l Bi=[o] x

<« C | A be//192.168.101.44 /ecp/ w
% Bpps Lo Exchange Control Par 5% Outlook Web App (0" [ UDM - User Device M [ 6W - MAB

(] Enterprise  Offics Administrator v D v

Exchange admin center

A bH1%://192.168.101.44 /ecp VDirM gm t/EitOWAVDir.aspx?pwm cid = 7 &ReturnObjectType = 1 8tid=f0c07 cad-17

recipients servers dlatabases database;
permissions owa (Default Web Site)
compliance management Select server: | All servers general
Selecttype: (A AUl EEatian ® Use one or more standard authentication methods
organization e | w’dh;mgmmwmnwx authentication
e FRNEe features (4Sbigest authentication for Windows domain
K B e
file access oAt
protection NAME [ Basic authentication
mail flow Autodiscover (Default Web Site) Use forms-based authentication
format: Web Site
ecp (Default Web Site) L“g“g “"‘"a\‘ )
bile  Domain\user name i o
e S User principal name (UPN) e, FB8
Microsoft-Server-ActiveSync (Default Web ser name sion: Exch 1
public folders i User name only jversion: Exchange2013

OAB (Default Web Site) Logon domain:

unified messaging Sl | Browse...

Powershell (Default Web Site) L
servers

hybrid

tools

Save Cancel

1 selected of 7 total

3.2.Go to the Exchange ECP -> Servers -> ecp -> Authentication -> pick integrated

Windows authentication:
/mes-mu x . = S

<« C | A bups//192.168.101.44/ecp/ o
i3 Apps L Exchange Control Psi %4 Outlook Web App (0" [ UDM - User Device M [ GW - MaB

Enterprise  Office Administrator v 9 v

Exchange admin center

A bHrs://192.168.101.44/ecpMDirMgm t/EitECPVDir.aspx 04256bfe-d3

108ReturnObjectType=18id

recipients servers databases database|
permissions ecp (Default Web Site)
compliance management Select server: | All servers general
sieewp: [0 W »authentication ® Use one or more standard authentication methods
organization o @ Integrated Windows authentication
° FAEE 1 Digest authendctionforWindaws i
0 o servers
rotection L Basic authenticati
protect NAME asic authentication
Use forms-based authentication
mail flow Autodiscover (Default Web Site) The Exchange Administration Center uses the same sign- b Site)
mohie EWS (Default Web Site) i
sic,
Microsoft-Server-ActiveSync (Default Web
public folders
0AB (Default Web Site)

ows (Default Web Site)
PowerShell (Default Web Site)

unified messaging
servers
hybrid

tools

[ soe [ conce |

1 selected of 7 total

3.3.0n the Exchange Server -> Reset the IIS service -> iisreset
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[3 Exchange Admin Center X BE|-|o] x
< C | A bHp%://192.168.101.44/owa/authflogon.aspxlreplaceCurrent= 18url=https %3a%2f%2f192.168.101 44%2fecp%2f%3fexsvurl%3d 1 %26p%3dVirtualDirectorie | i

i Bpps L Exchange Control P i Outlook Web App (O &) UDM - User Device 1[G 6W - Ma8

-ator: Command Prompt - isreset [= o]

xchange Admin Center

inistrator

® signin

3.4.0n the Exchange Server -> Validate that ecp and owa has the same

authentication method:

/ 4y virtual directories - Micr X i Mail - Administrator - O X \\ B - | o e
& C | A p#p%//192.168.101.44/ecp/ | i

i Apps L Bxchange Control P2 %4 Outlook Web App (' G UDM - User Device M [GJ 6W - Ma8

[ Enterprise Office 365 Administrator v P v
Exchange admin center

ecipients servers databases database availability groups virtual directories certificates

Select server: | Al servers
Al

SRR

NAME o SERVER reE VERSION LAST MODIFIED TIME

ver (Default Web Site 6264985726

ecp (Default Web Site)

3.5.0n the Exchange Server (e.g. C6264885726) -> Enter the Exchange Shell ->
enter the following command: Get-MapiVirtualDirectory -Server C6264885726

| Set-MapiVirtualDirectory -lISAuthenticationMethods Ntlm, Negotiate
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% Machine: C6264885726.ab.com [ = | o [

[PS]1 C:\Windows\system32>Get—-OWAVirtualDirectory —Server C6264885726

ame

wa (Default Uebh Sited C6264885726 Exchange2813

[PS]1 C:\Windows\system32>Set—-0WAVirtualDirectory —IISAuthenticationMethods Ntlm, Negotiate

tem32>Get-OUAVirtualDirectory —Server C6264885726 | Set-OWAVirtualDirectory Ntlm, Negotiate

C:\Windous\system32>Get-MapilirtualDirectory —Server C6264885726 | Set-MapilirtualDirectory —IISAuthenticationMetho
tlm,. Negotiate
Windows\system32>

[PS]
ds N
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4 Check Point

A delegate user can have specified permissions without being part of a higher
privileged group. For Kerberos Constrained Delegation, the delegate user can allow

access to other users for specified services.

4.1. Configuring a Delegate User on the AD Server.
4.1.1. Create Admin user on the AD
4.1.2. On the AD Machine -> Run the following commands on this user:
4.1.2.1. Setspn —A http/username domain_name\username (e.g. Setspn —
A http/kecd lab.com\kcd)
4.1.2.2. Setspn —A https/username domain_name\username (e.g. Setspn —

A http/kcd lab.com\kcd)

X Administrator; Command Prompt l;lig

icrosoft Windows [Wersion 6.3.96881
Cg» 28013 Microsoft Corporation. ALl wights reserved.

CislgersAdministratorisetspn —A https/HCD lab.comKCD
¢ing domain DC=lah_. DC=com

egizstering ServicePrincipalMamesz for CH=KCD.CM=Usersz.DC=lah,DC=com
httpsKCD *
pdated abject

CrwllgzersAdministrator>zetspn —A httpssKCD lab.com~KCD
Checking domain DGC=lab.DC=com

egisterding ServicePrincipalNames for CN=KCD_ CM=Users _ DC=labh. DC=com
htt ‘KCD
pdated object

CrsllserssAdmninistrator >

4.1.3. On the AD Machine -> Validate the user’s details -> run the following

command: dsquery user -name username

C:sllzerssAdmini torrdsguery user —name KCD
"CH=KCD,CH=lis i=1lab,.DC=con"

C:xlserssAdmninistrator?



4.1.4. From the Users and Computers tree, right-click the user to open
the User Properties of the new user.

4.1.5. Click the Delegation tab.

4.1.6.In theServices to which this account can present delegated
credentials table, click Addto add http on the server that the user is
allowed to access -> Click on Trust this user for delegation to specified

services only -> Use any authentication protocol -> Click Add:

] - | O X
File ~Action View Help Organization | MemberOf | Dialin | Envionment | Sessions
- 2 & 0| Remote contiol | Remote Desktop Services Profie COM+
— General | Addiess | Account | Profle | Telephones | Delegation
| Active Directory Users and) A~
b Saved Queries Delegation is 3 security-sensitive operation, which allows services to act on
r behalf of another uses.
4 33 lab.com
p [ Builtin () Do not trust this user for delegation
p | Computers () Trust this user for delegation to any setvice (Kerberos only)
p =] Domain COM'OHGY (®) Trust this user for delegation to specified services only
p [ ForeignSecurityPrig () Use Kerberos only
b _:J. M.anaged Service A &M | o
b l;llcrosoft Exchang} which this account can present delegated credentials: =
= es 3 s
& Users Service Type  User or Computer Port Service N
[] Expanded J | Remove
e
<| m — v
| [ok ][ Concel [[ awoy [[ Hep |

4.1.7. Pick the relevant users:
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To allow zesvices o be delegated for a user o computes, select the appropnate
uzers of computers, and then click the sevices,

Mzeag o Compaters,

Ta select one of mare user o computer names, chck [0

dvalable zervices
Seivice Type  User or Computer Part Service Mame [

Select A

oK || Cancel |

Select this object type:

|Lis:er3. Computers, Builtin secunily pincipals, or Other objects | | Object Types... |
Froem Lhiz bocation:
lab.com | | Locations... |

Enter the object names to select [examplas)
6264885726 Check Mames
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Organization | MemberOf | Diakin | Envionment | Sessions

Remoteconticl |  Remote Desktop Services Profile COM+
General | Addess | Account | Profle | Telephones | Delegation

Delegation is a secunty-sensitive operation, which allows services to act on
behalf of anaother user.

() Do not teust this user for delegation
() Trust this user for delegation to any setvice (Kerberos only)
(®) Trust this user for delegation to specified services only
O Use Kesberos only
® Use any authentication protocol
Services to which this account can present delegated credentials:

Service Type  User or Computer Port Sevice N
http 6264885726 LAB

4.1.8. Click OK.

=
4.2."" Configuring Kerberos Constrained Delegation support on the Mobile

Access gateway.

4.2.1. On the MAB Machine -> Pick the relevant LDAP Account Unit -> Change
the delegator to be the LDAP Admin:
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Columns: [@® General - BRI & scipts - 2 Actions = (5 Monitor || Q Search..

Status  Name P Version  ActiveBlades  Hardware  C(PUUsage  Recommended Updates  Comments

© €8 RS0 192165101254 RBO.10 BETE ,,  Opensever ® 2% 4updates available

LDAP Account Unit Properties - lab.com_AD [T =T

[ General [ Encypiion |
Host B Host 192181 v| [ New. |
Poit 389
Usemame: | Administeator

Logn DN, CN=KCD,CN=Usets,DC=lab,OC=com ' pL

Password,

Confim passward: [eeesesese ]

Defaultpriory:  [5_[&] (Vs highes)

Summary  Tasks Errors

(] R80

m ] Read data from this server >
1Pvd Address: 192.168.101.254 Open server |§ Monitoring

Write data to this server

Check Paint Gateways are allowed to

Access Control Policy: Standard
412312018 1:52 AM

2% £:
o5 = 8 e
|

Version: R80.10

License Status: @ ok

Memory: e 70%

ense Information

[ Creckpon
SmartConsole
Q seorch..
-8|E

LDAP Account Units
§ tab.com_aD
R Lab.com_0

a lab.com_AD

Last Modifier ; admin

Edited by me

4.2.2. Validate that you can query the LDAP Account Unit on the old Ul:

L9 aAB & 6 v
Users

£ Access Roles
& External User Profiles
% LDAP Groups
b @8 Templates
b & User Groups
b g8 Users
Lab.com_AD
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CheckPoint

SmartDashboard
Mobile », Hm
Access inspection
j Poliy TR )
Applications Install On Comment
< Google_Browsing
£ ion <2 Mobile Mail
<, Poital Setlings owA
i (B Endpoint Security On Demand <8 World_Clock
i [d Capsule Workspace Settings g sm::rueso:
® 8 Addtional Settings Yyoutube_web_app

N ﬁih@ (&) | & objects List [ 1aentity Awareness v

Ve [Search s Unavaioble Q| [users | (81 tab.com_AD\comlab [ Action
PSPs A Full Name Login Name DN (Distinguished Name) [~
B RaSandiASSeversA | protected Users CN=Protected Users, CN=Users,DC=lab,0C=com
Fprseoncesy Dnsdmins CN=DnsAdmins, CN=Users, DC=lab,DC=com
] Minsochervices DnsUpdateProxy CN=DnsUpdateProxy,CN=Users,DC=lsb,DC=com
) - WMipaicy Exchange Online-App... $731000-Q3804CMETLS2  C ine-Applicati N=Users,DC=lab,DC=com
Polic/Template || 16053 S P Ibox{1£052027-1773-46¢9-Be2b. N=Users,DC=lab,DC=
[ ;;":"T”‘ BTN [ CN=KCD,CN=Users,DC=lab,DC=com
i 1GPO . M ¢ i 971-4cb9-6ff7- N=Users,DC=1ab,DC:
T ML DC=1ab,0C
= i ilb... SM_71 CN=Di i 46A6-415-304D- N=Users,D.
rEtn Controllers LoVt L o A DA 5 .
Mmmbmw&m@ Migration.83e7716-2.. SM_ 716-201 =Users,DC=1ab,0C=com
S i SM_0Fe01 ol i 5179-4148-93b. CN=Users,DC=lab,DC=
ales < : X . .
ial — D M. cl dab8-29: N=Users,0C=lab,0C=. d
Total 31 items in lst 192168101.254  Wite Mode NUM
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5.

&

Check Point

Configuring Certificate based authentication

5.1. On the MAB -> Go to Mobile Access Tab -> Click on the R80 Server ->

Gateways -> Multiple Login Options for Clients -> Change authentication

method to personal certificate

@ Mobile
Access

192.168.101.254 - Check Point SmartDashboard R80.10 - Mobile Access

(4 Overview Gateways roperl C clients
5 Nelwork M 3
w :‘*y Gateway e e 11583
5 Galeways ' :
@ <& Applcations LLE ] HTTPS Inspection [V} Allow older cents to connect to this gateway
f HITP/TTPS Prowy
& Authenticalion aicarPe 5 Usemiams and Password
[ Cient Cenicates st S
i Awareness " 3
& X Potal Selings PN Clnts H onel Cer
@ @ Endpoint Secuity On Demand - Mobile Access o
@ [ Copsule Workspace Setiings Authentication
& b Addtional Sellings Office Mode 8 For 2ist of newer clients that support Muliple Login Options, see sk111583
Portal Customizatic|
Poral Setlings T AdL N View. X R Up 9 D
By - View, emove 4@ Up. < Down
HTTP Proy Display Order Display Name Authentication Factors
Name Resolution 1 Celficate +Username.  Personal certficate, Username and Password 3
Link Translation i :
Endpaint Compan
Check Point Secut <1
Capsule Workspat
Monitoring Software bl
@ Logs
Opiinizations
Hit Count
- Other
9B & @
Network Objects o
b 3 Check Point DD Sl
b [ Nodes 4 (Under
b | & Networks
b 5 Groups
b g Address Ranges
b /4 Dynamic Objects
O Rea plca
G i | ED
ok | [Camal ]

s to connect using: Usemame and password.

Jients to use the single authenticalion realm.

Username and Pass...

i ngs
Intemal Fetch, LDAP Fetch, Generic Fetch

Y

192168101254

Wile Mode

) 192.168.101.254 - Check Point SmartDashboard R80.10 - Mobile Access =|2] x 1
Aultiple Login Options Check Point.
TRENT SmartDashboard"
i
Access Login Option Login Option
5 User Directories 1
@ Ovion o @
1) Polcy Name: [Cerficate. ] Color [ Bleck Y]
4 Gateways
= -
@ <& Applcations Comment: | ]
& Authentication Display Name: [Cenicard |
@
. ;i ﬁm?xﬁ:" b o connect using: Usemame and password
@ (8 Endpoint Secuity On Demand lients to use the single authentication reaim.
1 [ st Woikspaos Setirge 8 "Personal Certlicate” can only be used as a st
& &} AddtonalSetings “Dynanic ID" can not be used as a fist authenlication method.
4 Add. S Edt. X Remove @ Up b Down ithentication Factors Directory Settings
Priority ‘Authentication Factor u nd Pass... , LDAP Fetch,
1 Personal Certificate
RE0
=8B 8 = [ Use inPortal
Network Objects [Vl Use in Capsule Workspace
b B3 Check Point
b @ Nodes
b [ & Networks
b [ Groups
b [ Address Ranges
b (% Dynamic Objects
(| =
8- Objects List -
192.168101.254  Wie Mode NUM

5.2.Install Policy
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5.3.Create LDAP Group -> New LDAP Group:

Chedk Point:
SmartDashboard:
Mobile
Access
< : F=are = e el
Policy P B g o[ oo 3 @
Applications
2 George & Google_Browsing & RE0
£ 4on <2 Mobile Mail
owa
<@ World_Clock
2 Nalive Applcations & sharedFilesDir
2| ActiveSync Appications <4 youtube web_app
] Mobile Mail
& Authentication

@ S\, Portal Setlings

@ () Endpont Security On Demand
@ [§ Capsule Workspace Settings
% b Additional Setings

QAR &6 v
Users

& Access Roles
 External User Profiles

4 [ User Groups

&8, grp_userte
b i@ Users 1 Delete
& nb.zom,m)‘ Sort »
€8, lab.com_AD T

& Objects List identity Awareness | -

Total 3 iterns in list 192.168.101.254 Wite Mode NUM

5.4 .Enter Details:

ock Pont
Console

Q search..

~ Access Control - @ # New...+
2 Policy
6 NAT LDAP Account Units

~ Threat Prevention W tab.com_sp

W 1ab.com_aD

‘L‘ . labcomG

Enter Object Comme:
Shared Policies

= Mobile Access
+ @ Geo Policy.

F Inspection Settings ® Group's Scope|
© Al Account. W 12b.com_AD

O Onlysub Tre M 1sb.cof 0

AccountUnie* (TR

> Only Group i
2items available

LDAP Filter
(2] Apply filter for dynarmic group

@ Add Tag i lab.com_AD

[k ][ comea | Last Modifier: admin

5.5.Allow group’s users to access the Corporate Mail:
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192,168.101.254 - Check Point SmartDashboard R80.10 - Mobile Access = (& s

Dataloss Anti-spam 4, Mobie S HITPS
= & el b= 55 £ inspection

Prevention
< f 1
£ Overview Policy -
1LL) Policy
< Gateways No.. [ Users

= <& Applcations
‘Web Appications 1l 2 George
Jon

File Shares lg
Citix Services <t sboon @
Web Mai
Native Applcations
ActiveSync Applications
Mobile Mai
& Authenticalion
H Client Certificates
Potal Setings
% (B Endooint Secuily On Demand
@ [ Capsule Workspace Settings
% &b Addiional Selings

labcom |

L]QaB &6 v
Users
$ Access Roles
# External User Profiles
4 | LDAP Groups
€8, labcomG
b @ Templates
4 | @ User Groups
&8, grp_usertest
b [ Users
€8, Lab.com_AD
&8, lab.com_AD

& Objects List [ 5] tdentity Awareness
192.168.101.254 ‘Wiite Mode NUM

Total 1 iterms in list

5.6.Install Policy
5.7.Create Certificate for the user -> Try to connect

5.8.0n the Mobile Access Blade Server -> Putty -> go to tmp/krbcc/ -> Is -> See

what tickets are being created:

EP admin@RB0:/optfTP cvpn-RB0/tmp krbcc
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