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Kerberos Constrained Delegation configuration for Capsule Workspace 

Step by Step guide 

Kerberos constrained delegation is a Single Sign-on method that uses Kerberos 

authentication for users to access internal resources without the need to enter a 

password. It is supported for the Mobile Access portal and Capsule Workspace. 

 

1. Relevant resources 

1.1. Mobile Access Blade guide -> 

https://sc1.checkpoint.com/documents/R77/CP_R77_Mobile_Access_WebAd

min/84203.htm#o121175  

1.2. How to configure EX2016 for Negotiate -> https://technet.microsoft.com/en-

us/library/ff808312%28v=exchg.160%29.aspx?f=255&MSPPError=-

2147217396 

2.  On the Mobile Access Blade – Enable Kerberos constrained delegation: 

2.1. On the Mobile Access gateway, run:  

cvpnd_settings $CVPNDIR/conf/cvpnd_internal_settings.C set EnableKCD true 

https://sc1.checkpoint.com/documents/R77/CP_R77_Mobile_Access_WebAdmin/84203.htm#o121175
https://sc1.checkpoint.com/documents/R77/CP_R77_Mobile_Access_WebAdmin/84203.htm#o121175
https://technet.microsoft.com/en-us/library/ff808312%28v=exchg.160%29.aspx?f=255&MSPPError=-2147217396
https://technet.microsoft.com/en-us/library/ff808312%28v=exchg.160%29.aspx?f=255&MSPPError=-2147217396
https://technet.microsoft.com/en-us/library/ff808312%28v=exchg.160%29.aspx?f=255&MSPPError=-2147217396
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2.2. Run cvpnrestart on the gateway. 

2.3. Validate that the date and time on the gateway and Active Directory server 

are the same. 

2.4. Validate that you use FQDN and not an IP address with your internal server 

name or Exchange Server. Make sure that the FQDN resolves both on the 

Security Gateway and on the Kerberos server. 

2.4.1. On the MAB -> Putty -> Edit the hosts file on the MAB -> than click i: 
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2.4.2. Enter the Web Server \ Exchange address in the file -> This should be the 

same one that appears in the EWS Server part in the Exchange Server: 

 

Leads to: 
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2.4.3. i -> esc -> shift ; -> ;wq 

2.4.4. On Smart Dashboard -> Change the Mobile Mail Exchange Server 

address: 

 

2.5. In a cluster environment, repeat the steps on all cluster members. 
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3. On the Exchange Machine – validate that the exchange supports Kerberos 

authentication 

3.1. Go to the Exchange ECP -> Servers -> OWA -> Authentication -> pick 

integrated Windows authentication: 

 

3.2. Go to the Exchange ECP -> Servers -> ecp -> Authentication -> pick integrated 

Windows authentication: 

 

 

3.3. On the Exchange Server -> Reset the IIS service -> iisreset 
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3.4. On the Exchange Server -> Validate that ecp and owa has the same 

authentication method: 

 

3.5. On the Exchange Server (e.g. C6264885726) -> Enter the Exchange Shell -> 

enter the following command: Get-MapiVirtualDirectory -Server C6264885726 

| Set-MapiVirtualDirectory -IISAuthenticationMethods Ntlm, Negotiate 
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4.  Configuring Kerberos Constrained Delegation 

A delegate user can have specified permissions without being part of a higher 

privileged group. For Kerberos Constrained Delegation, the delegate user can allow 

access to other users for specified services. 

 

4.1.  Configuring a Delegate User on the AD Server. 

4.1.1. Create Admin user on the AD  

4.1.2. On the AD Machine -> Run the following commands on this user: 

4.1.2.1. Setspn –A http/username domain_name\username (e.g. Setspn –

A http/kcd lab.com\kcd) 

4.1.2.2. Setspn –A https/username domain_name\username (e.g. Setspn –

A http/kcd lab.com\kcd) 

 

4.1.3. On the AD Machine -> Validate the user’s details -> run the following 

command: dsquery user -name username 
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4.1.4. From the Users and Computers tree, right-click the user to open 

the User Properties of the new user. 

4.1.5. Click the Delegation tab. 

4.1.6. In the Services to which this account can present delegated 

credentials table, click Add to add http on the server that the user is 

allowed to access  -> Click on Trust this user for delegation to specified 

services only -> Use any authentication protocol -> Click Add: 

 

4.1.7. Pick the relevant users: 
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4.1.8. Click OK. 

 

4.2. Configuring Kerberos Constrained Delegation support on the Mobile 

Access gateway. 

4.2.1. On the MAB Machine -> Pick the relevant LDAP Account Unit -> Change 

the delegator to be the LDAP Admin: 
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4.2.2. Validate that you can query the LDAP Account Unit on the old UI: 
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5. Configuring Certificate based authentication 

5.1.  On the MAB -> Go to Mobile Access Tab -> Click on the R80 Server -> 

Gateways -> Multiple Login Options for Clients -> Change authentication 

method to personal certificate 

 

 

 

 

5.2. Install Policy 
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5.3. Create LDAP Group -> New LDAP Group: 

 

5.4. Enter Details: 

 

5.5. Allow group’s users to access  the Corporate Mail: 
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5.6. Install Policy 

5.7. Create Certificate for the user -> Try to connect 

5.8. On the Mobile Access Blade Server -> Putty -> go to tmp/krbcc/ -> ls -> See 

what tickets are being created: 

 

 


