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Remote access VPN Granting User Access Using
RADIUS Server Groups

1. Create a Radius Server object and Host object

Huost Q e x

MY-RADIUS-HOST

Enter Object Comrent
Gerneral Machine
Metwvork Managerment IPwd address: | 10.1.1.150 | | Resalve from narne |
MAT IPwh address: | |
Sdvanced
Servers

# Add Tag
]9 | | Cancel
L |

RADILS

ﬁ _ HP-RADIUS-SRV

Enter Object Cormment

General General

Accounting Hast; | .y -RADILS-HOST ~|
Service: | & RADIUS - |
Shared secret: |------------------ |
Version: | RADIUS Ver, 2.0 - |
Protocaol: |F'.-'1'~F' - |
Priority: |E,

E # Add Tog

(] | | Cancel
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2. Create Empty group

ser Grau p

‘Ll . RAD_project2

Enter Ohject Cormrnent

Mailing List Address: |

+ Q Zearch..
Mame Comments
# Add Tag
(]34 | | Cancel |

User Group

‘m . RAD_projectl

Enter Ciject Cormrment
Mailing List Address: |
+ Q, Search...
Mame Comments
# Add Tag
(]34 | | Cancel
|
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3. Made the below changes via GUIDBEDIT

o |[E]

Tables | Queries Object Name Class Narme Last Modify Time

B Teoe o1 | Byfirewal_prope ties firewsall_properties Man Apr 23 14:45:33 2018
Administrators | | Byspan_port_configuration span_part_properties Mon Apr 16 14,59:22 2013
Ati-Makware IR drop_down_mapping_contziner drop_down_rmapping_container Man Apr 16 14,59:22 2013
Desktop
Device Managerment 4
Endpaint

Glabal Properties
properties
Large Scale Manager
Managed Objects
Metwork Objects

OPSEC
Other
Policies
Provider-1
J8 aos -
Field Mame Type Yalue alid Walues Default Value Field description e
r_access_enable_p string first first first r_access_enable_p
raccessenable boolean true true Accept Rernote Access control connections
radius_connect_timeout unumber 120 Duint_rmazx 120 radius_connect_timeout
radius_ignare container 0255 radius_ignare
radius_retrant_num unumber 2 Deuint_rmazx 2 radius_retrant_num
radius_retrant_timeout unumber 5 Deuint_rmazx 5 radius_retrant_timeout
radius_send_framed boolean false radius_send_framed —
radius_user_timeout unumber 600 Deuint_rmazx 600 radius_user_timeout a
rate_limit_sampling_interval number 1 1-600 1 rate_limit_sampling_interval
registration owned object  hotspot hotspat registration o
I A7 1a0An© Dt Rhien nna
—
Tables | Queries Object Name Class Name Last Modify Time
=- Table - | | Efirewsll_properties firewall_properties hMon Apr 23 14:45:33 2018
- Administrators || | Byspan_port_configuration span_port_properties Mon Apr 16 14:59:22 2018
Anti-Malware dmpidnwnimappmg;nntainer drop_dowun_mapping_container Mon Apr 16 14:59:22 2018
Desktop
Device Management F
@ Endpuoint
= Global Properties
properties
Large Scale Manager
- Managed Objects
- Metwork Objects
E opsec
Other
Palicies
Provider-1
[l oos 2
Field Marme Type Walue Walid Walues Default Value Field description
accept_rip boolean false accept_rip
acceptdecrypt boalean true true Enable Accept on Decrypt for Gateway ta G..,
actions_limit_on boalean false If true, the actions limitwill be applied
active_resolver boalean true true true active_tesalver
add_ip_alt_narne_for ICA_certs boalean true true add_ip_alt_harne_for ICA_certs
add_ip_alt_name_for_opsec_certs boolean false add_ip_alt_name_for_opsec_certs
add_nt_groups boolean false add_nt_groups
addresstrans boolean false addresstrans
admin_expiration_global_data ouned object adrmin_expiration_global_data {admin_expiration_global_data MULL} adrmin_expiration_global_data
expiration_date string 31-dec-2030 31-dec-2030 expiration_date
Ready 192,168,105 Read,M/rite MUk
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External profile Configuration

“ Policy

() Overview

111 Policy

=2 Gateways
] @ Applications

& Authentication

[C Client Certificates
] '% Portal Settings
] @ Endpaint Security On Demand
] Q Capsule Workspace Settings
1 {0k Additional Settings

ReaB &6 v

Users
& Access Roles

4 | @ External User Profiles
5"& generic*
&2 MF&Iser

& LDAP Groups

& Ternplates

& User Groups

& Users

v v v

Access Rule using Empty group

s "\ Poject 1 4t RAD_projectl@Any

6 \ Froject2 4% RAD_project2@Any
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External User Profile Properties

General Properties
Authentication
Location

Time

Encryption

Thiz External User Profile wil apply to all uzers which are not defined
in the intemnal Users Databasze ar any known LDAP Account Unit | if
they log in with a Domain Mame matching the definitions below,
MFAUser

Extemal User Profile name: W Black ~

Comment:

Expiration Date

User account created on: 4/20/2018

Expiration Date: 12312030 Elv imidiyye)

Domain Mame matching definitions

() DM format:
(e.0. o=0rg, c=country]
Free format:

() Any Domain Mame is acceptable

omain Name:  chkpdemo.com

Separatar. @

Domain Mame the user name.
Outcome:  User_Namet@chkpdemo.com

[] Omit Domain Mame when authenticating users

B STUL3-MGMTOL

B ADMIn-PC

H Remotedccess

B 2 pemotenccess % Any

@ Accept & Log * Policy Targets
& Accounting
* Any @ Accept B log # Policy Targets

& Accounting
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6. Radius Configuration

g s s
3% Metwork Policy and Access Services
= & NPS (Local)
(= | RADIUS Clients and Servers
= RADIUS Clierks
jﬂ Remote RADIUS Server Groups
=] 4: Policizs
| Connection Request Policies
| Metwork Policies
| Health Policies
= h Mebwork Access Protection
=M System Healkh Yalidators
j’ﬂ Remediation Server Groups
B Accounting
= Wl Templates Management
_: Shared Secrets
= RADIUS Cliertks
= Remote RADILS Servers
_: IP Filkers
| Health Palicies
j'_ij Remediation Server Groups
Q\ﬂ Web Server (I15)
Features
Diagriostics
@ Event Viewer
=1 [ Custom Views
= ] server Roles
T Active Directory Certificate Services
T Active Directory Domain Services
? DNS Server
T File Server
? Metwork Policy and Access Services
? ‘web Server (115)
T Administrative Events
[ | Windows Logs
§.—| Application

§.—| Security
=1 cabin
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Friendly Name
chkp-gw

IP Address
172.24.4.212

chkp-gw Propetrties —

Settings |Advanced I
¥ Enable this RADIUS clent

I™ Select an existing template

| I

i~ Name and Address
Friendly namme:

Ichkp-gw

Address (IP ar DNS):
172244212

7~ Shared Secret
Select an existing Shared Secrets template:

INDne j

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. ou must configure the RADIUS client with the same shared
seciet entered here. Shared secrets are case-senzitive.

& Marual " Generate

Shared secret:

Canfim shared secret:

ak. I Cancel Lapply
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chkp-gw Properties

-Settings Advanced |

—endor
Specify RADIUS Standard far mozt BADIUS clients, or zelect the BADIUS client

vendor from the lizk.

Yendar name:

— Additional Options
[T Access-Fequest messages must contain the Message-Authenticator attribute

[T BaDIUS client iz MAP-capable

0k, I Cancel Smply

7. Network Policy :

-
g.’\ Metwork Policy and Access Services
E @ N?S {Local) | d Folicy Mame | Status | Processing Drderl Access Type | Saurce
= ?DFI{&E;E:IES a: servers & Connections ta Microsoft Fouting and Remate Access server Enabled 1 Deny bcocess  Unspecified
iznts o =
] P Enabled
35 Remote RADIUS Server Groups ¥
= P 3 Project2 Enabled 3 Grant Access  Unspecified

= _: Policies
_| Connection Request Policies
' Metwark Policies
_| Health Policies
= B, Netwark Access Pratection
=M System Health Yalidators

8. Network Policy For Project 1 :

©2018 Check Point Software Technologies Ltd. All rights reserved



Projectl Properties

Dverview IEDnditiDnsI Eonstraintsl Settingsl

Policy name;

— Policy State
It enabled, MPS evaluates this policy while performing authonization. IF dizabled, MPS does not evaluate this policy.

v Palicy enabled

—Acces: Permizsion

If conditions and constraints of the network. policy match the connechion request, the policy can either grant access or deny
access. What iz access permiszion?

{* Grant access. Grant access if the connection request matches this policy.
™ Deny access. Deny access if the cannection request matches this palicy,

[ lgnore user account digkin properties.

|F the connechion request matches the conditions and conzstraints of this network. policy and the policy grants access, perform
authonization with network, policy only; do not evaluate the dial-in properties of user accounts .

— Metwork, connection method

Select the type of network, access server that zends the connection request to MPS. ou cah zelect either the network. access server tupe
or Yendor specific, but neither is required. [f pour network. access server iz an 802 1% authenticating switch or wireless access point,
zelect Unzpecified.

¥ Tupe of network access server

IUnspecified j
" Wendar specific:

o4

=]

ITI Cancel Apply
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Projecktl Properties X
"DOverview Conditions I Constraintsl Settingsl
Configure the conditions for thiz netwark, policy.

[f conditions match the connection request, MPS uzes thiz policy to authorize the connection request. |f conditions do not match the
connection request, MPS zkips thiz policy and evaluates other policies, if additional policies are configured.

| Condition | Yalue |
Dlay and time restrictions Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 W ednesday 00:00-24:00 Thursd. ..
B Windows Groups CHEFDEMOYproject

Condition descriphion:
The ‘Windows Groups condition specifies that the connecting user or computer must belong to ohe of the selected groups.

tdd. | Edi. | Femove |

ak I Cancel | Apply |
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HProjectl Properties I

i .Dverviewl Conditions ~ Constraints ISettingsI

Canfigure the constraints for thiz network, policy.
IF all constraints are not matched by the connection request, network access iz denied.

Conztraints:

Constraints

Allow access only to those clients that authenticate with the specified methods.,

E Authentication bethods
ok Idle Timeout EAP types are negatiated between NPS and the client in the order in which they are
lizted.

it Seszion Timeout
= EAP Types:

= Called Station 1D
I= Miove g

K 2 Day and time restictions —l

- ~ Move D
T MAS Port Type e

1
add.. | Edi Remove

Leszz secure authentication methods:
W Microsoft Encrpted Authentication version 2 [M5-CHAP-vZ2)
¥ User can change pazsword after it has expired
¥ Microzoft Encrypted Authentication [MS5-CH&P)
¥ User can change password after it has expired
¥ Encrepted authentication [CHAP)
¥ Urenciypted authentication [PAP, SP&P)
3 [ &llow clients to connect without negotiating an authentication method
- [ Perform machine health check anly

Ok I Cancel Apply
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Projectl Properties x

.Dvewiewl Eanditiansl Constraints  Settings |

Configure the zettings for this netwaork, policy.
If conditionz and constraints match the connection request and the policy grants access, settings are applied.
Settings:
RADIUS Attributes - . . .
e To send additional attributes to RADIUS clients, select 2 RADIUS standard attibute, and
then click Edit. If you do not configure an attibute, it iz not sent to RADIUS clientz. See
- your BADIUS client documentation for required attibubes.
‘Wendar Specific
Metwork Access Protechon
MAP Enforcement .
L Attributes:
(B Extended State ez | walue
HRouting and Remote Access Framed-Protocal FPP
. . Service-Type Frarmed
gty Multiink and Bandwidth P
Allocation Pratocal [BAP]
T IF Filkers
% Encryption
d’{.’ |P Settings
Add.. Edi... Femaye
Ok I Cancel Lpply
= ” = jumstances under which they can or canhot connect
Dvelwewl Enndltlnnsl Conshraints  Settings I 1l | Expart
los Ture | Sriies
Gt v s i e ok
If conditions and constraints match the connection request and the policy grants access, settings are 4
Attribiube: narne: G| Refres
Settings: Vendor-Specific = 7 B 7 —
. Yendor-Specific Attribute Information X
RADIUS Attributes Ta send additional attributes to RADIUS clients, select :  Attribute number: :
@ Standard then click Edi. If you do not configure an attribute, itist 26 Attribute name:
your RADIUS client documentation for required attribute “endor Specific
Attribute: format
Network Access Protection OctetString Specify network access server vendor,
W, NAF Enforcement Atibutes Attribute values: " Select from list IHADIUS Standard =l
o Wendar I Walue
L Fxlanded State Mame _ | Wendor | Walue Vendor Code: 2620 praject] & Enter Vendor Code: |2B2U ::I
Routing and Remote Access “endor-5 pecific RADIUS Standard  project]
dgd Multilirk and B andwidth Specify whe!l’_\el the attribute conforms ta the RADIUS RFC specification for
Allocation Protocol [BAP) vendor specific attributes.
T IP Fiters & Yes Itconforms
5y Encipption  No. It does not conform
dr\., IP Settings
Add.. Edi.. Remove
“endor-assigned attribute number:
|I229 3: J
Attibute format:
IStliﬂg ﬂ
Attribute value:
—— |Droiect1
ok C. | Aop] CHAP]
m | e cous |
| [ T —— =3
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project 2

ProjectZ Properties

Owerview | Eonditiu:unsl Eunstraintxl Setting&l

Policy name:

— Palicy State
If enabled, HPS evaluates this policy while perfarming autharization. If dizabled, MPS does naot evaluate thiz policy.

¥ Policy enabled

— Accesz Permission
|F conditionz and constraints of the network policy match the connection reguest, the policy can either grant access or deny
access, What iz access permigzion?

% Grant access. Grant access if the connection request matches this palicy,
" Deny access. Deny access if the connection request matches thiz policy.

[ lgnore user accournt dialin properties.

If the connechion request matches the conditions and constraints of thiz network, policy and the policy grants access, perform
authorization with network, policy only; do not evaluate the dial-in properties of user accounts |

— Metwork, connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server type
or Yendor specific, but neither iz required. [F your network. access zerver is an 8021 authenticating switch or wireless access point,

zelect Unzpecified.

% Tppe of network access sepver;

IUnspecified j
" Wendor specific:

o =

Ok, I Cancel Lpply
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ProjectZ Properties x

"DOverview Conditions | Ennstraint&l Settingsl
Configure the conditionz for thiz network, policy.

[f conditions match the connection request, NPS uzes this policy to authorize the connection request. If conditions do not match the
connection request, NP5 zkips this policy and evaluates other policies, if additional policies are configured.

| Condition | Yalue |
[ray and time restrictions Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 " ednesday 00:00-24:00 Thursd...
B wWindows Groups CHKPDEMO project2

Condition description:
The "Windows Groups condition specifies that the connecting user or computer must belong to one of the zelected aroups.

sed. | Edt. | Remove |

Ok, I Cancel | Apply |
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ProjectZ Properties

| Dvewiewl Conditions  Constraints | Settingsl
0 Configure the conhstraints for thiz netwaork policy.
I If all congtraints are not matched by the connection request, netwark, access iz denied.
Conztraints:
1 Lonstraints Allows access only to thoze clients that authenticate with the zpecified methods.
I
t .
e Idle Timeout EAP types are negotiated between MPS and the client in the order in which they are
lizted.
g gy, Session Timeout
4 ) EAP Types:
i = Called Station 1D
i owe g |
3 £ Day and time restrictions
g - Move Dowrn |
I I MAS Part Tupe
C
I -
b Add.. | Edit... Femanwe
N Lezz gecure authentication methods:
) ¥ Microzoft Encrypted Authentication version 2 [M5-CHAP-v2)
¥ User can change password after it has expired
¥ Microsoft Encropted Authentication (MS5-CHAP)
" ¥ User can change password after it has expired
1 ¥ Encrypted authentication [CH&P)
! ¥ Urenciypted authentication [PAP, SPAP)
i [ &llow clisnts to connect without negotiating an authentication method
5' [~ Perform machine health check, anly
I
r
1
d 0K I Cahcel Apply
ErUIILOLE SEIVILES I} Network Policies AcCCIons

Jomain Services |

Project? Properties
Attribute Information

.Uvervlewl Eondlllonsl Constraints  Settings |

Attribute name:

mztances under which they can ar cannot connect.

Export List

Configure the settings for this network policy. Wigt
|F conditions and constraints match the connection request and the policy grants access, settings are applied. Wendor-Specific
4 Refresh
Sialligs Attribute number: —
26
RADIUS Attribwtes To zend additional attributes to RADIUS clients, select aendor Specific . .
Attribute format:
Standard then click Edit. If you do not configure an attribute, it is not sent to RADIL .
@ OctetSting
yaur RADIUS client documentation for required atiibutes.
Mave Lip
Attribute values:
Metwork Access Protection Veaikn ¥endor-Specific Attribute Information e bown
b NAP Enforcement Attibutes endor Code: 2620 P able
18 Extended State Mame | Verdar [ value endor Specific lete
Routing and Remote Access VendorSpesific  RADIUS Standard  project2 R e
Multilink. and Bandwidth licate Pol
& Allacation Protocol [BAP) " Select from list IHAD“JS Standard j plicate Policy
IP Fiters perties
T 1 Enter Vendor Code: [2820 |
4 Ercryption I
oa:;l P Settings Specify whether the attibute conforms to the RADIUS RFC specification far
vendar specific attributes
Add, Edit R
! Smeve & Yes. It confoms
1 Mo. It does not conform
Configure ¥SA {RFC Compliant)
Canfigure Attribute. | ‘Wendor-assigned attributs number:
[e23 =
Aftribute format
-|— IStling j
Ok Cancel Aoply | [CHAP) OR MS-CHAP w11 Attiibute value:
IDIU\ED[Z
Framed-Protocol PPP
Service-Type Framed -EIK Cancel
:d Events Wendor-Specific project2
snd Sarvicas | ane
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