Using RADIUS Groups (RAD_<Group>) to Assign Permissions

- Run on R80.40 VSX,

- Client is Endpoint Security VE84.70 Build 986200225 (MACQOS)

i . DO Radius

Host = -

Service: = NEW-RADIUS
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- Radius authentication to NPS Windows Server 2010R2
- Configuration according to attached Checkpoint documentation (Radius authentication — Compatibility Mode)

- 2 accesss roles , matching 2 Policy Groups on Radius
1 access role, matching “any user2
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radius_update_by_reply: calling handler for attr 26.

radius_update user_ groups (zu=9dbdé08): start. do_radgroups=1l

radius_update_ user_groups (au=9dbd608): Locking for group RAD S=F7C5008FF%04AEBFES09DF107992300ATDEE3%EL in db
radius_update_user_ groups (au=9dbdé08): group RAD_S=FJ/C5009FFS04AEEBFES09DF107992300ATDEE3Z%E]L not found in db
radius update user groups: didn't add group [RAD S=FJ/C5009FFS04AEBFES0%DF107992300ATDEE3SEL]

radius_update user_groups{au=2%dbde08): Looking for group RAD €s8%; [:v, A PE+a@ESY VAXde 'EL 4+ in db
radius_update_user_groups (au=9dbd608) : group RAD_ES&*;[:y”°ﬁ‘z€-é®ﬁ§"AXOE‘E%_&' not found in db
radius_update_user_groups: didn't add group [RAD_E€s8%;[:y,° i ‘@€-aBEs’ ‘Axde ‘Bk_a -]

radius_update_user_groups (au=2dbdé08): Locking for group RAD €t«Z BXi|CEBaC-IGNée-ugylll i» in db
radius_update_user_ groups(au=9%dbdé08): group RAD €t«# DXui|G3BaC-I5Mé€+igylI”I» not found in db
radius_update_user_groups: didn't add group [RAD_Et«Z_DXu|({3BaC-ISNé€:igyli~I»]

radius_callback (au=9dbd608) : daemon: other, legin info: wvalid, server object: wvalid, src ip: 0

15:00:23] [CPSC] cpsc_get_msg_by id: Cache HIT for CPSC_RADIUS AUTHENTICATED
15:00:23] [CPSC] cpsc_get_msg_by id: Cache HIT for CPSC_RADIUS_USER_AUTHENTICATED
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