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Important Information

Important Information

Latest Software

We recommend that you install the most recent software release to stay up-to-
date with the latest functional improvements, stability fixes, security
enhancements and protection against new and evolving attacks.

Certifications
For third party independent certification of Check Point products; see the Check
Point Certifications page.

Check Point Quantum R82.10

Latest Version of this Documentiin English
Download the latest version of this document in PDF format.

Feedback
Check Point is engaged in a continuous effort to improve its documentation.
Please help us by sending your comments.
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What's New in R82.10

What's New in R82.10

Introduction

R82.10 delivers stronger threat prevention, enhanced scalability, and seamless operations.
Threat Prevention

R82.10 offers protection against encrypted threats with new Zero Phishing and DNS protocols
that block threats without the need for decryption. Additionally, new HTTPS.Inspection now
supports Hardware Security Module (HSM) for TLS 1.3, improving decryptionto prevent
threats and making it considerably more difficult for attackers to compromise encrypted traffic.

Unified Identity Management

Customers now have unprecedented scale of endpoints and identity providers due to gateway
integration with Infinity Identity, which allows identity awareness across the enterprise.
Centralized identity-based policy enforcement is seamlessly integrated with Microsoft Intune,
Microsoft Defender, and Harmony Endpoint. Users can now scale upto 300 enforcement point
gateways across multiple domains, with up to 1 million identities.

Streamlined Operations

Redesigned Drop Optimization feature in Access policy. Drop templates have been extended
to support hardware based acceleration and can sustain a much higher volume of denial of
service attacks.

Support for SD-WAN in Maestro Security Groups enables unprecedented scalability of
branch office networks while providing reliability and redundancy.

New Access Policy Log Generation Modes: Standard and Aggregated. The Aggregated
mode greatly reduces daily log volume and can lower the cloud storage costs by up to 70%.
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What's New in R82.10

Threat Prevention
Zero Phishing

® Zero Phishing Software Blade provides prevention for customers without HTTPS
Inspection, utilizing Server Name Indication (SNI) in TLS handshake.

DNS Security

® Introducing DoT (DNS over TLS) - Threat Prevention capabilities for malicious DNS
activity over the TLS protocol.

HTTPS Inspection

® HTTPS Inspection now supports Hardware Security Module (HSM) for TLS 1.3
decryption, which enables secure, high-performance decryption and inspection of
encrypted traffic.

IPS

® New capability that automatically detects and remediates CPU-intensive IPS protections
with a dedicated SmartView dashboard displaying IPS bypass statistics and CPU-
intensive protection insights.

Quantum Security Gateway

Identity Awareness

® |ntroducing Scalable Identity Sharing, which allows a single Policy Decision Point
(PDP) gateway to distribute identities to up to 300 Policy Enforcement Point (PEP)
gateways. This new capability allows to seamlessly scale identity-based policies across
multiple management domains, ensuring a more streamlined and efficient operation.

® |mproved PDP Performance - Policy Decision Point (PDP) gateways can now handle up
to 1 million identities each, leveraging a new multi-process architecture that optimizes
hardware utilization and boosts overall performance.

® _Quantum Security Gateway integration with Infinity ldentity - Seamless integration with
Infinity Identity, delivering centralized and unified Identity Awareness policy enforcement
throughout the entire network infrastructure, and supports new identity integrations such
as Microsoft Intune, Microsoft Defender, and Harmony Endpoint.
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What's New in R82.10

Site to Site VPN

® Simplified Route-based VPN - Automatically configures route-based VPNs on Check
Point Security Gateways based on network topology, providing easy, one-click setup
and saving configuration time. It also includes support for dynamic routing using BGP.

SD-WAN

® Added support for SD-WAN in Maestro Security Groups. See sk180605: Quantum SD-
WAN.

Security Gateway Enhancement

® Redesigned the Drop Optimization feature in Access Control policy. The new design
supports more acceleration use cases, such as rules with Dynamic Objects and offloads
the traffic to ASIC-powered network cards.

Dynamic Routing

® Added support for these Dynamic Routing features:

» Support for up to 256 PIM interfaces, which allows greater flexibility and scalability
in network configurations.

» Support for up to 1000 BGP peers, ensuring robust and efficient routing
capabilities.

» Support for BGP Large Communities, which provides enhanced control and
management of routing policies across multiple networks.

Cluster and Scalability

® The ElasticXL clustering and Maestro Security Group now support SecureXL in the User
Mode (UPPAK).

Internal CA

® |ncreased RSA Key Size for Internal CA - Default RSA key size increased from 2048 bits
to 3072 bits, enhancing cryptographic security for Internal CA, SIC, Site to Site VPN,
Remote Access VPN clients, user certificates, and Multi-Portal certificates.
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What's New in R82.10

Gaia OS Security

® Enhancement: In Gaia Clish, you can configure the number of hashing rounds for new
passwords.

Hashing rounds determine the number of iterations a hashing algorithm performs on a
password before storing it. This process is used to enhance security by making it more
computationally expensive for attackers to crack passwords through brute force attacks.

= External RADIUS authentication servers can now be configured to use CHAP
(Challenge-Handshake Authentication Protocol) or PAP (Password Authentication
Protocol).

Quantum Security Management

Logging and Monitoring

= New Access Policy Log Generation Modes: Standard and Aggregated. The
Aggregated mode significantly reduces the daily log volume and can lower the cloud
storage costs by up to 70%.

® The Log Forwarding feature now supports forwarding locally stored logs to the
configured primary Log Server without requiring selection of a specific Log Server.

® Additional logging enhancements in SmartConsole:

View the rules log level by hovering over the Track column in the Access Control
rule.

Added the ability to customize the default Track value for new Access Control
rules.

Added statistics for Top Matched Access Rules and Top Log Types in the
SmartConsole Logs view and the "show 1ogs" API to identify high-logging rules.

Enhanced the session log content with additional fields, including NAT details.

Introducing the per-session log level control for Implied Rules.

CloudGuard Network Security

CloudGuard Controller

® New CloudGuard Controller scanner for Proxmox Virtual Environment data center.
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Software Changes in R82.10

Software Changes in R82.10

o Note - To see the list of changes starting from R80.40, see sk180180.

This section describes behavior changes in R82.10 comparing to the previous version

R82.

Gaia Operating System

Updated the Gaia OS Linux kernel version to "5.14".

Updated the OpenSSL version to "3.5".

Updated the network interface driver "m1x" version to "24.10-0.7.0".
Updated the Data Plane Development Kit (DPDK) version to "22.11".
These Check Point Appliance models do not support R82.10:

23500, 23800, 23900

15400, 15600

6500, 6800

5100, 5200, 5400, 5600, 5800, 5900

3100, 3200

Smart-1 5150, Smart-1 5050, Smart-1 625, Smart-1 405, Smart-1 410
Scalable Chassis 44000 / 64000
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Software Changes in R82.10

Security Gateway

® On Check Point Appliances, Virtual Machines, and Open Servers:
» Firewall runs only in the User Space Firewall mode (USFW).
The Kernel Space Firewall mode (KSFW) does not exist anymore.
See sk167052.
o SecureXL runs only in the User Mode (UPPAK).
The Kernel Mode (KPPAK) does not exist anymore.
® Updated the Data Plane Development Kit (DPDK) version to 22.11.

® Added support for SecureXL in the User Mode (UPPAK) in CloudGuard Network
Security Gateways in all cloud environments.

® | og Forwarding is now enabled by default in new Security Gateway./ Cluster objects. At
midnight, locally stored logs are sent to the primary Log Server.

In the new Security Gateway / Cluster object; navigate to Logs > Additional Logging and
refer to the section Log Forwarding Settings.

Threat Prevention

® The Zero Phishing Software Blade and the Threat Emulation Software Blade are now
activated by default in newly created Security Gateway and Cluster objects.

This feature requires a valid license be installed on a Security Gateway and Cluster
Members.

This feature helps to enhance our security measures and protect your systems from
potential phishing attacks and malware attacks.

Management Server

® Updated the PostreSQL version to 16.4.
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Supported Environments in R82.10

Supported Environments in R82.10

Management Servers / Log Servers boot by default with the 64-bit Gaia kernel after a clean
installation or upgrade to R82.10.

o Notes:

® |f after the upgrade to R82.10 you revert to the previous version, then Gaia OS
boots with the 64-bit Gaia kernel, even if in the previous version the Gaia kernel
was 32-bit.

® For documentation about Check Point Appliances, see sk96246.

® Refer to the Support Life Cycle Policy page for more information and
announcements.

Management Server and Log Server

Only these platforms support R82.10 in the Management Server and Log Server
configurations:

Smart-1
7000-UL (D), smart-1
Smart-1 700-M ©),
7000-XL (1, Smart-1
: Smart-1 700-S ©), Open Virtual
iz el Pl s 7000-L (), Smart-1  Servers ®) Machines (©)
Smart-1 600-M 4),
6000-XL @),  sSmart-1
Smart-1 600-S (4)
6000-L (2)
Security Management Yes Yes Yes Yes
Server,
Endpoint Security
Management Server
Log Server Yes Yes Yes Yes
SmartEvent Server Yes Yes Yes Yes
Multi-Domain Security Yes No Yes (7) Yes (7)

Management Server

Multi-Domain Log Server Yes No Yes () Yes (7)
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Supported Environments in R82.10
1. Forinformation about Smart-1 7000-UL, Smart-1 7000-XL, and Smart-1 7000-L, see
sk182601.
For information about Smart-1 6000-L and Smart-1 6000-XL, see sk171903.
For information about Smart-1 700-M and Smart-1 700-S, see sk182601.
For information about Smart-1 600-S and Smart-1 600-M, see sk171903.

a & b

For certified Open Servers, see the Hardware Compatibility List> Tab Open Servers. For
known limitations, see sk168335.

6. "Virtual Machines" apply to Public Cloud and to Private Cloud.

See the Hardware Compatibility List> Tab Virtual Machines. For known imitations, see
sk168335.

7. Requires a license to manage a minimum of 25 Security Gateways.

8. Each of these Smart-1 appliance models, Open Servers, and Virtual Machines can run
any combination of these products:

® Management Server and Log Server on the same server.
® Management Server and SmartEvent Server on the same server.
® | og Server and SmartEvent Server on the same server.

® Management Server and Log Server and SmartEvent Server on the same server.

Management High Availability:

You can configure Check Point Management High Availability between on-premises
Management Servers and Management Servers in a cloud.

You must make sure the required Check Point traffic can flow between the on-premises
servers and the servers in the cloud.

For Management High Availability restrictions, see sk39345.
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Supported Environments in R82.10

Security Gateway or Cluster

Only these platforms support R82.10 in the Security Gateway, Cluster, or ElasticXL
configuration:

Security
Platforms Gateway, EIastic)%)Cluster
Cluster (®)
MLS200, MLS400 sk176466 Yes Yes
QLS250, QLS450, QLS650, sk176466 Yes Yes
QLS800
29100, 29200 sk180520 Yes Yes
28000, 28600HS sk152733 Yes Yes
26000, 26000T sk152733 Yes Yes
19100, 19200 sk180520 Yes Yes
16000, 16200, 16600HS, 16600T | sk152733 Yes Yes
9100, 9200, 9300, 9400, 9700, sk181698 Yes Yes
9800
7000 sk139932 Yes Yes
6200, 6400, 6600, 6700, 6900 sk139932 Yes Yes
3920, 3950, 3970, 3980 sk183199 Yes ) No (6)
3600, 3800 sk110052 Yes Yes
Open Servers (1) N/A Yes No
Virtual Machines (2) N/A Yes No

1. Forcertified Open Servers, see the Hardware Compatibility List> Tab Open Servers. For

known limitations, see sk168335.

2. "Virtual Machines" apply to Public Cloud and to Private Cloud.

See the Hardware Compatibility List > Tab Virtual Machines. For known limitations, see

sk168335.
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Supported Environments in R82.10
3. "Cluster" refers to ClusterXL (Active-Active, High Availability, Load Sharing) and VRRP
Cluster on Gaia OS.

4. ElasticXL Cluster supports only Check Point appliances that have the dedicated ports
called "Mgmt" and "Sync".

5. Onthe 3900 appliances, the ClusterXL Load Sharing modes are not supported (Known
Limitation PMTR-113632).

6. Onthe 3900 appliances, ElasticXL is not supported (Known Limitation PMTR-114921).

Standalone and Full High Availability

Only these platforms support R82.10 in the Standalone (Gateway + Management Server)
configuration or in the Full High Availability Cluster configuration:

Platforms Standalone,
Full HA
9100, 9200, 9300, 9400, 9700, 9800 | sk181698 Yes
7000 sk139932 Yes
6200, 6400, 6600, 6700, 6900 sk139932 Yes
3600, 3800 sk110052 Yes
Open Servers (1) N/A Yes
Virtual Machines () N/A Yes

1. For certified Open Servers, see the Hardware Compatibility List> Tab Open Servers. For
known limitations, see sk168335.

2. "Virtual Machines" apply to Public Cloud and to Private Cloud.

See the Hardware Compatibility List > Tab Virtual Machines. For known limitations, see
sk168335.

3. ltis not supported to enable the SmartEvent Software Blade on any Management Server
in the Full High Availability Cluster configuration.
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Supported Environments in R82.10

VSNext and Traditional VSX

This table shows the support for VSNext and Traditional VSX in R82.10:

Platforms VSNext Traditional VSX
ElasticXL Cluster Yes (3 No
Security Group - Maestro | Yes (4) Yes ()
Open Servers (1) No Yes
Virtual Machines (2 No Yes

1.

For certified Open Servers, see the Hardware Compatibility List> Tab Open Servers. For
known limitations, see sk168335.

"Virtual Machines" apply to Public Cloud and to Private Cloud.

See the Hardware Compatibility List > Tab Virtual Machines: For known limitations, see
sk168335.

The Gaia Operating System must be after a clean install, or restored to factory defaults.

In the First Time Configuration Wizard, you must select ElasticXL and Install as
VSNext.

Converting to VSNext after the First Time Configuration Wizard is not supported.

. Create a new Maestro Security Group and in the First Time Wizard settings section,

select Install as VSNext / VSX.
Converting an existing Maestro Security Group to VSNext is not supported.

Maestro Orchestrator that runs the R82.10 version, automatically configures these
modes:

® VVSNext mode in a Maestro Security Group that runs the R82.10 version.

For each Virtual Gateway you configure in this Maestro Security Group, in
SmartConsole you configure a regular Security Gateway object.

® Traditional VSX mode in a Maestro Security Group that runs the version R81.20 or
lower.

In SmartConsole, you configure a VSX Gateway object and the required Virtual
System / Virtual Switch objects.
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Supported Environments in R82.10

5. To configure a Maestro Security Group that runs the R82.10 version in the Traditional
VSX mode:

a. Create a new Maestro Security Group and in the First Time Wizard settings
section, do not select Install as VSNext / VSX.

b. In SmartConsole, configure a VSX Gateway object and the required Virtual System
/ Virtual Switch objects.

Threat Emulation Appliances

Note - R82.10 Early Availability does not support these models:

Platform Security Gateway,
ClusterXL
TE2000XN sk173494 No
TE2000X sk106210 No
TE1000X sk106210 No
TE250XN sk173494 No
TE250X sk106210 No
TE100X sk106210 No

Quantum Maestro

Quantum Maestro Orchestrator models MHO-140, MHO-170, and MHO-175 fully support the
R82.10 release. See sk183506.

For the list of supported Maestro Security Group versions, see "Quantum Maestro
Orchestratorand Security Group Versions" on page 36.

Forthe list of supported Security Appliances in a Maestro Security Group, see sk162373.

Virtualization Platforms

For the most up-to-date information about the supported Linux versions and virtualization
platforms, see the Hardware Compatibility List> Tab Virtual Machines.
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Supported Environments in R82.10

Cloud Platforms

Supported setups for cloud solutions:

= Amazon Web Services:

Security Gateway

Single Zone High Availability Cluster

Cross Availability Zone Cluster (Cross AZ Cluster)
Security Gateway Auto Scaling Group

Gateway Load Balancer Virtual Machine Scale Sets
Security Management Server

Multi-Domain Security Management Server

Standalone

® Microsoft Azure:

Security Gateway

High Availability Cluster

Virtual Machine Scale Sets

Gateway Load Balancer Virtual Machine Scale Sets
Security Management Server

Multi-Domain Security Management Server
Standalone

Virtual WAN

R82.10 Release Notes
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Supported Environments in R82.10

®= Google Cloud Platform (GCP):
» Security Gateway
» High Availability Cluster
» Managed Instance Group (MIG)
» Network Security Integration (NSI)
» Security Management Server
* Multi-Domain Security Management Server
» Standalone
® Oracle Cloud Infrastructure (OCI):

» Security Gateway

High Availability Cluster

Security Management Server

Multi-Domain Security Management Server

Standalone

® Huawei Cloud:
» Security Gateway
» High Availability Cluster
» Security Management Server
» Standalone
® Tencent Cloud:
» Security Gateway
» High Availability Cluster
« Security Management Server

o Standalone
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Supported Upgrade Paths in R82.10

Supported Upgrade Paths in

R82.10

Note - For more information about Security Management Servers and supported
managed Security Gateways see sk113113.

Upgrade Paths for Security Gateways,
Management Servers, Log Servers, SmartEvent
Servers, Standalone Servers

Upgrade to R82.10 is available only from these versions for Security Gateways, Management
Servers, Log Servers, SmartEvent Servers, and Standalone Servers:

Current Version

R82,
R81.20,
R81.10,
R81

R80.40,

R80.30 kernel 3.10,
R80.30 kernel 2.6,
R80.20 kernel 3.10,
R80.20 kernel 2.6

R80.20.M2,
R80.20.M1

Security
Gateways,

Cluster
Members,

Traditional
vsx (1)

Yes

Requires a 2-
step
upgrade path
(2)

Not
applicable

Management
Servers,

Multi-Domain
Servers,

Log Servers,

SmartEvent
Servers

Yes

Requires a 2-
step
upgrade path (2)

Requires a 2-
step
upgrade path (2)

Standalone
Servers

Yes

Requires a 2-
step
upgrade path
(2)

Not applicable

R82.10 Release Notes
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: Management
Security S
Gateways, ] o
Multi-Domain
' Cluster Standalone
Current Version Servers,
Members, Servers
o Log Servers,
Traditional
vsx (1) SmartEvent
Servers
Requires a 2- Requires a 2- Requires a 2-
R80.10 upgrzltc(ieelz3 path Faua 2) upgr:;i:le(-:lfJ path
2)@) upgrade path 2)(@)
Not Requires a 2-
a Iii able step Not applicable
PP upgrade path (2)
Requires a 2- Requires a 2- Requires a 2-
step step step
upgrade path | upgrade path (@) | upgrade path
(2)(3)(4) (3) (2)(3)(4)

R80

R77.30

Supported Upgrade Paths in R82.10

o Notes:

1.

Starting from R81.10, in the Traditional VSX mode, VSLS mode is the only
supported mode for new installations of VSX Clusters.
Upgrade of a Traditional VSX Cluster in the High Availability mode from R81.10
and earlier versions to R82.10 is supported.
To convert the upgraded Traditional VSX Cluster to VSLS, use the "vsx util
convert cluster"command.
The required 2-step upgrade path is:
a. Upgrade to one of these versions:
® R81.20 (see the R81.20 Installation and Upgrade Guide).
® R81.10 (see the R81.10 Installation and Upgrade Guide).
®m R81 (see the R81 Installation and Upgrade Guide).
b. Upgrade to R82.10.

. Toupgrade an R77.30 environment that implements Carrier Security (former

Firewall-1 GX), you must follow sk169415.
Before you start the upgrade on R77.30 or R80.10, you must make sure the
Gaia OS edition is 64-bit:
a. Getthe current Gaia OS edition with this Gaia Clish command:
show version all
b. If the Gaia OS edition is "32-bit", run these Gaia Clish commands:
set edition 64-bit
save config
reboot
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Supported Upgrade Paths in R82.10

Upgrade Paths for Scalable Platforms

Upgrade to R82.10 is available only from these versions for Scalable Platforms:

Security Gateway,
ElasticXL,

Current Version
VSNext,

Traditional VSX

For Scalable Platforms:

R82, .

Requires a 2-step
R81.20, upgrade path (1)
R81.10,
R81

For Scalable Platforms:
R80.30SP,
R80.20SP

Requires a 3-step
upgrade path (2)
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o Notes for Scalable Platforms:

1. To upgrade a Scalable Platform from R81, R81.10, R81.20, R82 to R82.10, you
must follow this 2-step upgrade path:
a. Install the required Jumbo Hotfix Accumulator:
® On R82 for Scalable Platforms
Must install the R82 Jumbo Hotfix Accumulator (the minimum Take
will be provided later).
® On R81.20 for Scalable Platforms
Must install the R81.20 Jumbo Hotfix Accumulator (the minimum
Take will be provided later).
® On R81.10 for Scalable Platforms
Must install the R81.10 Jumbo Hotfix Accumulator (the minimum
Take will be provided later).
® On R81 for Scalable Platforms
Must install the R81 Jumbo Hotfix Accumulator (the minimum Take
will be provided later).
b. Upgrade to R82.10.
2. Toupgrade a Scalable Platform from R80.20SP / R80.30SP to R82.10, you
must follow this 3-step upgrade path:
a. Upgrade to one of these versions:
® R81.20 for Scalable Platforms
See:
» sk177624 - R81.20for Scalable Platforms
» R81.20 Quantum Maestro Administration Guide.
® R81.10 for Scalable Platforms
See:
» sk173363 - R81.10 for Scalable Platforms
o R81.10 Quantum Maestro Administration Guide.
b. Install the required Jumbo Hotfix Accumulator:
® On R81.20 for Scalable Platforms
Must install the R81.20 Jumbo Hotfix Accumulator (the minimum
Take will be provided later).
® On R81.10 for Scalable Platforms
Must install the R81.10 Jumbo Hotfix Accumulator (the minimum
Take will be provided later).
c. Upgrade to R82.10.
3. InaMaestro environment, you must follow these order:
a. Upgrade the Management Server that manages the Maestro Security
Group.
b. Upgrade the Quantum Maestro Orchestrators on each Maestro Site.
c. Upgrade the Maestro Security Groups on each Maestro Site.
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Supported Upgrade Methods in R82.10

Supported Upgrade Methods in R82.10

Use these methods to upgrade your Check Point environment to R82.10:

o Best Practice - If several methods are supported for your product, we recommend Central Deployment in SmartConsole.

GalaFast  GaaFast  pepoyment  CPUSE  CPUSE Upgrade
Check Point  Deployment  pojiov e - o Advanced with
Product Clean Install Upgrade (1) S n ean(3) Upg(Z?de Upgrade (5) Migration

) mart?zc))nsole Install (6)

Security Yes Yes Yes Yes Yes No No Yes
Gateways
Traditional No Yes Yes Yes Yes No No Yes
VSX Gateway
Security Group No No No Yes Yes No No No
Members -
Maestro
(including
these modes:
Gateway,
VSNext,
Traditional
VSX)
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Check Point
Product

ElasticXL
Cluster

Members
(including

these modes:

Gateway,
VSNext)

ClusterXL
Members in
the High
Availability
modes

ClusterXL
Members in
the Load
Sharing
modes

Gaia Fast
Deployment

Clean Install
(1)

No

No

No

Gaia Fast
Deployment

Upgrade (1)

No

Yes

Yes

Central
Deployment CPUSE CPUSE
in Clean Upgrade
SmartConsole  Install @) (4)
(2)
No Yes Yes
Yes Yes Yes
No Yes Yes

Supported Upgrade Methods in R82.10

Upgrade
Advanced : Upgrade
il ith CDT
Upgrade () Migration b (7)
(6)
No No No
No No Yes
No No Yes
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Check Point
Product

Traditional
VSX Cluster
Members in
the High
Availability
mode

Traditional
VSX Cluster
Members in
the VSLS
mode

VRRP Cluster
Members

Primary
Security
Management
Server

Secondary
Security
Management
Server

Gaia Fast
Deployment

Clean Install
(1)

No

No

No

Yes

No

Gaia Fast
Deployment

Upgrade (1)

Yes

Yes

Yes

Yes

No

Supported Upgrade Methods in R82.10

Central

Deployment CPUSE CPUSE Advanced IR Upgrade
: ith '
in Clean Upgrade ) S with CDT
SmartConsole  Install @) (4) lpers Mlglég)tlon 7)
(2)
Yes Yes Yes No No Yes
No Yes Yes No No Yes
No Yes Yes No No Yes
No Yes Yes Yes Yes No
Yes Yes Yes Yes Yes No
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Central

Gaia Fast Gaia Fast Deployment ~ CPUSE  CPUSE

Upgrade
Advanced with

Product in Clean Upgrade ) c with CDT
roduc Clear(11l)nstall Upgrade () SmartConsole  Install @ (4) Upgrade M|g|Eg)t|on 7)

(2)

Upgrade

Check Point Deployment  popioyment

Primary Multi- Yes Yes No Yes Yes Yes Yes No
Domain
Security
Management
Server

Secondary Yes Yes No Yes Yes Yes Yes No
Multi-Domain
Security
Management
Server

Primary Multi- Yes Yes No Yes Yes Yes Yes No
Domain Log
Server

Secondary Yes Yes No Yes Yes Yes Yes No
Multi-Domain
Log Server

Primary No No No Yes Yes Yes Yes No
CloudGuard
Controller
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Check Point
Product

Secondary
CloudGuard
Controller

Primary
Endpoint
Security
Management
Server

Secondary
Endpoint
Security
Management
Server

Dedicated Log
Server

Dedicated
SmartEvent
Server

Gaia Fast
Deployment

Clean Install
(1)

No

No

No

No

No

Gaia Fast
Deployment

Upgrade (1)

No

No

No

No

No

Supported Upgrade Methods in R82.10

Central

Deployment CPUSE CPUSE Advanced IR Upgrade
: ith '
in Clean Upgrade ) S with CDT
SmartConsole  Install @) 4) IZEE Mlgzg)tlon (7)
(2)
Yes Yes Yes Yes Yes No
No Yes Yes Yes Yes No
Yes Yes Yes Yes Yes No
Yes Yes Yes Yes Yes No
Yes Yes Yes Yes Yes No
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Check Point
Product

Full High
Availability
Cluster
Members

Standalone
Server

Gaia Fast
Deployment

Clean Install

(1)

No

No

Gaia Fast
Deployment

Upgrade (1)

No

No

Central
Deployment CPUSE CPUSE
in Clean Upgrade
SmartConsole  Install @) (4)
(2)
No Yes Yes
No Yes Yes

Supported Upgrade Methods in R82.10

Upgrade
Advanced : Upgrade
with ith CDT
Upgrade () Migration b (7)
(6)
Yes Yes No
Yes Yes No
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Supported Upgrade Methods in R82.10
o Explanations:

1. Gaia Fast Deployment:
Performs a multi-step upgrade or clean install with one image.
This image already contains a specific base version, a designated role (for example, a Security Gateway), and Hotfixes /
Jumbo Hotfix Accumulator.
You can see and install this image with CPUSE in Gaia Portal or Gaia Clish.
For more information, see sk120193.
2. Central Deployment in SmartConsole:
® You perform a remote installation of an upgrade package from SmartConsole.
® You install the package from the local repository on the Management Server or from Check Point Cloud.
® You can install the package on several targets at the same time.
® On a ClusterXL and a Traditional VSX Cluster in the High Availability mode, the Central Deployment method performs the
Multi-Version Cluster (MVC) Upgrade to preserve the current connections:
a. Upgrades all Cluster Members in the Standby mode.
b. Enables the MVC mode to allow the synchronizationof the current connections between Cluster Members that run
different software versions.
c. Performs a failover from the Cluster Member in the Active state to one of the upgraded Cluster Members.
d. Upgrades the remaining Cluster Member (formerly in the Active state).
3. CPUSE Clean Install:
® You perform a local installation of the higher version from scratch in Gaia Portal or Gaia Clish.
® You install the package from the local repository in Gaia OS or from Check Point Cloud.
® Requires these steps to preserve the configuration and database:
a. Export the data before the installation.
b. Import the data after the installation.
® On a ClusterXL and a Traditional VSX Cluster, there are different ways to perform a local upgrade on the Cluster
Members based on-how you need to preserve the current connections:
» Multi-Version Cluster (MVC) Upgrade
e Minimum Effort Upgrade
e Minimum Downtime Upgrade
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Supported Upgrade Methods in R82.10

4. CPUSE Upgrade (In-place Upgrade):
® You perform a local installation of an upgrade package in Gaia Portal or Gaia Clish.
® You install the package from the local repository in Gaia OS or from Check Point Cloud.
® Keeps the current configuration and database.
® On a ClusterXL and a Traditional VSX Cluster, there are different ways to perform a local upgrade on the Cluster
Members based on how you need to preserve the current connections:
o Multi-Version Cluster (MVC) Upgrade
e Minimum Effort Upgrade
e Minimum Downtime Upgrade
5. Advanced Upgrade:
Intended for Management Servers only.
® You perform a local installation of an upgrade package in Gaia Portal or Gaia Clish.
® You install the package from the local repository in Gaia OS or from Check Point Cloud.
® Requires these steps:
a. Export of the current management database from the server.
b. Upgrade of the server with CPUSE (In-place Upgrade or Clean Install).
c. Import of the exported management database.
6. Upgrade with Migration:
® |ntended for Management Servers only.
® Requires these steps:
a. Export of the current management database from the server.
b. Installation of a different server with a higher version (Clean Install).
c. Import of the exported management database.
7. Upgrade with CDT (Central Deployment Tool):
Intended for Security Gateways and Cluster Members only.
® You perform a remote installation of an upgrade package from the Management Server.
® You install the package from the local repository on the Management Server.
|
|

You can install the package on several targets at the same time.
For more information, see sk111158.

R82.10 Release Notes | 33


https://support.checkpoint.com/results/sk/sk111158

Supported Upgrade Methods in R82.10

8. The minimum required unpartitioned disk space is the highest value of one of these:
® Size of the current root partition.
® The used space in the current root partition plus 3 GB.
® |f the used space is more than 90% of the root partition, then 110% of the size of the current root partition.
Important:
® Atleast 20 GB of free disk space is required in the root partition for an Upgrade to succeed.
® Atleast 10 GB of free disk space is required in the /var/1og partition for a Clean Install or Upgrade to succeed.
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Supported Security Gateway Versions in R82.10

Supported Security Gateway
Versions in R82.10

Management Server and Security Gateway

Versions

Note - For more information about Security Management Servers and supported

managed Security Gateways see sk113113.

R82.10 Management Servers can manage Security Gateways that run only these versions

and modes:

Gateway Type

Security Gateways,
ClusterXL,
VRRP Cluster

Security Gateways,
Traditional VSX Cluster

ElasticXL Cluster
ElasticXL Cluster

Security Groups in Maestro

Security Groups in Maestro

Security Groups in Maestro

Security Groups on Scalable Chassis 44000
/ 64000

Mode

Gateway

Traditional
VSX

Gateway
VSNext

Gateway

VSNext

Traditional
VSX

Gateway

Release Version

R82.10, R82,

R81.20, R81.10, R81,
R80.40, R80.30, R80.20,
R80.10

R82.10, R82

R81.20, R81.10, R81,
R80.40, R80.30, R80.20,
R80.10

R82.10, R82
R82.10, R82

R82.10, R82,
R81.20, R81.10, R81,
R80.30SP, R80.20SP

R82.10, R82

R82.10, R82,
R81.20, R81.10, R81,
R80.30SP, R80.20SP

R82,
R81.20, R81.10, R81,
R80.20SP
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Supported Security Gateway Versions in R82.10

Gateway Type Mode Release Version

Security Groups on Scalable Chassis 44000 Traditional R82,

/64000 VSX R81.20, R81.10, R81,
R80.20SP

Quantum Spark, Quantum Rugged, Gateway R82.00.X,

and SMB Appliances R81.10.X

o Notes:

® To manage R82.10 Security Gateways / Security Groups, an R82 Management
Server requires:
1. The R82 Jumbo Hotfix Accumulator Take 19 or higher (see PRJ-61143).
2. The R82 SmartConsole Releases, Build 1053 or higher.
® Management Servers R81.20 and lower cannot manage R82.10 Security
Gateways / Security Groups / Clusters.
® Management Servers R82.10 do not support Security Gateways and VSX
Gateways R77.30 or lower.
® Management Servers R82.10 support certain Quantum Spark Appliances with
an R82.00.00 image at the Early Availability level.
For more information, contact a Check Point office.in your area.

Quantum Maestro Orchestrator and Security
Group Versions

R82.10 Quantum Maestro Orchestrator can manage Maestro Security Groups that run these
versions:

= R82.10
" R81.20 (see sk177624)
" R81.10 (see sk173363)

Important - The major software version on the Orchestrator must be equal to or
higher than the - major software version on the managed Security Group.
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Open Server Hardware Requirements in R82.10

Open Server Hardware
Requirements in R82.10

See sk168335 - Known Limitations for Open Servers and Virtual Machines.

Minimum Hardware Requirements

Check Point Product Processor Total CPU Memory
cores
Security Management Server, Supported 2 8 GB
Dedicated Log Server Intel® Core™
i5
or equivalent
Multi-Domain Security Management Supported 8 32GB
Server, Intel® Core™
Multi-Domain Log Server i5
or equivalent
Security Gateway Supported 2 8 GB
Intel® Core™
i5
or equivalent
ClusterXL Cluster Member, Supported 2 8 GB
VRRP Cluster Member Intel® Core™
i5
or equivalent
Traditional VSX Gateway, Supported 2 8 GB
Traditional VSX Cluster Member Intel® Core™
i5
or equivalent
Standalone Supported 4 8 GB
Intel® Core™
i5
or equivalent

o For the SmartEvent requirements, see "SmartEvent Requirements" on page 40.
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Open Server Hardware Requirements in R82.10

Disk Space Requirements

Check Point Product

Recommended
free disk space

Minimum

free disk space (3)

Security Management Server (1),
Dedicated Log Server (1)

Multi-Domain Security Management
Server (2),
Multi-Domain Log Server (2

Security Gateway

ClusterXL Cluster Member,
VRRP Cluster Member

Traditional VSX Gateway,
Traditional VSX Cluster Member

Standalone

1TB

1TB

200GB

200GB

For the Traditional
VSX
Gateway / Cluster
Member:
200GB
For each Traditional
VSX
Virtual System:
1GB

1TB

110 GB

For the Multi-Domain
Server:
100 GB
For each additional
Domain:
110 GB

110 GB

110 GB

For the Traditional VSX
Gateway / Cluster
Member:

100 GB
For each Traditional
VSX
Virtual System:
1GB

110 GB
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o Notes:

Open Server Hardware Requirements in R82.10

1. On an Open Server that runs a Management Server / Log Server, only one
upgrade is allowed.
To upgrade again, use an Advanced Upgrade (with Clean Install) or an Upgrade
with Migration - see "Supported Upgrade Paths in R82.10" on page 22.

a.

®oo0oT

Export the management database.

Copy all other configuration files, in which you made manual changes.
Perform a Clean Install of the required version.

Import the management database.

. Configure the required settings again based on the exported files.

2. Onan Open Server, additional backup / snapshot is not supported.

3. On an Open Server, at least 20 GB of free disk space is required in the root
partition to start the upgrade process to R82.10

4. Onan Open Server, the logging partition size is only large enough for minimum
machine operations.

Maximum Supported Physical Memory

Check Point Product Physical RAM Limit

Security Management Server, 512 GB

or

Multi-Domain Security Management Server

Security Gateway, 256 GB

or

Cluster Member
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Requirements in R82.10

Threat Extraction Requirements for Web-
downloaded Documents

® Supported with appliance series 5000, 6000, 7000, and higher.

Logging Requirements

Logs can be stored on:
® A Management Server that collects logs from the Security Gateways. This is the default.

® A Log Server on a dedicated server. This is the recommendation for environments that
generate many logs.

A dedicated Log Server has greater capacity and performance than a Management Server
with the activated Logging & Status Software Blade.

The dedicated Log Server must run the same version as the Management Server.

SmartEvent Requirements

The dedicated SmartEvent Server must run the same version as the Management Server or
the dedicated Log Server.

SmartEvent and a SmartEvent Correlation Unit are usually installed on the same server. You
can also install them on different servers, for example, to balance the load in large logging
environments. The SmartEvent Correlation Unit must run the same version as the SmartEvent
Server.

To deploy SmartEvent and to generate reports, a valid license or contract is required.

Hardware Requirements

For an average rate of 500 logs per second:
® Total CPU Cores: 4
= RAM: 16GB
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SmartConsole Requirements

Desktop SmartConsole Hardware Requirements

This table shows the minimum hardware requirements for the Desktop SmartConsole
applications:

Component Minimum Requirement

CPU Supported Intel® Core™ i3 or equivalent processor
Memory 4 GB

Available Disk Space | 2 GB

Video Adapter Minimum resolution: 1024 x 768

Disk Partition NTFS

Desktop SmartConsole Software Requirements

® Microsoft .NET framework 4.8.

® Microsoft Visual C++ Redistributable 2019.
Desktop SmartConsole is supported on:

® Windows 11, Windows 10 (all editions).

® Windows Server 2022, 2019.
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Gaia Portal Requirements

The Gaia Portal requirements on Security Gateways, Cluster Members,
Management Servers, and Log Servers

To connect to Gaia Portal on R82.10 Security Gateways, Cluster Members, Scalable Platform
Security Groups, Security Management Servers, Log Servers, SmartEvent Servers, Multi-
Domain Security Management Servers, Multi-Domain Log Servers, Endpoint Security
Management Servers, and Endpoint Policy Servers, you must use one of these web browsers:

Browser Supported Versions

Microsoft Edge | All versions
Google Chrome | 14 and higher
Mozilla Firefox | 6 and higher

Apple Safari 5 and higher

The Gaia Portal requirements on Quantum Maestro Orchestrators

To connect to Gaia Portal on R82.10 Quantum Maestro Orchestrators, you must use one of
these web browsers:

Browser Supported Versions

Microsoft Edge | 85.0 and higher
Google Chrome | 85.0 and higher

Mozilla Firefox | 79.0 and higher
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Mobile Access Requirements

You must use one of these operating systems:

OS Compatibility

Endpom.t Qlomputer 0s Windows Linux macOS iOS
Compatibility

Mobile Access Portal Yes Yes Yes Yes Yes
Clientless access to web Yes Yes Yes Yes Yes

applications (Link
Translation)

Compliance Scanner Yes Yes Yes No No
Secure Workspace Yes No No No No
SSL Network Extender - Yes Yes Yes No No
Network Mode

SSL Network Extender - Yes No No No No

Application Mode

Downloaded from Mobile Yes Yes Yes No No
Access applications

Citrix Yes Yes Yes No No

File Shares - Web-based Yes Yes Yes Yes Yes
file viewer (HTML)

Web mail Yes Yes Yes Yes Yes
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You must use one of these web browsers:

Web Browser Compatibility

Endpoint Web Microsoft Google Mozilla Apple Opera for
Browser Compatibility Edge Chrome Firefox Safari Windows
Mobile Access Portal Yes Yes Yes Yes Yes
Clientless access to No Yes Yes Yes Yes

web applications (Link
Translation)

Compliance Scanner Yes Yes Yes Yes No
Secure Workspace (2) Yes Yes Yes No No
SSL Network Extender No Yes Yes Yes No

- Network Mode

SSL Network Extender Yes Yes Yes No No

- Application Mode (2)

Downloaded from No Yes Yes Yes No
Mobile Access

applications

Citrix No Yes Yes No No
File Shares - Web- Yes Yes Yes Yes Limited
based file viewer support
(HTML)

Web mail No Yes Yes Yes Yes

o Notes:

1. Forallistof the prerequisites necessary to use the Mobile Access Portal on-
demand clients, such as SSL Network Extender Network mode, SSL Network
Extender Application Mode, Secure Workspace and Compliance Scanner, refer
to sk113410.

2. Secure Workspace and SSL Network Extender Application Mode are available
for Windows platforms only.
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Identity Awareness Requirements

Identity Clients
See sk134312.

AD Query

Supported Active Directory versions:

Microsoft Windows Server 2022.
Microsoft Windows Server 2019.
Microsoft Windows Server 2016.
Microsoft Windows Server 2012 R2.
Microsoft Windows Server 2012.
Microsoft Windows Server 2008 R2.

Browser-Based Authentication (Captive Portal)

You must use one of these web browsers:

Microsoft Edge
Google Chrome
Apple Safari
Mozilla Firefox

Opera for Windows

Requirements in R82.10
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Requirements in R82.10

Harmony Endpoint Management Server
Requirements

Hardware Requirements

These are the minimum requirements to enable Endpoint Security management on a Security
Management Server:

Component Requirement

Number of CPU cores | 4
Memory 16 GB

Disk Space 845 GB

The requirements for dedicated Endpoint Security Management Servers are similar.

Resource consumption is based on the size of your environment. For larger environments,
more disk space, memory, and CPU are required.

Software Requirements

® Endpoint Security Management Servers (the "Network Policy Management" Software
Blade) are supported on the Check Point Management-only appliances or on Open
Servers.

Endpoint Security Management Servers do not support Standalone (Security Gateway +
Management Server) and Multi-Domain Security Management deployments.

® For information about the versions of Endpoint Security Clients that the R82.10 Endpoint
Security Management Server can manage, see sk117536.

® For supported Endpoint Security Clients for each OS version, see the Harmony Endpoint
EPMaaS Administration Guide > section "Supported Operating Systems for the Endpoint
Client".
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Requirements in R82.10

Anti-Malware Signature Updates

® To allow Endpoint Security clients to get Anti-Malware signature updates from a cleanly
installed R82.10 Primary Endpoint Security Management Server, follow the instructions
in the R82 Harmony Endpoint Web Management Administration Guide when you select
the Anti-Malware component.

® Endpoint Security Clients can continue to acquire their Anti-Malware signature updates
directly from an external Check Point signature server or other external Anti-Malware
signature resources, if your organization's Endpoint Anti-Malware policy allows it.
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Scalable Platforms Requirements

Software Requirements

See "Supported Security Gateway Versions in R82.10" on page 35.
® To manage an R82.10 Security Group in the ElasticXL configuration, use:
» R82.10 Security Management Server or Multi-Domain Server.
® To manage an R82.10 Security Group in the Maestro configuration, use:
1. R82.10 Quantum Maestro Orchestrator.
For the list of supported Maestro Security Appliances, see sk181433.
2. R82.10 Security Management Server or Multi-Domain Server.

® To manage an R82.10 Virtual Gateway in the VSNext configuration (supported in
Maestro or ElasticXL), use:

» R82.10 Security Management Server or Multi-Domain Server.

® For the list of compatible transceivers for Check Point Appliances, see sk92755.

Supported Network Cards on Maestro Security Appliances

To connect a Maestro Security Appliance to Quantum Maestro Orchestrators with DAC
cables, you must install one of the supported Line Cards in the Maestro Security Appliance.

® See sk181433 for the list of supported Maestro Security Appliances and Line Cards.
® See sk158652 for the mandatory guidelines.
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Maximum Supported ltems in R82.10

Maximum Supported Items in
R82.10

This section provides the maximum supported numbers for various hardware and software
items.

Management Server
Maximum Hard Comment
Number Limit
Network 1,000,000 Yes This applies to objects of these types - Security
objects in all Gateway, Cluster, Network, Host, Group, Network
Domains Feed, Address Range, Dynamic Object, Wildcard

Object, Security Zone, LSV Profile, Domain,
Interoperable Device, VolP Domain, Logical
Server, OSE Device, Access Point Name.

Network 100,000 No
objects in
each
Domain

R82.10 Release Notes | 49



Maximum
Number

Hard
Limit

Maximum Supported ltems in R82.10

Comment

Security
Gateway
objects in
each
Domain

Objects in
each Group
object

Rules in
each policy

Changes in
one session

250
and
500

12,000

28,000

100

No

Yes

Yes

No

To make sure the Management Server is
responsive when you manage more than 300
Security Gateways, it is necessary to disable the
three LSM Add-ons as described in sk135972
(LsMServerAddon, PAServerAddon, and
PAHBServerAddon).

The maximum supported number of the managed
Security Gateways and Cluster Members depends
on the installed RAM and the number of CPU
cores on the Management Server:

Maximum
Number Amount supported
; ) number of the

of available of installed manadged

CPU Cores RAM g
Security

Gateways
32 96 GB 500
16 96 GB 500
6 32GB 350
6 16 GB 250

To ensure optimal Security Gateway
responsiveness, we recommend configuring a
maximum of 20,000 rules in a policy.

While the Security Gateway can support more
rules than 20,000 rules, the smaller the number of
rules in the installed policy, the more responsive
the Security Gateway is.

To ensure optimal Management Server
responsiveness, we recommend making 100 or
fewer changes in each session (although the
Management Server can support more than 500
changes at a time).
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Maximum

Number Comment
Interfaces in 200 No To ensure optimal SmartConsole responsiveness,
each we recommend configuring a maximum of 200
Security interfaces in SmartConsole.
Gateway If the Security Gateway object contains more

interfaces, use the applicable Management API to
configure interfaces. See the Check Point
Management API Reference. To ensure optimal
API responsiveness, we recommend configuring a
maximum of 600 interfaces with API.

Layers in 251 Yes The maximum number of Policy Layers in an
Access Access Control Policy is 251.

Control

Policy

Sizing Recommendations for Check Point
Management Server

See sk178325.
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Maximum Supported ltems in R82.10

Maximum Supported Number of Interfaces on
Security Gateway

This table shows the maximum supported number of interfaces (physical and virtual).

Note - This table applies to all hardware platforms - physical and virtual.

\EVE Ko
Interfaces
Security Gateway 1024 Non-VSX mode.
See "Security Gateway or Cluster" on page 16.
ElasticXL Cluster in the 4096 See "VSNext and Traditional VSX" on page 18.
VSNext mode,
Maestro Security Group
in the VSNext mode
Virtual Gateway in the 4096 Includes physical, VLAN, and Warp Interfaces.
VSNext mode See"VSNext and Traditional VSX" on page 18.
VSX Gateway in the 4096 Includes physical, VLAN, and Warp Interfaces.
Traditional VSX mode See"VSNext and Traditional VSX" on page 18.
Virtual System in the 64 Includes physical, VLAN, and Warp Interfaces.
Traditional VSX mode
on a VSX Gateway
Virtual System in the 256 Includes physical, VLAN, and Warp Interfaces.
Traditional VSX mode In a VSX Cluster, the default maximum is 64
on a VSX Cluster interfaces. To increase it, see sk99121.
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Maximum Supported ltems in R82.10

Maximum Supported Number of Cluster
Members

Maximum Supported

Cluster Type
Number of Cluster Members

ClusterXL High Availability or Load Sharing 5
ClusterXL Active-Active 4
ElasticXL 3 on each Site

(6 in total in Dual Site)
Geo Cluster 2
Virtual System Load Sharing in the Traditional VSX mode 13
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Number of Supported Items in an ElasticXL

Cluster

Number of

Supported Items

Number of Security
Appliances in one
ElasticXL Cluster

Number of interfaces
configured in one
ElasticXL Cluster

In Single Site and
Dual Site
deployment:

® Minimum: 1
on each Site

® Maximum: 3
on each Site

In the Security
Gateway Mode:

® Minimum: 2
= Maximum:
1024

For each Virtual
Gateway

in the VSNext
Mode:

® Minimum: 2

® Maximum:
1024

In a Dual Site deployment, an ElasticXL
Cluster must contain a minimum of one
Security Appliance from each site.

Includes all interface types
(Physical, Bonds, VLAN, Warp).
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Number of Supported Items in a Maestro
Environment

Number of

Supported Items

Number of Security ® Minimum: 1 None
Groups configured ® Maximum: 8

Number of Security In Single Site and | In Dual Site environments:
Appliances in one Dual Site

Security Group deployment: ® Each Security Group must contain a

minimum of one Security Appliance
® Minimum: 1 from each site (see MBS-7606 in
® Maximum: sk183507).

28 ® Each Security Group can contain a
maximum of 28 Security Appliances -
14 Security Appliances from each
site (see MBS-7773 in sk183507).

Number of interfaces In the Security Includes all interface types
configured on top of Gateway Mode (Physical, Bonds, VLAN, Warp).
Uplink ports in one and in the VSNext
Security Group Mode:

® Minimum: 2
® Maximum:
1024

In the Traditional
VSX Mode:

® Minimum: 2
® Maximum:
4096

For each Virtual
System

in the Traditional
VSX Mode:

® Minimum: 2

= Maximum:
250
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Build Numbers

Software

Component

Gaia

Security Gateway

Security

Management Server

Multi-Domain Server

SmartConsole

Build Number

OS Build

OS kernel version 4.18.0-
372.9.1cpx86_64

OS edition 64-bit

R82.10 - Build XXXXXX

R82.10 - Build XXXXXX

R82.10 - Build XXXXXX

Build Numbers

Verifying Build Number

Run this command in Gaia Clish:

show version all

Run this command in the Expert
mode:
fw ver

Run this command in the Expert
mode:
fwm ver

Run this command in the Expert
mode:
fwm mds ver

Click Menu > About Check Point
SmartConsole
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Licensing

Licensing

For all licenses issues contact Check Point Account Services.
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