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Onde nos Estamos?
Crescimento Exponencial de Cyber Atagues

E AS PLATAFORMAS DE SEGURANCA???
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Plataformas Escalavels Check Point
Quantum Maestro

64000
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Cluster HiperEscalavel - “Chassisless”

Conceito reinventado para Plataforma Escalavel
Appliances ja conhecidos
Agora é a hora de Cloudificar nossas Redes e Datacenters

Redundancia : 1
Escalabilidade Load Balancing de trafego

Load RESiIiénCia

Eficiéncia de custo
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Arquitetura Fisica - Entendendo em detalhes

Performance e Simplicidade

1.5 Tbhps
Zero Touch Up t_° 52
Provisioning appliances

MAESTRDO
Orquestradores
HiperEscalabilidade

Quantum
Appliances
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Arquitetura Fisica MAESTRO

« Camada de Orquestracao

« Camada de Recursos
Computacionais
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Arquitetura Fisica MAESTRO

« Camada de Orquestracao

« Camada de Recursos
Computacionais
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Tecnologias Smart - Quantum Maestro

Mix and Match HW  Image Auto-Cloning Global configuration

2 =)

Auto-diagnostics

Auto-discovery

°
& cHeck POINT 10



Auto-Discovery

« Appliances se comunicam com o
Orquestrador utilizando
Link Layer Discover Protocol (LLDP)

« Appliances recebem a configuracao
do Orquestrador e SMO

« Trafego passa pelo SGM logo apos a
configuracao é aplicada
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LLDP

/

INTERNAL( i )
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| EXTERNAL°
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Grupos de Seguranca - Security Groups (SG)

Maestro HyperScale Security

- Configurado através do Orquestrador

- Cada Security Group contem
Appliances, portas de geréncia e

uplinks g

. Até 8 Security Groups 5
- Até 28 appliances por SG

- Até 14 appliances por site -

- Ate 52 appliances por sistema %

O
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Reducao de Complexidade

UPLINKS

DOWNLINKS

°
& cHeckpoiNT

Conexdes para zonas
Confiaveis e Nao Confiaveis.
Interfaces sao visiveis aos
admins no SmartDashboard,
WebUI, CLISH, etc.

Camada de Abstragao que
forma o Sistema de Backplane
(Configuragao nao é requerida)

N
AN

4

Trusted

Untrusted
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Single Management Object (SMO)

- Unico Objeto para Security GW por Security Group na
SmartConsole

- Unico endereco IP para geréncia
- Clona toda configuracao entre os membros
- Rapida instalacéo de Politica

- Hierarquico - Sistema

- Cluster - Abstracao
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Check Point Gateway - SecGroup1 IPvd Address: |172.25.161 .83

letwork Managemert
AT
HTTPS Inspection
HTTP/HTTPS Proxy
ICAP Server
- Platform Portal
- Mal Transfer Agert
Logs
Fetch Policy
Optimizations
- Hit Count
Other

Machine
Name: Color: | [l Black
1Pu4 Address 3 Resalve from Name | [ Dynamic Address
1PYE Address: | ]
Commert: |

Secure Intemal Communication:  [Trust established Commurication

Platform

Hardware: | Maestro | Version: | R81.10 ~| 0S:|Gaia ~ Get

& Network Securty (1) @ Custom Threat Prevention (0) &« Management (1)

Access Control, Advanced Networking & Chustering
Firewall © Dynamic Routing

[J1PSec VPN O Secursxl
[ Policy Server aes

[ Mobile dccess Maritering

[ &pplication Contral Other:

[JURL Fitering [ Data Lass Prevention

[ Identity Awareness [ Anti-Spam & Email Security

[ Content Awareness

Firewall

World's most praven firewall solution that can examine hundreds of applications,
protocols and services out-of-the box.

Cancel
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Monitorando Maestro

SNMP Security Group

asg monitor

Orchestrator

sk168878
asg stat -v orch_stat —-a

g_all cphaprob stat
asg perf -v -p --delay 1
asg perf -v -k

cpview
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https://www.esc.de/
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk168878
https://community.checkpoint.com/t5/Scripts/Maestro-MHO-Ports-Dump-Sorted-amp-Colored/m-p/126663
https://community.checkpoint.com/t5/Scripts/Maestro-MHO-Ports-Dump-Sorted-amp-Colored/m-p/126663

Arquitetura — Maestro Single Site

Downlinks sdao o backplane do
UpTlinks conectados a Maestro:
switches de producdo. Cada SGM se conecta a ambos os
Sempre use bond! MHOS .
Mgmt Uplink Ports Downlink Ports Uplink Ports MHO mgmt Ports
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Arquitetura — Maestro Dual Site

- Dois sites (max.) em modo active/standby. Uma Unica entidade na rede.

A@tlve Slfﬂ MHOs Redundantes Site-sync conectados Stiﬁdby Slfe
Rar Security Group recomendado por site entre os sites. Ror Secusity Group
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Data Centers Distribuidos — Security Groups

=3

Check Point

SOFTWARE TECHNOLOGIES LTD

Site #1 | | Site #2
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Data Centers Distribuidos — Security Groups Cheok Point

SOFTWARE TECHNOLOGIES LTD

Site #1 ‘ | Site #2
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HyperSync com Dual site — Security Group

Site Ativo
SGM-2 SGM-3

@ 1.1.1.1:1234-> 2.2.2.1:80 B 1.1.1.1:1234 -> 2.2.2.1:80

B 1.1.1.10:2211 ->2.2.2.20:22 @ 1.1.1.10:2211 -> 2.2.2.20:22
@ 3.5.6.3:4578 -> 2.2.2.1:80 B 3.5.6.3:4578->2.2.2.1:80

@3.5.6.33:4578 ->2.2.2.10:8081 B) 3.5.6.33:4578 -> 2.2.2.10:8081

®
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Site Standby
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HyperSync com Dual site — Security Group

SGM-1

@ 1.1.1.1:1234 > 2.2.2.1:80

1.1.1.10:2211 > 2.2.2.20:22

@3.5.6.33:4578 ->2.2.2.10:8081
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Site Ativo
SGM-2

1.1.1.1:1234 -> 2.2.2.1:80

@ 3.5.6.3:4578 -> 2.2.2.1:80

SGM-3
SGM-1

1.1.1.1:1234 -> 2.2.2.1:80

@ 111102211 > 2222022

3.5.6.3:4578 -> 2.2.2.1:80

3.5.6.33:4578 -> 2.2.2.10:8081 3.5.6.33:4578 -> 2.2.2.10:8081

Security Group

Site Standby

Site Standy

SGM-2

1.1.1.10:2211 -> 2.2.2.20:22

SGM-3

3.5.6.3:4578 -> 2.2.2.1:80
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Um salto para a Hiperescalabilidade
SGM (Security Gateway Module)

A
1.5 Teraops
(0D}
§ 850 cbps MAESTR
©
§ 150 cbps HE
g
1
6600 7000
,

3.7 Gbps 9.5 Gbps 17 Gbps 30 Gbps

(<) Check Point 22

OOOOOOOOOOOOOOOOOOOO




Quantum
Maestro

[ J
6 CHECK POINT [Protected] Distribution or modification is subject to approval ©2022 Check Point Software Technologies Ltd. 23



TOPOLOGIATz
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SG-1

——| 172.16.11.102

Bond0.400
N

]
172.16.11.1/25 ( )

Bond0.401
N

172.16.11.129/25 [ |

SG-2
172.16.11.103
Bond0.600
N
r( ) 172.16.12.1/25
Bond0.601
N

172.16.12.129/25

?Tv)

SECURITY GROUP 1
SECURITY GROUP 1

ECURITY GROUP 2

Ciil om om |- LILILLT

6500

6500

6200

Manager - 172.16.11.10.68
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TOPOLOGIA

> RO
» » .
CECU =
Maestro
SG-1
Gerador
Trafego m srv-externo-01
NN 161 129 1

172.16.11.128/24
VLAN 401

[
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6500

Manager - 172.16.11.10.68

srv-interno-01

111

.NN

Gerador
Trafego

172.16.11.0/24
VLAN 400



TOPOLOGIA

Gerador
Trafego _llll srv-externo-01
.NN .161 129
172.16.11.128/24
VLAN 401
Gerador
Trafego m srv-externo-02
.NN .161

.129

172.16.12.128/24
VLAN 601
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Maestro
SG-1

Gerador

111 .NN

Maestro
SG-2

172.16.11.0/24
VLAN 400

Gerador
srv-interno-02 Trfego

111 .NN

172.16.12.0/24
VLAN 600
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TOPOLOGIA

Maestro
SG-1

Gerador
Gerador .
Trafego [0 111 srv-externo-01 srv-interno-01 Trafego
.NN .161 .129 111 .NN
172.16.11.128/24 172.16.11.0/24
VLAN 401 SECURITY GROUP 1 ™ VLAN 400
SECURITY GROUP 1 =3
Maestro
SG-2
Gerador
Gerador .
sl CRRIIIT] srv-externo-02 srv-interno-02 Tréfego
.NN 161 129 111 .NN

172.16.12.128/24
VLAN 601
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6200

172.16.12.0/24
VLAN 600
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Politicas Distintas para Departamentos na Empresa

—_—

MAESTRO
HYPERSCALE ORCHESTRATOR

TRAFEGO DE

Escritérios CLOUD

Gerencia multiplos gateways l6gicos baseado em um
Consolidacao de Gateways para MAXIMA EFICIENCIA
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Politicas Distintas para Departamentos na Empresa

MAESTRO Alavanca o0 Use do

HYPERSCALE ORCHESTRATOR

RESHTHUIAPI derOrguestrader:

TRAFEGO DE
CLOUD

recursos entre
Auto-Escalavel Multiplos grupos de Seguranca em

°
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https://community.checkpoint.com/t5/Check-Point-for-Beginners-2-0/Check-Point-Jump-Start-Course-Maestro/ba-

p/153352?cat=10
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