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Introduction to
Scalable Security and
Quantum Maestro



SECURE THE ENTERPRISE

Al-Powered. Cloud-Delivered.

SECURE THE NETWORK * Quantum

SECURE THE CLOUD é Cl

Infinity

Platform

oudGuard SECURE THE WORKSPACE “, Harmony
F

Maestro VPN Force Network Endpoint Email Mobile
Hyperscale Virtual Private Enterprise Cloud Access Control Web Application Protection Cloud Email and Mobile Threat
Data Center Remote Access Firewalls and Prevention Firewall & Posture Collaboration Defense

Management Suite Security
SD-WAN Spark Rugged
Optimized SMB Suite ICS Security Cloud Native Application Cloud Detection and SASE SaaS
Connectivity Protection (CNAPP) Response Internet Access Threat Prevention
Unified Security from Contextual and Actionable Private Access for SaaS Applications
loT Protect Smart-1 Cloud Code to Cloud Intelligence

loT Security Security Management

COLLABORATIVE SECURITY OPERATIONS & SERVICES w Infinity Core Services

Security Operations and Al

XDR/XPR Playblocks Events ThreatCloud Al Al Copilot
Extended Prevention Orchestration Unified Events Al-Powered Threat ~ Automating Security
and Response and Automation Intelligence with Al

Global Services

MDR/MPR Incident Response Consulting & Training

Managed Prevention  Keep Your Business Leverage security
and Response Running architecture design experts
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What are the Benefits of Hyperscale Systems?

Operational Supremacy Hyperscale Security Cloud-Level Resiliency

Hyperscale deployments are Provides seamless expansion to _ Offers cloud-level resilience and
managed intuitively by Hyperscale security, while protecting rellgbfllty to all deployments, with Check
organizations’ existing and future Point’s patented HyperSync technology

Hyperscale Orchestrators using the

same R81.x code as maintrain / JHFAs investments
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What are the Benefits of Hyperscale Systems?

Maximum _ -
Cost-Efficiency Telco-Grade Technology Linear Scalability
- Hypersync offers unique
Fully utilises all hardware Minimise risk of

Scalability when adding
more resources

deployed in the system downtime
with N+N clustering
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Security Groups

Group appliances to
perform the same

function reducing admin

overhead
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It all Started with a Scalable Chassis

Orchestration Layer

Compute
Resources
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Scalable Clustering Reinvented - Hyperscale

Orchestration Layer
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The Orchestration Layer

a0,

Maestro Hyperscale Orchestrator 14 Maestro Hyperscale Orchestrator 175

32 x 40/100GDbE ports
Options for 10/25GbE with
adapters/splitters

48 x 1/10/25GDbE ports
8 x 40/100GDbE ports
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Compute Resource

All supported Appliance Models: sK181433
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https://support.checkpoint.com/results/sk/sk181433

Connect the Components

Downlinks: Between Appliances and Orchestrators — use DAC or Fibre
Uplinks: Between Orchestrators and your network — use Fibre
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Connectivity and Redundancy

- Two orchestrators are recommended for any location

- Always bond your uplinks
« Switches should present as a single device towards the MHOs

- Ensure the appliances are connected correctly to the MHOs
* Odd ports to Orchestrator 1, and even ports to Orchestrator 2

- Ensure you have capacity to handle the load during upgrades
* On the available appliances and downlink ports

Connect 2, or 4 cables
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Maestro Installation
and Operation



Traffic flow
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Traffic is received from networks and
distributed to the appliances.

Security and threat prevention enforced on

the traffic by each appliance

Traffic is then forwarded from the appliances
to networks

Resource utilization

°
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Create Security Groups to mirror business needs
Physical Logical
Implementation Implementation

1 or 2 Maestro
Hyperscale Orchestrators

Up to 8 Security
Groups

Up to 14 Security PERIMETER
Gateways per group per

. INTERNAL SEGMENTATION .
site Rl ees Virtual Systems
pEEER|

Each Security Group is an independent security gateway

segregated from other security groups
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Drag and Drop Security Group Creation

Security Group 1 configuration

Orchestrator Security Group settings Auto Scaling settings

Topol
Topology

Unassigned Interfaces

IP address Default Gateway

Name » Tvoe
=) Security Groups .
= g Security Group 1 EMEA-SGT 172.31.100.182/22 172.31.100.1 Group Settlng

&9 Check Point 6500 | Group Sites
B3 Check Point 6500 2 and Members
=3 Check Point 6500 3
= aw Interfaces
# Port 1/1/1 (eth1-Mamt1)

# Port 1/2/1 (eth1-Mgmt2) Grou P
# Port 1/25/1 (eth1-25) Interfaces

W Port 2/25/1 (eth2-25)

Install as VSX: ]
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Check Point Q
CHECKMATES

Working with Security Groups

- Each SGM acts like a blade in a ) gnetiia
chassis boosting the performance

of the Security Group.

- When adding a new SGM, it will
clone configuration and JHFA from

—

SECURITY

the SMO. .. GROUP1
SECURITY

- No changes in SmartConsole
necessary when adding gateways
to an existing SG.

- Each SGM can only be assigned to
one Security Group at a time.
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CheckPointa
Single Management Object (SMO) CHECKMATES

7 IPv4 Address: [172.25.161.83 |
- Single Security GW object per Security Group in SmartC .+ B
- Single IP-address for management ‘ - :
- Clone all configurations between members S
- Faster policy installation o
- Hierarchic System Stats e
- Cluster Abstracton @ FE== 00— e
asg_blade config
get smo_ip
: 192.0.2.1
SMO Master is always the upmost : ,
: . . grep '192.0.2.1 ' /etc/hosts
active appliance in the stack. M O20 R w1
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Maestro Deployments: Single Site Maestro

MHOs and gateways on the same site. All gateways active. One entity in the network.

Uplinks Downlinks
SG Management N \/ MHO Management
— y
M H O 1 - i R ¥ ~‘ : ,- : : -‘ R T - b ' - :* -
Redundant F . AAAAAAAA -——— = E
MHOs MHO 2 H @m}% [-

N+1 appliance ACt!Ve
recommendation Active

Active
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Maestro Deployments: Dual Site Maestro

Operate in active/standby. One logical entity in the network.

Active Site , Standby Site

Site-sync between
per Security Group MHO Sync the sitgs per Security Group
within the site. '
N~

Mgmt Uplink Po Downlink Ports Up/Down link
‘‘‘‘‘‘ o R oLene e LA L0NSNNNNNONNS, in Tt e ey, s s AN, oS WSSOSO, Z -

= ---[ I
*************** - AR REEREE FERE SR Eilanle [ e e [ © R

i@nj; 2250 | Bl g gElen ouls Baloe B o ey |y o 9l ol log Ll e | e eouioke Gis pe e pdled | eibd o ey | e
“““““““““ ; % s I R R T E S /7

/ 7/
Sync-Int Sync-Int

= CheokPont

Recommendation:
Same number of
appliances on both sites!
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Maestro Clustering

[
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HyperSync

Full Redundancy within a system

Cost Efficient cluster Deployment

Connection C

All Hardware resources utilized
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Check Point a
Traffic Distribution CRECKMATES

- Traffic load-balancing mechanism across Security Group members

 Calculated dynamically, members can be seamlessly added/removed
« Uses combinations of Source/Destination IP-addresses and ports

- Sk168814 — Recommendation

* Perimeter (NAT): Auto Topology (default)
+ Data Center (no NAT): Manual General

+ Disable L4-mode unless told to be enabled by Check Point support or PS (set distribution
14-mode disabled)

°
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Check Point Q
Traffic Distribution CHECKMATES

Single Site - Perimeter Dual Site — Data Center

Distribut

°
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Deployment Tips — Redundancy

- Two orchestrators are recommended for any location

- Always bond your uplinks
« Switches should present as a single device towards the MHOs

- Ensure the appliances are connected correctly to the MHOs
* Odd ports to Orchestrator 1, and even ports to Orchestrator 2

- Ensure you have capacity to handle the load during upgrades
* On the available appliances and downlink ports

Connect 2, or 4 cables
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Deployment Tlps — CLI goe s Global

Best Practices:
Commands Synchronized to all gateways
Automatic SAVE

Expert-mode commands can be run globally with global prefixes
Avoid use of local CLISH

°
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Moving Between Components

m

member
command

How does it work?

is an SSH wrapper.
You could also type:
or

re-uses your and
Tooks up the pre-configured
entries 1in to
connect.

[Expert@SGl-md-ch01-01:0]# m 2
Moving to member 1_2
This system 1s for authorized use only.

Last login: Mon May 2 23:07:38 2022 from 192.¢

You have logged into the system.

Warning: System diagnostics fa: on the following tests: Licenses.

[Expert@SGl-md-che1-02:0]1# m 2_1
Moving to member 2_1

Warning: Permanently added '192.0.2.15' (ECDSA) to the list of known hosts.

This system 1s for authorized use only.

Last login: Mon May 2 23:07:54 2022 from 192.0.2.1€

You have logged into the system.

Warning: System diagnostics fa: on the following tests: Licenses.

[Expert@SGl-md-ch62-01:0]# m 2
Moving to member 2_2

Check Point a

You can connect between components using
the m-command (short for member).
Example: m 1_02

You can also use just the SGM number, e.g.
m 2. This will connect you to that SGM on
the site you are currently connected to.

To connect MHO from SGM use

m ssm1 or m ssm2

[Expert@LAB-test-ch01-01:0]# m ssml

Moving to ssml

The authenticity of host 'ssml (;ii 51.101.126 )' can't be established.
RSA key fingerprint 1s 35:ae:ce: 50:51:41 5:be:1f:8¢c:76:55:¢3.
Are you sure you want to continue connectlng (yes/no)’ yes

Warning: Permanently added '192.0.2.16" (ECDSA) to the list of known hosts.

This system 1s for authorized use only.

Last login: Mon May 2 23:07:42 2022 from 192.¢

You have logged into the system.

Warning: System diagnostics fa: on the following tests: Licenses.

[Expert@SGl-md-che2-02:0]# |

[ J
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CHECKMATES

Warning: Permanently added 'ssml,198.51.101.126" (RSA) to the list of known hosts.
This system 1s for authorized use only.

admin@ssml's password:

Last login: Wed Oct 21 23:48:48 2020 from 172.25.215.195
[Expert@MH0140 01-AN32:0]# ||
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Running Commands Globally in Expert-mode

g_all, g_alls, g _allc and gexec.

that can be useful in some cases.

[Expert@lab-che1-01:0]# g_cat /home/admin/testfile
-*- 2 blades: 1 01 1 02 -*-
This 1s a testfile!!!

[Expert@lab-che1-01:0]# g_all 'cat /home/admin/testfile’
1 01:

This 1s a testfile!!!

1 02:

This 1s a testfile!!!

[Expert@lab-che1-01:0]# g_alls 'cat /home/admin/testfile’

[1_01]This 1s a testfile!!!
[1 02]This 1s a testfile!!!

[Expert@lab-che1-01:0]# g_allc 'cat /home/admin/testfile’

*- 2 blades: 1 01 1_02 -*-
This 1s a testfile!!!

[Expert@lab-cho1-01:01# |}

[]
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CheckPointa
CHECKMATES

Expert-mode is always local to the SGM where you are connected to.

Maestro allows running commands globally also in expert-mode by using global prefixes of g_,

You can also run commands on specific blades by using -b switch.
g_ is not supported by all commands, g_allc shows the output in the same format in one line

- gexec allows execution of
commands on specific

blades.

[Expert@lab-ch01-01:0]# gexec -b 1 01-1 02 -c 'tail /home/admin/testfile’
[1 01]1This 1s a testfile!!!

[1 02]This 1s a testfile!!!
[Expert@lab-cho1-01:01# |}
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R82 Features



R82 in Maestro

- R82 is Check Point’s newest software release (coming up in 2024). Fully
supported in Maestro.

- The focus in Maestro is Simplification and Unification
- We provide a “One gateway for All” mindset - One ISO
- Users of Maestro will see operations get simpler

- Users of the new ElasticXL solution will see many of the Maestro benefits
carried over

- Activities will have common look and feel, and unified command set, tools and
utilities

°
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Maestro vs. ElasticXL

Maestro ElasticXL
- Hardware-based load balancer with linear scaling . Simplified & automated clustering
- Unique separate orchestration layer (up to 8 . Up to three nodes per site (in 1 group)

security groups) _ _ _
. Simplified cabling & integration - Pivot mode-based traffic forwarding

External

External

Synchronization

Internal

Management

5 *Jmmm..zmm”_:mmu:mmmmm -

R g Management
l mEET = Hg Internal
5 oHH

Up to 14 appliances per security Group per site Up to 3 appliances per security Group per site

©2024 Check Point Software Technologies Ltd. 30
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One Gateway For All

Unification

Check Point Maestro
SG1-s01-01

View mode: Basic
@ Overview
&s Cluster Ma nagement
B &a Network Management
& Network Interfaces
&5 ARP
&a Hosts and DNS
=2

a=w |Pv4 Static Routes

R System Management

@ Overview

-".‘- Virtual Systems

E Cluster Management
= o= Network Management

"-‘- Network Interfaces

ARP

ol

L]

= Hosts and DNS

1n

IPv4 Static Routes

1n

NetFlow Export

Cluster Management

Cluster Gateways

Status Name Model Version Serial-number
o 4 Site 1
(v] o8 SG1.s01.00  Maesro RS2 2228BA4465
o oh SG1-s01-02  Maestro R32 2228BA4552
(v] B8 5G1.501.03 Maesro RS2 2228BA4559
(v] B8 SGi.s0l.04 Maesro RS2 2228BA4535

Virtual System:

Cluster Management

- Cluster Gateways

2 admin | [»
CPU RAM Throughput
G - 219 0.0004425048828125 Mbps
- 34 - 219 0 Mbps
-_— 33 - 23% 0 Mbps
L 43% L 2249 0 Mbps

Model Version Serial Number CPU RAM Throughput
® 4 Ssited
(V] ©h Jaguar-16200-501-01  Check Point 16200 RS2 LR202103001094 L 0 Mbps
Q = Jaguar-16200-s01-02 Check Point 16200 RS2 LR202011018435 0% ® 10% 0 Mbps
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GAIA Portal

‘ Configuration

Maestro
Cluster
Management

4 itemg
Disk space
® OK
® OK

® OK
® OK

‘ Configuration

ElasticXL
Cluster
Management

Disk space

® OK
® OK
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One Gateway For All

System Overview ) Software Blades ) HCP Score
Model Check Point 16200 Firewall Evaluation r=1
0S Role Check Point VSNext Virtual Systems | Evaluation | |
CPU Amount 0 L L-J
Policy Name Standard
Version R82 Throughput
Kernel 4.18.0-372.9.1cpx86_64 1 =1y O *=qy =

Edition 64-bit | == =1 | r=4 b=
Build Number 293 ol wwd O,be. OKbps Mgmt  bee bed .
System Uptime 36 minutes

Recommended Software No new recommended Jumbo
Updates Hotfix detected. (— Connection Rat— ,— Connections — — Packets Rate — ,—— Cpu Avg.

r= ==
| =1 -1
L= cps lad .2l

. -~ Me Usage A y (— /var/log —

Insights on MHO oy e — /- | var/log
N

B T |

1
|
S emd o . A g

Cluster Members Overview

ID | Model Version | Throughput | Packet . . FW/SND Memory Pnotes | HCP Score |n5|ght5 on

Rave Usage ElasticXL

Check Point 16200 0 0 (0/0) 0/0 | 10
Check Point 16200 134.27K 0 (0/0) 0/0 | 10
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R82: Monitoring Maestro

All

Report Date: 2024-01-10 19:51:37

Idx | Member | Name Description Result Watch 1t

Orchestrators ports link integrity This test checks the Orchestrators ports link integrity. Warning

ERROR
WARNING
INFO
SUCCESS

Daemons state This test checks 1f the Orchestrators daemons are up

This test checks [ installed transceivers are supported

Monitor operations & members activities
Understanding the cause / reason for system activities and alerts
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R82: MHO First Time Wizard

Orchestrator Configuration

Orchestrator Configuration @ *cHeck

Environment Configuration Synchronization Ports
Orchestrator Amount: c Q Intemal Sync: 1/48/1 v
Site Amount: c e External Sync: 1/47/1, 1/56/1 N
Member Configuration VLAN Configuration
Orchestrator Member ID: -0 Change VLAN configuration @
Site ID: c e Orchestrators Base VLAN: 3950

Security Appliances Inter Site Base VLAN: | 3600

<> <>

Maestro First Time Wizard on MHO allows Environment, Member,
Sync-port and dual-site VLAN settings to be configured.
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R82: Simpler Security Group Creation

Apply Refresh Help V| Show selection in map

Security Group 2 configuration

1 2108BA1129 Port 1/42/

2 2252BA0316 Port 1/

Security Group settings Auto Scaling settings

Management interface settings

— In R82 you can create
o the Management bond

Default Gateway:

- during the Security

Bond Mode: @ active-backup © xor © 8023AD

Group creation wizard

Hostname:

Admin Password:

Confirm Admin Password:

SIC Password:

Confirm SIC Password:

Install as VSX:
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R82: New MHO View

- New MHO view shows:
 Port connectivity / diagnostics / status / usage

Topology
‘ Apply ‘ ‘ Refresh ‘ Help ‘ Show selection in map
Unassigned Gateways Topology
Name Site « Serial Downlinks Name 1D Hostname IP address Default Gateway
53 Check Point 62008 1 2108BA1129 Port 1/42/1 =2&) Security Groups
3 Check Point 6200P 2 2252BA0316 Port 1/51/2, Port 1/51/4 =] Security Group 1 idan-sg1 172.23.96.131/24 172.23.96.4
2 22 Gateways
=2 3 site 1
(3 Check Point 6200P 1
=2 3 site 2
A Check Point 6200P 1

= .-*". Interfaces
4 Port 1/1/1 (eth1-Mgmt1)
& Port 1/13/1
4 Port 1/15/1
4 Port 2/13/1 (eth2-13)
4 Port 2/15/1 13)
& DA TS

Orchestrator 2_1 (Local)

Edit Port

Blink LED

Diagnostics

[J-Mgmt [J-uplink [J-Downlink [ -Sync [ - Unplugged Port - Inactive -Link State Up @ - Link State Down MHO 21 [JMHO22
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R82: Build Maestro via AP

Gateways
Command
show-maestro-gateway

mgmt_cli add maestro-security-group interfaces.id "1/1/1" gateways.l.id "2108BA1058" gateways.l.description "GW 2108BA1@58 Description" sites.l.id 1 sites.l.description "sitel description in new S

Show_maestro_gateways G context™ ftw-configuration.hostname "My_Host_Name" ftw-configuration.is-vsx True ftw-configuration.one-time-password "otp_pass" ftw-configuration.admin-password "admin_pass" mgmt-connectivity.ip
v4-address "1.1.1.1" mgmt-connectivity.ipv4-mask-length 24 mgmt-connectivity.default-gateway "1.1.1.4" description "New Security Group Description™ --context gaia_api --version 1.8 --format json
set-maestro-gatewa
8 Yy * “--format json" is optional. By default the output is presented in plain text.

Ports

show-maestro-port

R82 adds API with the ability to

Security Groups m a n i p u I ate :
show-maestro-security-group . M aestro G ateways

show-maestro-security-groups

set-maestro-security-group ° M a e St ro P O rt S

add-maestro-security-group

apply-maestro-security-groups- ¢ M ae St ro Sec u r i ty G ro u pS

changes

delete-maestro-security-group ° M ae St rO S iteS

discard-maestro-security-groups-
changes

show-maestro-site
show-maestro-sites

set-maestro-site
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Maestro Training Resources

Official CCME Certification and Training

https://training-certifications.checkpoint.com/#/courses/Check%20Point%20Certified%20Maestro%20Expert

- Jump Start Series in CheckMates
https://community.checkpoint.com/t5/Check-Point-for-Beginners-2-0/Check-Point-Jump-Start-Course-Maestro/ba-
p/1533527?cat=10

- Maestro Masters in CheckMates
https://community.checkpoint.com/t5/Maestro/bd-p/maestro

 https://www.youtube.com/c/checkpoint
 https://www.brighttalk.com/channel/16731/
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