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Introduction to 
Scalable Security and 
Quantum Maestro
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What are the Benefits of Hyperscale Systems?

Hyperscale deployments are
managed intuitively by

Hyperscale Orchestrators using the 
same R81.x code as maintrain / JHFAs

Provides seamless expansion to 
Hyperscale security, while protecting 

organizations’ existing and future 
investments

Offers cloud-level resilience and 
reliability to all deployments, with Check 
Point’s patented HyperSync technology
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What are the Benefits of Hyperscale Systems?

Fully utilises all hardware 
deployed in the system 

Minimise risk of 
downtime 

with N+N clustering

Hypersync offers unique
Scalability when adding 

more resources

Group appliances to 
perform the same 

function reducing admin 
overhead
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It all Started with a Scalable Chassis

Orchestration Layer

Compute 
Resources
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Scalable Clustering Reinvented - Hyperscale

Orchestration Layer

Compute Resources
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The Orchestration Layer

Maestro Hyperscale Orchestrator 140 Maestro Hyperscale Orchestrator 175

48 x 1/10/25GbE ports
8 x 40/100GbE ports

32 x 40/100GbE ports
Options for 10/25GbE with 

adapters/splitters
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Compute Resource

All supported Appliance Models: SK181433

https://support.checkpoint.com/results/sk/sk181433
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Connect the Components

Downlinks: Between Appliances and Orchestrators – use DAC or Fibre
Uplinks: Between Orchestrators and your network – use Fibre
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Connectivity and Redundancy
• Two orchestrators are recommended for any location 
• Always bond your uplinks

• Switches should present as a single device towards the MHOs

• Ensure the appliances are connected correctly to the MHOs
• Odd ports to Orchestrator 1, and even ports to Orchestrator 2

• Ensure you have capacity to handle the load during upgrades
• On the available appliances and downlink ports

Connect 2, or 4 cables
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Maestro Installation 
and Operation

02
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Traffic flow

Traffic is received from Untrusted networks and 
distributed to the appliances.

Security and threat prevention enforced on 
the traffic by each appliance

Traffic is then forwarded from the appliances 
to trusted networks
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Create Security Groups to mirror business needs

PERIMETER

INTERNAL SEGMENTATION

1 or 2 Maestro 
Hyperscale Orchestrators

Virtual Systems
VS VS VS VS VS

Up to 14 Security 
Gateways per group per 

site

Up to 8 Security 
Groups

Physical 
Implementation

Logical 
Implementation

Each Security Group is an independent security gateway
segregated from other security groups
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Drag and Drop Security Group Creation

Group Settings

Group Sites 
and Members

Group 
Interfaces
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INTERNAL

EXTERNAL

INTERNAL

EXTERNAL

SECURITY 
GROUP 1
SECURITY 
GROUP 1

SECURITY 
GROUP 2

SECURITY 
GROUP 2

Working with Security Groups

• Each SGM acts like a blade in a 
chassis boosting the performance 
of the Security Group.

• When adding a new SGM, it will 
clone configuration and JHFA from 
the SMO.

• No changes in SmartConsole 
necessary when adding gateways 
to an existing SG.

• Each SGM can only be assigned to 
one Security Group at a time.
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Single Management Object (SMO)

• Single Security GW object per Security Group in SmartConsole
• Single IP-address for management
• Clone all configurations between members
• Faster policy installation
• Hierarchic System Stats
• Cluster Abstraction

SMO Master is always the upmost 
active appliance in the stack. 

# asg_blade_config
get_smo_ip
SMO ip is: 192.0.2.1
# grep '192.0.2.1 ' /etc/hosts
192.0.2.1  1_01
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Maestro Deployments: Single Site Maestro
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Maestro Deployments: Dual Site Maestro
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Maestro Clustering
Load

Full Redundancy within a system

Cost Efficient cluster Deployment

All Hardware resources utilized
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Traffic Distribution

• Traffic load-balancing mechanism across Security Group members
• Calculated dynamically, members can be seamlessly added/removed
• Uses combinations of Source/Destination IP-addresses and ports

• Sk168814 – Recommendation
• Perimeter (NAT): Auto Topology (default)
• Data Center (no NAT): Manual General
• Disable L4-mode unless told to be enabled by Check Point support or PS (set distribution 

l4-mode disabled)
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Traffic Distribution

Single Site - Perimeter Dual Site – Data Center
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Deployment Tips – Redundancy
• Two orchestrators are recommended for any location 
• Always bond your uplinks

• Switches should present as a single device towards the MHOs

• Ensure the appliances are connected correctly to the MHOs
• Odd ports to Orchestrator 1, and even ports to Orchestrator 2

• Ensure you have capacity to handle the load during upgrades
• On the available appliances and downlink ports

Connect 2, or 4 cables
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Best Practices: 
– Commands Synchronized to all gateways
– Automatic SAVE
– Expert-mode commands can be run globally with global prefixes
– Avoid use of local CLISH

Deployment Tips – CLI goes Global
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Moving Between Components
• You can connect between components using 

the m-command (short for member).
Example: m 1_02

• You can also use just the SGM number, e.g. 
m 2. This will connect you to that SGM on 
the site you are currently connected to.

• To connect MHO from SGM use 
m ssm1 or m ssm2

m
member 
command

m is an SSH wrapper.
You could also type:
ssh 1_02 or ssh 1_02 

m re-uses your username and 
looks up the pre-configured 
entries in /etc/hosts to 
connect.

How does it work?
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Running Commands Globally in Expert-mode

• Expert-mode is always local to the SGM where you are connected to.
• Maestro allows running commands globally also in expert-mode by using global prefixes of g_, 

g_all, g_alls, g_allc and gexec.
• You can also run commands on specific blades by using -b switch.
• g_ is not supported by all commands, g_allc shows the output in the same format in one line 

that can be useful in some cases. • gexec allows execution of 
commands on specific 
blades.
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R82 Features
03
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R82 in Maestro

• R82 is Check Point’s newest software release (coming up in 2024). Fully 
supported in Maestro.

• The focus in Maestro is Simplification and Unification
• We provide a “One gateway for All” mindset - One ISO
• Users of Maestro will see operations get simpler
• Users of the new ElasticXL solution will see many of the Maestro benefits 

carried over
• Activities will have common look and feel, and unified command set, tools and 

utilities
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Maestro vs. ElasticXL
Maestro
• Hardware-based load balancer with linear scaling
• Unique separate orchestration layer (up to 8 

security groups)
• Simplified cabling & integration

ElasticXL
• Simplified & automated clustering
• Up to three nodes per site (in 1 group)

• Pivot mode-based traffic forwarding

Management

Internal

External

External

Internal

Management

Synchronization

Up to 3 appliances per security Group per siteUp to 14 appliances per security Group per site
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One Gateway For All

Unification

Maestro 
Cluster 

Management

ElasticXL 
Cluster 

Management
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One Gateway For All
Simplicity
• The focus from Check Point is Simplification and Unification
• We provide a “One gateway for All” mindset - One ISO

• Users of Maestro will see operations get simpler
• Users of the new ElasticXL solution will see many of the Maestro benefits carried over

• Activities will have common look and feel, and unified command set, tools and utilities

Insights on 
ElasticXL 

Insights on MHO 
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R82: Monitoring Maestro

• New tools can be found on the platform: insights utility (MHO and Security 
Group). Use       or 

• Details from all devices are shared to a central database

Monitor operations & members activities 
Understanding the cause / reason for system activities and alerts
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R82: MHO First Time Wizard

Maestro First Time Wizard on MHO allows Environment, Member, 
Sync-port and dual-site VLAN settings to be configured.
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R82: Simpler Security Group Creation

In R82 you can create 
the Management bond 
during the Security 
Group creation wizard
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R82: New MHO View

• New MHO view shows:
• Port connectivity / diagnostics / status / usage
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R82: Build Maestro via API

R82 adds API with the ability to 
manipulate:
• Maestro Gateways
• Maestro Ports
• Maestro Security Groups
• Maestro Sites
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Maestro Training Resources

• Official CCME Certification and Training
https://training-certifications.checkpoint.com/#/courses/Check%20Point%20Certified%20Maestro%20Expert

• Jump Start Series in CheckMates
https://community.checkpoint.com/t5/Check-Point-for-Beginners-2-0/Check-Point-Jump-Start-Course-Maestro/ba-
p/153352?cat=10

• Maestro Masters in CheckMates
https://community.checkpoint.com/t5/Maestro/bd-p/maestro

• https://www.youtube.com/c/checkpoint
• https://www.brighttalk.com/channel/16731/

https://training-certifications.checkpoint.com/
https://community.checkpoint.com/t5/Check-Point-for-Beginners-2-0/Check-Point-Jump-Start-Course-Maestro/ba-p/153352?cat=10
https://community.checkpoint.com/t5/Check-Point-for-Beginners-2-0/Check-Point-Jump-Start-Course-Maestro/ba-p/153352?cat=10
https://community.checkpoint.com/t5/Maestro/bd-p/maestro
https://www.youtube.com/c/checkpoint
https://www.brighttalk.com/channel/16731/
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Thank You!


