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CPM Doctor
(Build Version 436)

Thank you for using the Check Point MGMT Doctor tool

Version: R81.20

Hot Fixes: FW1:

HOTFIX_NGM_DOCTOR_AUTOUPDATE
HOTFIX_R81_20_JUMBO_HF_MAIN TAKE: 53
HOTFIX_GOT_MGMT_AUTOUPDATE
HOTFIX_WEBCONSOLE_AUTOUPDATE
HOTFIX_PUBLIC_CLOUD_CA_BUNDLE_AUTOUPDATE
HOTFIX_VCE_R81_20_AUTOUPDATE
HOTFIX_GOT_TPCONF_MGMT_AUTOUPDATE

MGMT:

HOTFIX_R81_20_JUMBO_HF_MAIN TAKE: 53

Setup: Security Management Server

Machine's name: CP-MGMT-EPRS_BL

Type: Primary

Date: Mon Apr 15 10:13:43 CEST 2024

Running mode: REGULAR

 153 Tests  1 Tests  2 Tests  43 Tests

Tests Durations

- Tests which finished with ERROR status

Test Name

Core Dumps Check Details...

- Tests which finished with WARNING status

Test Name

Auto Calculated Networks Check Details...

Java Xmx Check Details...

- Tests which finished with OK status

Test Name

$MDS_FWDIR/tmp Subfolders Amount Check

API show-access-rulebase VPN Traditional Actions Failure Check

API show-package Failure Check

API show-package Failure Check

Access Policy Container UID Links to Unintended Policies

Access Rules without Elis

Administrators Check

Application Control Data Overload Check

Assign Global Policy Check

Automatic Purge Check Details...

Bad Permissions on Postgres Path Folders

Broken Links From not Existing GRC Objects

Broken RB ELIs Check

CPCA Permissions Check

CPM Deadlock

CPM Process Debug Logs Status

CPM Server Jar Check

Check 'need_local_update' Value

Check That get_ip_range_of_objid Function is Defined

Cluster Checks

Cluster Members Multiple Affiliation Check

Customized profile values validation

DB Check for Broken Links of Gateways, Clusters and Hosts Objects

DLP Related Objects Fwset Check

Deadlock in postgres Check

Deadlocks in Postgres

Default Geo Policy Object Missing

Deleted Administrators That Still has Opened WEB API Sessions

Deleted Members on MGMT HA Check

Deleted Mirror Objects from Gateways and Servers View

Deleted Objects With no Delete Audit Logs

Deleted Service groups - Nat Rules Corruption Check

Disabled Triggers Check

Discarded worksessions with Non Zero number_of_operations Field

Domain Server Without Host CKP

Domainid and dledomainid in domainworksession Table are Inconsistent

Duplicate Default Dynamic Objects

Duplicate InspectLogs in the DB Check

Duplicate QoS Links Check

Duplicate internal_ca certificates Check

Duplicate or Missing firewall_properties for Each Domain Check

Duplicated CpNetworkObject With The Same Sicname

Duplicated IPS Overrides Keys Check

Duplicated Links Test

Duplication Check in accessctrlrule_data and hitcount Tables

Duplication in cloudShadowObject Objects

Enormous Size of AbstractAuditLogBase Table

External Gateways Shared Secret Check

FWM Ports Check

Find objects containing _BAD_CHAR_REMOVED_

Gaia Certificate Line Endings Check

Gateways Missing Applications Check

Gateways with duplicate interface names

HTTPSi Rules Exist In Legacy HTTPSi Policy Check

Heavy load on the API

High Number of Install Statuses Check

High Number of Revisions

Hitcount Table Size Check

Hyper Threading is enabled

IPS Database Size

IPS Domain Assignment Check

IPS Duplicate Protections in Management DataBase

IPS Protection Activations

IPS Protections Overrides Check

IPS Silent Package in DB

IPS Update Package Map Without a worksession

IPS worksession may not have been published at the end IPS update

IPS/APPI Update in progress Check

Inconsistent Administrators

Incorrect Locks- Collecting Files

Initiate Login Check

Install Policy debug (amw_loader_dbg) is turned on

Install_on_targets In Fwset Check

Interfaces of Gateways or Clusters Contains Empty Netmask

Internal CA Certificates Doesn't Match CA Count for Domain

Internal Certificate Authority Check

Internal Files Check

Invalid OPSEC References Links Check

IpsUpdateScheduledEvent Object Missing Check

Is Purge Running

Large Number of gwDataFromDb_* Files

Large cp.contract File Size

Largeobjects that not in internalfile

LegacyServer Name and IP Check

Load Check

Locked Objects on Non-existing worksessions

Locked Objects on Published or Discarded worksession

Login Timeout Check

Login and GPA issues- Connection Error between the MDS and the CMA

Logs Applications Name Check

MDS cpidSequence Duplication check

MDS_TEMPLATE/log Redirection Check

MGMT WebAPI Process out of Memory

Management API - API Accessibility Settings are set to Local Host Only

Max Open Worksessions Check

Mirrors Test Check

Mismatch of currentversion and sessionversion

Missing Automatic NAT Rules Check

Missing IpsUpdateInspectFileList

Missing IpsUpdateUserSettings Object

Multiple IPS Silent Packages

Network Interfaces Consistency Check

No Objects Without Folder

Number of Open Work Sessions Check

Number of Records in TaskNotification

Number of Revoked Certificates Check

ObjectStoreSessionEntity with no DomainWorkSession

Objects not Purged

Open WorkSession without ObjectStoreSessionEntity

Open Worksessions With Published or Discarded Domainworksession Check

Open Worksessions for system_admin User Check

Orphan Access Policies

Orphan Access Policy Containers

Orphan HTTPS Policies

Orphan Threat Policies

Permissions Folder Duplication Check

Postgres Debugging

Postgres Logging

Postgres Transaction Isolation Test

PostgresSql Configuration File Check

Private Sessions With Changes With no domainWorkSession

Registry File Check

Reserved Scheduled Event Name

Revoked Certificates Check

Session Id with no Corresponding ObjectStoreSessionEntity Check

Shadow_objects.C Empty Check

Sic Local Certificate Subject Check

SmartView_Background Object Check

TLSInspectionPolicy Duplication Check

Tags On Groups Check

Tasks Window Check

Threat Exception Rules without Elis

Threat Profile with Broken Links

Threat Rules Without Elis

Un-correlated IPS Protections Check

Unknown Roles Check

Usage of Non-official Libraries

User Application Check

VPN Community Group Gateways Check

Validate Log server for GWs and Clusters

Validation Incidents of Link Constraint that are not Deleted and Public

Verify All Folders are Visible

WEB API Login Requests Per Minute

Web API Show Package Tool Check

crc_marker_db.fws File Check

file_types.C Check

gw_policies Group Permission Check

gzip and pigz Files are Missing

pg_log Size Check

primary_management Field Check In The file-system

prvn_tables.sqlite File is too Large

set_session_and_profile Function Version Check

shadow_objects.C File is Corrupted or Huge

- Tests which finished with INFO status

Test Name

API Usage Check Details...

Administrators with Open Sessions While Doing Export Operations

Auditlogs dtypes Statistics Details...

Big CPM Server Log Files Details...

CPM Log analysis Details...

CPM Server Jar/Lib Info Details...

Core Dumps Check - Collecting Files Details...

Crypt File Test Details...

DB Bloat Test Details...

D_solr Process CPU Check Details...

D_solr Process Memory Check Details...

Database Statistics Details...

Disk/Memory Statistics Details...

Failed Tasks Logs Check- Collecting Files

Gtar Version Check Details...

Heap Size Checks

Hotfixes Installed on the Machine Details...

IPS Assignment for Each Domain Details...

IPS Packages on Machine Details...

Implied Rules File Test Details...

Info About Open Worksessions Details...

Is Purge Used Details...

Largest Directories in File System Details...

Largest Files in File System Details...

License Info Details...

Logging Stats Server and Gateways Details...

Logs In Debug Mode Details...

Machines In The Environment Info Details...

Management API Use Test Details...

Modified Inspect Files Details...

Number of Network Objects on Each Domain Details...

Number of Revisions Details...

Open Worksessions for Pre Upgrade Verification

Postgres DB Size on File System Details...

Profile Modifications Check

Show Active Blades Details...

Sizing information Details...

System Statistics Details...

Table File Test Details...

User File Test Details...

UserEarly File Test Details...

md5sum of all tables.C files Details...

md5sum of all tables.C files Details...

Core Dumps Check
Report on core files found in /var/log/dump/usermode/

 ERROR
BASH COMMAND RESULT

--> 10399093 Apr 12 14:24 /var/log/dump/usermode/cpsemd.56480.core.gz
10467136 Apr 12 14:26 /var/log/dump/usermode/cpsemd.60501.core.gz

2427927 Apr 15 10:11 /var/log/dump/usermode/log_indexer.26598.core.gz
2427444 Apr 15 10:12 /var/log/dump/usermode/log_indexer.31435.core.gz

Auto Calculated Networks Check
Auto calculated networks are created during "Get Interfaces", they might be visible on object explorer and should be hidden.

Please follow sk126872 for a fix.

 WARNING
POSTGRES QUERY RESULTS

--> 

objid name

1e974433-a94d-4daa-8ff8-105b3fdbc28c Net_10.59.0.0/16

Java Xmx Check
Check if the Xmx value of CPM and Solr is reasonable.

Please follow sk123417 for a fix.

 WARNING
NGM_CPM_MAX_HEAP may be too small

--> NGM_CPM_MAX_HEAP is currently 1280m
Recommended to increase to 2048m on profile "Large env resources profile with SME or Dedicated Log Server"

Automatic Purge Check
Automatic purge is disabled, may cause severe performance issues.

Please follow sk170059 for a fix.

 OK
Automatic Purge is not enabled on the machine

--> 

API Usage Check
Checks the amount of calls sent to the API in the last hour.

 INFO
Api Usage In the Last Hour

--> 

Time Total API Calls Most Used API Call Number of Uses

Auditlogs dtypes Statistics
Presents the top ten categories of auditlogs by dtype.

 INFO
POSTGRES QUERY RESULTS

--> 

dtype count

UpdateObjectAuditLog 13663

CreateObjectAuditLog 5387

FwmUpdateAuditLog 487

TagRevisionAuditLog 452

UpdateObjectsAuditLog 398

BeginPublishAuditLog 309

PublishAuditLog 309

FileSvcImpl$UploadFileAuditLog 110

ReassignGlobalDomainAuditLog 109

UpdateRulebaseEntityAuditLog 87

Big CPM Server Log Files
Report cpm server log files larger than 200MB.

 INFO
BASH COMMAND RESULT

--> -rwxrwx--- 1 admin root 998M Apr 12 15:17 /opt/CPsuite-R81.20/fw1/log/imported_logs/postgres.elg

CPM Log analysis

 INFO
CPM_EXCEPTIONS_REPORT

Summary of exceptions from cpm.elg log file

--> CPM exceptions summary:
Occurrences:   Exceptions:

    917 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: java.net.ConnectException: Connection refused (Connection refused)
    850 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: java.net.ConnectException: ConnectException invoking https://127.0.0.1:8084/sma

    450 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.net.ConnectException: Connection refused (Connection refused)
    444 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.net.ConnectException: ConnectException invoking https://127.0.0.1:8084/s

     67 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: javax.xml.bind.MarshalException
     67 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException: F
     67 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: java.security.cert.CertificateException: Failed to validate server certificate 
     67 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: java.net.ConnectException: ConnectException invoking https://localhost:6666/sic
     67 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: com.ctc.wstx.exc.WstxIOException: java.security.cert.CertificateException: Fail
      8 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: CpmGeneralException{base='com.checkpoint.management.is.exceptions.CpmGeneralE

      7 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.net.SocketTimeoutException: Read timed out
      5 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: javax.xml.bind.MarshalException

      5 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException
      5 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.security.cert.CertificateException: Failed to validate server certificat
      5 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.net.SocketTimeoutException: SocketTimeoutException invoking https://loca
      5 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.net.ConnectException: ConnectException invoking https://localhost:6666/s
      5 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: com.ctc.wstx.exc.WstxIOException: java.security.cert.CertificateException: Fa
      4 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: com.checkpoint.management.coresvc.ClientSessionNotFoundException: Can't open 
      3 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: CpmGeneralException{base='com.checkpoint.management.is.exceptions.CpmGeneralExc

      2 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: org.apache.cxf.binding.soap.SoapFault: -2147024891
      2 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: javax.xml.ws.soap.SOAPFaultException: -2147024891

      2 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.net.SocketTimeoutException: SocketTimeoutException invoking https://loca
      2 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: com.checkpoint.management.dleserver.coresvc.internal.InterBeanNotificationSvc
      1 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: com.checkpoint.management.coresvc.ClientSessionNotFoundException: Can't open a 
      1 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: com.checkpoint.management.coresvc.ClientSessionNotFoundException: Can't open a 
      1 /opt/CPsuite-R81.20/fw1/log/cpm.elg:Caused by: com.checkpoint.management.coresvc.ClientSessionNotFoundException: Can't open a 
      1 /opt/CPsuite-R81.20/fw1/log/cpm.elg.1:Caused by: java.net.ConnectException: ConnectException invoking https://localhost:6666/c

CPM Server Jar/Lib Info

 INFO
Info about local $MDS_FWDIR/lib files

--> libAntiBotProducer.so.NGX.R81_20_jumbo_hf_main.997000010
libAntiVirusProducer.so.NGX.R81_20_jumbo_hf_main.997000010

libAppiProducer.so.NGX.R81_20_jumbo_hf_main.997000010
libBackupTopic.so.NGX.ivory_main.997000078

libCAEnroll.so.NGX.R81_20_jumbo_hf_main.997000012
libCCCClientManager.so.NGX.R81_20_jumbo_hf_main.997000010

libCCCICSServices.so.NGX.ivory_main.997000085
libCCCIsSerialize.so.NGX.ivory_main.997000085
libCCCIsStorage.so.NGX.ivory_main.997000085
libCCCIsUtils.so.NGX.ivory_main.997000085
libCCCMain.so.NGX.ivory_main.997000085
libCCCScv.so.NGX.ivory_main.997000085

libCCCSession.so.NGX.R81_20_jumbo_hf_main.997000010
libCCCUtils.so.NGX.ivory_main.997000085

libCCC_services.so.NGX.ivory_main.997000085
libCPFwmDispImpl.so.NGX.ivory_main.997000117
libCPIconBase.so.NGX.ivory_main.997000080

libCPInstMgrCommon.so.NGX.ivory_main.997000127
libCPInstMgrComps.so.NGX.R81_20_jumbo_hf_main.997000010

libCPInstMgrConnectraR65ConvComps.so.NGX.ivory_main.997000127
libCPInstMgrConnectraR65InstallParser.so.NGX.ivory_main.997000127

libCPInstMgrConnectraR65Verifier.so.NGX.ivory_main.997000127
libCPInstMgrConvComps.so.NGX.R81_20_jumbo_hf_main.997000010
libCPInstMgrConversion.so.NGX.R81_20_jumbo_hf_main.997000010

libCPInstMgrEchoConvComps.so.NGX.ivory_main.997000127
libCPInstMgrEdgeConvComps.so.NGX.ivory_main.997000127
libCPInstMgrEdgeVerifier.so.NGX.ivory_main.997000127
libCPInstMgrIps1ConvComps.so.NGX.ivory_main.997000127

libCPInstMgrIps1PkgCmdExecutor.so.NGX.ivory_main.997000127
libCPInstMgrIps1Verifier.so.NGX.ivory_main.997000127
libCPInstMgrIpsConvComps.so.NGX.ivory_main.997000127

libCPInstMgrIpsRfesConvComps.so.NGX.ivory_main.997000127
libCPInstMgrMailSecurityVerifier.so.NGX.ivory_main.997000127

libCPInstMgrManager.so.NGX.ivory_main.997000127
libCPInstMgrScheme.so.NGX.ivory_main.997000127

libCPInstMgrSfwConvComps.so.NGX.ivory_main.997000127
libCPInstMgrSfwVerifier.so.NGX.ivory_main.997000127
libCPInstMgrVsxConvComps.so.NGX.ivory_main.997000127

libCPLogCommApi.so.NGX.ivory_main.997000103
libCPLogCommClient.so.NGX.ivory_main.997000103
libCPLogCommServer.so.NGX.ivory_main.997000103

libCPLogConf.so.NGX.ivory_main.997000103
libCPLogFwdCommStream.so.NGX.ivory_main.997000103

libCPLogFwdLogClient.so.NGX.R81_20_jumbo_hf_main.997000011
libCPLogHLLContent.so.NGX.R81_20_jumbo_hf_main.997000011

libCPLogHighLevelLog.so.NGX.ivory_main.997000103
libCPLogKlogUnify.so.NGX.R81_20_jumbo_hf_main.997000011

libCPLogLUUID.so.NGX.ivory_main.997000103
libCPLogLuFile.so.NGX.R81_20_jumbo_hf_main.997000011
libCPLogLuuidDatabase.so.NGX.ivory_main.997000103

libCPLogMisc.so.NGX.ivory_main.997000103
libCPLogRepository.so.NGX.ivory_main.997000103

libCPMIBase.so.NGX.ivory_main.997000098
libCPMIBaseValidators.so.NGX.ivory_main.997000098

libCPMIClient.so.NGX.R81_20_jumbo_hf_main.997000013
libCPMIClientLogin.so.NGX.ivory_main.997000098

libCPMIDUClientDynUpdate.so.NGX.ivory_main.997000080
libCPMISBase.so.NGX.R81_20_jumbo_hf_main.997000010

libCPMISGsoap.so.NGX.ivory_main.997000117
libCPMIServer.so.NGX.R81_20_jumbo_hf_main.997000013

libCPMIServerTables.so.NGX.ivory_main.997000387
libCPMgmtDispatcher.so.NGX.ivory_main.997000080

libCPMgmtVerDB.so.NGX.ivory_main.997000080
libCPMgmtVerIS.so.NGX.ivory_main.997000080

libCPRequestFactory.so.NGX.ivory_main.997000080
libCPSet2SQL.so.NGX.ivory_main.997000082

libCPSitesCalc.so.NGX.ivory_main.997000080
libCPSrvComm.so.NGX.ivory_main.997000080

libCPSrvCommIs.so.NGX.ivory_main.997000081
libCPSrvQuery.so.NGX.ivory_main.997000081
libCPSuAddon.so.NGX.ivory_main.997000085

libCPTA_CommitFuncs_PS.so.NGX.ivory_main.997000384
libCPTA_CommitFuncs_SDS.so.NGX.ivory_main.997000078

libCPTA_CommitFuncs_VSX.so.NGX.R81_20_jumbo_hf_main.997000024
libCertEnrollServices.so.NGX.R81_20_jumbo_hf_main.997000012

libCliStructure.so.NGX.R81_20_jumbo_hf_main.997000013
libClientLogAPI.so.NGX.ivory_main.997000080

libClientLogShared.so.NGX.ivory_main.997000080
libClientSDK.so.NGX.ivory_main.997000107

libCmaCommandAddons.so.NGX.ivory_main.997000392
libCmaForwardingLayer.so.NGX.ivory_main.997000392
libCommonSDK.so.NGX.R81_20_jumbo_hf_main.997000013

libCpdCommIS.so.NGX.ivory_main.997000078
libCpmClient.so.NGX.ivory_main.997000078
libCpmiXml.so.NGX.ivory_main.997000080

libCpmixClientAdapter.so.NGX.ivory_main.997000098
libCpmixServerAdapter.so.NGX.ivory_main.997000098

libCvpnIsCluster.so.NGX.ivory_main.997000085
libCvpnIsConfigurableCLI.so.NGX.ivory_main.997000085

libCvpnIsDispatcher.so.NGX.ivory_main.997000085
libCvpnIsKerberosComponent.so.NGX.ivory_main.997000085

libCvpnIsLogging.so.NGX.ivory_main.997000085
libCvpnIsMF.so.NGX.ivory_main.997000085
libCvpnIsMdm.so.NGX.ivory_main.997000085

libCvpnIsMgmtHA.so.NGX.ivory_main.997000085
libCvpnIsRpc.so.NGX.ivory_main.997000085

libCvpnIsRpcUtils.so.NGX.ivory_main.997000085
libCvpnIsSerialize.so.NGX.ivory_main.997000085
libCvpnIsSqlUtil.so.NGX.ivory_main.997000085
libCvpnIsStorage.so.NGX.ivory_main.997000085

libCvpnIsSyncMessaging.so.NGX.ivory_main.997000085
libCvpnIsUtils.so.NGX.R81_20_jumbo_hf_main.997000010

libDNStopic.so.NGX.ivory_main.997000078
libDSInspect.so.NGX.Arsenal.910000704

libDaemonBasics.so.NGX.R81_20_jumbo_hf_main.997000013
libDebugInfoCommands.so.NGX.ivory_main.997000117
libDkmAddon.so.NGX.R81_20_jumbo_hf_main.997000012
libDomainNameTopic.so.NGX.ivory_main.997000078

libEdgeConfEx_Entitlement.so.NGX.ivory_main.997000077
libEntMgrAddon.so.NGX.R81_20_jumbo_hf_main.997000009

libEntMgrClient.so.NGX.ivory_main.997000085
libEntMgrMgmtSync.so.NGX.R81_20_jumbo_hf_main.997000009

libExtDAO.so.NGX.ivory_main.997000080
libFileHash_DYN.so.NGX.ivory_main.997000082
libFileTopic.so.NGX.ivory_main.997000078

libFwmCommands.so.NGX.ivory_main.997000117
libFwmHandler.so.NGX.ivory_main.997000117

libFwthreadProducer.so.NGX.R81_20_jumbo_hf_main.997000024
libGRCAddon.so.NGX.R81_20_jumbo_hf_main.997000010

libGenDb.so.NGX.ivory_main.997000081
libGeneralTopic.so.NGX.ivory_main.997000078

libHBMgmt.so.NGX.ivory_main.997000086
libHostNameTopic.so.NGX.ivory_main.997000078
libHostsTopic.so.NGX.ivory_main.997000078

libHttpTunnelCommands.so.NGX.ivory_main.997000117
libIDPClientSDK.so.NGX.ivory_main.997000107
libIPSPICommands.so.NGX.ivory_main.997000117

libISWServices.so.NGX.R81_20_jumbo_hf_main.997000012
libIcsAddon.so.NGX.ivory_main.997000078

libInterfacesTopic.so.NGX.ivory_main.997000078
libInterfacesTopicForGaia.so.NGX.ivory_main.997000078
libIpsProducer.so.NGX.R81_20_jumbo_hf_main.997000024

libIpsctlACStatsProducer.so.NGX.R81_20_jumbo_hf_main.997000024
libIpsctlHostStatsProducer.so.NGX.R81_20_jumbo_hf_main.997000024

libKerberosAuth.so.NGX.ivory_main.997000080
libKerberosCommon.so.NGX.ivory_main.997000080

libKeyRecoveryServices.so.NGX.R81_20_jumbo_hf_main.997000012
libLSMAgentAddon.so.NGX.ivory_main.997000078

libLSMCommunication.so.NGX.ivory_main.997000078
libLSMServerAddon.so.NGX.ivory_main.997000078

libLogExportOracleDB.so.NGX.ivory_main.997000081
libLogUploadServices.so.NGX.ivory_main.997000085

libLogWebServices__lv_commandsServer.so.NGX.ivory_main.997000078
libLogWebServices__sendlog_serviceServer.so.NGX.ivory_main.997000078

libManagementShare.so.NGX.ivory_main.997000077
libMgmtWSLib__mgmt_cert_serviceClient.so.NGX.ivory_main.997000079
libMgmtWSLib__mgmt_cert_serviceServer.so.NGX.ivory_main.997000079
libMgmtWSLib__mgmt_perm_serviceClient.so.NGX.ivory_main.997000079
libMgmtWSLib__mgmt_perm_serviceServer.so.NGX.ivory_main.997000079

libMgmtWSLib__mgmt_policy_objects_serviceClient.so.NGX.ivory_main.997000079
libMgmtWSLib__mgmt_policy_objects_serviceServer.so.NGX.ivory_main.997000079

libMgmtWSLib__mgmt_smartlog_serviceClient.so.NGX.ivory_main.997000079
libMgmtWSLib__mgmt_smartlog_serviceServer.so.NGX.ivory_main.997000079

libMgmtWSLib__mgmt_udm_ldap_settings_serviceClient.so.NGX.ivory_main.997000079
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libsqlite_wrapper.so.NGX.R81_20_jumbo_hf_main.997000013

libss_status.so.NGX.R81_20_jumbo_hf_main.997000024
libswscfg.so.NGX.ivory_main.997000084
libtab_util.so.NGX.ivory_main.997000107

libte_connector.so.NGX.ivory_main.997000077
libte_is.so.NGX.R81_20_jumbo_hf_main.997000013

libtp_conf.so.NGX.ivory_main.997000084
libtp_conf_api_controller.so.NGX.ivory_main.997000084

libtp_conf_license.so.NGX.GOT.991592128
libtp_data_collector.so.NGX.R81_20_jumbo_hf_main.997000009

libtpcommon.so.NGX.ivory_main.997000095
libtpd_common.so.NGX.R81_20_jumbo_hf_main.997000009

libtputils_fw.so.NGX.ivory_main.997000095
libtputils_tree.so.NGX.ivory_main.997000095

libtunnel_test.so.NGX.R81_20_jumbo_hf_main.997000012
libuc_mail.so.NGX.ivory_main.997000094

libuca_infra.so.NGX.threat_prevention_ms3.990003005
libuca_mtadapter.so.NGX.ivory_main.997000066

libuca_resource_reputation.so.NGX.threat_prevention_ms3.990003010
libup.so.NGX.R81_20_jumbo_hf_main.997000011

libup_classifiers.so.NGX.R81_20_jumbo_hf_main.997000009
libup_install_policy_app.so.NGX.R81_20_jumbo_hf_main.997000011

libupbt.so.NGX.ivory_main.997000081
libupdal.so.NGX.R81_20_jumbo_hf_main.997000009
libupdb.so.NGX.R81_20_jumbo_hf_main.997000010
libupida.so.NGX.R81_20_jumbo_hf_main.997000009

libupinstall.so.NGX.R81_20_jumbo_hf_main.997000009
libupis.so.NGX.R81_20_jumbo_hf_main.997000010
libupis_messenger.so.NGX.ivory_main.997000103
libupmab.so.NGX.R81_20_jumbo_hf_main.997000009

libupmab_snx.so.NGX.R81_20_jumbo_hf_main.997000009
libupschema_objects.so.NGX.R81_20_jumbo_hf_main.997000010

libupvpn.so.NGX.R81_20_jumbo_hf_main.997000009
libus_idapi.so.NGX.R81_20_jumbo_hf_main.997000013

libusercheck__PushPortalClient.so.NGX.ivory_main.997000094
libusercheck__PushPortalServer.so.NGX.ivory_main.997000094

libusercheck__UserCheckPortalClient.so.NGX.ivory_main.997000094
libusercheck__UserCheckPortalServer.so.NGX.ivory_main.997000094
libusercheck_incidents.so.NGX.R81_20_jumbo_hf_main.997000009

libutils.so.NGX.ivory_main.997000084
libutmstatagent.so.NGX.R81_20_jumbo_hf_main.997000024
libverify_com.so.NGX.R81_20_jumbo_hf_main.997000010

libverify_manager.so.NGX.ivory_main.997000127
libvgen_kernelscheme.so.NGX.R81_20_jumbo_hf_main.997000010

libvgen_module.so.NGX.R81_20_jumbo_hf_main.997000010
libvgen_usermodescheme.so.NGX.R81_20_jumbo_hf_main.997000010

libvpnCurlSslClient.so.NGX.ivory_main.997000584
libvpnIcmpPacketSpoofer.so.NGX.ivory_main.997000584

libvpnIcmpProber.so.NGX.ivory_main.997000584
libvpnMonitor.so.NGX.ivory_main.997000584

libvpn_http_services.so.NGX.ivory_main.997000085
libvpndaemonconf.so.NGX.ivory_main.997000584
libvpndaemonutils.so.NGX.ivory_main.997000584

libvpndebug.so.NGX.ivory_main.997000584
libvpnghtab.so.NGX.R81_20_jumbo_hf_main.997000012
libvpninfo.so.NGX.R81_20_jumbo_hf_main.997000012
libvpnmgmt.so.NGX.R81_20_jumbo_hf_main.997000012
libvpntfmt.so.NGX.R81_20_jumbo_hf_main.997000012
libvsxm.so.NGX.R81_20_jumbo_hf_main.997000010

libvsxnet.so.NGX.R81_20_jumbo_hf_main.997000013
libvsxnet_gaia.so.NGX.R81_20_jumbo_hf_main.997000013

libvsxnet_stubs.so.NGX.ivory_main.997000114
libvsxstatagent.so.NGX.R81_20_jumbo_hf_main.997000024

libvsxvs.so.NGX.R81_20_jumbo_hf_main.997000013
libwa_search.so.NGX.ivory_main.997000080
libwfcommands.so.NGX.ivory_main.997000078

libws.so.NGX.R81_20_jumbo_hf_main.997000010
libwsdns.so.NGX.R81_20_jumbo_hf_main.997000002

libwsis.so.NGX.ivory_main.997000092
libwstls.so.NGX.R81_20_jumbo_hf_main.997000024
libwt-1.so.NGX.R81_20_jumbo_hf_main.997000010
libwt.so.NGX.R81_20_jumbo_hf_main.997000010

libxgen_indexer.so.NGX.R81_20_jumbo_hf_main.997000010
libxgen_kernelscheme.so.NGX.R81_20_jumbo_hf_main.997000010

libxgen_module.so.NGX.R81_20_jumbo_hf_main.997000010
libxgen_usermodescheme.so.NGX.R81_20_jumbo_hf_main.997000010

libxmldata.so.NGX.ivory_main.997000084
libzph.so.NGX.R81_20_jumbo_hf_main.997000009

MD5 of all local CPM Server Jars

--> 802b44f5a4fe7b873ac17b961d8a636e

Info about local CPM Server Jars

--> adrealatedschema.jar.NGX.ivory_main.997000084
anti_malware.jar.NGX.ivory_main.997000089

anti_malware_rulebase.jar.NGX.ivory_main.997000089
antispam_classes.jar.NGX.ivory_main.997000081

appfw.jar.NGX.ivory_main.997000082
application_control_top_tables_classes.jar.NGX.ivory_main.997000082

autoconversion_generator.jar.NGX.ivory_main.997000083
autoconverters_for_ren.jar.NGX.ivory_main.997000087
basic_rulebase_types.jar.NGX.ivory_main.997000149

blades_common.jar.NGX.R81_20_jumbo_hf_main.997000009
cdm_web_services.jar.NGX.ivory_main.997000110

classes_main.jar.NGX.R81_20_jumbo_hf_main.997000006
cms_enforcement.jar.NGX.R81_20_jumbo_hf_main.997000006
common_field_converters.jar.NGX.ivory_main.997000081

connectra_classes.jar.NGX.ivory_main.997000084
content_security_classes.jar.NGX.ivory_main.997000081

cpdiag_uc_validator.jar.NGX.ivory_main.997000082
cpm.jar.NGX.R81_20_jumbo_hf_main.997000016
cpm_client.jar.NGX.ivory_main.997000810

cpm_configuration.jar.NGX.R81_20_jumbo_hf_main.997000016
custom_converters_for_ren.jar.NGX.ivory_main.997000087

db_sync.jar.NGX.ivory_main.997000111
dbsync_autoconverters_for_ren.jar.NGX.ivory_main.997000085

default_database.jar.NGX.ivory_main.997000810
demo_mode.jar.NGX.ivory_main.997000810

dle_annotations.jar.NGX.R81_20_jumbo_hf_main.997000010
dle_aspects.jar.NGX.R81_20_jumbo_hf_main.997000010
dle_base.jar.NGX.R81_20_jumbo_hf_main.997000010
dle_class_extender.jar.NGX.ivory_main.997000239

dle_interfaces.jar.NGX.R81_20_jumbo_hf_main.997000010
dle_objects.jar.NGX.R81_20_jumbo_hf_main.997000010
dle_rulebase.jar.NGX.R81_20_jumbo_hf_main.997000010

dle_srvis.jar.NGX.ivory_main.997000239
dleserver.jar.NGX.R81_20_jumbo_hf_main.997000016

dlp.jar.NGX.ivory_main.997000083
dlp_sdb_queries.jar.NGX.ivory_main.997000083

enums.jar.NGX.ivory_main.997000149
ep_common_client.jar.NGX.ivory_main.997000086

ep_fde.jar.NGX.ivory_main.997000086
ep_fde_drivers.jar.NGX.ivory_main.997000086

ep_objects.jar.NGX.ivory_main.997000086
ep_orgp_ab_policy.jar.NGX.ivory_main.997000086

ep_orgp_access_zones.jar.NGX.ivory_main.997000086
ep_orgp_blades.jar.NGX.ivory_main.997000086

ep_orgp_compliance.jar.NGX.ivory_main.997000086
ep_orgp_docsec.jar.NGX.ivory_main.997000086

ep_orgp_efr_policy.jar.NGX.ivory_main.997000086
ep_orgp_fde_policy.jar.NGX.ivory_main.997000086
ep_orgp_fw_policy.jar.NGX.ivory_main.997000086
ep_orgp_me_files.jar.NGX.ivory_main.997000086
ep_orgp_me_policy.jar.NGX.ivory_main.997000086
ep_orgp_mw_policy.jar.NGX.ivory_main.997000086
ep_orgp_onecheck.jar.NGX.ivory_main.997000086

ep_orgp_self_help_policy.jar.NGX.ivory_main.997000086
ep_orgp_te_policy.jar.NGX.ivory_main.997000086

ep_orgp_te_scrub_parts.jar.NGX.ivory_main.997000086
ep_orgp_urlf_policy.jar.NGX.ivory_main.997000086

ep_orgp_utils.jar.NGX.ivory_main.997000086
ep_orgp_webcheck.jar.NGX.ivory_main.997000086

ep_push.jar.NGX.ivory_main.997000086
ep_uepm_files.jar.NGX.ivory_main.997000086

gateway_services.jar.NGX.R81_20_jumbo_hf_main.997000006
gdbclasses.jar.NGX.ivory_main.997000086

grc.jar.NGX.ivory_main.997000083
gw_conversion_data.jar.NGX.ivory_main.997000239

gw_data_objs_for_ren.jar.NGX.R81_20_jumbo_hf_main.997000006
gw_data_objs_for_ren_threat_blade.jar.NGX.ivory_main.997000109

icons.jar.NGX.ivory_main.997000086
ics_classes.jar.NGX.ivory_main.997000084

identity_awareness_classes.jar.NGX.ivory_main.997000084
integration_test_is.jar.NGX.ivory_main.997000810

ips_classes.jar.NGX.ivory_main.997000089
java_is.jar.NGX.R81_20_jumbo_hf_main.997000003
java_sic.jar.NGX.R81_20_jumbo_hf_main.997000010
ldap.jar.NGX.R81_20_jumbo_hf_main.997000002

log_fields_classes.jar.NGX.ivory_main.997000085
management_groovy_client.jar.NGX.ivory_main.997000810
mdsclasses.jar.NGX.R81_20_jumbo_hf_main.997000002
mgmt_access.jar.NGX.R81_20_jumbo_hf_main.997000010

mgmt_api.jar.NGX.ivory_main.997000660
mgmt_api_is.jar.NGX.ivory_main.997000660

mgmt_api_library_java.jar.NGX.ivory_main.997000097
mgmt_api_web_services.jar.NGX.ivory_main.997000660
mgmt_appi_svc.jar.NGX.R81_20_jumbo_hf_main.997000016

mgmt_cdm.jar.NGX.R81_20_jumbo_hf_main.997000006
mgmt_cloud.jar.NGX.R81_20_jumbo_hf_main.997000006

mgmt_cloud_web_services.jar.NGX.ivory_main.997000104
mgmt_compliance.jar.NGX.R81_20_jumbo_hf_main.997000010

mgmt_data_awareness.jar.NGX.ivory_main.997000081
mgmt_deployment.jar.NGX.R81_20_jumbo_hf_main.997000012

mgmt_deployment_web_services.jar.NGX.R81_20_jumbo_hf_main.997000012
mgmt_dynamic_threat.jar.NGX.ivory_main.997000109

mgmt_gateway_legacy.jar.NGX.R81_20_jumbo_hf_main.997000006
mgmt_gateway_legacy_web_services.jar.NGX.ivory_main.997000121

mgmt_gold.jar.NGX.ivory_main.997000083
mgmt_identity_awareness.jar.NGX.ivory_main.997000083

mgmt_iot.jar.NGX.ivory_main.997000113
mgmt_iot_policy_builder.jar.NGX.ivory_main.997000113
mgmt_iot_web_services.jar.NGX.ivory_main.997000113

mgmt_policy_package.jar.NGX.R81_20_jumbo_hf_main.997000006
mgmt_ssl_inspection_main.jar.NGX.R81_20_jumbo_hf_main.997000003

mgmt_ssl_inspection_schema.jar.NGX.ivory_main.997000083
mgmt_threat.jar.NGX.R81_20_jumbo_hf_main.997000012
mgmt_vsec_lic.jar.NGX.R81_20_jumbo_hf_main.997000011

mgmt_vsec_lic_web_services.jar.NGX.R81_20_jumbo_hf_main.997000011
misc.jar.NGX.ivory_main.997000081

mobiledevices.jar.NGX.ivory_main.997000084
network_objects.jar.NGX.ivory_main.997000086

ngm_auth_keys_objects.jar.NGX.ivory_main.997000080
ngm_client_config_schema.jar.NGX.ivory_main.997000082

ngm_demo_objects.jar.NGX.ivory_main.997000083
ngm_dlp_schema.jar.NGX.ivory_main.997000083

ngm_gateway_schema.jar.NGX.R81_20_jumbo_hf_main.997000006
ngm_gateway_web_services.jar.NGX.ivory_main.997000118
ngm_management_objects.jar.NGX.ivory_main.997000097

ngm_mgmt_aspects.jar.NGX.ivory_main.997000810
ngm_user_check_schema.jar.NGX.ivory_main.997000081
object_store.jar.NGX.R81_20_jumbo_hf_main.997000016
objects_is.jar.NGX.R81_20_jumbo_hf_main.997000010

parsers_settings.jar.NGX.ivory_main.997000079
performance_monitor.jar.NGX.ivory_main.997000810
performance_tests.jar.NGX.ivory_main.997000810
plugins_manager.jar.NGX.ivory_main.997000239

policies_last_update_time.jar.NGX.ivory_main.997000086
policy_installation_common.jar.NGX.ivory_main.997000239

policy_installation_is.jar.NGX.R81_20_jumbo_hf_main.997000006
policy_installation_utils.jar.NGX.ivory_main.997000239

provision_classes.jar.NGX.ivory_main.997000081
rad_services_classes.jar.NGX.ivory_main.997000082

realms_schema.jar.NGX.ivory_main.997000084
reporting_classes.jar.NGX.ivory_main.997000085
rfl_mgmt.jar.NGX.R81_20_jumbo_hf_main.997000009

rfl_sic.jar.NGX.ivory_main.997000095
rfl_web_service.jar.NGX.ivory_main.997000122

rtmclasses.jar.NGX.ivory_main.997000082
rulebase_classes.jar.NGX.ivory_main.997000082

schema_task_framework.jar.NGX.ivory_main.997000084
scrubbing.jar.NGX.ivory_main.997000089

security_rulebase.jar.NGX.ivory_main.997000082
semclasses.jar.NGX.ivory_main.997000085

semsyncclasses.jar.NGX.ivory_main.997000085
sfw_classes.jar.NGX.ivory_main.997000081
ssl_classes.jar.NGX.ivory_main.997000082

ssl_inspection_rulebase.jar.NGX.ivory_main.997000082
sync_with_user_center.jar.NGX.ivory_main.997000118

threat_emulation.jar.NGX.ivory_main.997000089
uf_classes.jar.NGX.ivory_main.997000082
upgrade.jar.NGX.ivory_main.997000810

upgrade_base.jar.NGX.ivory_main.997000215
upgrade_is.jar.NGX.ivory_main.997000810

upgrade_objects.jar.NGX.ivory_main.997000215
upgrade_web_services.jar.NGX.ivory_main.997000215

usercheck.jar.NGX.ivory_main.997000083
voip_classes.jar.NGX.ivory_main.997000081
vpn_blade.jar.NGX.ivory_main.997000087

vpnplgschema.jar.NGX.ivory_main.997000084
vsx_classes.jar.NGX.ivory_main.997000081

web_api.jar.NGX.R81_20_jumbo_hf_main.997000012
web_api_applications.jar.NGX.R81_20_jumbo_hf_main.997000012

web_api_cloudia.jar.NGX.ivory_main.997000660
web_api_documentation.jar.NGX.ivory_main.997000660

web_api_documentation_is.jar.NGX.R81_20_jumbo_hf_main.997000012
web_api_documentation_maven_plugin.jar.NGX.ivory_main.997000660

web_api_documentation_postman.jar.NGX.ivory_main.997000660
web_api_documentation_postman_examples_extractor.jar.NGX.ivory_main.997000660

web_api_documentation_structure.jar.NGX.R81_20_jumbo_hf_main.997000012
web_api_generic_objects.jar.NGX.R81_20_jumbo_hf_main.997000012

web_api_is.jar.NGX.R81_20_jumbo_hf_main.997000012
web_api_management.jar.NGX.R81_20_jumbo_hf_main.997000012

web_api_module_objects.jar.NGX.R81_20_jumbo_hf_main.997000012
web_api_multi_domain.jar.NGX.ivory_main.997000660

web_api_network_objects.jar.NGX.R81_20_jumbo_hf_main.997000012
web_api_rulebases.jar.NGX.R81_20_jumbo_hf_main.997000012

web_api_threat.jar.NGX.ivory_main.997000660
web_api_vpn.jar.NGX.ivory_main.997000660

web_services.jar.NGX.R81_20_jumbo_hf_main.997000016
web_services_is.jar.NGX.ivory_main.997000239
webservice_client.jar.NGX.ivory_main.997000121

ws_client.jar.NGX.ivory_main.997000239

Core Dumps Check - Collecting Files

 INFO
CORE_DUMPS_REPORT

Report on core files found in /var/log/dump/usermode/

--> Cores found on system:
10399093 Apr 12 14:24 /var/log/dump/usermode/cpsemd.56480.core.gz
10467136 Apr 12 14:26 /var/log/dump/usermode/cpsemd.60501.core.gz

2427927 Apr 15 10:11 /var/log/dump/usermode/log_indexer.26598.core.gz
2427444 Apr 15 10:12 /var/log/dump/usermode/log_indexer.31435.core.gz

Crypt File Test
Crypt .DEF file has changed :

 INFO
CRYPT_FILE_REPORT

crypt.def file has changed :

--> 
NOT MODIFIED

DB Bloat Test
Displays the estimated amount of bloat in your tables (Based on https://wiki.postgresql.org/wiki/Show_database_bloat)

 INFO
POSTGRES QUERY RESULTS

--> 

current_database schemaname tablename tbloat wastedbytes

cpm pg_catalog pg_largeobject 1.1 91783168

cpm public protectionaggregatorbase_data 1.1 3579904

cpm public abstractauditlogbase 1.1 1613824

cpm public dbindexsdtopicperprofiledynamic_data 1.1 1277952

cpm pg_catalog pg_depend 1.1 360448

cpm pg_catalog pg_rewrite 1.1 155648

cpm public dleconvertedobject_data 1.0 98304

cpm public worksession 1.1 81920

cpm pg_catalog pg_class 1.1 40960

cpm public threatipsprotectionoverride_data 1.0 40960

cpm pg_catalog pg_attrdef 1.1 32768

cpm pg_catalog pg_proc 1.0 32768

cpm pg_catalog pg_amop 1.4 16384

cpm public classwritepermission 1.1 16384

cpm pg_catalog pg_amproc 1.3 8192

cpm pg_catalog pg_conversion 1.5 8192

cpm pg_catalog pg_description 1.0 8192

cpm pg_catalog pg_opclass 1.5 8192

cpm pg_catalog pg_operator 1.1 8192

cpm public fwparseractivationpertopic_data 1.0 8192

cpm public objectstoresessionentity 1.1 8192

D_solr Process CPU Check
Displays D_solr process CPU load.

 INFO
CPU load of D_solr process:

--> 3.6

D_solr Process Memory Check
Displays D_solr process memory usage.

 INFO
Memory usage of D_solr process:

--> 2.3

Database Statistics

 INFO
DB_LINKS_REVISIONS_RECORDS

Number of revisions references

--> 9816

TOTAL_DB_SIZE
Size of whole database reported by postgres. If the size is larger then 10GB, please consider to apply actions from sk156833.

--> 2962 MB

DB_DLE_OBJECT_DEREF_REVISIONS_RECORDS
Number of revisions records in the dleobjectderef table

--> 20118

DB_LINKS_PUBLIC_RECORDS
Number of public references

--> 370133

DB_DLE_OBJECT_DEREF_PUBLIC_RECORDS
Number of public records in the dleobjectderef table

--> 2730679

CPM_DB_SIZE
Size of cpm database reported by postgres. If the size is larger then 10GB, please consider to apply actions from sk156833.

--> 2929 MB

DB_TOP_TEN_CLASSES
Top ten used classes including all records (public, revision, deleted)

--> table: [com.checkpoint.management.dlecommon.ngm_api.WorkSessionAudit] rows [2610042]
--> table: [com.checkpoint.objects.ips_classes.dummy.CpmiIpsSignature] rows [37234]

--> table: [com.checkpoint.objects.classes.dummy.CpmiInspectLog] rows [19850]
--> table: [com.checkpoint.objects.appfw.dummy.CpmiAppfwApplication] rows [19011]

--> table: [com.checkpoint.objects.ips_classes.dummy.CpmiSdTopicPerProfileDynamic] rows [15549]
--> table: [com.checkpoint.objects.ips_classes.dummy.CpmiDynSignatureActivationExtension] rows [15052]

--> table: [com.checkpoint.objects.appfw.dummy.CpmiAppfwAppCategory] rows [4485]
--> table: [com.checkpoint.objects.ips.ThreatIpsProtectionOverride] rows [4392]
--> table: [com.checkpoint.objects.ips.IpsProtectionUserSettings] rows [3373]
--> table: [com.checkpoint.objects.ips_classes.dummy.CpmiIpsTags] rows [1804]

DB_AUDITLOGS_TABLE_SIZE
AbstractAuditLogBase table size by domain

--> domainName: [APPI Data] domainId: [8bf4ac51-2df7-40e1-9bce-bedbedbedbed] size [48.7 MB] count: [7102]
--> domainName: [IPS Data] domainId: [a0bbbc99-adef-4ef8-bb6d-cebcebcebceb] size [32.6 MB] count: [4979]
--> domainName: [LOG Data] domainId: [31ab94da-4ab1-5da9-a03d-ddddddaaaaaa] size [15.5 MB] count: [1417]

--> domainName: [System Data] domainId: [a0eebc99-afed-4ef8-bb6d-fedfedfedfed] size [10.2 MB] count: [5590]
--> domainName: [SMC User] domainId: [41e821a0-3720-11e3-aa6e-0800200c9fde] size [7.7 MB] count: [2309]

--> domainName: [Global] domainId: [1e294ce0-367a-11e3-aa6e-0800200c9a66] size [4 kB] count: [1]
--> domainName: [Check Point Data] domainId: [a0bbbc99-adef-4ef8-bb6d-defdefdefdef] size [4 kB] count: [1]

DB_TOP_TEN_SIZE_TABLES
Top ten size tables

--> table: [public.dleobjectderef_data] size [1806 MB]
--> table: [pg_catalog.pg_largeobject] size [767 MB]

--> table: [public.link_data] size [138 MB]
--> table: [public.protectionaggregatorbase_data] size [70 MB]

--> table: [public.abstractauditlogbase] size [47 MB]
--> table: [public.dbindexsdtopicperprofiledynamic_data] size [20 MB]

--> table: [pg_catalog.pg_depend] size [14 MB]
--> table: [pg_catalog.pg_attribute] size [7456 kB]
--> table: [pg_catalog.pg_rewrite] size [6128 kB]
--> table: [pg_catalog.pg_proc] size [3920 kB]

Disk/Memory Statistics

 INFO
MEMORY_FREE_REPORT

MEMORY statistics from the free command line

--> Memory Report:
              total        used        free      shared  buff/cache   available
Mem:           7.5G        2.9G        253M        1.5G        4.3G        2.4G

Swap:          8.0G         36M        8.0G

DISK_DF_REPORT
Disk statistics from the df command line

--> Disk Report:
Filesystem                       Size  Used Avail Use% Mounted on

/dev/mapper/vg_splat-lv_current   32G   15G   17G  47% /
/dev/nvme0n1p2                   291M   78M  199M  28% /boot

/dev/mapper/vg_splat-lv_log       32G  9.9G   23G  31% /var/log
tmpfs                            3.8G  5.7M  3.8G   1% /dev/shm

cgroup                           3.8G     0  3.8G   0% /sys/fs/cgroup

Gtar Version Check
This is the Gtar Version for this system

 INFO
BASH COMMAND RESULT

--> tar (GNU tar) 1.26
Copyright (C) 2011 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Written by John Gilmore and Jay Fenlason.

Hotfixes Installed on the Machine
All of the hotfixes that are installed on the machine

 INFO
BASH COMMAND RESULT

--> [MGMT]
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[IDA]
No hotfixes..
[CPFC]
No hotfixes..
[FW1]

HOTFIX_NGM_DOCTOR_AUTOUPDATE
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

HOTFIX_GOT_MGMT_AUTOUPDATE
HOTFIX_WEBCONSOLE_AUTOUPDATE

HOTFIX_PUBLIC_CLOUD_CA_BUNDLE_AUTOUPDATE
HOTFIX_VCE_R81_20_AUTOUPDATE

HOTFIX_GOT_TPCONF_MGMT_AUTOUPDATE

FW1 build number:
This is Check Point Security Management Server R81.20 - Build 010

This is Check Point's software version R81.20 - Build 024
[SecurePlatform]

HOTFIX_ENDER_V17_AUTOUPDATE
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[CPinfo]
No hotfixes..

[AutoUpdater]
No hotfixes..
[DIAG]
No hotfixes..

[Reporting Module]
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[CPuepm]
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[VSEC]
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[CPDepCon]
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[CPRepMan]
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[SmartLog]
HOTFIX_R81_20_JUMBO_HF_MAIN Take:  53

[R7540CMP]
No hotfixes..

[R76CMP]
No hotfixes..

[SFWR77CMP]
HOTFIX_R81_20_JHF_COMP Take:  53

[SFWR80CMP]
HOTFIX_R81_20_JHF_COMP Take:  53

[SFWR81CMP]
HOTFIX_R81_20_JHF_COMP Take:  53

[R77CMP]
No hotfixes..

[R8040CMP]
HOTFIX_R81_20_JHF_COMP Take:  53

[core_uploader]
HOTFIX_CHARON_HF

[CPUpdates]
BUNDLE_NGM_DOCTOR_AUTOUPDATE Take:  23
BUNDLE_ENDER_V17_AUTOUPDATE Take:  26
BUNDLE_MINMUS_AUTOUPDATE Take:  15
BUNDLE_KERBIN_AUTOUPDATE Take:  34

BUNDLE_CPVIEWEXPORTER_AUTOUPDATE Take:  27
BUNDLE_CPOTELCOL_AUTOUPDATE Take:  74
BUNDLE_R81_20_JUMBO_HF_MAIN Take:  53
BUNDLE_GOT_MGMT_AUTOUPDATE Take:  126
BUNDLE_DC_CONTENT_AUTOUPDATE Take:  15
BUNDLE_DC_INFRA_AUTOUPDATE Take:  30
BUNDLE_WEBCONSOLE_AUTOUPDATE Take:  90

BUNDLE_DANA_AUTOUPDATE Take:  150
BUNDLE_PUBLIC_CLOUD_CA_BUNDLE_AUTOUPDATE Take:  20

BUNDLE_TUNNEL_AUTOUPDATE Take:  55
BUNDLE_HCP_AUTOUPDATE Take:  62

BUNDLE_VCE_R81_20_AUTOUPDATE Take:  15
BUNDLE_GOT_TPCONF_MGMT_AUTOUPDATE Take:  36

BUNDLE_CPSDC_AUTOUPDATE Take:  29
BUNDLE_CORE_FILE_UPLOADER_AUTOUPDATE Take:  17

[cpsdc_wrapper]
HOTFIX_CPSDC_AUTOUPDATE

[MGMTAPI]
No hotfixes..

[infinity_onprem_wrapper]
HOTFIX_TUNNEL_AUTOUPDATE
[sho_wrapper]
HOTFIX_DANA_AUTOUPDATE
[itp_wrapper]

HOTFIX_GOT_MGMT_AUTOUPDATE
[CPDepInst]

No hotfixes..
[CPotelcol]

HOTFIX_OTLP_GA
[CPviewExporter]

HOTFIX_OTLP_GA
[diff_report_wrapper]

HOTFIX_MINMUS_AUTOUPDATE
HOTFIX_KERBIN_AUTOUPDATE
[hcp_wrapper]
HOTFIX_HCP_AUTOUPDATE

IPS Assignment for Each Domain

 INFO
POSTGRES QUERY RESULTS

--> 

ipspackageversion version domainid name

635242385 166 41e821a0-3720-11e3-aa6e-0800200c9fde SMC User

IPS Packages on Machine

 INFO
POSTGRES QUERY RESULTS

--> 

fromversion ipspackageversion

2 635158746

146 635241692

147 635241720

148 635241739

149 635241763

150 635241834

151 635241859

152 635241883

153 635241908

154 635241930

155 635242029

156 635242051

157 635242075

158 635242098

159 635242169

160 635242193

161 635242217

162 635242243

163 635242266

164 635242337

165 635242362

166 635242385

Implied Rules File Test
Implied rules .DEF file has changed :

 INFO
IMPLIED_RULES_FILE_REPORT
Implied_rules.def file has changed :

--> 
NOT MODIFIED

Info About Open Worksessions

 INFO
Amount of open worksessions by application name and internal revisions statistics

--> 

applicationname internal count

Gui Clients Client t 1

Amount of open worksessions by application name statistics

--> 

applicationname numberofoperations count

Gui Clients Client 0 1

Amount of open worksessions by internal revisions statistics

--> 

applicationname internal numberofoperations count

Gui Clients Client t 0 1

Is Purge Used
Check if purged any revision

 INFO
POSTGRES QUERY RESULTS

--> 

time to_timestamp name domainid lastversiontodelete

1705712404141 2024-01-20 02:00:04+01 SMC User 41e821a0-3720-11e3-aa6e-0800200c9fde 210

1708304403553 2024-02-19 02:00:03+01 SMC User 41e821a0-3720-11e3-aa6e-0800200c9fde 247

1710111679875 2024-03-11 00:01:19+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 124

1710284472082 2024-03-13 00:01:12+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 125

1710370878752 2024-03-14 00:01:18+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 126

1710457273856 2024-03-15 00:01:13+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 127

1710716480330 2024-03-18 00:01:20+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 129

1710889282445 2024-03-20 00:01:22+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 130

1710896403213 2024-03-20 02:00:03+01 SMC User 41e821a0-3720-11e3-aa6e-0800200c9fde 257

1710975678825 2024-03-21 00:01:18+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 131

1711062074508 2024-03-22 00:01:14+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 132

1711407689546 2024-03-26 00:01:29+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 135

1711494084312 2024-03-27 00:01:24+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 136

1711580490272 2024-03-28 00:01:30+01 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 137

1711922479672 2024-04-01 00:01:19+02 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 139

1712095284028 2024-04-03 00:01:24+02 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 140

1712181675807 2024-04-04 00:01:15+02 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 141

1712268077006 2024-04-05 00:01:17+02 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 142

1712527285680 2024-04-08 00:01:25+02 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 144

1712700064135 2024-04-10 00:01:04+02 IPS Data a0bbbc99-adef-4ef8-bb6d-cebcebcebceb 145

Largest Directories in File System
Top 50 largest directories in /opt/*/* folder

 INFO
BASH COMMAND RESULT

--> 4190.39 MB /opt/CPshrd-R81.20/database
4190.01 MB /opt/CPshrd-R81.20/database/postgresql

2453.52 MB /opt/CPsuite-R81.20/fw1
922.617 MB /opt/CPda/backup/CheckPoint#CPUpdates#All#6.0#5#4#BUNDLE_R81_20_JUMBO_HF_MAIN#53

922.617 MB /opt/CPda/backup
528.84 MB /opt/CPsuite-R81.20/fw1/lib
453.508 MB /opt/CPuepm-R81.20/engine

327.191 MB /opt/CPsuite-R81.20/fw1/oracle_oi
268.32 MB /opt/CPsuite-R81.20/fw1/bin

253.301 MB /opt/CPbios_upg/bin
250.52 MB /opt/CPuepm-R81.20/engine/docker

216.914 MB /opt/CPrt-R81.20/tmp
216.543 MB /opt/CPDiffReportServer/docker

199.121 MB /opt/CPsuite-R81.20/fw1/cpm-server
198.543 MB /opt/CPsuite-R81.20/fw1/scripts
189.723 MB /opt/OSHF/R81_20_JUMBO_HF_MAIN

189.715 MB /opt/OSHF/R81_20_JUMBO_HF_MAIN/R81_20_JUMBO_HF_MAIN.tgz
189.258 MB /opt/CPshrd-R81.20/jre_64

188.191 MB /opt/CPshrd-R81.20/jre_64/lib
181.043 MB /opt/CPrt-R81.20/smartview

177.832 MB /opt/CPsuite-R81.20/fw1/Python
177.141 MB /opt/CPDiffReportServer/docker/diff_report_client.tgz

160.035 MB /opt/CPInfinityTp/lib
158.879 MB /opt/CPshrd-R81.20/jre_32

157.898 MB /opt/CPshrd-R81.20/jre_32/lib
154.574 MB /opt/CPDepInst/backup

152.16 MB /opt/CPInfinityTp/lib/business_logic
145.699 MB /opt/CPrt-R81.20/smartview/webapps

129.766 MB /opt/CPsuite-R81.20/fw1/api
124.211 MB /opt/CPrt-R81.20/tmp/jetty-127.0.0.1-8082-smartview.war-_smartview-any-

122.203 MB /opt/CPsuite-R81.20/fw1/cpextensions
114.496 MB /opt/CPshrd-R81.20/bin

105.258 MB /opt/CPsuite-R81.20/fw1/ngm
91.6953 MB /opt/CPrt-R81.20/bin
90.3438 MB /opt/CPotelcol/otelcol
88.3125 MB /opt/CPrt-R81.20/jars
84.1133 MB /opt/CPshrd-R81.20/lib

76.3672 MB /opt/CPsuite-R81.20/fw1/default_cpm_db
74.1562 MB /opt/CPda/bin

73.1992 MB /opt/CPsuite-R81.20/fw1/Solr7
67.2578 MB /opt/CPDepInst/backup/BUNDLE_GOT_MGMT_AUTOUPDATE

65.6016 MB /opt/CPuepm-R81.20/ext_webapps
65.5625 MB /opt/CPuepm-R81.20/ext_webapps/jpa
65.2305 MB /opt/CPuepm-R81.20/engine/shared

56.7031 MB /opt/CPrt-R81.20/tmp/jetty-127.0.0.1-8084-smartview-service.war-_smartview-any-
56.6445 MB /opt/CPSFWR81CMP-R81.20/bin
55.3203 MB /opt/CPsuite-R81.20/fw1/nac

52.0586 MB /opt/CPsuite-R81.20/fw1/teDefaultPack
51.7227 MB /opt/CPSFWR80CMP-R81.20/bin

47.3047 MB /opt/CPsuite-R81.20/fw1/wylis_tmp

Largest Files in File System
Top 50 largest files in / folder

 INFO
BASH COMMAND RESULT

--> 2536.9 MB /var/log/CPda/repository/CheckPoint#CPUpdates#All#6.0#5#4#BUNDLE_R81_20_JUMBO_HF_MAIN#53/Check_Point_R81_20_JUMBO_HF_MAI
1218.53 MB /var/log/Trebinje_04-2024.tgz

1130.17 MB /var/log/SMS.tgz
997.5 MB /var/log/opt/CPsuite-R81.20/fw1/log/imported_logs/postgres.elg

780.914 MB /opt/CPshrd-R81.20/database/postgresql/data/base/125767/129067
757.633 MB /opt/CPshrd-R81.20/database/postgresql/data/base/125767/2613

289.844 MB /opt/CPshrd-R81.20/database/postgresql/data/base/125767/129076
286.523 MB /var/log/AutoUpdater/offlineRepository/BUNDLE_R81_20_JUMBO_HF_MAIN_T53/Threat_Extraction_Engine_R81_T14_AutoUpdate.tar

284.496 MB /opt/CPda/backup/CheckPoint#CPUpdates#All#6.0#5#4#BUNDLE_R81_20_JUMBO_HF_MAIN#53/LastTake/mgmt_wrapper_backup_HOTFIX_R81_20
276.402 MB /opt/CPda/backup/CheckPoint#CPUpdates#All#6.0#5#4#BUNDLE_R81_20_JUMBO_HF_MAIN#53/LastTake/fw1_backup_HOTFIX_R81_20_JUMBO_HF

272.688 MB /var/log/SecurityManagementExport_BL_08-2023.tgz
250.164 MB /opt/CPshrd-R81.20/database/postgresql/data/base/125767/369938

189.715 MB /opt/OSHF/R81_20_JUMBO_HF_MAIN/R81_20_JUMBO_HF_MAIN.tgz
180.605 MB /var/lib/docker/overlay2/62261d1e365dfe3f602b22baac61f6b93bbf726febd45c6826a86ac90013ff3a/diff/usr/lib/chromium/chrome

177.141 MB /opt/CPDiffReportServer/docker/diff_report_client.tgz
176.367 MB /var/log/AutoUpdater/repository/DiffReportServer/diff_report_client/minmus_AutoUpdate/15/Check_Point_Change_Report_Client_B
176.215 MB /var/log/CPDepInst/repository/CheckPoint#CPUpdates#All#0#0#0#BUNDLE_MINMUS_AUTOUPDATE#15/Check_Point_Change_Report_Client_B
176.215 MB /var/log/AutoUpdater/repository/DiffReportServer/diff_report_client/minmus_AutoUpdate/15/Check_Point_Change_Report_Client_B
155.121 MB /opt/CPda/backup/CheckPoint#CPUpdates#All#6.0#5#4#BUNDLE_R81_20_JUMBO_HF_MAIN#53/LastTake/ReportingServer_backup_HOTFIX_R81

152.156 MB /opt/CPInfinityTp/lib/business_logic/wylis-business_logic.tar
123.758 MB /opt/CPuepm-R81.20/engine/docker/wylis-endpoint-web-management.tar

119.699 MB /opt/CPda/backup/CheckPoint#CPUpdates#All#6.0#5#4#BUNDLE_R81_20_JUMBO_HF_MAIN#53/LastTake/uepm_backup_HOTFIX_R81_20_JUMBO_H
112.191 MB /sysimg/CPwrapper/linux/CPcvpn/CPcvpn-R81.20-00.i386.rpm

101.762 MB /opt/CPsuite-R81.20/fw1/ngm/cpm-server-ivory_main-997000810-bundle-external.tar.gz
101.227 MB /usr/lib/locale/locale-archive

100.578 MB /opt/CPshrd-R81.20/database/postgresql/util/symmetric-ds-backup/old_version_bkp.tar
93.582 MB /opt/CPrt-R81.20/smartview/webapps/smartview.war

90.3438 MB /opt/CPotelcol/otelcol
84.4414 MB /var/lib/docker/overlay2/ed971b8764772fd0aa6826646e6e92663c2b458d630c5ab83813a7a35fdc9b1c/diff/usr/local/bin/node

84.4414 MB /var/lib/docker/overlay2/b5d5dc4b2ddc250a5861eb1eaa005b47faee241c4a0fb4dadb0d273186bbcfe2/merged/usr/local/bin/node
84.25 MB /var/lib/docker/overlay2/d3e84d2d786c957928c6a3146e39d4ef95086e1c38653cddd096909d4ed2a5df/diff/usr/local/bin/node

84.25 MB /var/lib/docker/overlay2/61e1f9d4fe160b8eb983642b44ccde5b7692a2b3957a593d477a3cdd5e12b568/merged/usr/local/bin/node
82.7734 MB /opt/CPshrd-R81.20/database/postgresql/data/base/125767/369940
82.7656 MB /opt/CPshrd-R81.20/database/postgresql/data/base/125767/369946

79.8477 MB /opt/CPuepm-R81.20/engine/docker/web-mgmt-bundle.tar.gz
75.1328 MB /var/lib/docker/overlay2/c39a58ece4cdb81670767c6a9575b4965f0ab5508d90b430ed0b15a483b33ea5/diff/usr/local/bin/node
75.1328 MB /var/lib/docker/overlay2/bd584660daaacb1eaeae605acbab0799154c3bb178dca1e36efb39d70539499c/diff/usr/local/bin/node

75.1328 MB /var/lib/docker/overlay2/0e61025a0eba51340b2698fbf28a49107eb55dea96904a7babdae27ad222e8bc/merged/usr/local/bin/node
70.5469 MB /var/log/AutoUpdater/repository/itp/simplified_threat_prevention/GOT_MGMT_AutoUpdate/126/Check_Point_GOT_MGMT_AUTOUPDATE_Bu
70.3633 MB /var/log/CPDepInst/repository/CheckPoint#CPUpdates#All#0#0#0#BUNDLE_GOT_MGMT_AUTOUPDATE#126/Check_Point_GOT_MGMT_AUTOUPDATE
70.3633 MB /var/log/AutoUpdater/repository/itp/simplified_threat_prevention/GOT_MGMT_AutoUpdate/126/Check_Point_GOT_MGMT_AUTOUPDATE_Bu

67.7773 MB /var/log/grub2-upgrade.log
67.4609 MB /sysimg/CPwrapper/linux/MiniWrapper/AutoUpdatePkgs/Check_Point_GOT_MGMT_AUTOUPDATE_Bundle_T102_AutoUpdate.tar

67.3359 MB /opt/CPshrd-R81.20/database/postgresql/data/base/125767/135319
67.3047 MB /var/log/CPDepInst/repository/CheckPoint#CPUpdates#All#0#0#0#BUNDLE_GOT_MGMT_AUTOUPDATE#102/Check_Point_GOT_MGMT_AUTOUPDATE

67.1562 MB /opt/CPsuite-R81.20/fw1/scripts/tex_watermark/lib/aspose-pdf-20.2.jar
67.1016 MB /var/opt/fw.boot/modules/fw_kern_64_3_10_64_sp.o
65.9844 MB /var/opt/fw.boot/modules/fw_kern_64_3_10_64.o
65.5508 MB /opt/CPuepm-R81.20/ext_webapps/jpa/eps_jpa.jar

62.7227 MB /var/opt/fw.boot/modules/fw_kern_64_3_10_64_sp_v6.o

License Info
These are the licenses for this system

 INFO
BASH COMMAND RESULT

--> Host             Expiration  Signature                             Features            
10.59.51.249     never       awye3yHab28MgPEL6WdpJHUXYCRDcjaWzizo CPAP-SM410X CPSM-NGSM CPSB-WKFL-10 CPSB-NPM CPSB-EPM CPSB-LOGS

Contract Coverage:

 #   ID          Expiration   SKU                 
===+===========+============+====================

1  | 200TU9O   |  4Feb2020  | CPSB-COMP-10-1Y
   +-----------+------------+--------------------

   |Covers:     CPAP-SM410X CPSM-NGSM CPSB-WKFL-10 CPSB-NPM CPSB-EPM CPSB-LOGS CPSB-MNTR CPSB-MPTL CPSB-UDIR CPSB-PRVS CPSB-COMP-5 CPS
===+===========+============+====================

2  | HO5RGEM   | 31Dec2025  | CPSB-RPRT-10-2Y
   +-----------+------------+--------------------

   |Covers:     CPAP-SM410X CPSM-NGSM CPSB-WKFL-10 CPSB-NPM CPSB-EPM CPSB-LOGS CPSB-MNTR CPSB-MPTL CPSB-UDIR CPSB-PRVS CPSB-COMP-5 CPS
===+===========+============+====================

3  | 0EX244L   | 31Dec2025  | CPSB-EVNT-10-2Y
   +-----------+------------+--------------------

   |Covers:     CPAP-SM410X CPSM-NGSM CPSB-WKFL-10 CPSB-NPM CPSB-EPM CPSB-LOGS CPSB-MNTR CPSB-MPTL CPSB-UDIR CPSB-PRVS CPSB-COMP-5 CPS
===+===========+============+====================
4  | BEGZ36A   | 31Dec2025  | CPCES-CO-PREMIUM-ADD
   +-----------+------------+--------------------

   |Covers:     CPAP-SM410X CPSM-NGSM CPSB-WKFL-10 CPSB-NPM CPSB-EPM CPSB-LOGS CPSB-MNTR CPSB-MPTL CPSB-UDIR CPSB-PRVS CPSB-COMP-5 CPS
===+===========+============+====================

Logging Stats Server and Gateways
Log Server Stats and Gateway Stats

 INFO
BASH COMMAND RESULT

--> Server Logging Status is 0

Logs In Debug Mode
Checks whether or not any classes are currently set to debug

 INFO
BASH COMMAND RESULT

--> "ApiAppenderPattern">%d{yyyy-MM-dd

Machines In The Environment Info
Presents the machines listed in the environment according to the DB. Relevant for HA debugging

 INFO
POSTGRES QUERY RESULTS

--> 

objid name ipaddress4 legacyobject

34acbef3-15ab-4af7-a40d-0e9819484b70 CP-MGMT-EPRS_BL 10.59.51.249 null

Management API Use Test
Counts a per-day average number of API calls from the last two weeks and determines usage degree.

 INFO
Usage degree of Management API:

--> Low degree – up to 1 call per minute

Modified Inspect Files
Modified .DEF files

 INFO
INSPECT_FILES_MODIFIED_REPORT

Inspect files that have been modified:

--> 

Number of Network Objects on Each Domain
Count network objects per domain

 INFO
POSTGRES QUERY RESULTS

--> 

name domainid count

SMC User 41e821a0-3720-11e3-aa6e-0800200c9fde 125

Check Point Data a0bbbc99-adef-4ef8-bb6d-defdefdefdef 13

Number of Revisions
Displays number of revisions on every domain of the machine.

 INFO
POSTGRES QUERY RESULTS

--> 

domain count

SMC User 44

System Data 119

Postgres DB Size on File System
The Size of PGDIR and PGDATA in file system Java

 INFO
Size and path of PGDATA and PGDIR:

--> PGDIR: 4.1G /opt/CPshrd-R81.20/database/postgresql
  PGDATA: 3.9G /opt/CPshrd-R81.20/database/postgresql/data

Show Active Blades
show active blades on machine

 INFO
BASH COMMAND RESULT

--> No Active Blades

Sizing information
Collecting information for sizing

 INFO
LOG RATE

-->  log rate:

Log Receive Rate:                 0
Log Receive Rate Peak:            0
Log Receive Rate Last 10 Minutes: 0
Log Receive Rate Last Hour:       0

Log Server Connected Gateways
----------------------------------------------------------
|Name         |State    |Last Login Time|Log Receive Rate|
----------------------------------------------------------
|Local Clients|Connected|N/A            |               0|
----------------------------------------------------------

PROCESSOR INFORMATION

--> 'Architecture': 'x86_64'
'CPU(s)': '2'

'On-line CPU(s) list': '0,1'
'Core(s) per socket': '1'

'Socket(s)': '2'
'Model name': 'AMD Ryzen 7 PRO 4750U with Radeon Graphics'

'CPU MHz': '1696.815'

MEMORY INFO

--> MemTotal:        7886420 kB
MemFree:          301444 kB
MemAvailable:    2574980 kB
Buffers:             224 kB
Cached:          4060860 kB
SwapCached:         1176 kB
Active:          4290216 kB
Inactive:        2503132 kB
Active(anon):    2929172 kB
Inactive(anon):  1341180 kB
Active(file):    1361044 kB
Inactive(file):  1161952 kB
Unevictable:          28 kB
Mlocked:              28 kB
SwapTotal:       8388604 kB
SwapFree:        8282876 kB
Dirty:               108 kB
Writeback:             0 kB
AnonPages:       2731012 kB
Mapped:          1553896 kB
Shmem:           1538088 kB
Slab:             408192 kB
SReclaimable:     315312 kB
SUnreclaim:        92880 kB
KernelStack:       16176 kB
PageTables:        22956 kB
NFS_Unstable:          0 kB
Bounce:                0 kB
WritebackTmp:          0 kB
CommitLimit:    12331812 kB
Committed_AS:    7616536 kB

VmallocTotal:   34359738367 kB
VmallocUsed:      187144 kB

VmallocChunk:   34359310332 kB
Percpu:            22528 kB
AnonHugePages:   1671168 kB
HugePages_Total:       0
HugePages_Free:        0
HugePages_Rsvd:        0
HugePages_Surp:        0

Hugepagesize:       2048 kB
DirectMap4k:      124800 kB
DirectMap2M:     4069376 kB
DirectMap1G:     6291456 kB

CONCURRENT ADMINISTRATORS

--> 1

System Statistics

 INFO
System Activity Report (SAR)
Last day sar load average report

--> sar load average report:
Linux 3.10.0-1160.15.2cpx86_64 (CP-MGMT-EPRS_BL) 04/15/24 _x86_64_ (2 CPU)

System Activity Report (SAR)
Last day sar IO report

--> sar IO report:
Linux 3.10.0-1160.15.2cpx86_64 (CP-MGMT-EPRS_BL) 04/15/24 _x86_64_ (2 CPU)

--> sar swap file report:
Linux 3.10.0-1160.15.2cpx86_64 (CP-MGMT-EPRS_BL) 04/15/24 _x86_64_ (2 CPU)

SYSTEM_UPTIME_REPORT
Linux uptime report

--> Uptime report:
 10:15:54 up 8 min,  1 user,  load average: 0.90, 1.93, 1.36

SYSTEM_PS_TOP_10_MEM_REPORT
Top 10 memory consumer processes

--> Top 10 memory consumers processes report:
admin     13408 54.4 20.8 3092976 1641252 ?     SLsl 10:07   4:21 /opt/CPshrd-R81.20/jre_64/bin/java -D_CPM=TRUE -Xaot:forceaot -Xmx12
admin     13096  4.1  2.4 2645504 192320 ?      SLl  10:07   0:19 /opt/CPshrd-R81.20/jre_64/bin/java -D_vSEC=TRUE -Xdump:directory=/va
admin     13564  3.6  2.3 3719584 182252 ?      SNLsl 10:07   0:17 /opt/CPshrd-R81.20/jre_64/bin/java -D_solr=TRUE -Xdump:directory=/v

cp_post+  33133 51.6 15.4 1471216 1219104 ?     Ss   10:13   1:09 postgres: postgres cpm 127.0.0.1(40056) idle
admin     27155  0.1  1.4 282560 111164 ?       Ss   10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/httpd -d /opt/CPuepm-R81.20/apache

admin     12854  0.6  1.0 252384 80908 ?        Ssl  10:07   0:03 cpd
admin     40930  1.7  0.9 2105876 72692 ?       SNLsl 10:14   0:01 /opt/CPshrd-R81.20/jre_64/bin/java -D_RFL=TRUE -Xdump:directory=/va

admin     12945  0.2  0.8 411520 66088 ?        Ssl  10:07   0:01 fwd -n
cp_post+  12885  0.0  0.8 2194452 67908 ?       S    10:07   0:00 /opt/CPshrd-R81.20/database/postgresql/bin/postgres -D /opt/CPshrd-R
admin     33074  5.1  0.8 1452868 66600 pts/1   SLl+ 10:13   0:06 /opt/CPshrd-R81.20/jre_32/bin/java -Xmx1280m -Dlog4j2.configurationF

System Activity Report (SAR)
Last day sar CPU report

--> sar CPU report:
Linux 3.10.0-1160.15.2cpx86_64 (CP-MGMT-EPRS_BL) 04/15/24 _x86_64_ (2 CPU)

SETUP_INFO_REPORT
Hardware & Installation information from $CPDIR/conf/CPSetupInfo.props

--> $CPDIR/conf/CPSetupInfo.props:
MEMORY=8075694080

CPU_NUMBER=2
FwIsFirewallModule=FALSE
FwIsFirewallMgmt=TRUE
FwIsStandAlone=FALSE

OS64Bit=TRUE
FwIsLogServer=TRUE

FwIsActiveManagement=TRUE
IsDedicatedLogServer=FALSE

RtIsAnalyzerServer || RtIsIpsEventManager=TRUE
is_mds=FALSE

System Activity Report (SAR)
Last day sar memory report

--> sar memory report:
Linux 3.10.0-1160.15.2cpx86_64 (CP-MGMT-EPRS_BL) 04/15/24 _x86_64_ (2 CPU)

SYSTEM_PS_PROCESSES_REPORT
Linux ps processes report

--> ps aux report:
USER        PID %CPU %MEM    VSZ   RSS TTY      STAT START   TIME COMMAND
admin         1  0.1  0.0   2632   700 ?        Ss   10:07   0:00 init [3]

admin         2  0.0  0.0      0     0 ?        S    10:07   0:00 [kthreadd]
admin         3  0.0  0.0      0     0 ?        S    10:07   0:00 [kworker/0:0]
admin         4  0.0  0.0      0     0 ?        S<   10:07   0:00 [kworker/0:0H]
admin         6  0.0  0.0      0     0 ?        S    10:07   0:00 [ksoftirqd/0]
admin         7  0.0  0.0      0     0 ?        S    10:07   0:00 [migration/0]

admin         8  0.0  0.0      0     0 ?        S    10:07   0:00 [rcu_bh]
admin         9  0.2  0.0      0     0 ?        S    10:07   0:01 [rcu_sched]
admin        10  0.0  0.0      0     0 ?        S    10:07   0:00 [rcuob/0]
admin        11  0.2  0.0      0     0 ?        S    10:07   0:01 [rcuos/0]

admin        12  0.0  0.0      0     0 ?        S<   10:07   0:00 [lru-add-drain]
admin        13  0.0  0.0      0     0 ?        S    10:07   0:00 [watchdog/0]
admin        14  0.0  0.0      0     0 ?        S    10:07   0:00 [watchdog/1]
admin        15  0.0  0.0      0     0 ?        S    10:07   0:00 [migration/1]
admin        16  0.0  0.0      0     0 ?        S    10:07   0:00 [ksoftirqd/1]
admin        18  0.0  0.0      0     0 ?        S<   10:07   0:00 [kworker/1:0H]

admin        19  0.0  0.0      0     0 ?        S    10:07   0:00 [rcuob/1]
admin        20  0.2  0.0      0     0 ?        S    10:07   0:01 [rcuos/1]
admin        21  0.0  0.0      0     0 ?        S    10:07   0:00 [kdevtmpfs]
admin        22  0.0  0.0      0     0 ?        S<   10:07   0:00 [netns]

admin        23  0.0  0.0      0     0 ?        S    10:07   0:00 [slab_mcd]
admin        24  0.0  0.0      0     0 ?        S<   10:07   0:00 [writeback]

admin        25  0.0  0.0      0     0 ?        S<   10:07   0:00 [kintegrityd]
admin        26  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]
admin        27  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]
admin        28  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]
admin        29  0.0  0.0      0     0 ?        S<   10:07   0:00 [kblockd]

admin        30  0.0  0.0      0     0 ?        S<   10:07   0:00 [md]
admin        31  0.0  0.0      0     0 ?        S<   10:07   0:00 [edac-poller]
admin        32  0.0  0.0      0     0 ?        S<   10:07   0:00 [watchdogd]

admin        33  0.0  0.0      0     0 ?        S    10:07   0:00 [kworker/1:1]
admin        34  0.0  0.0      0     0 ?        S<   10:07   0:00 [rpciod]
admin        35  0.0  0.0      0     0 ?        S<   10:07   0:00 [xprtiod]
admin        39  0.1  0.0      0     0 ?        S    10:07   0:00 [kswapd0]
admin        40  0.0  0.0      0     0 ?        SN   10:07   0:00 [ksmd]

admin        41  0.0  0.0      0     0 ?        SN   10:07   0:00 [khugepaged]
admin        42  0.0  0.0      0     0 ?        S<   10:07   0:00 [nfsiod]
admin        43  0.0  0.0      0     0 ?        S<   10:07   0:00 [crypto]

admin        52  0.0  0.0      0     0 ?        S<   10:07   0:00 [kthrotld]
admin        53  0.0  0.0      0     0 ?        S<   10:07   0:00 [kmpath_rdacd]

admin        54  0.0  0.0      0     0 ?        S<   10:07   0:00 [kaluad]
admin        69  0.0  0.0      0     0 ?        S<   10:07   0:00 [deferwq]

admin        86  0.0  0.0      0     0 ?        S    10:07   0:00 [cciss_scan]
admin        91  0.0  0.0      0     0 ?        S<   10:07   0:00 [ata_sff]
admin        94  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_0]
admin        95  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_0]
admin        96  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_1]
admin        97  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_1]
admin        98  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_2]
admin        99  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_2]
admin       100  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_3]
admin       101  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_3]
admin       102  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_4]
admin       103  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_4]
admin       104  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_5]
admin       105  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_5]
admin       106  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_6]
admin       107  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_6]
admin       108  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_7]
admin       109  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_7]
admin       110  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_8]
admin       111  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_8]
admin       112  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_9]
admin       113  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_9]
admin       114  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_10]
admin       115  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_10]
admin       116  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_11]
admin       117  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_11]
admin       118  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_12]
admin       119  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_12]
admin       120  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_13]
admin       121  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_13]
admin       122  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_14]
admin       123  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_14]
admin       124  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_15]
admin       125  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_15]
admin       126  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_16]
admin       127  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_16]
admin       128  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_17]
admin       129  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_17]
admin       130  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_18]
admin       131  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_18]
admin       132  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_19]
admin       133  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_19]
admin       134  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_20]
admin       135  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_20]
admin       136  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_21]
admin       137  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_21]
admin       138  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_22]
admin       139  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_22]
admin       140  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_23]
admin       141  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_23]
admin       142  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_24]
admin       143  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_24]
admin       144  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_25]
admin       145  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_25]
admin       146  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_26]
admin       147  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_26]
admin       148  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_27]
admin       149  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_27]
admin       150  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_28]
admin       151  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_28]
admin       152  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_29]
admin       153  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_29]

admin       179  0.0  0.0      0     0 ?        S    10:07   0:00 [kworker/u256:27]
admin       180  0.0  0.0      0     0 ?        S    10:07   0:00 [kworker/u256:28]

admin       184  0.0  0.0      0     0 ?        S    10:07   0:00 [kworker/1:2]
admin       186  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_30]
admin       187  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_30]
admin       188  0.0  0.0      0     0 ?        S    10:07   0:00 [scsi_eh_31]
admin       189  0.0  0.0      0     0 ?        S<   10:07   0:00 [scsi_tmf_31]
admin       191  0.0  0.0      0     0 ?        S<   10:07   0:00 [nvme-wq]

admin       192  0.0  0.0      0     0 ?        S<   10:07   0:00 [nvme-reset-wq]
admin       193  0.0  0.0      0     0 ?        S<   10:07   0:00 [nvme-delete-wq]
admin       200  0.0  0.0      0     0 ?        S<   10:07   0:00 [virtscsi-scan]

admin       205  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]
admin       206  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfsalloc]

admin       207  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs_mru_cache]
admin       214  0.0  0.0      0     0 ?        S<   10:07   0:00 [dm_bufio_cache]
admin       217  0.0  0.0      0     0 ?        S<   10:07   0:00 [kworker/1:1H]
admin       218  0.0  0.0      0     0 ?        S<   10:07   0:00 [kworker/0:1H]
admin       223  0.0  0.0      0     0 ?        S<   10:07   0:00 [kdmflush]
admin       224  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]

admin       225  0.0  0.0      0     0 ?        S<   10:07   0:00 [kdmflush]
admin       226  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]

admin       227  0.0  0.0      0     0 ?        S<   10:07   0:00 [kdmflush]
admin       228  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]

admin       229  0.0  0.0      0     0 ?        S<   10:07   0:00 [kdmflush]
admin       230  0.0  0.0      0     0 ?        S<   10:07   0:00 [bioset]

admin       234  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-buf/dm-3]
admin       235  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-data/dm-3]
admin       236  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-conv/dm-3]
admin       237  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-cil/dm-3]

admin       238  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-reclaim/dm-]
admin       239  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-log/dm-3]

admin       240  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-eofblocks/d]
admin       241  0.0  0.0      0     0 ?        S    10:07   0:00 [xfsaild/dm-3]
admin       298  0.4  0.0   2544   820 ?        S<s  10:07   0:02 /sbin/udevd -d
admin      3709  0.0  0.0      0     0 ?        S<   10:07   0:00 [kpsmoused]

admin      3929  0.0  0.0      0     0 ?        S    10:07   0:00 [kworker/0:2]
admin      5635  0.0  0.0      0     0 ?        S<   10:07   0:00 [kmpathd]

admin      5636  0.0  0.0      0     0 ?        S<   10:07   0:00 [kmpath_handlerd]
admin      5672  0.0  0.0      0     0 ?        S    10:07   0:00 [kjournald]

admin      5673  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-buf/dm-0]
admin      5674  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-data/dm-0]
admin      5675  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-conv/dm-0]
admin      5676  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-cil/dm-0]

admin      5677  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-reclaim/dm-]
admin      5678  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-log/dm-0]

admin      5679  0.0  0.0      0     0 ?        S<   10:07   0:00 [xfs-eofblocks/d]
admin      5680  0.0  0.0      0     0 ?        S    10:07   0:00 [xfsaild/dm-0]

admin     11170  0.0  0.0   4240   596 ?        Ss   10:07   0:00 dmeventd
admin     11476  0.0  0.0  10772   532 ?        S<sl 10:07   0:00 auditd

admin     11479  0.0  0.0      0     0 ?        S    10:07   0:00 [kauditd]
admin     11950  0.0  0.1  30784  8156 ?        Ss   10:07   0:00 /bin/pm

admin     11968  0.1  0.1  52496 15220 ?        Ssl  10:07   0:00 /bin/confd
admin     11969  0.2  0.0  18152  5288 ?        SNsl 10:07   0:01 /bin/searchd -niceboost 10

admin     11970  0.0  0.0   8060  2156 ?        Ss   10:07   0:00 /usr/sbin/ntpd -n -g -c /etc/ntp.conf
admin     11971  0.0  0.0  17984  7260 ?        Ss   10:07   0:00 /web/cpshared/web/Apache/2.2.0/bin/httpd2 -k start -f /web/conf/http

admin     11972  0.1  0.1  89948  9744 ?        Ssl  10:07   0:00 /bin/rconfd /etc/actions_mapping.xml
admin     11973  0.0  0.0   9852  5264 ?        Ss   10:07   0:00 /bin/monitord

admin     11974  0.0  0.0   5076  1360 ?        Ss   10:07   0:00 /usr/bin/login_notifier_server
admin     12038  0.0  0.0  30640  7796 ?        Ss   10:07   0:00 /bin/cloningd

admin     12039  0.3  0.1  35524 12484 pts/0    Ss+  10:07   0:01 /bin/clishd default server
admin     12040  0.3  0.3  38288 26424 ?        Ss   10:07   0:01 /opt/CPsuite-R81.20/fw1/Python/bin/python3.7 /bin/celery -A taskmana

admin     12041  0.0  0.1  55380 13068 ?        Ssl  10:07   0:00 /opt/CPCoreUploader/bin/core_uploader
admin     12042  0.0  0.1  40828  8896 ?        Ssl  10:07   0:00 /bin/clish -p

admin     12043  0.0  0.1  21108 12572 ?        Ss   10:07   0:00 /opt/CPsuite-R81.20/fw1/Python/bin/python3.7 -m gunicorn.app.wsgiapp
admin     12044  0.1  0.0  29480  2152 ?        Ssl  10:07   0:00 /bin/redis-server 127.0.0.1:6379

admin     12045  0.0  0.0  31024  7776 ?        Ss   10:07   0:00 /usr/bin/dynamic_server
admin     12047  0.0  0.1  21680 13204 ?        Ss   10:07   0:00 /opt/CPsuite-R81.20/fw1/Python/bin/python3.7 -m gunicorn.app.wsgiapp

admin     12092  0.0  0.0   2416   536 ?        Ss   10:07   0:00 /usr/sbin/acpid
admin     12109  0.3  0.4  55776 34112 ?        Sl   10:07   0:01 /opt/CPsuite-R81.20/fw1/Python/bin/python3.7 -m gunicorn.app.wsgiapp
admin     12111  0.0  0.1  25536 15096 ?        S    10:07   0:00 /opt/CPsuite-R81.20/fw1/Python/bin/python3.7 -m gunicorn.app.wsgiapp

admin     12161  0.0  0.1  58924  9796 ?        S<sl 10:07   0:00 /bin/routed -N
admin     12170  0.0  0.2  85772 16128 ?        S<l  10:07   0:00 /bin/routed -i default -f /etc/routed0.conf -h 0

admin     12184  0.0  0.2  37824 22968 ?        S    10:07   0:00 /opt/CPsuite-R81.20/fw1/Python/bin/python3.7 /bin/celery -A taskmana
admin     12185  0.0  0.2  37824 22968 ?        S    10:07   0:00 /opt/CPsuite-R81.20/fw1/Python/bin/python3.7 /bin/celery -A taskmana

admin     12395  0.0  0.0   8776  1928 ?        Ss   10:07   0:00 /usr/sbin/sshd
admin     12418  0.0  0.0   3960   976 ?        Ss   10:07   0:00 xinetd -stayalive -pidfile /var/run/xinetd.pid

admin     12447  0.0  0.0   4720  1336 ?        Ss   10:07   0:00 crond
admin     12499  0.1  0.3 452628 30368 ?        Sl   10:07   0:00 /usr/bin/dockerd-current --bridge=none --iptables=False --ip-forward
admin     12505  0.0  0.1 374332  9292 ?        Ssl  10:07   0:00 /usr/bin/docker-containerd-current -l unix:///var/run/docker/libcont

admin     12526  0.0  0.0 125104  3120 ?        Sl   10:07   0:00 /bin/vmtoolsd
admin     12589  0.0  0.0   3468  1244 ?        S    10:07   0:00 /bin/csh -fb /opt/CPshrd-R81.20/bin/cprid_wd

admin     12599  0.0  0.0  21704  6100 ?        S    10:07   0:00 /opt/CPshrd-R81.20/bin/cprid
admin     12657  0.0  0.0 208164  4816 ?        Sl   10:07   0:00 /usr/bin/docker-containerd-shim-current 63d23b4a1afaa40d18797bc3fae8
admin     12662  0.0  0.0 208164  2848 ?        Sl   10:07   0:00 /usr/bin/docker-containerd-shim-current 6253a74aea781a7a87d85d123160
admin     12664  0.0  0.0 275108  2860 ?        Sl   10:07   0:00 /usr/bin/docker-containerd-shim-current 144178b5c1715d6c6b7e79be0b17

cpsho_u+  12722  0.6  0.8 10849168 64532 ?      Ssl  10:07   0:03 node server/server.js
cpsho_u+  12730  0.3  0.7 361004 57028 ?        Ssl  10:07   0:01 node dist/index.mjs

cpsho_u+  12736  0.1  0.4 298880 34020 ?        Ssl  10:07   0:00 node -r dotenv/config ./server-build/index.js
admin     12748  0.0  0.0  23052  5564 ?        Ss   10:07   0:00 /opt/CPshrd-R81.20/bin/cpwd

admin     12778  0.0  0.1  45592 13364 ?        Ss   10:07   0:00 cpviewd
admin     12813  0.0  0.1  37132 14860 ?        Ss   10:07   0:00 cpview_services

admin     12821  0.0  0.1  37660 14700 ?        Ss   10:07   0:00 cpview_api_service
admin     12831  0.0  0.0   3644  1416 ?        S    10:07   0:00 /bin/bash /opt/CPshrd-R81.20/bin/sensor/alerts_snsr_watchdog.sh star

admin     12847  0.0  0.1  28748  8764 ?        Ss   10:07   0:00 msgd
admin     12854  0.6  1.0 252384 80908 ?        Ssl  10:07   0:03 cpd

cp_post+  12885  0.0  0.8 2194452 67908 ?       S    10:07   0:00 /opt/CPshrd-R81.20/database/postgresql/bin/postgres -D /opt/CPshrd-R
cp_post+  12904  0.0  0.0 2194452 1164 ?        Ss   10:07   0:00 postgres: checkpointer   

cp_post+  12905  0.0  0.2 2194452 17504 ?       Ss   10:07   0:00 postgres: background writer   
cp_post+  12906  0.0  0.2 2194452 17500 ?       Ss   10:07   0:00 postgres: walwriter   

cp_post+  12907  0.0  0.0 2194884 2152 ?        Ss   10:07   0:00 postgres: autovacuum launcher   
cp_post+  12908  0.0  0.0  33220  1068 ?        Ss   10:07   0:00 postgres: stats collector   

cp_post+  12909  0.0  0.0 2194856 1652 ?        Ss   10:07   0:00 postgres: logical replication launcher   
admin     12945  0.2  0.8 411520 66088 ?        Ssl  10:07   0:01 fwd -n

admin     12979  0.0  0.2  73352 21612 ?        Ss   10:07   0:00 status_proxy
admin     13008  0.0  0.0   3640  1312 ?        Ss   10:07   0:00 /bin/sh /opt/CPvsec-R81.20/bin/vsec_controller_start

admin     13017  0.0  0.1  17564  9312 ?        S    10:07   0:00 /usr/bin/python3 /opt/CPsuite-R81.20/fw1/scripts/iot-on-board.py
admin     13096  4.1  2.4 2645504 192320 ?      SLl  10:07   0:19 /opt/CPshrd-R81.20/jre_64/bin/java -D_vSEC=TRUE -Xdump:directory=/va

cp_post+  13319  0.0  0.6 1403676 53212 ?       S    10:07   0:00 /opt/CPshrd-R81.20/database/postgresql/bin/postgres
admin     13408 54.4 20.8 3092976 1641252 ?     SLsl 10:07   4:21 /opt/CPshrd-R81.20/jre_64/bin/java -D_CPM=TRUE -Xaot:forceaot -Xmx12
admin     13564  3.6  2.3 3719584 182252 ?      SNLsl 10:07   0:17 /opt/CPshrd-R81.20/jre_64/bin/java -D_solr=TRUE -Xdump:directory=/v

cp_post+  13571  0.0  0.1 1403776 14496 ?       Ss   10:07   0:00 postgres: checkpointer   
cp_post+  13572  0.0  0.1 1403812 11988 ?       Ss   10:07   0:00 postgres: background writer   

cp_post+  13573  0.0  0.2 1403676 18040 ?       Ss   10:07   0:00 postgres: walwriter   
cp_post+  13574  0.0  0.0 1404240 2472 ?        Ss   10:07   0:00 postgres: autovacuum launcher   
cp_post+  13575  0.0  0.0  33520  1688 ?        Ss   10:07   0:00 postgres: stats collector   

cp_post+  13576  0.0  0.0 1404080 2116 ?        Ss   10:07   0:00 postgres: logical replication launcher   
admin     14285  0.0  0.1  94304 13340 ?        Ssl  10:07   0:00 /opt/CPSmartLog-R81.20/smartlog_server

admin     14483  0.0  0.0      0     0 ?        S    10:07   0:00 [kworker/0:3]
admin     15010  0.0  0.4 122016 34892 ?        Ssl  10:08   0:00 cpsemd
admin     15022  0.0  0.1  31316 10816 ?        Ss   10:08   0:00 cpsead

admin     15051  0.9  0.7 2108468 58716 ?       SLsl 10:08   0:04 /opt/CPshrd-R81.20/jre_64/bin/java -D_RepositoryManager=TRUE -Xdump
admin     15071  0.0  0.0   3640  1328 ?        Ss   10:08   0:00 /bin/bash /opt/CPda/bin/DAService_script

admin     15110  0.0  0.0   3640  1340 ?        Ss   10:08   0:00 /bin/bash /opt/AutoUpdater/latest/bin/AutoUpdaterService.sh
admin     15111  0.0  0.1  70292  9332 ?        Sl   10:08   0:00 /opt/CPda/bin/DAService

admin     15144  0.0  0.0   3640  1136 ?        S    10:08   0:00 /bin/bash /opt/AutoUpdater/latest/bin/AutoUpdaterRun.sh
admin     15149  0.1  0.1  83720  8436 ?        SNl  10:08   0:00 /opt/AutoUpdater/latest/bin/AutoUpdater
admin     15425  0.0  0.0 244180  3056 ?        Ssl  10:08   0:00 rsyslogd -m 0 -f /var/run/rsyslog.conf
admin     15587  0.0  0.0   4540   760 tty1     Ss+  10:08   0:00 /sbin/agetty --nohostname 9600 tty1
admin     15588  0.0  0.0   4540   764 tty2     Ss+  10:08   0:00 /sbin/agetty --nohostname 9600 tty2
admin     15589  0.0  0.0   4540   764 tty3     Ss+  10:08   0:00 /sbin/agetty --nohostname 9600 tty3

admin     15590  0.0  0.0   3640  1292 ?        Ss   10:08   0:00 /bin/bash /bin/console_agetty
admin     15605  0.0  0.0   2492   808 ?        S    10:08   0:00 /sbin/agetty --nohostname 9600 tty4 vt100

admin     15753  0.0  0.1  38468 12516 ?        S    10:08   0:00 cpca
admin     17965  0.0  0.1  98140  9560 ?        Sl   10:08   0:00 /opt/CPshrd-R81.20/bin/sensor/sensor

cp_post+  18546  0.4  0.7 1416176 61224 ?       Ss   10:08   0:01 postgres: postgres cpm 127.0.0.1(39796) idle
admin     25766  0.0  0.0  29056  5716 ?        Ss   10:10   0:00 lpd

admin     26040  0.0  0.0      0     0 ?        S    10:10   0:00 [kworker/0:4]
cp_post+  26384  0.0  0.2 1414520 18760 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39846) idle
cp_post+  26401  0.0  0.2 1412332 17460 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39848) idle
cp_post+  26408  0.0  0.2 1415296 22772 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39850) idle
cp_post+  26411  0.0  0.1 1409852 12048 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39852) idle
cp_post+  26413  0.0  0.2 1417344 22364 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39854) idle
cp_post+  26415  0.0  0.2 1411104 17076 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39856) idle
cp_post+  26451  0.1  0.4 1420564 36628 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39858) idle
cp_post+  26472  0.0  0.1 1409192 10996 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39862) idle
cp_post+  26474  0.0  0.2 1411096 16044 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39864) idle
cp_post+  26478  0.0  0.2 1416260 18524 ?       Ss   10:10   0:00 postgres: postgres cpm 127.0.0.1(39868) idle

admin     27155  0.1  1.4 282560 111164 ?       Ss   10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/httpd -d /opt/CPuepm-R81.20/apache
admin     27156  0.0  0.0   3644  1148 ?        S    10:11   0:00 /bin/sh -c sed '/mod_qos(069): no valid IP header found/d' | /opt/CP
admin     27157  0.0  0.0   3256   760 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/rotatelogs -n 30 /opt/CPuepm-R81.2
admin     27158  0.0  0.0   3256   760 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/rotatelogs -n 30 /opt/CPuepm-R81.2
admin     27160  0.0  0.0   3256   760 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/rotatelogs -n 30 /opt/CPuepm-R81.2

admin     27162  0.0  0.0   2848   580 ?        S    10:11   0:00 sed /mod_qos(069): no valid IP header found/d
admin     27163  0.0  0.0   3256   760 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/rotatelogs -n 30 /opt/CPuepm-R81.2
admin     27189  0.0  0.0   7048  2300 ?        S    10:11   0:00 /bin/su -s /bin/sh -c /opt/CPshrd-R81.20/jre_32/bin/java -Djava.io.t
cp_exte+  27191  2.6  0.5 608060 44864 ?        SLsl 10:11   0:07 /opt/CPshrd-R81.20/jre_32/bin/java -Djava.io.tmpdir=/opt/CPsuite-R81
cpep_us+  27207  0.0  0.0 283644  5104 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/httpd -d /opt/CPuepm-R81.20/apache
cpep_us+  27208  0.0  0.0 283644  5104 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/httpd -d /opt/CPuepm-R81.20/apache
cpep_us+  27209  0.0  0.0 283644  5104 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/httpd -d /opt/CPuepm-R81.20/apache
cpep_us+  27210  0.0  0.0 283644  5104 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/httpd -d /opt/CPuepm-R81.20/apache
cpep_us+  27211  0.0  0.0 283644  5104 ?        S    10:11   0:00 /opt/CPshrd-R81.20/web/Apache/bin/httpd -d /opt/CPuepm-R81.20/apache

admin     32302  0.0  0.0  12340  4484 ?        Ss   10:12   0:00 sshd: admin [priv]
admin     32346  0.0  0.0  12340  2812 ?        S    10:12   0:00 sshd: admin@pts/1

admin     32347  0.0  0.1  45460 14928 pts/1    Ssl  10:12   0:00 /bin/clish
admin     32356  0.0  0.0  43720  7692 pts/0    Sl+  10:12   0:00 /bin/clishd serving 32347

admin     32435  0.0  0.0   4264  2316 pts/1    S    10:13   0:00 /bin/bash
admin     33032  0.0  0.0   4264  1656 pts/1    S+   10:13   0:00 /bin/bash

admin     33060  0.1  0.0   3644  1500 pts/1    S+   10:13   0:00 /bin/bash /opt/CPsuite-R81.20/fw1/tmp/cpm_doctor/cpmdoc.sh -p /opt/C
admin     33074  5.1  0.8 1452868 66600 pts/1   SLl+ 10:13   0:06 /opt/CPshrd-R81.20/jre_32/bin/java -Xmx1280m -Dlog4j2.configurationF

cp_post+  33133 51.6 15.4 1471216 1219104 ?     Ss   10:13   1:09 postgres: postgres cpm 127.0.0.1(40056) idle
admin     40930  1.7  0.9 2105876 72692 ?       SNLsl 10:14   0:01 /opt/CPshrd-R81.20/jre_64/bin/java -D_RFL=TRUE -Xdump:directory=/va
nobody    48621  0.0  0.0  18664  4308 ?        S    10:15   0:00 /web/cpshared/web/Apache/2.2.0/bin/httpd2 -k start -f /web/conf/http
nobody    48622  0.0  0.0  18664  4308 ?        S    10:15   0:00 /web/cpshared/web/Apache/2.2.0/bin/httpd2 -k start -f /web/conf/http
nobody    48623  0.0  0.0  18664  4308 ?        S    10:15   0:00 /web/cpshared/web/Apache/2.2.0/bin/httpd2 -k start -f /web/conf/http
nobody    48644  0.0  0.0  18664  4308 ?        S    10:15   0:00 /web/cpshared/web/Apache/2.2.0/bin/httpd2 -k start -f /web/conf/http

admin     48983  0.0  0.0   2392   292 ?        S    10:15   0:00 sleep 60
admin     48985  0.0  0.0   2392   292 ?        S    10:15   0:00 /bin/sleep 5

admin     48998  0.0  0.0   2392   292 ?        S    10:15   0:00 sleep 5
admin     49302  0.0  0.0   2392   296 pts/1    S+   10:15   0:00 sleep 0.5
admin     49312  0.0  0.0   3256  1040 pts/1    R+   10:15   0:00 ps aux

SERVER_SETTINGS_REPORT
Server configuration settings from $MDS_FWDIR/conf/serverSettings.props

--> MDS_FWDIR/conf/serverSettings.props:
CHOSEN_CPSETUP_PROFILE="Large env resources profile with SME or Dedicated Log Server"

NGM_CPM_MAX_HEAP="1280m"
NGM_CPM_MIN_HEAP="192m"
RFL_RFL_MAX_HEAP="512m"
RFL_RFL_MIN_HEAP="96m"

SMARTVIEW_MAX_HEAP="512m"
SMARTVIEW_MIN_HEAP="512m"

NGM_CPM_POSTGRES_SHARED_BUFFERS="1280MB"
NGM_CPM_POSTGRES_MAINTENANCE_WORK_MEM="128MB"

NGM_CPM_POSTGRES_WORK_MEM="32MB"
NGM_CPM_POSTGRES_TEMP_BUFFERS="32MB"

NGM_CPM_POSTGRES_EFFECTIVE_CACHE_SIZE="770MB"
RFL_SOLR_MAX_HEAP="2048m"
RFL_SOLR_MIN_HEAP="256m"

RFL_LOG_INDEXER_NUM_INDEX_THREADS="2"
RFL_LOG_INDEXER_NUM_EXPORT_THREADS="2"

RFL_LOG_INDEXER_NUM_PRE_INDEX_THREADS="1"
RFL_LOG_INDEXER_BUFFERS_PER_SERVER="6"

RFL_SOLR_MAX_MERGE_COUNT=2
RFL_SOLR_MAX_MERGE_THREAD_COUNT=1

JVM="64"
RFL_RFL_SOLR_THREAD_POOL_SIZE="4"

RFL_NICE="19"
RFL_IONICE="7"

NGM_CPM_POSTGRES_CHECKPOINT_SEGMENTS="12"
NGM_THREAD_POOL_SIZE="75"

NGM_DATABASE_MIN_POOL_SIZE="75"
NGM_DATABASE_MAX_POOL_SIZE="75"

NGM_HEAP_POLICY="-Xgcpolicy:optavgpause"
NGM_CPM_SOLR_HEAP_POLICY="-Xgcpolicy:optavgpause"

Table File Test
Table .DEF file has changed :

 INFO
TABLE_FILE_REPORT

table.def file has changed :

--> 
NOT MODIFIED

User File Test
User .DEF file has changed :

 INFO
USER_FILE_REPORT

user.def file has changed :

--> 
NOT MODIFIED

UserEarly File Test
User_early .DEF file has changed :

 INFO
USER_EARLY_FILE_REPORT
user_early.def file has changed :

--> 
NOT MODIFIED

md5sum of all tables.C files
Information of data integrity using MD5 to tables.C files with md5sum command

 INFO
md5sum of all tables.C files

--> 3944b4970d1f75924c16ad01a96c1cda  /opt/CPsuite-R81.20/fw1/conf/defaultDatabase/tables.C

0c71d614b9f6fa1eabce44b293f6fc16  /opt/CPsuite-R81.20/fw1/conf/upgradeScheme/tables.C

b25f7c98f57c6f072708d429cbc6b9cd  /opt/CPsuite-R81.20/fw1/conf/tablesC_defaultSnapshot/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/ipsdomain/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/log_domain/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/preUpgradeDatabase/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/tables.C

md5sum of all tables.C files
Information of data integrity using MD5 to tables.C files with md5sum command

 INFO
md5sum of all tables.C files

--> 3944b4970d1f75924c16ad01a96c1cda  /opt/CPsuite-R81.20/fw1/conf/defaultDatabase/tables.C

0c71d614b9f6fa1eabce44b293f6fc16  /opt/CPsuite-R81.20/fw1/conf/upgradeScheme/tables.C

b25f7c98f57c6f072708d429cbc6b9cd  /opt/CPsuite-R81.20/fw1/conf/tablesC_defaultSnapshot/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/ipsdomain/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/log_domain/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/preUpgradeDatabase/tables.C

d3c9607300292fff4edd66d77db0a4b0  /opt/CPsuite-R81.20/fw1/conf/tables.C

Tests Durations

No Objects Without Folder 53,479 ms

Automatic Purge Check 52,712 ms

Sizing information 40,491 ms

Usage of Non-official Libraries 9,096 ms

Largest Files in File System 6,802 ms

Mirrors Test Check 6,782 ms

CPM Server Jar/Lib Info 6,481 ms

Cluster Checks 4,652 ms

Find objects containing _BAD_CHAR_REMOVED_ 4,159 ms

Validate Log server for GWs and Clusters 3,646 ms

Hotfixes Installed on the Machine 3,058 ms

API Usage Check 2,631 ms

CPM Server Jar Check 2,523 ms

Largeobjects that not in internalfile 2,495 ms

Database Statistics 1,976 ms

Broken RB ELIs Check 1,771 ms

Cluster Members Multiple Affiliation Check 1,752 ms

Threat Exception Rules without Elis 1,748 ms

Network Interfaces Consistency Check 1,466 ms

TLSInspectionPolicy Duplication Check 1,416 ms

MDS cpidSequence Duplication check 1,402 ms

Private Sessions With Changes With no domainWorkSession 1,196 ms

IPS Database Size 1,101 ms

Modified Inspect Files 911 ms

Un-correlated IPS Protections Check 759 ms

User File Test 704 ms

Crypt File Test 688 ms

Objects not Purged 670 ms

Implied Rules File Test 600 ms

Duplicated Links Test 597 ms

Table File Test 542 ms

UserEarly File Test 517 ms

Logging Stats Server and Gateways 401 ms

Application Control Data Overload Check 309 ms

Show Active Blades 304 ms

License Info 200 ms

Internal CA Certificates Doesn't Match CA Count for Domain 199 ms

Deleted Objects With no Delete Audit Logs 177 ms

Interfaces of Gateways or Clusters Contains Empty Netmask 176 ms

Incorrect Locks- Collecting Files 166 ms

CPM Deadlock 165 ms

WEB API Login Requests Per Minute 140 ms

Internal Certificate Authority Check 122 ms

CPCA Permissions Check 117 ms

Initiate Login Check 116 ms

Administrators with Open Sessions While Doing Export Operations 115 ms

Largest Directories in File System 102 ms

IPS Silent Package in DB 101 ms

System Statistics 95 ms

Login and GPA issues- Connection Error between the MDS and the CMA 86 ms

Install_on_targets In Fwset Check 78 ms

DB Bloat Test 70 ms

Web API Show Package Tool Check 69 ms

Is Purge Used 64 ms

IPS Protection Activations 61 ms

Core Dumps Check - Collecting Files 56 ms

Logs Applications Name Check 51 ms

CPM Log analysis 50 ms

Heap Size Checks 47 ms

Big CPM Server Log Files 46 ms

Bad Permissions on Postgres Path Folders 45 ms

Duplicate InspectLogs in the DB Check 41 ms

IPS Duplicate Protections in Management DataBase 41 ms

Duplication Check in accessctrlrule_data and hitcount Tables 40 ms

Logs In Debug Mode 40 ms

md5sum of all tables.C files 40 ms

Internal Files Check 39 ms

IPS worksession may not have been published at the end IPS update 36 ms

primary_management Field Check In The file-system 34 ms

MDS_TEMPLATE/log Redirection Check 33 ms

Assign Global Policy Check 32 ms

High Number of Install Statuses Check 32 ms

IPS Domain Assignment Check 32 ms

Postgres Debugging 32 ms

Sic Local Certificate Subject Check 28 ms

Hitcount Table Size Check 27 ms

Large Number of gwDataFromDb_* Files 27 ms

Postgres Logging 26 ms

Missing IpsUpdateInspectFileList 25 ms

FWM Ports Check 24 ms

Missing Automatic NAT Rules Check 24 ms

Postgres DB Size on File System 24 ms

Load Check 23 ms

Open Worksessions for system_admin User Check 22 ms

Gateways Missing Applications Check 20 ms

set_session_and_profile Function Version Check 20 ms

Revoked Certificates Check 19 ms

Threat Rules Without Elis 19 ms

Auditlogs dtypes Statistics 18 ms

Number of Open Work Sessions Check 18 ms

Number of Revoked Certificates Check 18 ms

Postgres Transaction Isolation Test 18 ms

Deadlocks in Postgres 17 ms

Deleted Service groups - Nat Rules Corruption Check 16 ms

Management API Use Test 16 ms

Number of Records in TaskNotification 16 ms

pg_log Size Check 16 ms

Disk/Memory Statistics 15 ms

Orphan Threat Policies 15 ms

Disabled Triggers Check 14 ms

Duplicated IPS Overrides Keys Check 14 ms

Java Xmx Check 14 ms

Core Dumps Check 13 ms

D_solr Process CPU Check 13 ms

D_solr Process Memory Check 13 ms

Failed Tasks Logs Check- Collecting Files 13 ms

Gateways with duplicate interface names 13 ms

CPM Process Debug Logs Status 12 ms

Inconsistent Administrators 12 ms

Tags On Groups Check 12 ms

Administrators Check 11 ms

Duplicate QoS Links Check 11 ms

IPS Packages on Machine 11 ms

Install Policy debug (amw_loader_dbg) is turned on 11 ms

Mismatch of currentversion and sessionversion 11 ms

ObjectStoreSessionEntity with no DomainWorkSession 11 ms

Profile Modifications Check 11 ms

prvn_tables.sqlite File is too Large 11 ms

Auto Calculated Networks Check 10 ms

Check That get_ip_range_of_objid Function is Defined 10 ms

User Application Check 10 ms

Verify All Folders are Visible 10 ms

crc_marker_db.fws File Check 10 ms

DLP Related Objects Fwset Check 9 ms

Deleted Administrators That Still has Opened WEB API Sessions 9 ms

Gaia Certificate Line Endings Check 9 ms

High Number of Revisions 9 ms

Info About Open Worksessions 9 ms

Customized profile values validation 8 ms

Domainid and dledomainid in domainworksession Table are Inconsistent 8 ms

Enormous Size of AbstractAuditLogBase Table 8 ms

Is Purge Running 8 ms

Number of Network Objects on Each Domain 8 ms

Number of Revisions 8 ms

Orphan HTTPS Policies 8 ms

file_types.C Check 8 ms

$MDS_FWDIR/tmp Subfolders Amount Check 7 ms

API show-package Failure Check 7 ms

Access Rules without Elis 7 ms

Domain Server Without Host CKP 7 ms

Heavy load on the API 7 ms

IPS Assignment for Each Domain 7 ms

MGMT WebAPI Process out of Memory 7 ms

Orphan Access Policy Containers 7 ms

Broken Links From not Existing GRC Objects 6 ms

Default Geo Policy Object Missing 6 ms

Deleted Mirror Objects from Gateways and Servers View 6 ms

Gtar Version Check 6 ms

Hyper Threading is enabled 6 ms

IPS/APPI Update in progress Check 6 ms

Large cp.contract File Size 6 ms

Max Open Worksessions Check 6 ms

Open Worksessions With Published or Discarded Domainworksession Check 6 ms

Orphan Access Policies 6 ms

PostgresSql Configuration File Check 6 ms

Unknown Roles Check 6 ms

Validation Incidents of Link Constraint that are not Deleted and Public 6 ms

API show-access-rulebase VPN Traditional Actions Failure Check 5 ms

DB Check for Broken Links of Gateways, Clusters and Hosts Objects 5 ms

Discarded worksessions with Non Zero number_of_operations Field 5 ms

Duplicate Default Dynamic Objects 5 ms

Duplicate internal_ca certificates Check 5 ms

Duplicated CpNetworkObject With The Same Sicname 5 ms

Duplication in cloudShadowObject Objects 5 ms

Locked Objects on Non-existing worksessions 5 ms

Management API - API Accessibility Settings are set to Local Host Only 5 ms

Open Worksessions for Pre Upgrade Verification 5 ms

gw_policies Group Permission Check 5 ms

gzip and pigz Files are Missing 5 ms

Deadlock in postgres Check 4 ms

IPS Update Package Map Without a worksession 4 ms

Registry File Check 4 ms

Shadow_objects.C Empty Check 4 ms

SmartView_Background Object Check 4 ms

Tasks Window Check 4 ms

Threat Profile with Broken Links 4 ms

VPN Community Group Gateways Check 4 ms

Access Policy Container UID Links to Unintended Policies 3 ms

Check 'need_local_update' Value 3 ms

External Gateways Shared Secret Check 3 ms

IPS Protections Overrides Check 3 ms

Invalid OPSEC References Links Check 3 ms

Machines In The Environment Info 3 ms

Open WorkSession without ObjectStoreSessionEntity 3 ms

Reserved Scheduled Event Name 3 ms

Session Id with no Corresponding ObjectStoreSessionEntity Check 3 ms

shadow_objects.C File is Corrupted or Huge 3 ms

Deleted Members on MGMT HA Check 2 ms

HTTPSi Rules Exist In Legacy HTTPSi Policy Check 2 ms

IpsUpdateScheduledEvent Object Missing Check 2 ms

LegacyServer Name and IP Check 2 ms

Locked Objects on Published or Discarded worksession 2 ms

Missing IpsUpdateUserSettings Object 2 ms

Permissions Folder Duplication Check 2 ms

Duplicate or Missing firewall_properties for Each Domain Check 1 ms

Login Timeout Check 1 ms

Multiple IPS Silent Packages 1 ms

https://support.checkpoint.com/results/sk/sk126872
https://support.checkpoint.com/results/sk/sk123417
https://support.checkpoint.com/results/sk/sk170059

