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Overview

1. When we install a Check Point Operating System (say Gaia) and boot the device for the first time,
by default a Private Key, CSR (using the default parameters) & a Self-Signed Certificate will be created.

Fulcrum switch not installed
Creating initial configuration database...

Generating a 2048 bit RSA private key

1085 bindings were imported
Update Interfaces in Database: interfaces in loop:

Mgmt

While Generating the CSR, it took the default parameters and the CN field as the interface IP-address
defined during the OS installation of this VM (192.168.1.1 on CP Devices).

wh Certificate * wn Certificate 4
General Details  Certification Path General Details  Certification Path
Show: | <All= ~
r@,ﬁ Certificate Information

— Field Value G

et e ot imsted To et ot G -

Athoritioe store o the fru oot L& fon =] serial number 00cff32530a33079¢7
Dsignab.lre algorithm sha256RS5A
Dsignab.lre hash algorithm sha256
Dlssuer An optional company name, E...
D\falid from Thursday, July 18, 2018 6:06:...
=] valid to Tuesday, July 17, 2029 6:08:...
[=l 2 hiart An nntinnal Famnany name E

Issued to: 10.10.10.10

Unstructured Name = An optional company name
E = Email Address

Issued by: 10.10.10.10 CM = 10.10. 10,10

L = Locality Mame (eg, dty)

valid from 7/18/201% to 7/17/2029

Edit Properties... C to File...
Issuer Statement Bk etis L2 =

The Private Key & Self-Signed Certificate will be stored in /web/conf£ directory of that device.

[Expert@BRK-FW-BNG:0]# cd /web/conf/
[Expert@RK-FW-BNG: 0] #
[Expert@RE-FW-BNG:0]# ls -lh

total 88K

drwxr-xr-x 2 admin root 4.0K Jul 11 18:22 extra

-rw-r—--r—- 1 admin root 20K Jul 24 17:58 httpd2.conf

-rw-r—--r—- 1 admin root 18K Jul 11 17:30 httpd2.conf.backup

—-rw-r--r-- 1 admin root 433 Jul 24 1%:57 httpd2 mp.conf

—rwsr—-xr—-x 1 admin root 22K Jul 11 17:30 login

lrwxrwxrwx 1 admin root 46 Jul 11 17:30 mime.types -> /web/cpshared/web/Apache/2.2.0/conf/mime.types

—IW-I————— 1 admin root 8.ZK Jul Z4 15:48 server.crt
—rW-Y————— admin root 1.7K Jul 24 19:48 server.key
[Expert@RE-FW-BNG:0] #

-

2. As it’s a Self-Signed Certificate (not from a Trusted CA), browsers will throw a HTTPS Certificate
Warning while accessing the device (Gaia Portal / SSL VPN portal / RA VPN Client).
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i Certificate %
General Details Certification Path

Certification path

5] 10.10.10.0)

Certificate status:

is CA Root certificate is not trusted because itis not in the Trusted Root
Certification Authorities store.

3. In Check Point below features will use the SSL Certificates of the device for their functionality:

Gaia Portal

IPSec VPN (Certificate Based Tunnel)
Remote Access VPN

SSL VPN

4. There will be a requirement for any organization to replace the Self-Signed Certificate with a Trusted
CA SSL Certificate to give the confidence to users accessing these features.

5. The Trusted CA SSL Certificate installation needs the following to be taken care:

CSR Generation on the Check Point device.

Purchase an SSL Certificate from the Trusted CA.

Request for an SSL Certificate for the generated CSR.

Download & Install the Trusted SSL CA on the Check Point device.
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SSL Certificate for IPSec & Remote Access VPN Feature

1. Our VPN Gateway’s public IP-address (49.206.27.13) is associated with the domain name
www.rkfw-vpn.tk . If we attempt to access the VPN Gateway using RA VPN client then users get
Certificate Warning because of the Self-Signed Certificate associated with the VPN feature of this
Gateway issued by the Management Server’s Internal CA.

1 Site Wizard X B site Wizare x
. . - Connecting...
Welcome to the Site Wizard & (& Check Point Mobile
L 5|
A site is pour gateway to network. resaurces. t .
— PRSI Check Point Mobile- E Check Point
SOFTWARS TECHHOLOGIES LTD.
To continue, fill in the required information and dick next.
v The site's security certificate is not trusted!
Server address or Name: wiww. Fkfin-vpn. th
ol ‘ This masy take sever While verifying the site’s certificate, possible security risks were discovered.
Press "Details’ for more information_
[ pisplay name:
Detsils
Check Paint Mobile is connecting to site:
[RK-FW-BNG VPN Centficate |
1 Which has the following fingerprint:
Back
[JOT MICE FONT PAY UTAH SIR BELL KATE BRAD BEEN LAY IONS |
We strongy recommend that you cortact your system administrator about these issues. By
dlicking "Trust and Continue”, you corfim that you are aware of the risks and agree to
continue.
Back Cancel Help T ST

K-FW-BNG

- (aeneral Properties ) . - ) ) L
f5- Network Management This Security Gateway participates in the following VPN Communities:
[ NAT U RemoteAccess
- HTTPS Inspection
-~ HTTP/HTTPS Proxy
[#- Threat Emulation
- Platform Partal
- UserCheck Add... Remove
- Mail Transfer Agent
- IPSec VPN
- VPN Clients - -
- Logs Traditional mode configuration...
-- Fetch Policy . B )
.. Optimizations Repository of Cerificates Available to the Gateway
- Hit Count ) N
o) Other Nickname DN Cerificate Authol
default CN=RK-FW-BNG VPN Cerificate,0=R... intemal_ca
£ >
Add... Wiew... Remove
Renew... Complete... Export p12...

2. For VPN feature, installing a trusted 3™ party SSL Certificate involves different approach,

e Creating a Trusted 3™ Party Root CA on Check Point

e Creating a Trusted 3™ Party Intermediate CA on Check Point

e Generating a CSR from for the VPN Gateway.

e Request for an SSL Certificate using the generated CSR from Trusted 3™ Party CA.
e Install the SSL Certificate on the VPN Gateway.
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http://www.rkfw-vpn.tk/

3. For any Trusted 3™ Party CA that you are planning to buy the license from, will provide its Root CA
& Intermediate CA Certificate to download online. In this scenario we are considering SSL.com CA &
its Root & Intermediate CA can be downloaded below,

[ SSLcom Root Certificates - SSLe. % +

C @ S5LComp[US] | https//www.ssl.com/ar

»
DS
.com

SSL/TLS~ | Code Signing~

SSL.com Certificates

Domain Validated (DV)

SSL.com Root Certification Authority RSA (Root)
v

SSL.com RSA SSL subCA (Intermediate)

v

[your SSL.com certificate] (Server Certificate)

Download

Email, Client and Document Signing~

Solutions ~

) @
o 1-877-SSL-SECURE LIVECHAT ~ SUPPORT

Partners ~ Company~ Support~

al Pro Email and

Email, ClientAuth, ai

e

=

Incognito ¢4) €

-
ACCOUNT  CART (0)

4. Let’s get started with defining the Trusted CA’s on our Check Point setup.

e Create the Trusted Root CA for SSL.com,

@ install Policy

n - @ | ) Publish

#+ N X &saipts- 2 Adions~ () Monitor | Q Search... T Q search.

~ @& =

Columns: @ General

Status  Name P Version  Active Blades  Hardware  CPUUsage  RecommendedUpdates  Comments # New.. -

(-] A RKFW-ENG 10101013 R77.30

(] B RKMGMT  10.10.10.10 R8D.20

Summary Tasks Errars

(=) RK-FW-BNG

IPv4 Address: 10.10.10.13
Standard
7/18/2019 3:49 PM
Standard

7/18/2019 3:49 PM

Access Control Policy:
Threat Prevention Policy:
0s:

Version:

License Status:

nstallation - Standarc

Open server

Open server

Open server

CPU: -

Memory: e

53%

[ A

2% A Network Objec
Gateways al

MNetwork Object >

Service

Custom Application/Site

WPN Community

Data Type

User

Data Center Server

OPSEC Application Resource

LDAP Account Unit.. Time

UserCheck
IF-IAP... Ll

LSM Profile
Syslog..
Limit...
RADIUS...
RADIUS Group...
SecuRemote DNS...
SecuriD..,
Subordinate CA..
TACACS...

Trusted CA...

2 Draft char

Hetwork..
Host.
Hetwork Group..

More

admin
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Certificate Authority Properties - SSL_ROOT...  ? X Certificate Authority Properties - S5L_ROOT... 7 X

General OPSEC PKI Advanced General OFSECPKl  Advanced

[ Automatically enroll certificate

Name: [s5L_ROOT CA |

Cannect ta Ca with protacal : |ggen
Comment: |H0c|t CAfor 550 com| | Properties...
Certificat
Color: |. Black w | Sreats
Get the CA Certfficate from a file (obtained Get
from the FW or CA Administrator)
Certificate Authority Type: |OPSEC PKI ~
View the Certficate View...
Save CA Cedfficate to file #o be Cave As

sent to other FW Administrators)

Retrieve CRL From

[] LDAP Server(s) {Requires an LDAP Azcount Unit)
HTTP Serveris)

Cocel Cancsl

e Select the OPSEC PKI tab & inside the "Certificate" section, click on Get to insert the Root CA
certificate & Browse the Root CA Certificate for SSL.com (a .crt or .cer file),

Certificate Authority Properties - S5L_ROOT... 7 x
General OFSECPKI  Advanced

[ Mutomatically enroll cenficate —— |

Cannect to CA with protocol : {ggep u Open x

Prop A <« RK » www _rkdfwl_tk v 0 Search www_rkfw1_tk 2
Certficate Organize * Mew folder == » [H o

Get the CA Certfficate from a file (obtained ~

from the FW or CA Administrator) Test-MGMT-RE0 ™ Marme Date modified

Vigw the Cerficats waw_rkfin_tk 5] S5L_COM_ROOT_CERTIFICATION_AUTHORITY RSA  18-07-2019 14:51

Save CA Certfficate to file fo be www_rkfw1_tk 2-07-201914:5

sent to other FW Administrators) 54 @ S5LCOM_RSA_SSL_SUBCA ! 0191431

& OneDrive @ www_rkfw1_tk 18-07-2019 14:51

Retrieve CRL From
[]LDAP Serveris) (Requires an LDAP Accourt & This PC
HTTP Serverls)

= Mlahunrl Y e

File name: | SSL_COM_RCQCT_CERTIFICATION v| Certificate Files (".crt;".cen™p7k ~

1 [ open ]

7 - m
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e You will be able to see the content of this Root CA certificate, Click OK to accept the Root CA

Certificate.
Certificate Authority Properties - SSL_ROCT.. 7 x
| I
Certificate Authority Certificate View x

Subject: CN=55L.com Root Certffication Authority RSA,0=55L Con »~
lzsuer: CN=Certum Trusted Network CA,OU=Certum Certffication AL
Mot Valid Before: Tue Sep 11 14:56:47 2018 Local Time

Mot Valid After: Man Sep 11 14:56:47 2023 Local Time

Serial No.: 00e427049568c91d6d0ec Tod 3 eaddf 1c

Public Key: RSA (4096 bits)

Signature: RSA with SHAZ56 ¥

< >

Accepting this Certificate Authority certfficate means trusting all
certfficates issued by this Cerfficate Authorty and its subordinate
Chs.

You should consider this point carefully before you accept this

To verify the authenticity of this Cerificate Authority certificate,
confimm that its fingerprint matches the Centfficate Authorities

certificate’s fingerprint.
Do you accept this Certificate Authority
Certificate?
Cancel
I 1 T 1
QK Cancel

e Inthe "Retrieve CRL from" section, make sure that only "HTTP Server(s)" is selected. Click
OK to save this object.

Certificate Authority Properties - SSL_ROCT.. 7 st

General OPSEC PKI | Advanced

[ Automatically enroll certificate

Eannect to CA with pratocal ;. [ggep

Properties...

Cerificate

Get the CA Certificate from a file {obtained Get
from the FW or CA Administrator)
View the Certificate Wiew...
Save CA Certificate to file fo be
sent to ather FW Administrators) Save fs..

Retrieve CRL From

[]LDAFP Serveris) (Requires an LDAP Account Unit)
HTTF Serveris)

o
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e Under Trusted CA section, along with Management Server’s internal_ca you can see
SSL.com Root CA.

@ install Policy

Columns: @ General

=
= Status  Name
(] A RK-FW-ENG
[] EB RK-MGMT

o #- N X &sopts~

14 Version

10.10.10.13  R77.30

10.10.10.10 RS0.20

= Actions - £ Monitor

Hardware  CPU Usage

Opensever & 0%

Opensever & 2%

n - @ | ) rubiish
Q, Search... A
Recommended Updates  Comments

N/A

20 Q, search.. o
- B E| #New.r 4
Trusted CA 2

W internal_ca

W ssi_RrooT_CcA

e Install the Database on the Management Server (with publishing the changes).

Install databa

Name

v EE RK-MGMT

Q, Search..

«  IP Address

10.10.10.

10

1 candidates

Comments

Install Cancel

5. Now, define the SSL.com Intermediate CA (Subordinate CA) using the Intermediate CA Certificate
that we downloaded before.

@ install Policy

Columns: @ General

Status
(] =)
[} B

Name
RK-FW-BNG

RK-MGMT

Summary =

*- N X & scipts~

14 Version Active Blades
10.10.10.13  R77.30

10.10.10.10 RS0.20

Erors

(=) RK-FW-BNG

IPv4 Address:

Access Control Policy:

Threat Prevention Policy:

0s:

Version:

License Status:

@ install Dat

10.10.10.13
Standard
7/18/2019 3:49 PM
Standard
7/18/2019 3:49FM

12 Actions - £ Monitor

Hardware  CPU Usage

Opensever ® 0%

Opensever & 2%

Open server

- 0%

Memory: e 54%

Q, Search.. A

Recommended Updates  Comments
N/A

Data Center v
OPSEC Application »
LDAP Account Unit...

IF-MAP.., Ll

Syslog..
RADIUS...

RADIUS Group..
SecuRemote DNSw |10 Site
SecurlD M
Subordinate CA
TACACS..

Trusted CA...

Q, search.
- & |z

spafq0

# New.. -
Network..,

Trusted CA Host..

W internal_ca

Hetwork Object

Network Group...
More

Semice
Custom Application/Site
VPN Community

Data Type

User

Server

Resource

Time

UserChek

LSH Profile

Limit..

i internal_ca

Last Modifier: System

Ho changes | admin
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e Provide a name for the Intermediate CA and don’t worry about the Trusted CA section
showing as “not initialized” .

Certificate Authority Properties - SSL_INT_CA 7 d
General OPSEC PKI Advanced
Name: |SSL_INT_CA |
Comment: |Inten'nediate CAfor 55L.com| |
Color: |. Black ~ |
Certfficate Authority Type: |OPSEC PKI
Trusted CA: not initialized
Cancel

Certificate Authority Properties - 55L_INT_CA

General OPSEC PKl  Advanced

] Automatically enroll certificate

? X

Cannect ta B4 with protocal© | agen

Cerificate

Properties ..

Get the CA Certficate from a file (obtained
from the FW or CA Administrator)

View the Certificate

Save CA Certificate to file fo be
sent to other FW Administrators)

Retrienve CAL From

Get...

Wiew ..

Save fs...

HTTP Server(s)

LDAF Serverls) (Requires an LDAP Account Unit)

Cancel

e Select the OPSEC PKI tab, inside the "Certificate" section, click Get to insert the Intermediate
CA certificate & Browse the Intermediate CA Certificate for SSL.com (a .crt or .cer file),

Certificate Authority Properties - 55L_INT_CA
General OPSEC PKl  Advanced

[ Automatically enroll certficate

Connect to Cé with pratocol :

Certificate

scep

Get the CA Certfficate from a file (obtained Gd
from the FW or CA Administrator)

View the Certfficate

Save CA Cerificate to file fo be
sent to other FW Administrators)

Retrieve CRL From

LDAP Serven(s) (Requires an LOAP Account L

HTTP Serverls)

7 *
]
¥ open *
Ui « RK » www_rkfwl_tk v | O Search www_rkfw1_tk el
Proper] Organize v Mew folder EEE - ] 9
Test-MGMT-Ra0 » Mame Date modified
wo_rkfw_th [55] SSL_COM_ROCT_CERTIFICATION_AUTHORITY_RSA 18-07-2019 14:51
vidl www_rkfwl_tk [5] 85L_COM_RSA_S5L_SUBCA 18-07-2019 14:51
8-07-2019 145
soud & OneDrive @ wnw_rhkfwl_th 18 15 14:51
= This PC
|_ﬂ Metwaork
v o€ >

0K

File name: | 5SL_COM_RSA_SSL_SUBCA

~ | Certificate Files (*.crt;*.cer*.p7k ~

Cancel

T
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e You will be able to see the content of this Intermediate CA certificate, Click OK to accept the
Intermediate CA Certificate.

Certificate Authority Certificate View et

Subject: CN=55L.com RSA 551 subCA,0=55L Corporation, L=Hou
lssuer: CN=55L.com Root Certffication Authority RSA.0=55L Cormpc
Mot Valid Before: Sat Feb 13 00:18:52 2016 Local Time

Mot Valid After: Thu Feb 13 00:12:52 2031 Local Time

Serial No.: 0997ed105d 10 c

Public Key: RSA (4096 bits)

Signature: RSA with SHAZB6 W

€ >

Accepting this Cerificate Authority certificate means trusting all
certificates issued by this Certificate Authority and its subordinate
Chs.

You should consider this point carefully before you accept this

To verfy the authenticity of this Centfficate Authorty certificate,
confimm that its fingerprint matches the Certificate Authorities

certificate’s fingerprint.
Do you accept this Certificate Authority
Certificate?
Cancel
I
| OK Cancel

e We can see the Intermediate CA object in the Subordinate CA section.

- - | @ Objects - | @ Install Polic il Discard | Session = @ | ) Publish
"
Columns: @ General - #+ N X ®sciptsv [ Adions~ £ Monitor  Q Search. T 2@ Q Search. 3
Status  Name » Version  Active Blades  Hardware  CPUUsage  Recommended Updates  Comments — & |2 K New.- &
(] RK-FW-BNG  10.10.10.13 R77.30 #HSDQ Openserver = 4% N/A 5
- Subordinate CA 1
] 8 RK-MGMT  10.10.10.10 RBD.20 w B Opensenver & 2% WA 5
W ssiintca 5

e Install the Database on the Management Server (with publishing the changes).

Q Search... 1 candidates
Mame «  |P Address Commenits
v  EF RK-MGMT 10.10.10.10
Install Cancel
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e Open the Intermediate CA object and we can see our Root CA Object SSL_ROOT_CA under
Trusted CA section.

Certificate Authority Properties - SSL_INT_CA 7 >

General OPSEC PKI Advanced

Name: [S5L_INT_CA |
Comment: |Irrten'nediate CAfor S5L.com| |
Color: | B Black w ‘

Certificate Authorty Type: |QFSEC PKI

Trusted CA: [B ssLrooTca

7. Open the VPN Gateway object and go to the IPSec VPN section.

Check Point Gateway - RK-FW-BNG

- (@eneral Properties ) . - ) ) L
f5- Network Management This Security Gateway participates in the following VPN Communities:
- NAT H: RemoteAccess
- HTTPS Inspection
-~ HTTP/HTTPS Proxy
[#- Threat Emulation
- Platform Portal
- UserCheck Add... Remove
- Mail Transfer Agent
[+- IPSec VPN
- VPN Clients - -
- Logs Traditional mode configuration...
- Fetch Policy . . )
.. Optimizations Repository of Certificates Available to the Gateway
- Hit Count ) N
o) Other Nickname DN Cerificate Authol
default CN=RK-FW-BNG VPN Cerificate,0=R... intemal_ca
£ >
Add... Wiew... Remove
Renew... Complete... Export p12...
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8. Click on Add and define our Trusted SSL Certificate Properties to generate the CSR out of it. Select
Intermediate CA object (SSL_INT_CA) under CA to enroll from section.

Check Point Gateway - RK-FW-BNG

General Fropetties

Network Management
Status  Name NAT

This Securty Gateway paricipates in the following VPN Communities

safag

i RemoteAccess
D RKFWBNG 10101 HTTFS Inspection
HTTR/HTTPS Proxy Subordinate CA
ER RKMGMT 10101 Threat Emuition
Flatfom Portal B ssLmrca
UserCheck

Mai Transfer Agent
1PSec VPN

VPN Clients

Logs

Feten Paloy Certificate Properties «
Optimizations Repostory of Cartiicat

Hit Court

Other Nickname DI Certificate Nickname: MY_S5L_CERT

default Cl

Remove

Tradttional mode

Certificate Creation

Key pair generation and {[E] internal_ca
[E] ssL inT 4
[El ssL_RoOT_CA
Summary Tasks Errors (D) Store keys on the ToamE

(@ Store keys an the|

(=2) Re-FW-BNG W ssumTca

1Pvd Address: 10.10.1 Intermediate CA for SSL.com
Standar, Last Modifier; admin

Access Control Policy:

/1872

Check Point Gateway - RK-FW-BNG

- (3eneral Properties

Generate..

Cancel Help

51- Network Management This Security Gateway participates in the following VPN Communities:
[- NAT U¥i Remotehccess
! - HTTP5 Inspection
I | -~ HTTP/HTTPS Proxy
¥ | & Threat Emulation
- Platform Portal
- UserCheck Add... Remove
- Mail Transfer Agent
- 1PSec VPN
- VPN Clients - -
- Logs Tradttional mode configuration...
- Fetch Palicy . - Certificate Properties X
... Optimizations Repository of Certificat
- Hit Count ]
[+~ Other Nickname DI Certfficate Nickname: |MY_SSL_CEHT |
default CH
Certificate Creation
choemion: A -
< Key pair generation and storage
Add... (®) Store keys on the Securty Management Server
() Store keys on the Module
Renew ..
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9. Click on Generate to generate the CSR

Check Point Gateway - RK-FW-BNG

- (aeneral Properties

Generate...

53 Network Management This Security Gateway participates in the following VPN Communities:
[ NAT Wi Remotefccess
! - HTTPS Inspection
§ | - HTTP/HTTPS Proxy
B | = Threat Emulation
- Platform Portal
- UserCheck Add... Remove
- Mail Transfer Agent
- IPSec VPN
- VPN Client
8 Logs e Tradtional mode configuration... |
- Fetch Poli ifi i
Omimizati::g Repository of Certficat Certificate Properties *
- Hit Count )
G- Other Mickname DIl Cerificate Nickname: MY_SSL_CERT
default CH
Certfficate Creation
CAto enroll from :
£ Key pair generation and storage
Add... (®) Store keys on the Security Management Server
() Store keys on the Module
Renew...

Cancel Help

Check Point Gateway - RK-FW-BNG

- (General Properties

- Network Management This Securty Gateway participates in the following VPN Communities:
G- NAT i Remotedccess

- HTTPS Inspection

- HTTP/HTTPS Proxy
- Threat Emulation

- Platform Portal

- UserCheck Add... Remove

- Mail Transfer Agent
- IPSec VPN
- VPN Clients - -
& Logs Traditional mode configuration ...

- Fetch Palicy ) . Cert roperties *

... Optimizations Repository of Certificate

- Hit Count ]
[ Other Nickname DN Certficate Nickname: |MY_SS|__CEHT |

default Ch
Cerificate Creation
CAto enroll from : | B ssLinT_ca w |
& | Key pair generation and l
SmartDashboard Warning Ed
Add... (®) Store keys on the
() Store keys onthe|  Please note that the selected CA to enroll from is a
Renew... Subordinate CA, that has a Trusted CA

| [[] Dont show this message again.

:

oK
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Check Point Gateway - RK-FW-BNG

- (General Properties

51+ Network Management This Security Gateway participates in the following YPN Communities:
- NAT W Remotefccess
- HTTPS Inspection
- HTTP/HTTPS Proxy
[+ Threat Emulation
- Platfarm Portal
- UserCheck Add... Remove
- Mail Transfer Agent
- 1PSec VPN
[#- VPN Clients — .
G- Logs Traditional mode configuration...
. Fetch Policy _ | Certif x
.. Optimizations Repository of Cerificats
- Hit Count e |
&1 Other Nickname Dl  Certficate Nickname: [MY_sSL_CERT |
default CN
Cedificate Creation
CAto enroll from : | B ssLnT_ca v|
< | Key pair generation and storage
Add... (® Store keys on the Security Management Server

(O Store key Check Point SmartConsole
Renew...

undone, unless you remove it.

o The generation of the certificate for the node cannot be
Are you sure you want to continue?

Check Point Gateway - RK-FW-BNG

--(General Properties . . . ) ) I
- Network Management This Security Gateway participates in the following VPN Communities:
B NAT 1 RemoteAccess
I, -~ HTTP35 Inspection
|| - HTTP/HTTPS Proxy
¥ | = Threat Emulation
- Platform Portal
- UserCheck Add... Remove
- Mail Transfer Agent
- IPSec VPN
- VPN Clients — -
& Logs Traditional mode configuration. ..
- Fetch Policy ) B Certif »
- Optimizations Repository of Certificate
- Hit Count .
- Other Nickname D Certificate Nickname: [Mv_ssL_CERT |
default CH
Certificate Creation
CA to enroll from | B ssLINT_CA ~ |
< | Key pair generation and .
Generate Certificate Request X
Add. .. (®) Store keys on thel
() Store keys on th Cerificate Request
Renew... Fill in the DM and press OK for the Certificate Request
generation
DN: ||
1 oK |
| [ Define Mtemate Names
| |
Cancel Help
1 "
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10. Define the DN (Distinguished Name) as follows,

CN=DomainName, OU=Department, O=Organization,l=Locality, ST=State, C=Country

In our case let’s define a Domain Name for our VPN Gateway as rkfw-vpn.tk,

CN=www. rkfw-vpn. tk, OU=NWSec, O=RKMillets, L=Bengaluru, ST=Karnataka, C=IN

Check Point Gateway - RK-FW-BNG

- (General Properties

- Metwork Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Threat Emulation

- Platform Portal

- UgerCheck

- Mail Transfer Agent

- IPSec VPN

- WPN Clients

- Logs

- Fetch Policy

- Optimizations

- Hit Count

[#- Other

fral
=

frm W I e =l
s i bl g flus)

This Security Gateway participates in the following VPN Communities:

tH: RemoteAccess

Add... Remove

Traditional mode configuration...

@ | x

Repository of Certificate Certificate Properties x
Nickname DV Cerificate Nickname: [MY_SSL_CERT |
default Ch
Certificate Creation

CAto enroll from : | B ssLnT_ca v|

< | Key pair generation and :
J Generate Certificate Request
Add... (®) Store keys on th
() Store keys on the Certficate Request
Renew... Fill in the DN and press OK for the Certificate Request

generation

DN: |CN=www.rkfw4vpn.tk,OU=NWSec,O=HKMI|

oK

[] Define Atemate Names

Cancel Help

Click OK and a CSR is created after this.

Carcel
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Check Point Gateway - RK-FW-BNG

- (eneral Properties

[+~ Metwork Management
[ NAT

! - HTTPS Inspection

V| -~ HTTP/HTTPS Proxy
[#- Threat Emulation
|

|

|

|

=

- Platform Paortal

- UserCheck

- Mail Transfer Agent
- IPSec VPN

[#- VPN Clients

(- Lags

- Fetch Policy

- Optimizations

- Hit Cournt

[#- Other

1.
-

@ | x

This Securty Gateway participates in the following VPN Communities:

i RemoteAccess

Add... Remove

Traditional mode configuration...
i =L L

Repository of Certificate Certificate Properties X
Nickname DI Cerfficate Nickname: [MY_ssL_CERT |
default CH
Certificate Creation

CAto enroll from : | Bl ssLnT_ca V|

€ | Key pair generation and [~ =
G tificate *
Add... (®) Store keys on the
(D) Store keys on the Certificate Request
Renew...

Fill in the DM and press QK for the Certificate Request
generation

DN CH=www rifw-vpn the O LU=NW Sec O=RKMi

= |
| Check Point SmartConscle X
! Certificate Request created successfully. zdp

Cancel

11. Under Certificate Repository we can see our Trusted 3" Party CA entry.

Check Point Gateway

- (General Properties

- Network Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Threat Emulation

- Platform Paortal

- UserCheck

- Mail Transfer Agent
- IPSec VPN

- WPN Clients

[+ Logs

- Fetch Policy

- Optimizations

- Hit Court

[#- Other

()
s}

[l
1+

el
(i o)

This Security Gateway participates in the following YPMN Communities:

:?_: RemoteAccess

Add... Remove

Traditional mode configuration...

Repository of Cerificates Available to the Gateway

Certificate Author

intemal_ca

Nickname DN

default CN=RK-FW-BNG VPN Certfficat ..
CN=www richw-vpn itk OU=NWS ..

MY_S5L_CERT

Add... Wiew... Remove

Renew... Complete... Export p12...
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12. Click on View and copy the CSR content from it.

Check Point Gateway

- (General Properties

(33 Network Managemert This Security Gateway participates in the following VPN Communities:
(- NAT i RemoteAccess
- HTTPS Inspection
- HTTP/HTTPS Prowy
[#- Threat Emulation
- Platform Portal
- UserCheck Add... Remove
- Mail Transfer Agent
#-IPSec VPN
(- VPN Clierts » -
- Logs Traditional mode corfiguration...
- Fetch Policy . ~ .
.. Optimizations Repository of Certificates Available to the Gateway
[] g';th[:ount Mickname 10| Cedificats f rH'mr|
- Other
defauit Certificate Request View X
MY_S5L_CERT
—BEGIN CERTIFICATE REQUEST— ~
MICTCCARAC AR AmezELMAKGATUEBRMCS U4xEjACBgh
< MBAGATUEBxMJOmVuZ 2Fsd XJ TMRIwEAYDVQRAKEWISS
BUBXU2\iMRgwFgYDVAQDEwS3d dcucmtmdy 1 2cG4udG:
| AQUAALIBDw Awgg EK Aol BAGC /o 23sPq 2W DS TYB VXL
Add... ||aRp 7ppm T /gewt6KSJuhZTaUvi 2TRAZQVNKGIgDZmYZd
|| Fep PA+ZMNIS5QB8h44e Rk D11Md 2Ct 2b SHBWaLChy REX.
T EToZiaWPyanWeH TroBvB3eBkCqLOPMCKguN203gH1d.4”
H|iZv AcRUH A i+ WexpennNMODE+gESOTYyEbnPET2K Sx
Al Letfrmlbuns T+ En Y TUIDH T2 11 122 TR A Y iibonsd Bkl Y
€ >
Copy to Clipboard Saveto File...

Help

13. Purchase an SSL Certificate and provide this CSR to get an SSL Certificate for our VPN Gateway.
e Start the SSL Certificate wizard and paste the CSR content that we have copied previously.

{1 Reprocessing Free SSL Certifica -

& & SSLC 5 ssl.o e Incognito (5) €

omain name (ie. submit.domain.com)

commen name field in csris: www.rkfw-vpntk

CTOZIaNr aniCHIT CEVE2EERCOLOPHCKEUNZE3aHIT o
<t |ITv7lcRUH/VEIF SiExp CnNeDE+ZESAT Y YEDNPETD
EpXTWPLLTTGY|11JRgZTSKUGXACYWIYS

ASGALUdDWOE AN ico
Zxh §2z£2q020+HPCNLOCI FE 20/ aDHNTOSO/ VU
023+71MpgeYzIhdGrInEdXe 17 +EX2YEUNCaNEET th
RU253yp+ostéloPIuonlesQTLibGPHUMGIOLKONZbg
FICQa+yINtZFegMZahxmBL E I MK 3ounuNKOPKMOLUOK
U+GkaNEDIB2ETITMEGXKISZTYYEVZINVIIBUKRTCTC
GVKD1pOSI2gTpA== -
..... PN (FRTTETCATE REOUEST---o -

A

Save to CSR Manager: @

Manzged CSR: ’ﬁ P
primary domain name pn-

Server Softw,
for informational purpose

" [oTHER v

Schedule S5LScans: @ Simple © Customn None
expiration reminder notifications
Daily (at midnight) ¥

“Subscriber Agreement @ By click is check box, you agree to the terms of the
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D Applicant Information For Certifi. % +

&= X @ SSLCorp [US] | https://www.ssl.com, - ertifi Odh Q Incognito (5) e

3 Pperform Validation 4 Complete

1 submit csR

Applicant Infermation for 9o Days Free SSL
fill out t ed fields below to complete your certificate order

Company Details

Please provide information about the applicant of this certificate. Address and
contact information will not be publicly vi

“website: www.rkfw-vpn.tk
the subject or common name
Save to Identity Manager. &
Reuse this identity f

" [RKillets |
DBA: | |
Duns Number: |7|

duns and bradstrest number

Department:

PO Box: |7|

B Validation for co-9alejodhm | S +

& C @ SSLCorp[US] | https;//www.ssl.com/certificate_orders/co-9a1ej0dhm/validation/new . Incognito (5) €

“BOSSL....

BUY Dashboard Validations Orders Domains Teams(1) S| CDN Monitoring

Domain Validations for F
Domain Validation
Please select the appropriate validation option for each domain and then click the "Validate' button. Only after you click

‘Validate' will the actual validation be performed. You can also invite another user to complete the validation step.
“*If you are getting *failed" under the pre-test column, please refer to the 'F h

validation hashes

Piesse seleciay ¥ domain options pretest @ previous attempt attempted on
Eat | » Flease ssiect  vaidaion method ¥ s "
Edit Fw-vpn.ti a 3

18 | 55



o We will do the domain validation for rkfw-vpn.tk domain using the DNS CNAME record
method.

nforco-Oaleiddhm [S5 X  + _

C @ SSLCorp [US] | hitps://www.sskoom/ce jhm/validation/ne fr Incognito (5) @

‘DSSL....

BUY Dashboard Validations Orders Domains Teams(1) Users CDN Monitoring

Domain Validations for
Domain Validation
Please select the appropriate validation option for each domain and then click the "Validate' button. Only after you click

‘Validate' will the actual validation be performed. You can also another user to complete the validation step.
“If you are getting *failed" under the pre-test column, please refer to the -

Changa

[ Fiesse seizstav v | domain options pretest @ previous attempt amemptedon  status

o | Edit

o | Edit kfw-vpntk

e Define a CNAME record on our DNS Server pointing to the SSL.COM domain. Meaning point
the CNAME

_DA32C857952DDI9CCB90E8B6B632C5704 . rkfw-vpn. tk

to

53C815CEAE3811B704567FCA6D10FD48.757FB0072F901D7E3C1874E7AD949571.d£79357109.ssl1.com

DNS MANAGEMENT for rkfw-vpn.tk

-« Back to domain details

Modify Records

Name Type ™ Target
A 300 49.206.27.13
WWW A 300 49.206.27.13
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DNS MANAGEMENT for r

Kfw-vpn.tk

-« Back to domain details

Modify Records

Name Type s Target
A 300
A 300
Add Records
Name Type T Target
_ 704, ricfw-vpn.thk CNAME 3600 53C815CEAE3811B70456
 More Recors | [
DNS MANAGEMENT for rkfw-vpn.tk

Record added successfully

Medify Records

Name Type m Target
A 300 49.206.27.13
A 300
CNAME

w
=1
=
8

53c815ceae3811b704567fcabd 10fd48.757fb0072f901d7e3c1874

Save Changes

[N Validation for co-Oalejdhm |55 % +

<« C @ SSLCorp[US] | https

‘wWww.ssl.com,

“DSSL....

BUY Validations Orders Domains

Monitering
Domain Validations for

Domain Validation

Please select the appropriate validation option for each domain and then click the 'Validate' button. Only after you click
‘Validate' will the actual validation be performed. You can also another user to complete the validation step.
“'If you are getting *failed’ under the pre-test column, please refer to the -

validation h:

domain options pretest @)  previous awempt anempted on searus
Create CNAME:
= i

3 d na
Create CNAME:
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C Validation for co-9alejodhm | S5 X +

& X @ SSLCorp[US] | https//www.ssl.com . Incognito (5) €

All domains have already been validated and certificate has been
issued. Redirecting to Certificate Order Page now ...

ﬂ How can we help you?

EX Free Cerfificate For www.rkfw-v, +
&< C @ SSLCorp[US] | https://www.ssl.com x Incognito (5) @)
"
D SSL AA2-1EIBABJ ¥
.com
BUY ) oar \ t 1S Domair
Quick Links Free Certificate For www.rkfw-vpn.tk [how do | use this page?]
& Explorer Subject Folder Status Order Date Expires Action
MIME or Client
t www.rkfw-vpn.tk 2019 Oct ew
rollmen o r!:W_m;ﬂpmm_ﬂms7szal = issued | Jul18,201 Oct 15, 2019 or change domain(s)rekey
certificate details validation status smart seal
[ — certificate type duration validation level certificate # issued on requested on
Ing Frotiles Free 20 days Class1DoD co-9alejodhm Jul18,2019 Jul 18,2019
Smart Seals
Domains Manager certificate contents rant certificate download by platfor
= algorithm RKMillets Microsoft 1IS (*p7h] guide
CSRs Manager sha256WithRSAENCry, NWSec WHM/cpanel 1| quide
Sth floor, 70 Grace Towers, Millers Rd, Apache 1| guide
Manage .} ”k “j truumleshu:, ;agam)ﬂk\‘a%acrb?;ngamru, Amazon uide
e checksslinstallation arnataka 560 Noing ”
Contacts Manager Visit site with sel Bengaluru, Karnataka, 560054 —= =
L MaRaer wisit site without sl IN V8+Node 5 Quide
Identity Manage Java/Tomcat d | guide
edit registrant
for developers Other platforms | download | guide
preformatted api strings subject dn CA bundle download | guide
Filter Orders: developer tools CN=www rkfw-vpntk (intermediate certs)
Darizcc

2155




14. Now, Download the SSL Certificate for our VPN Gateway domain.

BN Free Certificate For www.rkfw-vp X =+ =
<« C @ SSLCorp[US] | hitps;//www.ssl.com 2 8j/certifi 9 fr  Incognito 5) &
“BSSL
"
nss .com
BUY board Validations ) Domains Teams(1) sers Monitoring
Quick Links Free Certificate For n-vpn.tk u
Subject Folder Status Order Date Expires Action
= o Jul 18, 2019 Oct 15 2019
gg;«fwu‘rh “f“ = ‘ ued | Jullg,2019 Oct 15, 2019 or chang nisyrekey
certificate details validation status smart sea
Free 90 days Class 1 DoD co-9alej0odhm Jul1g, 2019 Jul 18,2019
certificate download by platform
algorithm: RKMillets
sha256WithRSAENC NSec

NW
sth flo
Vi

‘Amazon

Nginx
VB+Node s
Java/To
Other plat

‘ Show all ‘

b ¢

< Bxfract www_rifw-vpn_tk - m] 4
Home Share View Compressed Folder Tools
4 [0 5 ThisPC » Downloads » www_rkfw-vpn_tk v @ | Search www_rkfw-vpn_tk o
Name Type Compressed size Password ... Size Ratio Date modified
# Quick access
B Deskt (5] CERTUM_TRUSTED_NETWORK_CA Security Certificate TKB No 2KB 25% 18-07-2019 11:19
eskto
P (55l S5L_COM_ROOT_CERTIFICATION_..  Security Certificate 2KB No 3KB 2% 18-07-2019 11:19
& Downloads (5] S5L_COM_RSA_S5L_SUBCA Security Certificate 2KE Mo IKE 26%
= Documents o) www_rkfw-vpn_tk Security Certificate 2KB Mo 3KB 28%
&= Pictures

o

15. Go back to the VPN Gateway Object and IPSec VPN section. Select the Trusted 3 Party CA that
we have added.
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- (aeneral Properties
[#- Network Management

- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
[ Threat Emulation

Wi RemoteAccess

- Platform Portal

- UgerCheck

- Mail Transfer Agent
- IPSec VPN

- WPN Clients

(- Logs

- Fetch Policy

- Optimizations

- [F
s

Repository of Certificates Available to the Gateway

Add... Remove

Traditional mode corfiguration...

This Securty Gateway participates in the following VPN Communities:

- Hit Count
[#- Other

Mickname DN

default

MY_S5L_CERT

CN=RK-FW-BNG VPN Certificat...
CN=vwww refwv-vpn te OU=NWS ...

Certificate Author

intemal_ca

Add... View... Remove

Renew... Complete.... Export p12...

16. Click on Complete, and upload the domain certificate (www.rkfw-vpn.tk) that we downloaded
from the SSL.com CA.

] www_ricfw-wpn_tk

(Vi

&

[5] S5L_COM_ROOT_CERTIFICATION_AUTH...
5] S5L_COM_RSA_SSL_SUBCA

Check Point Gateway - RK-FW-BNG
- 2@ Q. Search...
General Properties This Security Gateway participates in the following YPN Communities:
[#- Network Management - &% |:= * New.
- NAT ! RemoteAccess
HTTPS Inspection
- HTTP/HTTPS Proxy Subordinate CA
[#- Threat Emulation
- Platform Portal W SSLINTCA
- UserCheck Add T
- Mail Transfer Agert
- IPSec VPN
[#- VPN Clients - .
- Logs Traditional mede configuration...
- Fetch Palicy . . i
. Optimizations Repository of Certificates Available to the Gateway
- Hit Court X "
&1 Other Nickname DN Certificate Author
defautt CN=RK-FW-BN B 0pen Y
MY_SSL_CERT  CN=www rfw-y|
&« v <« Down.. » www_rkfw-vpn_tk v | O Search www_rkfw-vpn_tk el
<
Organize v Mew folder = [ @
Add View .
Ca MName Date modified Type Size
Renew.. [5] CERTUM_TRUSTED_METWORK_CA Security Certificate

Security Certificate
Security Certificate

Security Certificate

File name: |www_rkfw-vpn_tk

v| Certificate Files (*.crt, *.cer, *.bf ~

Cancel

Accept the trusted domain certificate for our VPN Gateway.
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http://www.rkfw-vpn.tk/

Check Point Gatewa

- (3eneral Properties

- Network Management This Security Gateway participates in the following YPN Communities:
- NAT M: RemoteAccess
- HTTPS Inspection
- HTTP/HTTPS Proxy
[ Threat Emulation
- Platform Portal
- UserCheck Add... Remove
- Mail Transfer Agent
- IPSec VPN
- WPN Client:
D Lo e Traditional mode corfiguration... - ]
[#- Logs Certificate View X
 Fetch Poky Repostory of Cattficates Available to the Gat
- Optimizations Epastary of Letlicates Avalztie to the e Subject: CN=www rkfw-vpn tk ~
. Hit Court ) Issuer; CN=55L.com RSA S5L subCA.0=55L Corporation, L
57 Other Nicknams DN Not Valid Before: Thu Jul 18 16:39:11 2019 Local Time
default CN=RK-FW-BNG y|| Mot Valid After: Tue Oct 15 16:33:11 2019 Local Time

MY_S5L_CERT  CN=www rkfw-vpn Eﬁgﬁﬂéy %E'Safﬁﬁg Lﬁfkkgg&h’hmmﬁu
Signature: RSA with SHAZH6
Subject Altemate Names:

< DNS: www rdfw-vpn th
MM Ao e

Add... View... i

Renew... Complete...
Do you accept this Cedtificate?

Cancel Help

17. We can delete the Default Self-Signed VPN Certificate to make use of our Trusted CA SSL
Certificate. For any future Certificate based S2S VPN communication, this certificate will be used
which can be trusted by the Peer End VPN Gateway.

Check Point Gateway - RK-FW-BNG

- (General Properties

i4)- Network Managemert This Security Gateway participates in the following VPN Communities:
(- NAT ¥i Remotedccess
- HTTPS Inspection
- HTTP/HTTPS Proxy
[#- Threat Emulation
... Platform Portal
- UserCheck Add.. Remaove
- Mail Transfer Agent
(- IPSec VPN
[ WP Clients - -
& Logs Traditional mode configuration ...
- Fetch Policy . o )
.. Optimizations Repository of Certificates Available to the Gateway
- Hit Count ) 5 ;
5] Other Nickname DN Certificate Authority
CN=RK-PW-BNG VPN Certi...
MY_SS5L_... CMN=www rfw-vpn tk S5L_ROOT_CA
£ >
Add... Wiew... Remowve
Renew... Complete... Export p12...
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Check Point Gateway - RK-FW-BNG

rn]
L}

-
(o g

- (aeneral Properties

- Network Management
- NAT

- HTTPS Inspection
-+ HTTP/HTTPS Proxy
- Threat Emulation

- Platform Portal

- UserCheck

- Mail Transfer Agent
- IPSec VPN

- WP Clients

- Logs

- Fetch Policy

- Optimizations

- Hit Count

- Cther

This Security Gateway participates in the following VPN Communities:

i RemoteAccess

Add... Remaove

Tradtional mode configuration...

Repasitory of Certficates Available to the Gateway

Nickname DN Certificate Authority
default CH=RE-FW-BNG VPN Ceti intemal ca

Check Point SmartConsole

A new internal CA certificate will be created when clicking OK
| onavVPN object.

|: If you delete this certificate the CRL list will be increased.

Are you sure you want to delete this certificate?

Check Point Gateway - RK-FW-BNG

-
[l g

()
flu )

-
L

- (General Properties

- Network. Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Threat Emulation

- Platform Portal

- UserCheck

- Mail Transfer Agent

- IPSec VPN

- VPN Clients

- Logs

- Fetch Policy

- Optimizations

- Hit Court

- Other

This Security Gateway participates in the following VPN Communities:

i RemoteAccess

Add... Remove

Traditional mode configuration...

Repository of Certfficates Available to the Gateway

Mickname DN Certfficate Authority

default CN=RK-FW-BNG VFN Certi... intemal_ca
MY_S

Check Point SmartConscle

= The removal of the certificate is irreversible
Add Are you sure you want to remove this certificate?

Hen;
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K-FW-BNG

- (aeneral Properties

- Network Management
- NAT s RemoteAccess
- HTTPS Inspection
- HTTP/HTTPS Proxy
[+ Threat Emulation

- Platform Portal

- UserCheck Add. . Remove
- Mail Transfer Agent
- IPSec VPN

- WP Clients

(- Logs

- Fetch Policy

- Optimizations

- Hit Count

[#- Other

This Security Gateway participates in the following VPN Communities:

rn]
L}

()
flu )

-
s |

Traditional mode configuration. ..

Repository of Certificates Available to the Gateway

Nickname DN Certificate Authority

MY_SSL_CERT | CN=www.rfw-vpn .tk SSL_ROOT_CA

Add.. Wiew... Remove

Renew... Complete... Export p12...

18. Under VPN Clients section, Select our certificate.

Check Point Gateway - RK-FW-BNG

- (General Properties ) ) )
- Network Management VPN clients allowed to connect to this gateway:
- NAT Desktaps / Laptops - Windows and Mac VPN clients

- HTTPS Inspection ) ]

. HTTP/HTTPS Proy Endpoint Security VPN
(- Threat Emulation [+ Check Paint Mobile for Windows

- Platform Portal SecuRemote

- UserCheck

- Mail Transfer Agent ] Mokile Devices -i05 and Android client
= IPSec VPN

Link Selection [JCapsule VPN / Connect
VPN Advanced
=B VPN Ciicrts (] Other
i Authentication [155L Network Extender (SNX)
Office Mode [ Check Poirt GO
- Remote Access
- Cliertless VPN The gateway authenticates with this certificate: w
(- Logs

- Fetch Policy

- Optimizations

- Hit Count
- Other
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Check Point Gateway

- (General Properties _ . .
{5- Network Management VPN clients allowed to connect to this gateway:
- NAT Desktops / Laptops - Windows and Mac VPN clients
- HTTPS Inspection . .
 HTTP/HTTPS Proxy Endpaint Security VPN
[ Threat Emulation [+ Check Paint Mobile for Windows
- Platform Portal SecuRemate
- UserCheck
- Mail Transfer Agent []Mobile Devices -i05 and Android client
=- |F_‘Sec WFN
‘... Link Selection [ICapsule VPN / Connect
- WPN Advanced
=)+ VPN Clients [JOther
b Authertication [155L MNetwork Extender {SNX)
+Dffice Mode [ Check Point GO
i Remate Access
i LD Clientless VFN The gateway autherticates with this cerificate: | MY S5L CERT v
- Logs b

19. Install the database on the Management Server.

Install database ® 0O x

Q, Search... 1 candidates
Name «  IP Address Comments
v  ER RK-MGMT 10.10.10.10
Install Cancel

20. Install the Policy on our VPN Gateway.

@: - | §9 Objects~ | @ Install Poliy

Columns: @ General - #+ N X & saipts- [ Acions - () Monitor | Q Search. Y 2 ® Q, Search
S Status | Name 7121 POIY CR=R | = | 3 vew..-
(] [}
pte CA
L] =
|!I Standard E .
« I Access Control Total changes from last installation (18-07-2019):
! (N Threat Prevention 8 Changes from 3 sessiens (by admin) @
~
@ (=3 RK-FW-BNG
IP: 10.10.10.13 | Version: R77.30
Summary © View changes (@ Policy Targets...
(=) R SLINT CA
e CA |
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21. Now, access the VPN Gateway using the RA VPN Client,

f‘_-\] Site Wizard >
Welcome to the Site Wizard \.
L A zite is pour gateway o nebwork resources. ‘T-.’
To continue, fill in the required information and didk next.
Server address or Mame: v rkfv-wpn. te |
[ pisplay name: wnowy . rkf-wpn. te
Badk Mext Cancel Help

B site Wizard

g Connecting. ..

Please wait while creating the new

=

{1 Check Point Mobile

Check Point Mobile* Check Point”

SOFTWARE TECHNOLOGIES LTD.

',1 Verify site security certificate

Check Point Mabile is connecting to site:

|www rfw-vpn tk |

This may take several minutes, deq
Which has the following fingerprint:
|YEAR LILT SILK SARA DEAD HUFF LEST CREW LAST MUFF TIC DUD |

Please press ‘0K to cortinue, or Cancel'to cancel the action

o

= - Coned) e -

Unlike the previous attempt, we won’t get Certificate Warning because of the mapping of our
Trusted 3™ Party CA SSL Certificate which our Operating System or Browser trusts.

22. You can use this trusted 3™ party SSL Certificate which is mapped to our domain (www.rkfw-
vpn.tk) for other Check Point features like SSL VPN, Gaia Portal. But on the SmartConsole the option
to export this certificate is greyed-out (reason unknown) under IPSec VPN section of VPN Gateway.
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http://www.rkfw-vpn.tk/
http://www.rkfw-vpn.tk/

Check Point Gatew K-FW-BMG

- (aeneral Properties
[+- Network Management
F- NAT ! RemoteAccess
-~ HTTPS Inspection
- HTTP/HTTPS Proxy
[#- Threat Emulation

- Platform Portal

- UserCheck Add... Remove
- Mail Transfer Agent
[#- IPSec VPN

[#- VPN Clients

- Logs

- Fetch Policy

- Optimizations

- Hit Count

- Other

This Security Gateway participates in the following VPN Communities:

Traditional mode configuration...

Repository of Certficates Available to the Gateway

Nickname DN Certificate Authority

MY_S5L_CERT | CN=www rkfw-vpn tk

Add.. Wiew... Remove

Renew... Complete... Export p12...

23. We have an alternative for this concern — export_p12 command.

e If you remember while generating the CSR using our trusted CA’s, we chose an option to
store our keys on the Management Server & our trusted CA certificate too resides on the
Management Server.

Check Point Gateway - RK-FW-BNG

- (General Properties

51- Network Management This Security Gateway participates in the following VPN Communities:
[H- NAT i RemoteAccess
! - HTTPS Inspection
I | - HTTP/HTTPS Proxy
B | & Threat Emulation
- Platform Portal
- UserCheck Add... Remove
- Mail Transfer Agent
- IPSec WVFN
- WPN Cliert
g Logs s Traditional mode corfiguration ... [
- Fetch Poli ifi i
Optirniza‘ti::s Repository of Certficat Certificate Properties *
- Hit Count i
(4]- Cther Nickname DI Cerficate Nickname: [MY_SSL_CERT |
default CH
Certificate Creation
CAto enroll from : | SSL_INT_CA
< Key pair generation and storage
Add... (®) Store keys on the Securty Management Server
(") Store keys on the Module
Renew ..
Generate ..
! Cancel Help
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K-FW-BNG

- (aeneral Properties

- Network Management
- NAT

- HTTPS Inspection

- HTTP/HTTPS Proxy
- Platform Portal

- UserCheck

- Mail Transfer Agent

- IPSec VPN

]
)

()
1

This Security Gateway participates in the following VPN Communities:

i RemoteAccess

Add.. Remove

frul
L)

[+- Logs

- Hit Count
[#- Other

- WP Clients

- Fetch Policy
- ()ptimizations

Traditional mode configuration...

Repository of Certfficates Available to the Gateway

Mickname DN

... Cerificate Aut... Location
MY _SSL_CERT| CN=www rkfw-vpn tk

S55L_ROOT_CA | management_s

Add... Wiew... Remaowve

Renew... Complete... Export p12...

e So, take the SSH to Management Server which is managing the VPN Gateway and run the
export_p12 command, whose Syntax goes like this:

# export pl2 -obj <Name of GW Object> -cert <NickName of CA Repository> -
file <Name_ of Output P12 File.pl2> -passwd
<Password_to_Open_Output_Pl2 File>

In our case it is:

# export pl2 -obj RK-FW-BNG -cert MY SSL CERT -file /home/admin/rkfw.pl2 -
passwd SomeComplexPswd

P admin@RK-MGMT:~

total 8.0K

[Expert@RE-MGMT :
[Expert@RE-MGMT:
[Exper t GRE-MGMT :
[Expert@RE-MGMT :

0]# export_plZ -obj RK-FW-BNG -cert MY SSL_CERT -file /home/admin/rkfw.plZ -passwd SomeComplexPswd
01#

01+#

0]# 1s -1h

—rw-rWw-———- 1 admin root &.7K Jul 25 15:17 rkfw.pl2
[ExpertGRE-MGMT :

01#

e Copy the output .p12 certificate file and use it on the other Check Point features.
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SSL Certificate for Gaia Portal
Note: If you have the trusted 3™ party CA SSL Certificate for VPN feature then go to step 16.

1. Our Gateway is defined with a domain name www.rkfw.tk.

@ Objects = | @ Install Policy

Columns: @ General - ¥+ % X Bsaipts~ 2 Adions+ €5 Monitor  ‘Q Search.. v 2@ Q search. o
=| %n "
Status  Name P Version  Active Blades  Hardware  CPUUsage  Recommended Updates  Comments 2] ¥ New.. &
(] RK-FW-BNG 10.10.10.13 R77.30 o Open server - %6 /A &
Object Categories g
[] ?n RE-MGMT 10.10.10.10  R30.20 w B Open server - 3% N/A S
& Network Objects 12 S

# Services 513

2 Applications/Categories 7508

s VPN Communitie: 2

Check Point Gateway - RK-FW-BNG

- (aeneral Properties

- Network Management
G- NAT Main URL: 5 /Awww rPw-vpn tk/ w Hiases...
- HTTPS Inspection
- HTTP/HTTPS Proxy
- Platform Portal

- UserCheck Cerificate
- Mail Transfer Agent
- IPSec VPN This portal uses an auto-generated certificate. You can also import your own certificate.
- WPN Clients
[#- Logs

- Fetch Policy lUze a cerdificate from a trusted CA to avoid browser wamings
- Qptimizations

- Hit Court Accessibility
[~ Other

Platform Administration Web Portal:

rn]
L}

-
L Ry |

Import...

The portal is accessible through all interfaces.

Edit...

2. While accessing the Gaia Portal we get a Browser warning on the device Self-Signed SSL
Certificate, which is stored in the /web/conf directory of this device.

<« c @ - O 1 neo e =

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to www.rkfw.tk. If you visit this site, attackers could try
to steal information like your passwords, emails, or credit card details.
‘What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it. You can notify the website's
administrator about the problem

Learn more...

Go Back (Recommended) Advanced...

Report errors like this to help Mozilla identify and block malicious sites

31155
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P admin@RK-FW-BNG:~

- X
[Expert@RE-FW-BNG:0]# 1s -1h /web/conf/ ~
total 88K
drwxr-xr-x admin root 4.0K Jul 11 18:22 extra

—Iw-r—-r--—
—rw-r—-r—-—

2
1 admin root 20K Jul 24 17:53 httpd2.conf

1 admin root 18K Jul 11 17:30 httpd2.conf.backup

—-rw-r—--r-- 1 admin root 433 Jul 24 19:11 httpd2_mp.conf

—rwsr-xr-x 1 admin root 22K Jul 11 17:30 login

lrwxrwxrwx 1 admin root 46 Jul 11 17:30 mime.types -> /web/cpshared/web/Apache/2.2.0/conf/mime.types
FIW-r————— 1 admin root B8.2K Jul 11 15:11 server.crt

[Frw—r————-— admin root 1.7K Jul 11 15:04 server.key

[Expert@REK-FW-BNG: 0] # -

-

3. If we want to avoid such warnings then map an SSL Certificate to our Gateway’s Gaia Portal.
Getting an SSL Certificate for the Gateway involves the same steps as like a Web Server.

4. In Check Point we have a port of OPENSSL tool which we call it CPOPENSSL.

5. Generate the CSR & a Private Key using CPOPENSSL tool in any directory (say /home/admin).

# cpopenssl req -new -newkey rsa:2048 -nodes -out <A CSR File> -keyout
<A Private Key> -config $CPDIR/conf/openssl.cnf

In our case:

# cpopenssl req -new -newkey rsa:2048 -nodes -out rkfw.csr -keyout rkfw.key -config
$CPDIR/conf/openssl.cnf

Provide the CSR details such as the CN or Domain Name, in our case let’s consider www.rkfw.tk

2P admin@RK-FW-BNG:~ - X
[Expert@RE-FW-BNG:0]# cpopenssl req -new -newkey rsa:2048 -nodes -out rkfw.csr -keyout rkfw.key -config SCPDIR/conf/openssl.cnf ~
Generating a 2048 bit RSA private key

................................................................. +++

............................... +++

writing new private key to 'rkfw.key'

You are about to be asked to enter information that will be incorporated

inte your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IN

State or Province Name (full name) [Some-State]:KARNATAKA

Locality Name (eg, city) []:BENGALURU

Organization Name (eg, company) [Internet Widgits Pty Ltd] :RK-MILLETS

Organizational Unit Name (eg, section) []:SECURITY

Common Name (eg, your name or your server's hostname) []:www.rkfw.tk

Fmail Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

[Expert@RE-FW-BNG: 0] #
6. Output of the above CPOPENSSL Command will be a CSR file & Private Key file.

&P admin@RK-FW-BNG:~ - X
[Expert@RE-FW-BNG:0]# 1s -1lh ~
total 8.0K

—rw-rw-——-— 1 admin root 1021 Jul 24 19:14 rkfw.csr

—-rw-rw-——- 1 admin root 1.7K Jul 24 19:14 rkfw.key

[Expert@RE-FW-BNG:0]#
[Expert@RE-FW-BNG:0]# pwd
/home/admin
[Expert@RE-FW-BNG:0]#
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7. Copy the CSR file (rkfw.csr) content.

#P admin@RK-FW-BNG:~
[Expert@RE-FW-BNG:0]# more rkfw.csr

MIICuDCCAaACAQAwCzELMAkKGAIUEBhMCSU4XE]AQBgNVEBAGTCULBUKSBVEFLQTES
MBAGAIUEBxMJIQkVORIFMVVIVMRMwEQYDVQQKEWpPS Sy 1NSUxMRVRTMREwWDwYDVQQL
EWhTRUNVUk1UWTEUMBIGAIUEAXMLA3d3LnJrzncudGswggEiMAOGCSgGSIb3DQEB
AQUARAIBDWAWGYEKRCIBAODRpg4Xs3iXMEslgy/aT/3mzSrI3508X 909 0huJquRQ
dhjDy3P13M3BnSPa/nzfJp0DiTrVIhIVwikTnoPI9E42/ T5VoIBpZiXSShREEICW
gyQSSUINPE1BBhLESP]8R4AMEGOvCeN1551 ZulciRb4vdIJ43/1BoInol Q+X3FgXT
CUJxBCS1rZTGVXLRatvOe/+HIZZMaht9rCzidyP]9DY5SNeiXhLB] 91 yThxOgMME
YEvxky2QbHrZXFAPDOQPaB0KrR7r ¥ SvImTmZvEmMwk IWREXrUiog5SVePSP9ehCD73
bGAGtIMS1rjuNswaMcS0b3E/uXqURDgHbZOTw3x4 kSPrAgMBARGGADANBgkghkiG
9wOBAQUFAAOCAQEAZ 0] kw] zNgDVGXUBSFREBXHES4Ytk741T4iM4eUyPOSAQN431S
1wpi90+o0LkkNgB61fWnAi vYikNvYORfLONNEAWHCAWEQZ+dNmtuwuk7kM/ ZKt+EL
cv2DIwoeEfDAVTS T/ RIPVayZaQglx+PeLepMiG2/L+/ciCsc/ £EJyWu08itS/Mro+
LO1RE2nC1xNEOttd/Wx60WKZS2zd1l fHxGuvt 8JDRaZzBAruTNRCNCQCHEw3tm/ 2af
vigkEOtQ3NFyEX1SssBixFRDp]2yHBZ1Y7g3ES 6kE6AGALaRANOT7PTeilnwQMz /N
SChBFlgTnuJgrZVG3QLzzGERtHSTIrOhaYklLo==

[Expert@RE-FW-BNG:0]#

8. Purchase an SSL Certificate and provide this CSR to get an SSL Certificate for our Gateway.

e Start the SSL Certificate wizard and paste the CSR content that we have copied previously.

[BI Reprocessing Free SSL Certificai X +

< C £t @ SSLCorp[US] | https://www.ssl.com/team/aa2-1eiba8j/certificate_orders/co-481eicdap/reprocess

ld in your CSR must conform to the following rules:

domain nal

& submitdomain.com)

“c5o: (B e IO ST SF TS RAM LUV CE N S TZOUCIRDT

CUTXBESirZTGVXLRaty0e/+HIZZHahtorCzidyPI9D)
VEvxky2QbHr2XFAPDOGPaBAK A7 Yoy LmTmZyEmk 1
bGAGtIMS1rjuliswaticSeboE / UXGURDEHBZOTWIXAKS
SwBBAQUFAAOCAQEAZE] ki) zNgDVGXUBSFK FBXHKSAY
1wpi90+0LkkNGBE1FHNALYY kNyVIRFLcHNE AMHCAM
cv2DTwo6DAYTSTp/RIPvayZa0glx+P6LepHja2/ L+
L@1RB2NCIXN60T LA/ HX60WKZSZd1 FHxouyt8IDRAZZE
vigk6OLQINFyEX1SssBixFRDp] 2yHBZ1Y7gIESEKE!
9Gh8F1aTnulgrZVG3QLzzGERtHSTIrBhaYk1Lg==
rrrrr END CERTIFICATE REQUEST-----|

certificate signing request
use previous csr

i

Save to CSR Manager: &

Managed CSR:

Common Name [CN):
primary demain na

Server Software:
for infarmational purposes only

THER v

Schedule SSL Scans: ® Simple Custom None

expiration reminder notif

Daily (at midnight) v

*Subscriber Agreement @ By clicking this check box, you agree to the terms of the
om Subscriber
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Reprocessing Free SSL Certificate X =+ _

& Cc 0 & SSLCorp [US]| https://www.ssl.com/team/aa2-1eibagj/certificate_orders/co-481eic9ap/reprocess w <

« It MUST represent your fully-gualified domain name (ie. submit domain.com)

common name field in csr is: www.rkfw.tk

SR IO OTIF S JSREC OO CEE S T ZUDCIRD
CUTXBCSirZTGVALRatvOe/ +HIZZMahtorCzidyP o
YEvxky2QoHir 2XFAPDOGPaBEKrR7r Y9y LmTmZvEmmk 1l
[Cluse previous €S |padG+IMS1rjuliswaMcSBhOE/ uXqURDEHBZOTw3xakSE
SwBBAQUFAAOCAQEAZ kurj zNgDVGXUBSFKFBXHKSAY
1wpi90+0LKKNGBE1FUNALVYKNYYIRFLCNNEAWHCAMI
cv2DIwo6FDAVTS7p/RIPvayZa0glx+P6LepHiG2 L+
Le1RE2nC1xNE0T t HxE0nKZS2d1FHxduvtEIDRAZ 2E
vigk6OtQINFYEX1SSSBiXFRDD] 2YHBZ1Y7E3ESEKEGE
SGhBF1qTnulgrIVG3QLzzGERtHSTIrBhaYk1L

certificate signing request

————— END CERTIFICATE REQUEST----- -
4 b
Save to CSR Manager: @
Managed G55 [ TRATE] Y| CreateCSR
e e o [owowrw ]
primary domain name .
Server Software:
for purposas only [ THER ']

Schedule SSL Scans:

expiration reminder

Simple © Custom O None

Daily (at midnight) v

*Subscriber Agreement @ By clicking this check box, you agree to the terms of the
SSL.com Subscriber Agreement

[BHl Applicant Information For Certifi X 4 -

& c 0 @ SSLCorp [US]| https://www.ssl.com/team/aa2-1eiba8j/certificate_orders/co-481eic9ap/edit b+ g <

1 submit csR 2 Registrant 3 Perform validation 4 complete

Applicant Information for go Days Free SSL
Please fill out the required fields below to complete your certificate order,

Company, Details

Please provide information about the applicant of this certificate. Address and
contact information will not be publicly visible

“Website: www.rkfw.tk

the subject or common name

Save to Identity Manager: @
Reuse this identity in future certificates.

Company: R MILLETS
assumed name
duns and bradstreet number
Department: SECURITY
i wnit
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[BH validation for co-481eicgap | S5 X +

-481eic9ap/validation/new g

< X {} & SSLCorp[US] | https//www.ssl.com/certificate_orders,

“‘DSSL....

BUY Dashboard Validations Orders Domains Teams(1) Users CDN Monitoring

Domain Validations for
Domain Validation
Please select the appropriate validation option for each domain and then click the "Validate' button. Only after you click

‘Validate' will the actual validation be performed. You can also another user to complete the validation step.
“If you are getting *failed" under the pre-test column, please refer to the -

shes

Please selectav ¥ domain optiens pretest @) attempted on atus
Edit Flease select 2 validation method ¥ rla alidation not pe ]

it

e We will do the domain validation for www.rkfw.tk domain using the DNS CNAME record
method.

e Define a CNAME record on our DNS Server pointing to the SSL.COM domain. Meaning point
the CNAME

_B746756517EC88F730C4D7F96C7A8CDO0.rkfw. tk

to

986164AEBD20FBB44C105EFEBA1A4E9C.D21646171B6FA4BASADF93463C06E6964.7ad76d7a%b
.ssl.com

DNS MANAGEMENT for rkfw.tk

« Back to domain details

Modify Records

Name Type T Target
A 300 49.206.27.13
Www A 300 49.206.27.13
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« Back to domain details

Modify Records

Name

Add Records

Name

_B746756517EC88F730CAD7FO6CTABCDO.rkfw.tk

DNS MANAGEMENT for rkfw.tk

Type

Type

CNAME ~

TTL

300

300

TTL

3600

Target

49.206.27.13
49.206.27.13

Target

986164AEBD20FBB44C105EFEBA1A4E9C.D21646171B6F

+ More Records | [EENSRa RS

« Back to domain details

Record added successfully

Modify Records

Name

_B746756517EC88F730C4D7F36C7ABCDO

Type

CNAME

T

300

300

3600

DNS MANAGEMENT for rkfw.tk

Target

49.206.27.13

49.206.27.13

986164aebd20fbb44c105efebaladedc.d21646171b6f4ba

e Once we add a CNAME record, the domain validation of the SSL.com will pass.
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[BH validation for co-481eicap | S5 X 4

< c 0

@ SSL Corp [US] | hitps://www.ssl.com/certificate_orders/co-481eic9ap/validation/new

lﬁSSLcom AAeaERARIY

BUY hboard Validations Orders Domains Team

Domain Validations for Free Certificate Order #co-481eicgap
Domain Validation

Please select the appropriate validation option for each domain and then click the "Validate' button. Only after you click
‘Validate' will the actual validation be performed. You can also invite another user to complete the validation step. How do | use
this page? **If you are getting *failed" under the pre-test column, please refer to the Failed Pre-test?!" article. *

validation hashes
T30C4D7FIECTA

ot

D216461TIBEF4 BASADFO3463COEEE9E4 Tad76aTadb

sslcom

cname mds h

cname sna2 h:

unique value*

(* Any domain name rem

@) | Please selectav ¥ domain options. pre-test (@) previous attempt atternpted on status
2 wt aligate satistizo

Instructions: Create CNAME: _B746756517ECB8F73004D7FIECTABCDO rkfnthk =
164AEBD20FBE44CI0SEFEBAIALEIC DZ16461 FO3463C0BERI64 TadT60Tadb ssl.com

v refwtic walidated nla satisfied

]
Instructions: Create CNAME: _B746756517ECBEFT30C4DTFIECTABCDO itk -=
986164AEBD20FBB44CI0SEFEBAIASEIC. DZ16461TIBGF4BASADF23463C0EEE964 7a076c7agb sl com

“ How can we help you?

Validation for co-481eic9ap |S5. X +

< X O

8 SSLCorp [US] | https://www.ssl.com/certificate_orders/co-481eic9ap/validation/new

All domains have already been validated and certificate has been

issued. Redirecting to Certificate Order Page now ...

CERTIFICATES SUPPORT PROGRAMS COMPANY

n How can we help you?
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B Free Certificate

< C OO a:

‘DOSSL....

BUY Dashboard Validations Orders Domains Teams(1) Monitoring

https://www.ssl.com/team/aa2-1eiba8j/certificate_orde

Quick Links e Certificate For
& Explore Subject Folder Status Order Date Expires Action
= issued | Jul10, Oct 08, 2019 ek A
validation status smart seal

co-48leic9ap Jul 24,2019 Jul 24, 2019

certificate download by platform

RK-MILL
thRSAENcryption SECURITY

[BH Free Certificate For www.rkfiwdk | X 4

& C {} & SSLCorp[US]| hitps//www.ssl.com/team/aa

‘BSSL..... MR Y

BUY Dashboard Validations Orders Domains Teams(1) [ Monitoring

Quick Links Free Certificate For www.rkfw.tk [how u his page?]
& Explo Subject Folder Status Order Date Expires Action
www.rkfw.tk = issued [ Jul10,2019 Oc , 2019 or chana
open : download  documnent or change domain|s)frekey

certificate details validation status smart seal

Class 1 DoD co-48leic9ap Jul 24, 2019 Jul 24, 2019

certificate download by platform
osoft IIS [*.p7b) guide

algorithm: RK-MILLETS
sha256WithRSAENncryption SECURITY

guide

Al
Am.

Nginx

guide

quide
guide
guide

guide

edit registrant

guide

ed api strings

r tools

guide

=

Show all x

Filter Orders:

ERVATEeY:

rkfw_tkzip A

The downloaded zip file has the domain certificate (www_rkfw_tk.crt) & a bundled certificate (ca-
bundled-client.crt) of our SSL.COM Root & Intermediate certificate.

MName Date modified Type Size

Security Certificate 6KB
3KB

55/ ca-bundle-client.crt
mlwww_rldw_tk.crt
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10. Copy these two files on to our Gateway where we generated the CSR (/home/admin).

’E www_rkfu_tk - rk@10.10.10.13 - WinSCP -
Local Mark Files Commands Session Options Remote Help
R &5 3 Synchronize B & [ @ 50 Queue ~ Transfer Settings Default -
& k@10.10.1013 X G New Session
B Deskiop B e EEMT % admin < [E[F = & 5 2 [ Find Files | Ty
£ New - £ New -
C:\Users\raghu\OneDrive\ Desktop\www_rifw tk\, /homefadmin/
Name - Size Type Changed Name - Size Changed Rights Owner
t Parent directory 772472018 T:31:41 PM t 771172019 12:08:25 PM XX admin
(5 ca-bundle-client.crt 6KB Security Certificate  7/24/2019 7:30:56 PM |_-] rifwr.csr 1TKB  7/24/2019 7:14:05 PM W W= == admin
Sl www_rifu_th.crt 3KB Security Certificate  7/24/2019 7:30:56 PM |_-] rfur.key 2KB  7/24/2019 7:14:05 PM W W= == admin
P admin@RK-FW-BNG:~ -
[Expert@RK-FW-BNG:0]# 1ls -1h
total 20K
—Irw-r—-—--- 1 admin root 5.7K Jul 24 19:30 ca-bundle-client.crt
-rw-rw---- 1 admin root 1021 Jul 24 19:14 rkfw.csr
—rw-rwWw———- 1 admin root 1.7K Jul 24 19:14 rkfw.key
—rW-r————— 1 admin root 2.5K Jul 24 19:30 www_rkfw_tk.crt
[Expert@RK-FW-BNG: 0] #

11. Merge the content of domain certificate & the bundled CA Certificate in such way that it
resembles:

(Your Intermediate certificate: SSL-COM-RSA-SSL-SUBCA.crt)

(Your Root certificate: SSL-COM-ROOT-CERTIFICATION-AUTHORITY-RSA.crt)

So, combine the two certificate files that we have downloaded from SSL.COM and create a single
certificate file (rkfw_with_cert_chain.crt) which will have the above format.

P admin@RK-FW-BNG:~ —
[Expert@RE-FW-BNG:0]# 1ls —1lh

total 20K

—Irw-r—-——- 1 admin root 5.7K Jul 24 19%:30 ca-bundle-client.crt

—-rw-rw-——- 1 admin root 1021 Jul 24 19:14 rkfw.csr

—rw-rwWw-———— 1 admin root 1.7K Jul 24 18:14 rkfw.key

—IW-r————-— 1 admin root 2.5K Jul 24 19:30 www_rkfw tk.crt

[Expert@RE-FW-BNG: 0] #

[Expert@RE-FW-BNG:0]# cat www_rkfw_tk.crt ca-bundle-client.crt >> rkfw_with_cert_chain.crt
[Expert@RE-FW-BNG: 0] #

[Expert@RR-FW-BNG:0]# 1ls -1lh

total 32K

—rw-r--——-— admin root 5.7K Jul 24 19:30 ca-bundle-client.crt
—Iw-rwW-— admin root 1021 Jul 24 19:14 rkfw.csr

—IW-IW— admin root 1.7K Jul 24 19:14 rkfw.key

—rw-rw— admin root 8.2K Jul 24 19:46 rkfw_with_cert_chain.crt
—-rw-r admin root 2.5K Jul 24 19:30 www_rkfw _tk.crt
[Expert@RE-FW-BNG:0]# []
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12. Rename the trusted SSL Certificate file (rkfw_with_cert_chain.crt) and the Private Key file
(rkfw.key) as server.crt and server.key respectively.

&P admin@RK-FW-BNG:~ -
[Expert@RE-FW-BNG:01# 1s -1h

total 32K

—rw-r--——-— 1 admin root 5.7K Jul 24 19:30 ca-bundle-client.crt
—rw-rw-—— 1 admin root 1021 Jul 24 19:14 rkfw.csr

—rw-rwWw-———— 1 admin root 1.7K Jul 24 18:14 rkfw.key

—rw-rwWw-———- 1 admin root 8.2K Jul 24 18:46 rkfw with cert_chain.crt
—IrW-r————— 1 admin root 2.5K Jul 24 19:30 www_rkfw tk.crt
[Expert@RE-FW-BNG: 0] #

[Expert@RE-FW-BNG:0]# mv rkfw_with_cert_chain.crt server.crt
[Expert@RE-FW-BNG: 0] #

[Expert@RE-FW-BNG:0]# mv rkfw.key server.key

[Expert@RE-FW-BNG:0]#

13. Replace our Gateway’s default Self-Signed Certificate & the Private Key stored in /web/conf
directory with our trusted SSL Certificate & the Private Key stored in /home/admin directory.

Note: Backup the original server.crt & server.key file stored in /web/conf before doing the changes.

&P admin@RK-FW-BNG:~ - X
[Expert@RE-FW-BNG:0]# 1ls -1lh

total 3ZRK

—Irw-r—-——- 1 admin root 5.7K Jul 24 19%:30 ca-bundle-client.crt

—-rw-rw-——- 1 admin roect 1021 Jul 24 19:14 rkfw.csr

—rw-rw-——— 1 admin root 8.2K Jul 24 19:46 server.crt

—rw-rwWw-———- 1 admin root 1.7K Jul 24 19:14 server.key

—IW-r————-— 1 admin root 2.5K Jul 24 19:30 www_rkfw tk.crt

[Expert@RE-FW-BNG:0]1#
[Expert@RE-FW-BNG: 0] #
[Expert@RE-FW-BNG:0]# cp server.crt /web/conf/server.crt
[Expert@RE-FW-BNG: 0] #
[Expert@RE-FW-BNG:0]# cp server.key /web/conf/server.key
[Expert@RE-FW-BNG:0]#

14. From the /home/admin directory, generate a .p12 certificate file (supported file type on our
SmartConsole) by making use of our trusted SSL Certificate & it’s Private Key. Run the below
command to create a .p12 file:

# cpopenssl pkcsl2 -export -out <Output pl2 File> -in <Certificate File> -
inkey <Certificate’s Private Key>

In our case it is:

# cpopenssl pkcsl2 -export -out rkfw final.pl2 -in server.crt -inkey
server. key

Provide the .p12 export password while generating the file.

P admin@RK-FW-BNG:~

- x
[Expert@RK-FW-BNG:0]# 1ls -lh &
total 32K
—rw-r--—--— 1 admin root 5.7K Jul 24 19:30 ca-bundle-client.crt
—rw-rw———— 1 admin root 1021 Jul 24 19:14 rkfw.csr
—rw-rw-——- 1 admin root 8.2K Jul 24 19:46 server.crt
—-rw-rw-—-- 1 admin root 1.7K Jul 24 1%:14 server.key
—rw-r————— 1 admin root 2.5K Jul 24 19:30 www_rkfw_tk.crt

[Expert@RE-FW-BNG: 0] #

[Expert@RK-FW-BNG: 014

[Expert@RR-FW-BNG:0]# cpopenssl pkcslZ —export —out rkfw_final.pl2 —in server.crt —inkey server.key
Enter Export Password:

Verifying - Enter Export Password:

[Exper t@RE-FW-BNG: 014

[Expert@RK-FW-BNG:0]# 1s -1h

total 40K

—rW-r————— 1 admin root 5.7K Jul 24 19:30 ca-bundle-client.crt
—rw-rw---- 1 admin root 1021 Jul 24 19:14 rkfw.csr

—rw-rw-——— 1 admin root 7.6K Jul 24 19:52 rkfw_final.pl2
—rw-rw-—-- 1 admin root §.2K Jul 24 19:46 server.crt
—-rw-rw-—-- 1 admin root 1.7K Jul 24 19:14 server.key
—Trw-r———--— 1 admin root 2.5K Jul 24 19:30 www_rkfw_tk.crt

[Expert@RE-FW-BNG:0]# I
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15. Copy this .p12 file which we will be using on our SmartConsole.

B adrmin - o

k@10.10.10.13 - WinSCP

Local Mark Files Commands Session Options Remote Help

FB &2 53 synchronize Bl @ [F] - | £ Queue -

Transfer Settings Default

= k@10.1010.13 X |G New Session
[ Desktop CE-F - BEALE ™ admin < (2 [F] - - B B Y & K FindFiles | T
B New - & Download = | [1" Edit ~ 3¢ ) [ Properties | ¥ New -

CA\Users\raghu\ OneDrive\Desktop\www_rkfw_tk\ /homefadmin/

Name Size Type Changed Name Size Changed Rights Owner

B Parent directory  7/24/2019 T:53:25 PM a. IN9120825PM rexrmx admin

ilca-bundle: client.crt KB Security Certificate  7/24/2019 7:30:56 PM [Bikw final pi2i 8KB  7/24/2019 :52:56 PM - admin

[3hrkfv_final.p12 8KB  Personal Informati..  7/24/2012 7:52:56 PM ilserverart OKB  7/24/2019 T:46:52 PM w-mwee- admin

v rkf_tecrt IKB  Security Certificate  7/24/2019 7:30:56 PM kb _th.crt IKB 7/24/2019 7:30:56 PM [ admin
5l ca-bundle-client.cit 6KB  7/24/2019 7:30:56 PM [ admin
[ serverkey 2KB  7/2472019 1405 PM rw-mwe- admin
[ rfwcsr TKB 772472019 7:1405 PM rw-mwe- admin

16. Open the Gateway Object and go to Platform Portal section.

K-FW-BNG

(il
()

-
[l g

- (3eneral Properties

- Network Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Platform Portal

- UserCheck

- Mail Transfer Agent

- IPSec VPN

- WPN Clients

- Logs

- Fetch Policy

- Optimizations

- Hit Court

- Cther

Platform Administration Web Portal:

Main URL:  |https://www ricfw the

v

Aliases. ..

Certificate

This portal uses an auto-generated certificate. You can also import your own certificate.

@ Use a cerificate from a trusted CA to avoid browser wamings

Accessibility

The portal is accessible through all interfaces.

Edit...

17. Click on Import and map the .p12 file that we have copied from the device.

()
(o)

-
g

- (General Properties

- Network Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Platform Portal

- UserCheck

- Mail Transfer Agent

- IPSec VPN

- WPM Clients

- Logs

- Fetch Policy

- Optimizations

- Hit Court

- Other

Platform Administration Web Portal:

Main URL:  |https:/fwww ricfw th

Aliases...

Certificate

This portal uses an auto-generated certificate. You can also import your own cerificate.

@ Use a certificate from a trusted CA to avoid browser wamings

Accessibility

The portal is accessible through all interfaces.

Edi...
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3 Open X
<« v » This PC » Desktop » www_rkfw_tk v |0 Search www_rkfw_tk o
Qrganize v New folder ==~ [N o
g~ Mame Date modified Type Size
4 E rifw_final.p12 7/24/2019T:32PM Personal Informati... 8KB
=
g

Check Point Gateway - RK-FW-BNG

7
=}

- [F
s |

- (3eneral Properties

- Metwork Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Platform Portal

- UzerCheck

- Mail Transfer Agent
- IPSec VPN

- WPN Clients

- Logs

- Fetch Policy

. Optimizations

- Hit Count

- Other

Platform Administration Web Portal:

Main URL:  |https://www rdw th w Miases ..

Cerfficate

This portal uses an auto-generated certificate. You can also import your own certificate.

Import...
Password ? *
@ Use a cerificate from a trusted CAto av

Enter the PKCSH12 cerfficate password

Accessibility - - “ |
assward:

The portal is accessible through all interfaces.

Edit...

Enter the export password that we set while generating the .p12 file.

Check Point Gateway - RK-FW-BNG

Fl-lF
{lud g |

- (@eneral Properties
t- Metwaork Management
H- NAT

- HTTPS Ingpection
- HTTP/HTTPS Proxy
- Platform Portal

- UserCheck

- Mail Transfer Agent
- IPSec VPN

- WPN Clients

t- Logs

- Fetch Policy

- Optimizations

- Hit Count

- Other

Platform Administration Web Portal:

Main URL:  |https://www rdw th ~ Aliases...

Cerflicate

This portal uses an auto-generated certificate. You can also import your own certificate.

Import...
Passwaord ? *
@ Use a cerificate from a trusted CAto av

Enter the PKCS#12 cedificate password

Accessibility

Password: |--.o..| |

The portal is accessible through all interfaces.

Edit...
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18. The SSL Certificate that we have imported is valid and mapped to our domain (www.rkfw.tk),

K-FW-BNG

- (General Properties
[+ Metwork Management
[ NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Platform Portal

- UserCheck

- Mail Transfer Agent
- IPSec VPN

- WPN Clients

[#- Logs

- Fetch Policy

- Optimizations

- Hit Count

[ Other

Fl-lF
{lud g |

Platform Administration Web Portal:

Main URL:  |https://www rdw th w Miases ..

Cerificate

This portal is associated with this certificate:  www ridw tk
Fingerprint: BOB ALF MASH TOM DICE JAN HAS DULL GAWK WEB HANS CUR

View...

Accessibility
The portal is accessible through all interfaces.

Edit...

19. Click on OK and Save the configuration by Publishing the changes. Install the Database on the

Management Server.

Install database

Q Search... 1 candidates
Mame «  IP Address Comments
- % RE-MGMT 10.10.10.10
20. Install the Policy on the Gateway Object.
Install Palicy 9 0Ox

L.I Standard

v [\ Access Contral Total changes from last installation (7/24/2019):

1A, Threat Prevention 2 Changes from 2 sessions (by admin) @

@ (= RK-FW-BNG
IP: 10.10.10.13 | Version: R77.30

@ View changes (€5 Policy Targets



http://www.rkfw.tk/

21. Now, try to access the Gateway’s Gaia Portal using the domain name www.rkfw.tk,

® & https://www.rkfw.tk

Gaia Portal® Check Point

L@ & https://www.rkfw.tk

Site Information for www.rkfw.tk

& Connection

Secure Connection

@ Content Blocking Standard 3

Blockable content detected on this site.

& Cookies Blocking Tracking Cookies > Check Point

Permissions £

You have not granted this site any special permissions.

Clear Cookies and Site Data...

Certificate Viewer: “www.rkfur.tk" X Certificate Viewer: “www.rkfw.tk" X
General Details General Details
This certificate has been verified for the following uses: Certificate Hierarchy
[SSL Client Certificate | v S5L.com Root Certification Authority RSA
[S5L Server Certificate | + S5L.com RSA S5L subCA
www. btk
Issued To
Common Name (CN)  www.rkfw.tk .
Organization (0} <Not Part Of Certificate> Certificate Fields
~
Organizational Unit (QU) <Not Part Of Certificate> ~ www. i th
Serial Number 3VET058C1 C:O5:3FFE2F:20:BB:9T:BE:36:AD:F1 v Certificate I
Version
Issued By  Serial Number
Common Name (CN)  SSL.cam RSA SSL subCA Cartifcate Signature Algorithm
Organization (0] 5L Corp
- - Issuer
Organizational Unit (OU) <MNot Part OF Certificate>
v Validity
v
Period of Validity Field Value
Begins On Wednesday, July 24, 2019
Expires On Tuesday, October 8, 2019
Fingerprints
SHA-256 Fingerprint ~ F3:BF:3C:FS:1F:0 D:FA:FC:C2:FC:T4:EE:2F:55:
DE:5C:8C:27:58:2 7:22:23:95:E B:66:47:6D
SHAT Fingerprint C6:1E:BF:06:AAA3:DE BD:0D:0F:84: DO:DB:EC;AD:06:14:8D:36:74
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We are no more getting the SSL Certificate warning on the browser,
SSL.COM which our Operating System or Browser trust upon.

3 Options

(&) cC o © Firefox | about:preferences#privacy

Certificate Manager

as it is issued by a Trusted CA -

n o ®

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

| Centificate Name | Security Device

~ SSL Corporation

SSL.com Root Certification Authority RSA Builtin Object Token
SSL.com Root Certification Authority ECC Builtin Object Token
SSL.com EV Root Certification Authority RSA R2 Builtin Object Token
SSL.com EV Root Certification Authority ECC Builtin Object Token
SSL.com RSA SSL subCA Software Security Device

' v Staat der Nederlanden

Staat der Nederlanden Root CA - G2 Builtin Object Token

View... Edit Trust... Import... Export... Delete or Distrust...
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SSL Certificate for Mobile Access / SSL VPN

1. Mobile Access VPN portal will also use the Self-Signed Certificate issued by the Management
Server’s Internal CA by default, which gives a Certificate Warning on any browser.

Check Point Gateway - RK-FW-BNG

- (General Properties
(- Metwork Management Main URL: |https://49.206.27.13/sslvpn ~ Aliases...
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
- Platform Portal Certfficate
- UserCheck

- Mail Transfer Agent
- IPSec VPN Impaort...
- VPN Clients

- Mabile Access ﬁ Use a cerificate from a trusted CA to avoid browser wamings
- Authertication

- Office Mode Accessibility
- Portal Customizatio
The portal is accessible through all interfaces.
- 551 Clients Edt._.

- HTTP Proxy

- Mame Resolution
- Link Translation

- Endpoint Complian

This portal uses an auto-generated certificate. You can also import your own certificate.

@ Privacy errer X  + - x

<« C Y A Notsecure | hips;//49.206.27.13/sslvpn * @

A

Your connection is not private

Attackers might be trying to steal your information from 49.206.27.13 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_COMMON_NAME_INVALID

[ Help improve safe Browsing by sending some system information and page content to Geagle.

privacy policy

Advanced Back to safety
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@h Certificate

General Details Certification Path

R

@ﬂ Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: RK-FW-BNG VPN Certificate

Issued by: RK-MGMT..4s3doo

valid from 7/28/2019 to 7/27/2024

Issuer Statement

General

Certificate
Details Certification Path

Certification path

[=]rK-MGMT. .45
2] RK-FW-BNG VPN Certificate

View Certificate

Certificate status:

is CA Root certificate is not trusted because it is not in the Trusted Root

F;rﬁﬁcaﬁon Authorities store,

2. We can use the Trusted 3™ Party CA Certificate that we have generated earlier on Mobile Access
VPN Feature by importing the certificate in .p12 format.

Check Point Gatew RE-FW-
- (3eneral Properties
- Network Management Main URL:  |https://www e the /sslvpn R Aliazes ...
[ NAT
- HTTPS Inspection
- HTTP/HTTPS Proxy
- Platform Portal Certificate
- UserCheck This portal ut ated certficate. Y lso import rficat
. Mail Transfer Agert is portal uses an auto-generated certificate. You can also import your own certificate.
- IPSec VPN Import...
[#- VPN Clients
E_J.. Moblle Access E 1L T P R 4 PR W .l N il Lo
- Puthertication X Open x
- Office Mode
. Portal Customizatid € v P <« Desktop » www_rkfw_tk w Search www_rkfw_tk 2
- Portal Settings
.. 5L Cliarts Organize + MNew folder == ~ [N o
HTTP P ~
- Name H:;:ution 0 This PC ~ MName Date modified Type
- Link Translation . ) = - Ao
g rkfw_final.p12 7/24/2019 7:52 PM Persona
- Endpoint Complian - 3D Objects E = d :
- Check Paint Secu [ Desktop
i L(;;;:apsule Workspad = Documents
- Fetch Policy ; Downloads v oL >
- Optimizations
. Hit Count File name: | rifw_final.p12 V| PKCS#12 Files (*.p12) ~
[#- Other
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Check Point Gatew

frn ]
s

.
flua}

- (zeneral Properties

- Metwork Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
.. Platform Portal

- UserCheck

- Mail Transfer Agent

- IPSec VPN

t- VPN Clierts

- Mobile Access

i Authentication

- Office Mode

- Portal Customizatio
- Portal Settings

- §5L Clients

- HTTF Proxy

- Name Resalution

RE-FW-BMN(

Main URL:  |https://www rdw tk /sslvpn w Miases ..

Cerficate

This portal is associated with this certificate:  www.ridw tk
Fingerprint: BOB ALF MASH TOM DICE JAN HAS DULL GAWK WEB HANS CUR

View..

Accessibility

The portal is accessible through all interfaces.

Edit...

3. Install the Database on the Management Server & Install the Policy on the Gateway. You will be
able to access the Mobile Access Portal without any Certificate Warning.

& Check Point Mobile - Sign In x  + 2 fa)
& C () A https//www.rkfw.tk/sslvpn/Login/Login Qa % g
Check Point Mobile
Please enter your credentials
User name
Password
Language: [Engish  v]
@ Copyright 2004-2015 Check Point Software Technologies Ltd. A# rights reserved.
& Check Point Mobile - Sign In x 4+ - a
< C ) | & https//www.rkfw.tk/sslvpn/Login/Login a % g

Connection is secure

X

Your information (for example, passwords or credit

card numbers) is private when it s sent to this site.

Learn more

B Certificate (Valid)
@ Cookies (2 in use)

£ Site settings

Point Check Point Mobile

\oes o

Please enter your credentials
User name

Password

Language: [Engis il

8 Copyrght 2004-2015_Check Point Software Technologies Ltd. Al rights reserved
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n | Certificate X n  Certificate
General Details  Certification Path General Details Certification Path
) Certification path
|_a Certificate Information [5] Certum Trusted Network CA

This certificate is intended for the following purpose(s):

# Ensures the identity of a remote computer
» Proves your identity to a remote computer
#2,23,140.1.2.1
*1,3.6.1.4.1.38064.1.3. 1.1

*Refer to the certification authority's statement for details.

Issued te: www.rkfw.tk

Issued by: S5L.com RSA S5L subCA
View Certificate
Valid from 7/24/201% to 10/5/201%
Certificate status:

is certificate is OK.

Issuer Statement
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SSL Certificate for HTTPS Inspection Feature (Outbound Traffic)

1. Our Gateway is enabled with HTTPS Inspection feature to inspect the web traffic using the Self-
Signed Certificate that we created while enabling this feature.

Check Point Gateway - RK-FPW-BNG

£
=

[E

:|..
j..

:l..

General Properties
Metwork Management Please follow these steps in order to enable HTTPS Inspection:
NAT
- HTTPS Inspection — Step 1
- HTTP/HTTPS Proxy j Outbound CA Certificate was created successfully on 7/24/2019 View cerfficate. ..
- Platform Portal
- UserCheck
- Mail Transfer Agent
-IPSec VPN l Step 2
-WPN Clients aj Deploy the outbound certificate in your organization Learn more... | Export cerificate...
- Logs
- Fetch Policy @ Activating HTTPS Inspection on your Securty Gateway without deploying the outbound
- Optimizations CA Certificate will result in 551 emor messages when accessing HTTPS sites.
- Hit Count
Other |@ Step 3
l Enable HTTPS Inspection

2. We get a Certificate Warning on each user to whom HTTPS inspection rule being enforced.

i@ Privacy error X o
<

C A Notsecure | ki#ps/qostechnology.in

A

Your connection is not private

Attackers might be trying to steal your information from qostechnelegy.in (for example, passwords,

messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

O Help improve Safe Browsing by sending some system information and page content to Google. Privacy policy

Advanced Back to safety
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Certificate - — & Certificate - — ﬂ
General | Details | Certification Path | General | Details | Certification Path

Certification path
4§ Certificate Information o] www.rkfin. tk

This certificate cannot be verified up to a trusted
certification authority.

Issued to: gostechnology.in

Issued by: www.rkfn.th
View Certificate
Valid from 4/ 24/ 2019 to 5/ 10/ 2020
Certificate status:

is certificate is OK.
Issuer Statement

Learn more about certification paths

Learn more about certificates

o )

3. Clearly the Self-Signed Certificate that we have created is not there either in the OS Trusted
Certificate Store or Browsers Certificate Store.

4. You won't able to resolve the above issue using a Domain Certificate associated with the Gateway,
reason being the Domain Certificate are not designed to issue a certificate to some other domains.
In other words, Domain Certificates can’t act as an Intermediate Certificate Authority to issue
Certificates to other Domains.

You will get the below error is you do so:

== - 7% =
@ Privacy error x4 o i T o

< C A Notsecure | hips//google.com w

A

Your connection is not private

Attackers might be trying to steal your information from google.com (for example, passwords, messages, or

credit cards). Learn more

NET:ERR_CERT_INVALID

O Help improve Safe Browsing by sending some system information and page content to Google. Privacy policy

Advanced
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Certificate M

General | Details | Certification Path

| ]_\a Certificate Information

This certificate is not valid for the selected purpose.

Issued to: *.google.com

Issued by: www.rkfw, th

valid from 7/ 3/ 2012 to 9/ 25/ 2013

Issuer Statement

Learn more about certificates

Certificate ﬁ
Certification Path

Certification path
5] Certum Trusted Network CA
5l *.google.com
View Certificate
Certificate status:

This certificate does not appear to be valid for the selected purpose.

Learn more about certification paths

5. So the Certificate that we use in HTTPS Inspection (Outbound Traffic) needs to be either a Root
Certificate or Intermediate CA!. But No CA will provide the access to their Root or Intermediate

Certificates & Private Key to anyone.

6. In order to avoid our original concern related to HTTPS Inspection, we have two options:

e Distribute the Self-Signed Certificate generated on the Gateway to all the User Machines
Trusted Root CA repository either Manually or using Microsoft GPO — An easy Approach.
e Establish a Private PKI infrastructure for your organization and import a Certificate on to the

Check Point Gateway.
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SSL Certificate for HTTPS Inspection Feature (Inbound Server Traffic)

1. HTTPS Inspection rule that we have defined in the previous case was to inspect only the traffic
originated from the internal users (outbound) using the Self-Signed Certificate.

E 10.10.10.10 - Check Point SmartDashboard R80.20 - HTTPS Inspection - X
siw, Data Lo: | Anti-5| @ Mobil HTTPS
A Rl s » e JERE
v | ‘| Policy EELNTD 2 2 00:0
s Gateways
[2 Trusted CAs

[2 HTTPS Validation
[2 Server Certficates

Predefined (| Any [#| Internet 17 hitps [%] Any (ZInspect [ Log %] All [ All /i Outbound Certif...
Rule TP HTTPand_...

2. If there is a need to inspect the traffic from Internet destined to an Internal Server, then you have
to define an Inbound HTTPS Inspection Rule.

3. As we are aware if there is a Man in the Middle for any HTTPS Traffic, the end user will be notified
with the Certificate Warning.

4. So, you need to import the Domain Certificate of the Server on the Gateway so that the Gateway
can give a healthy feel to the internet user who's accessing the Server even though there is an
interception of the HTTPS traffic destined to the Server.

5. Let’s consider our RKMILLETS website www.rkmillet.tk , if we want to inspect this traffic then we
need to:

e Import the Server’s Domain Certificate on the Check Point Gateway.
e Create an Inbound HTTPS Inspection Rule.

6. Import the RKMILLETS Server’s domain certificate (.p12 extension) under Server Certificate
section of the HTTPS Inspection,

e On any Linux machine copy the RKMILLETS Server’s Domain Certificate & it’s Private Key and
then generate the .p12 certificate.

Bt www_rkenillets_t - rk@10.10.10.12 - WinSCP - X
Local Mark Files Commands Session Options Remote Help

&2 53 Synchronize Bl | [ (% | (50 Queue - Transfer Settings Default - i@

& k@10.10.1013 X G Mew Session

[E My documents  ~ = - [ - = - EEME % REMILLET - (= - [ - = - B &R & | B FindFiles | T

5 Upload + |[7 Edit ~ 3¢ 4 [ Properties | £ New - 5 New -

cA i Certif On Apache _rkemillets._tk\ /home/admin/RKMILLETS/

Name Size Type Changed Name Sze Changed Rights Owner
. Parent directory  7/20/2019 7:05:07 AM a. T2HWIESSIEAM  rweemeen admin
mca-bund\a-:llenl‘(rt 6KB Security Certificate  7/24/2019 43Z19PM
3KB Security Certificate  7/24/2019 4:3219PM
2KB  KEY File 7/29/2019 7:05:07 AM
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P admin@RK-FW-BNG:~/RKMILLETS - x
[Expert@RK-FW-BNG:0]# cd REMILLETS/ ~
[Expert@RE-FW-BNG: 0] #

[Expert@RR-FW-BNG:0]# 1ls -1lh

total 16K
—rw-r--——-— 1 admin root 5.7K Jul 24 16:32 ca-bundle-client.crt
—rw-r-— — 1 admin root 2.6K Jul 24 16:32 www_rkmillets_tk.crt

—Iw-r— — 1 admin root 1.7K Jul 29 07:05 www_rkmillets tk.key

[Expert@RR-FW-BNG:0]#

[Expert@RE-FW-BNG:0]#

[Expert@RE-FW-BNG:0]# cat www_rkmillets_tk.crt ca-bundle-client.crt >> rkmillets_combined cert.crt
[Expert@RE-FW-BNG:0]#

[Expert@RE-FW-BNG:0]# 1ls -1h

total 28K

1 admin root 5.7K Jul 24 16:32 ca-bundle-client.crt

1 admin root 8.2K Jul 2% 07:07 rkmillets_combined cert.crt
1 admin root Z.6K Jul 24 16:32 www_rkmillets tk.crt

admin root 1.7K Jul 29 07:05 www_rkmillets_tk.key
[Expert@REK-FW-BNG:0]1#

[Expert@RE-FW-BNG: 0] #

[Expert@RE-FW-BNG:0]# cpopenssl pkcsl2 -export —out rkmillets_final.pl2 -in rkmillets_combined_cert.crt —inkey www_rkmillets_tk.key
Enter Export Password:

Verifying - Enter Export Password:

[Expert@RE-FW-BNG:0]#

[Expert@RE-FW-BNG:0]# 1s -1h

-

total 36K
1 admin root 5.7K Jul 24 16:32 ca-bundle-client.crt
1 admin root 8.2K Jul 2% 07:07 rkmillets_combined cert.crt
1 admin root 7.6K Jul 29 07:09 rkmillets_final.pl2
1 admin root 2.6K Jul 24 16:32 www_rkmillets_tk.crt
1 admin root 1.7K Jul 2% 07:05 www_rkmillets_tk.key

[Expert@RE-FW-BNG:0]1#

o Copy the Server’s .p12 certificate to your local machine and then import it on the Gateway.

E 10.10.10.10 - Check Point SmartDashboard R80.20 - HTTPS Inspection -

ER =mCR Check Point

gia Dataloss Anti-Spam @ Mobile HTTPS Judritizitbided
P revention & Ml O s @ Inspection

o ¢ Server Certificates [} Add.. X Delste ” Tipe to Search Q @ @ @
s Gateways

Import server certficates for inbound HTTPS traffic inspection.
TaemlSE You can use the mported server centficates in the Certficate column of the HTTPS Inspection Palicy.
HTTPS Validation

Server Certficates Certificate Name Valid From Valid To Description
TR 10.10.10.10 - Check Point SmartDashboard R80.20 - HTTPS Inspection — X
ER =CR Check Point
i Data Loss Anti-Spam - Maobile HTTPS SmartDashboard:
O e rtion & & ® o ,@ Inspection
¢ o .
0T Server Certificates [ 2ad.. X Dekts | [ Bpeto search qQ 00 :©
[is Gateways .
Trusted Chs You o] B ImportInbound Certificate 2 X
HTTPS Valdation -
Cert erineg Import Outbound Certificats X
Server Cerficatea Cettficate name RKMILLETS ] £ Import Outhound Certicate
<« v A« OnApe. » www_skmillets t v © | Search wuw_tkmillets tk r
" Description RKMILLETS Server's Domain Cenficats 1
— Organize ~ New folder =~ M @ [ |
& Downloads  # A Name Date modified Type
— Documents & rkmillets_final.p12 7/29/20197:09 AM  Persona |
1 Cetficals fle I [[Bd & Pictures * 1
Private key password [ | AWS
&l once
= v < >
File name: | rkmillets_final.p12 | | Certficate Files (*p12) ~]
=
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E 10.10.10.10 - Check Point SmartDashboard R80.20 - HTTPS Inspection - x

ER ="CR Check Point
e iebil pr— SmartDashboard"
ata Loss @ Mobile
M evention = !' Access E’ Inspection
¢ . .
133 Potey Server Certificates [ pdd. x Dete | [ peto searr Q 00:0
s Gateways Import s¢]
Trusted CAs Yourcan| (2 Import Inbound Certificate ? X
HTTPS Validation -
ertifica
Server Cetfcates Cetificate name. RKMILLETS ] m‘%)
| Desciiption RKMILLETS Server's Domain Certficate
| Ceficatefe C\Users\raghu\OneDrve'\Documents\SSL Ce | Browse... |
Private key password
B 10.10.10.10 - Check Point SmartDashboard RE0.20 - HTTPS Inspection - X
E = .;' 1~} Check Point.
pim, Data Loss P ) Mobile HTTPS izl
P D eniian [ o E’ Inspection
¢ . .
133 Potey Server Certificates D Add. X Deete | [ pe o Search Q 00:0
s Gateways
Trusted CAs. @ Successiul Import 7 X
HTTPS Validation d
Server Certficates You have successfully imported the certficate.
In orderto use i, you need to create a rule which uses this certfi d has the desired Web Server n ts destination column
H Name Source Destination Services Site Category | Action Certificate
el Inbound | W Internet | [JpMywebServer HTTP_and_.. AILLETS
L tips
' [ Dont show this again
{5 10.10.10.10 - Check Point SmartDashboard RE0.20 - HTTPS Inspection - X
ER ="CR Check Foint
pim, Data Loss @) Mobile HTTPS Sttt
M evention = ® o E’ Inspection
< e -
Server Certificates D Add_._ X Delte | (e to Searn a 00:©
(L] Policy
s Gateways Import server certficates for inbound HTTPS traffic inspection
sl SE You can use the imported server centficates in the Certficate column of the HTTPS Inspection Policy.
[ HTTPS Validation
Server Cenficates Certificate Name Valid From valid To Description

/7 RKMILLETS 7/24{2019 10/22/2019 RKMILLETS Server's Domain Certificate

7. Define the Inbound HTTPS Inspection Rule on the Gateway by using the Server’s Certificate that
we have imported.

[ 10.10.10.10 - Check Point SmartDashboard R80.20 - HTTPS Inspection - bd
Check Point

= pr— SmartDashboard-
- @ Inspection

“ poli AEE g oy Q] 00:0
1 Poky Policy P B e o peo sea :
il Gateways
Trusted CAs Source Destination Services Site Categ..  Action Track Blade Install On Certificate Comment
HTTPS Validation &)
v Coion Inbound Internet®) 1 RKMILLETS_PUB_IP 7@ https Any @nspect [ Log All Al &1 REMILLETS To Inspect RKMILLETS Servers

= = Rule Inbound Traffic
2 Predefined | [E Any [%| Internet TG https %] Any (Dinspect | [ Log [ AN | [E AN & Outbound Certificate
Rule B HTTP_and_HTTPS_proxy

8. Install the Database on the Management Server & then Install the Policy on the Gateway and you
are done with the configuration to inspect the Server’s Inbound traffic.
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