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New Quantum Cyber Security Platform, version R81.20

AI Deep Learning Threat Prevention 
against DNS, Phishing, and & IoT attacks

PREVENTION | IOT SECURITY | MANAGEMENT| PERFORMANCE 
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Network Security Challenges

88% of organizations had DNS attacks

90% of data breaches due to Phishing attacks

More than 1B IoT attacks

AI prevention, Automation, and Scale
are required to keep up with a fast-evolving threat landscape
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IT’S TIME TO REBOOT 
NETWORK SECURITY
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HARMONY
Secure users & access

CLOUDGUARD
Secure the cloud

QUANTUM
Secure the network 

HORIZON
Unified management & security operations

Check Point Infinity: 
Best Security, Consolidated Architecture

NEW
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Quantum Titan - The Network Security You Need

3 New Software Blades – AI & Deep Learning

New advanced DNS Security

New Zero-Day Phishing Prevention

3X speed boost for large file transfers

Improvements for Network Operations

New IoT Autonomous Threat Prevention
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SOPHISTICATED ATTACK FLOW IN A NUTSHELL
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Device 
compromise

Backdoor code let 
attackers in

Move laterally 
in network

Exfiltrate data from 
critical assets
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Source: Ponemon, Aug’22

https://www.ponemon.org/
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PHISHING, PHISHING, AND SOME MORE PHISHING…
Samples from a period of 72 hours
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PHISHING, PHISHING, AND SOME MORE PHISHING…
Samples from a period of 72 hours
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The Danger of Zero-Day Phishing Websites

Traditional Solutions are not enough

• Targeted and customized

• Time triggered

• Enormous scale

• Classic reputation services are static and can be easily 
bypassed to launch attacks

62%
Open custom
phishing messages

Phishing attacks become more sophisticated
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Introducing: Zero-Day Phishing Software Blade
Blocks 4X more Zero-Day Phishing than Signature based solutions

Quantum Security Gateway

PA
TE
NT
EDReal time scanning and AI engines prevent zero-phishing threats
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SOPHISTICATED ATTACK FLOW IN A NUTSHELL
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DNS is not secure!

Attackers abuse DNS protocol to:

Traditional Solutions are not enough

• Communicate with Command & Control new domains

• Exfiltrate data over DNS (tunneling)

• Classic reputation services can’t catch up with millions of 
new generated domains every second
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Introducing: advanced DNS Security Software Blade
Blocks 5X more Zero-DNS attacks than signature based technologies

Client Machine

DNS
TRAFFIC ANALYSIS #1 Contact Command and Control Servers 

Via Machine-generated domains (DGA)

6a57jk2ba1d9keg15cbg.appsync-api.eu-west-1.avsvmcloud.com
7sbvaemscs0mc925tb99.appsync-api.us-west-2.avsvmcloud.com
gq1h856599gqh538acqn.appsync-api.us-west-2.avsvmcloud.com
ihvpgv9psvq02ffo77et.appsync-api.us-east-2.avsvmcloud.com
k5kcubuassl3alrf7gm3.appsync-api.eu-west-1.avsvmcloud.com
mhdosoksaccf9sni9icp.appsync-api.eu-west-1.avsvmcloud.com

#2 Data Leak (DNS Tunneling)

Deep Learning 
Technologies

PA
TE
NT
ED

Quantum Security Gateway
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Best Security with most innovative 
AI and Deep Learning Technologies

Zero-Day Phishing
New Software Blade 

More attacks blocked compared 
to Signature based technologies4X
Zero-phishing attacks MISSED by 
other AI based technologies 40%

5X

47%

advanced DNS Security 
New Software Blade

More attacks blocked compared 
to Signature based technologies

Zero-DNS attacks MISSED by 
other AI based technologies 
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Two new software blades 

Next Generation 
Firewall
(NGFW)

Firewall
VPN
Application-Control

Next Generation 
Threat Prevention 
(NGTP) 
Next Generation Firewall +
IPS
Anti Virus 
Anti Bot 
URL Filtering 
Anti Spam

Sandblast - Gen V
Threat Prevention
(Sandblast / NGTX)

Next Generation Threat Prevention +
Threat Emulation 
Threat Extraction 

3 Blades 9 Blades 12 Blades - Best Security

Advanced DNS Security 

Zero Phishing 
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THE ONLY AUTONOMOUS 
PREVENTION FOR IoT 
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Attacks Continue to Expand Across Industries



20©2022 Check Point Software Technologies Ltd. 

1 2

Introducing: Quantum IOT Protect Software Blade
The Only Autonomous Threat Prevention for IoT Devices

DISCOVER & PROFILE IoT ASSETS 
VIA QUANTUM GATEWAY

AUTONOMOUS ZERO-TRUST
THREAT PREVENTION  PROFILES

IoT Threat Prevention in Minutes!
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ADVANCED SECURITY 
AND OPERATIONAL 
EFFICIENCY
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Fast adoption of New Security Services
Integrate cloud-delivered services into network security policies

Cloud Services

• IoT Security

• Unified events platform

• Management APIs for 3rd parties

• And more to come...



23©2022 Check Point Software Technologies Ltd. 

Complete Event Visibility Across All Domains
Search and view logs across all Check Point products

Limitless log storage

Single pane of glass for Ops

Cross-accounts view for MSPs
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Network Feed Objects

Align Network Security Policy to Dynamic Business Changes

Manage policies without network admin, or opening tickets

Policy changes effective immediately. No need for “policy install.”
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Streamline Policy Change-Review
Superior management with built-in “two sets of eyes”

Intuitive policy change review 
and approval cycle

Audit trail for policy compliance
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BUSINESS DRIVEN 
SECURITY PERFORMANCE
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3x Throughput for Large File Transfers 

HyperFlow with R81.20

Distribute elephant flows across 
multiple cores

Dynamic workload distribution

No Configuration needed
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Business Oriented Network Security with Maestro
Performance elasticity to your most critical applications

Dynamically shift resources to 
high priority and peak workloads

Optimize gateway capacity and 
investment with auto-scaling

NEW!
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Ultra Low Latency for Trusted Business Applications

Fast forward: 100Gbps for trusted 
connections

800 Nano Seconds latency for large 
file transfers

Accelerated trusted, secure connections

ZERO performance impact on firewalls
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And Even More Capabilities with Quantum Titan including…

Over 20 New Features
• Strong MFA with SAML:

Authenticate to SmartConsole & VPN via 3rd party Identity Providers (Okta, +)

• Seamless Cloud VPN Setup:
Reduces on-prem to public cloud VPN configuration steps from 25 to 5

• New Security Management APIs: 
Automate HTTPSi certs, Identity Awareness, and LSM policy

• CloudGuard Updates: 
Cloud controller now supports Nutanix, Oracle, and more

• Manage Quantum Clusters Upgrade Directly from SmartConsole:
Now supports Spark, Edge, and gradual cluster updates
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SUMMARY
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Quantum Titan - The Network Security You Need

Three New software blades

Prevent advanced DNS attacks
Best Security for Zero-Day Phishing
The Only Autonomous IOT Threat Prevention

More Effective Security Management 
3X Performance boost for large file transfers
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New Release Terminology

Every major release or Jumbo, will have two stages –

starting with “Latest”, and once the release gets good feedback -

“Recommended”

Sk95746 – Check Point Default Version and Release Terminology   

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk95746&partition=Basic&product=Other
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