Automating Check Point Operations

ProfileBased Monitoring and Time Efficient Versioning BT <




Profile Based Monitoring
Challenges

How do we differentiate How do we set the right How do we take into
between different thresholds? = == account growth over
environment? — time?

1 Alerting

How do we eliminate
false positives?
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Profile Based Monitoring
Solution

Learn and Profile Set deviatiorbased Store data over time and
thresholds > adjust averages

Use time to your
advantage
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Profile Based Monitoring

UseCase
250Gateways 20 Minute interval monitoring including: ReaiTime Alerting on Deviation from
averages based on time
WorldwideDistribution CPW; Per Core
_ _ Weekly reporting on environment
NOCTeamsneedsto reactto realevents Interface Throughput (including per VS) growth
Managemenineedsperiodicreports Interface Errors and Drops

Connection Table
RAM Usage

SWAP Usage
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Deviation report

BACKBOX Actions

Performance and Deviation By Device

Device Name
CPFWO01 v
Time/Day Sunday Monday Tuesday Wednesday Thursday Friday Saturday

00:00 Cur: 500, Avr: 420, Dev: 19% Cur: 200, Avr: 380, Dev: 0% Cur: 800, Avr: 250, Dev: 320%  Cur: 550, Avr: 180, Dev: 305%  Cur: 300, Avr: 250, Dev: 120%  Cur: 700, Avr: 690, Dev: 101%  Cur: 660, Avr: 540, Dev: 122%

01:00 Cur: 230, Avr: 160, Dev: 143% Cur: 122, Avr: 80, Dev: 152%  Cur: 500, Avr: 440, Dev: 113%  Cur: 430, Avr: 320, Dev: 134%  Cur: 660, Avr: 540, Dev: 122% Cur: 80, Avr: 68, Dev: 117% Cur: 217, Avr: 189, Dev: 114%

02:00 Cur: 170, Avr: 166, Dev: 102%  Cur: 600, Avr: 440, Dev: 136%  Cur: 1000, Avr: 1150, Dev: 0%  Cur: 300, Avr: 180, Dev: 166% Cur: 30, Avr: 18, Dev: 166% Cur: 400, Avr: 220, Dev: 181%  Cur: 330, Avr: 260, Dev: 126%

03:00 Cur: 540, Avr: 330, Dev: 163% Cur: 120, Avr: 60, Dev: 200% Cur: 400 Avr: 228, Dev: 175% Cur: 18, Avr: 5, Dev: 360% Cur: 320, Avr: 440, Dev: 0% Cur: 15, Avr: 5%, Dev: 300% Cur: 15, Avr: 5, Dev: 300%

04:00 Cur: 270, Avr: 180, Dev: 150%  Cur: 300, Avr: 190, Dev: 157% Cur: 33, Avr: 5, Dev: 660% Cur: 140, Avr: 80, Dev:175% Cur: 19, Avr: 8%, Dev: 237% Cur: 18, Avr: 6, Dev: 300% Cur: 25, Avr: 5, Dev: 500%

05:00 Cur: 140%, Avr: 120, Dev: 116% Cur: 40%, Avr: 22%, Dev: 181% Cur: 33, Avr: 21, Dev: 157% Cur: 15%, Avr: 5%, Dev: 300%  Cur: 400%, Avr: 330, Dev: 121% Cur: 200%,Avr: 180, Dev:111%  Cur: 33%, Avr: 12, Dev: 275%

Throuput Chart
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TimekEfficient Versioning
Challenges

El Pre-Upgrade Operations @ Pre-Upgrade Checks

Backup, file upload, Application Availability Bad code, disk space, human
verification unknown . error, validation failure

Post Upgrade Operations PostUpgrade Checks

Version, System
Parameters
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TimeEfficient Versioning
Customer Story

800 Clusters EngineeiTimeg 3200Hours
Each Cluster takes 4 Hours CalendaiTimec¢ 100 Weeks
2 Maintenance Windows per week <’>
4 Cluster upgrades per maintenance § } :
window (4 engineers) § ‘
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Taskl - Preparation
Upload the files to all
gateway designated
for upgrades
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Disk Space

Cluster Status”
Routes v
Interfaces .~
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Disk Space
Cluster Status,/|
Routes

Interfaces v

TimeEfficient Versioning

Taskb ¢ PostVerification
Run postupgrade checks:

Diskspace, Interfaces,
Routes, Connections

clisk> show routes
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Task2 ¢ Pre-Checks
Run preupgrade checks

Diskspace, Interfaces,
Routes, Connections
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| 5 routes found

Solution

Task 3q Application Check Web Sewe;\/ Task 4 Upgrade
Run preupgrade application DB Server ./ Execute upgrade and reboo
. . . . CRM
test: Destination Application Mail o (in clustered environment

and Port verify active/standby)
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/var/log = 351GB HTTPS Responge L——-J|::| Active
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Task 7¢ Optional Rollback
Revert Version

Taské ¢ Application Verification

Run postupgrade application test:
Destination Application and Port

Restore Configuration

Web Servern”

DB Server+/ | Revert Snapsho*

CRM

Mail
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