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Common Check Point Commands
by Danny Jung
https://community.checkpoint.com/t5/General-Topics/Common-Check-Point-Commands-ccc/m-p/38488

ESC.de

Environment: 

GAiA

Runs at:

Bash (Expert mode)

Result:
System info + Interactive CLI

Benefits:
System-aware info screen,

menu-driven navigation through

available commands,

hosts other Code Hub solutions,

supports VSX environments

Intended for:
All
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One-liner(s) for Troubleshooting
by Danny Jung
https://community.checkpoint.com/t5/Enterprise-Appliances-and-Gaia/One-liner-for-Address-Spoofing-Troubleshooting/m-p/33204

ESC.de

Environment: 

GAiA

Runs at:

Bash (Expert mode)

Result:
CLI output

Benefits:
Simply copy & paste to your

GAiA CLI to receive detailed

information

Easier troubleshooting

Intended for:
All



Run a command across all VS
by Petr Hantak
https://community.checkpoint.com/t5/Enterprise-Appliances-and-Gaia/Show-bgp-peers-across-VSX-in-CLI/m-p/39929

ESC.de

Environment: 

VSX GAiA

Runs at:

Bash (Expert mode)

Result:
CLI output

Benefits:
Easily run a command

across all VSs on a VSX

system simultaneously

Intended for:
Check Point SEs, Partners

(Available to customers)



Run a command across all gateways
by Heiko Ankenbrand
https://community.checkpoint.com/t5/Enterprise-Appliances-and-Gaia/GAIA-Easy-execute-CLI-commands-on-all-gateways-simultaneously/m-p/50971

ESC.de

Environment: 

SMS GAiA

Runs at:

Bash (Expert mode)

Result:
CLI output

Benefits:
Easily run a command

across all gateways

managed by a SMS 

simultaneously

Intended for:
Check Point SEs, Partners

(Available to customers)



CP Viewer
by Petar Markota
https://community.checkpoint.com/t5/Visibility-Analytics/CPViewer-visualize-your-cpview-cpinfo-files-in-5-minutes/m-p/71345

ESC.de

Environment: 

Ubuntu VM

Runs at:

Web browser

Result:
CPinfo, CPview database

visualization and

GAiA health check

Benefits:
Easily analyze Check Point 

system data to identify issues

Supports troubleshooting

by visualization

Intended for:
Check Point SEs, Partners

(Available to customers)
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Security Gateway Inventory
by Kaspars Zibarts
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/Security-Gateway-Inventory/m-p/32547

ESC.de

Environment: 

MDS GAiA

Runs at:

Bash (Expert mode)

Result:
CLI output, HTML file

Benefits:
Live inventory listing of all CP 

gateways managed by a MDS

Output easily modifiable

Intended for:
Check Point SEs, Partners

(Available to customers)



Office 365 Object Creation
by Stuart Green (Python) / Daniel Meier (Bash)

https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/Can-we-create-custom-updatable-objects-in-R80-20/m-p/47914/highlight/true#M3190
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/Basic-script-for-importing-IP-Address-objects-from-feed-here/m-p/40842/highlight/true#M2759

ESC.de

Environment: 

Management API

Runs at:

Bash (Expert mode)

Result:
O365 object group

Benefits:
Alternative to MS Office 365 object

Overcomes R80.20 limitation (sk131852)

Can be re-used for similar needs

Intended for:
All



Automatic hosts discovery and creation
by Nicolas Boissé
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/R80-10-Hosts-Discovery-and-creation/m-p/38708

ESC.de

Environment: 
SMS GAiA /

SmartConsole

Runs at:
Bash (Expert Mode) /

Scripts repository

Result:
Hosts within group objects

Benefits:
Easy hosts discovery and

creation during initial setup of

Security Mangement

configuration

Intended for:
All



Automatic objects tagging
by Jozko Mrkvicka
https://community.checkpoint.com/t5/General-Management-Topics/How-to-count-objects-of-a-group/m-p/21558/highlight/true#M4185

ESC.de

Environment: 
SMS GAiA /

SmartConsole

Runs at:
Bash (Expert Mode) /

Scripts repository

Result:
Tagged group objects

Benefits:
Easy tagging of groups for

various needs. Here: Adding

the number of grouped hosts

Intended for:
All



MDSM Demo Environment
by Jim Öqvist
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/Sample-batch-script-to-deply-MDSM-environment-for-lab-purposes/td-p/39874

ESC.de

Environment: 
Multi-Domain Security 

Management

Runs as:
Windows Batch script

Result:
MDSM demo environment
single / redundant

Benefits:
Overcome DemoPoint limitation

Save time setting up MDSM lab 

environment

Intended for:
Check Point SEs, Partners

(Available to customers)



Apple Siri Shortcuts + MGMT API
by Adam Forester
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/iOS12-Siri-Shortcuts-and-MGMT-API/m-p/40448

ESC.de

Environment:
Apple iOS + Shortcuts App

SMS GAiA

Runs as:
Siri command, Bash script

Result:
Output on iPhone screen

Benefits:
Voice control of your firewall

Quick checks on your mobile

Intended for:
Testing purposes



Multi-Factor Auth w/ Google Authenticator
by Vladimir Yakovlev
https://community.checkpoint.com/t5/General-Topics/MFA-with-Google-Autheticator/m-p/55703

ESC.de

Environment:
Android Phone with

Google Auth App / Radius

Provided as:
PDF tech doc

Result:
Step-by-step guide for all required

commands and settings

Benefits:
Google MFA usage with CP

Intended for:
All

Alternative: MFA with Microsoft Authenticator by Rodrigo Silva



Access rule creation via HTML
by Charles Currier
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/What-the-Management-API-can-do-for-you/m-p/44420

ESC.de

Environment:
Management API

Runs as:
Python script

Result:
HTML-based access

rule creation

Benefits:
Simple creation of rules within

your web browser

Intended for:
Testing purposes



DAIP VPN IP Change Tracker
by Daniel Sceberra
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/CheckPoint-DAIP-VPN-get-Peer-Names/m-p/35633/highlight/true#M2197

ESC.de

Environment:
MGMT GAiA

Runs as:
Bash (Expert mode)

Result:
output.txt with all IP changes

Benefits:
Scripted use of

rs_db_tool -operation list

for easy tracking of IP changes

Intended for:
All



VPN IPsec Tunnel w/ Raspberry Pi WiFi AP
by Stuart Green
https://community.checkpoint.com/t5/CloudGuard-SaaS/CloudGuard-Connect-Demo-with-Raspberry-Pi/m-p/71571

ESC.de

Environment:
Raspbian OS

Runs as:
Bash, Python script

Result:
NSaaS CloudGuard Demo

for VPN IPsec tunnel with

Raspberry Pi

Benefits:
Step-by-step

Raspi config and

VPN setup guide

Purpose:
Demo
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Update Dynamic IP via Management API
by Luca Famà
https://community.checkpoint.com/t5/API-CLI-Discussion-and-Samples/Using-R80-10-APIs-to-update-dynamic-public-IP-address/td-p/39413

ESC.de

Environment:
SMS GAiA

Runs as:
Bash (Expert mode)

Result:
Auto-updated IP and

topology of gateway object

Benefits:
Removes many

annoyances that

are caused by

dyn. GW IPs

Purpose:
Branch /

Home offices



Thank YOU!
Danny Jung

CTO at Check Point 4-Star Partner ESC

ESC.de


