
1©2020 Check Point Software Technologies Ltd. 

Boaz Barzel | Advanced Threats Solutions Expert, WW

Yaelle Harel |  Technical Product Marketing Manager

How to use Check Point to leverage 
MITRE ATT&CK Framework

BEST PRACTICES TO PREVENT ATT&CKS

“Always Be yourself, unless you can Be Batman, then always Be Batman”
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The Bozeman Reaction
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Why?
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Who?
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How?
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The Bozeman Reaction
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Attack Analysis

MOTIVATION:

OBJECTIVES:

MONEY

ENTER THE APARTMENT
SCAN THE APARTMENT
HIDE TRACKS
STEAL FROM ALL ROOMS
COLLECT DATA FROM COMPUTERS
CARRY OUT STOLEN ITEMS
RUNAWAY

METHODS:

STEAL THE BUILDING’S ENTRY CODE
BREAK THE APARTMENT’S LOCK
OPEN CLOSETS 
EMPTY DRAWERS
LOOK IN THE FRIDGE
USE GLOVES
MOVE FROM LIVING ROOM TO KITCHEN
MOVE FROM KITCHEN TO BEDROOMS
STEAL THE COMPUTERS
TAKE THE TV AND OTHER ITEMS
LEAVE THROUGH THE DOOR

ATACKER: ARBITRARY ROBBER

TOOLS: HAMMER
GLOVES
BAGS
CAR
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Attack Analysis

MOTIVATION: MONEY

ATACKER: ARBITRARY ROBBER

TOOLS: HAMMER
GLOVES
BAGS
CAR

Enter the 
apartment 

Enter the 
building 
using the 
code

Break the lock

Scan the 
apartment 

Open closets

Empty 
drawers

Look in the fridge

Hide 
Tracks

Use glove

Steal from 
all rooms

Move from 
living room to 
kitchen

Move from kitchen to 
bedrooms

Collect 
Data

Steal the 
Computers

Carry out 
items

Take items

Leave 
through 
Door

OBJECTIVES:

METHODS:
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Physical to Digital
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In this workshop:

 MITRE ATT&CK overview

 Best Practices that will Boost your skills:
 Visualize

 Assess Risks

 Map your Coverage 

 Investigate

 Prevent

 Check Point’s solution value

 Takeaways you can apply
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Overview

MITRE ATT&CK Framework
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• Nonprofit, federally-funded U.S. research organization.

• The very first company to register a .org domain name.

• Created the CVE – Common Vulnerabilities & Exposures (1999)

• Released CRITs - Collaborative Research Into Threats (2014) 

• Launched MITRE ATT&CK framework (2015).

Facts about MITRE

[Internal Use] for Check Point employees​
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• Common language knowledge base

• Real-world visibility into adversaries’ behavior

• Free and Open community

• Adopted by Fortune 500 and government entities

Can be leveraged to security Assessment and incident response 

What is MITRE ATT&CK?

[Internal Use] for Check Point employees​

Adversaries Tactics Techniques & Common Knowledge
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Cyber Kill Chain vs. MITRE ATT&CK

Recon Weaponize Deliver Exploit Control Execute Maintain

 Priority definition
 Planning, Direction

 Target Selection
 Information Gathering

 Technical, People, 
Organizational

 Adversary OpSec
 Establish & Maintain Infrastructure
 Persona Development
 Build Capabilities
 Test Capabilities
 Stage Capabilities

1. Initial Access
2. Execution
3. Persistence
4. Privilege Escalation
5. Defense Evasion
6. Credential Access
7. Discovery
8. Lateral Movement
9. Collection
10. Exfiltration
11. Command and Control
12. Impact

PRE-ATT&CK Enterprise ATT&CK
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Tactic The attacker’s tactical objective 

Technique The way a tactic is achieved

Software Tools used to attack

Group Threat Actors - Known adversaries

MITRE ATT&CK basics

Adversary 
group

Techniqu
e

Software Tactic

Uses

Uses

Accomplishes
Implements

MITRE ATT&CK Tactics:
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Attack Analysis

MOTIVATION: MONEY

ATACKER: ARBITRARY ATTACKER

TOOLS: HAMMER
GLOVES
BAGS
CAR

Enter the 
apartment 

Enter the 
building 
using the 
code

Break the lock

Scan the 
apartment 

Open closets

Empty 
drawers

Look in the 
fridge

Hide 
Tracks

Use glove

Steal from 
all rooms

Move from 
living room to 
kitchen

Move from 
kitchen to 
bedrooms

Collect 
Data

Steal the 
computers

Carry out 
items

Take items

Leave 
through 
Door

OBJECTIVES:

METHODS:

Execution Discovery Defense 
Evasion

Lateral 
Movement Collection Exfiltration

GROUP:

SOFTWARE:

TACTICS:

TECHNIQUES: Run Script

API

PowerShell

…

Account 
Discovery

File and 
Directory 
discovery

… 

Hidden Files 
and 
Directories

Clear 
command 
history

….

Remote 
Desktop 
Protocol

Remote File 
Copy

Windows 
admin shares

…..

Audio Capture

Clipboard Data

…

Data 
Encrypt

Data 
Transfer

….

WannaCry

RobbinHood

Agent Smith

…..

APT 33

DustDorm

….
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MITRE ATT&CK - Enterprise Matrix
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MITRE ATT&CK - Mobile Matrix
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•How Effective are my Defenses?

•How do I Measure it?

•Do I have a Chance of detecting APTs?

•How Useful is the Data I am collecting?

A Few Questions to Ask Yourself
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MITRE ATT&CK Use Cases

Threat Intelligence Detect & Analyze
Red Team & 

Adversary Emulation
Assessment & 

Response

Attack Navigator

https://mitre-attack.github.io/attack-navigator/enterprise/
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In this workshop:

 MITRE ATT&CK overview

 Best Practices that will Boost your skills:
 Visualize

 Assess Risks

 Map your Coverage 

 Investigate

 Prevent

 Check Point’s solution value

 Takeaways you can apply


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Best Practices

Boost your SECURITY capabilities 
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ATT&CK Best Practices

Visualize
Attacks, Adversaries, Techniques

Assess
Attacks, Adversaries, Defenses

Map
Risks, Defense Gaps

Investigate
Attacks, IncidentsPREVENT
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 Best Practices that will Boost your skills:
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
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Visualize

Mobile ATT&CK Analysis 
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“Agent Smith” Mobile Malware
Discovered by Check Point’s research team

Agent Smith Attack Methods

Dormant versions on Play Store

Injected into legitimate apps

Listen on BOOT_COMPLETE

Exploit OS Vulnerability (Janus, Feng-Shui, Bundle)

Enumerate all apps

payload masked as JPG

Hide Icon

Man-in-the-Disk for specific apps

Calls ads for every intent of original app
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Agent Smith – MITRE ATT&CK 

Agent Smith Attack Methods

Dormant versions on Play Store

Injected into legitimate apps

Listen on BOOT_COMPLETE

Janus, Feng-Shui, Bundle

Enumerate all apps

Payload masked as JPG

Hide Icon

Man-in-the-Disk for specific apps

Calls ads for every intent of original app

MITRE ATT&CK Technique

Deliver Malicious App via Authorized App Store

Masquerade as Legitimate Application

App Auto-Start at Device Boot

Exploit OS Vulnerability

Application Discovery

Obfuscated Files or Information

Suppress Application Icon

Access Stored Application Data

Android Intent Hijacking

MITRE ATT&CK Tactic

Initial Access

Persistence

Privilege Escalation

Defense Evasion

Credential Access
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ATT&CK Navigator Best Practices - Visualize
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In this workshop:
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


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Assess Risks

Know your Weak Points
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ATT&CK Navigator Best Practices – Assess Risks
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


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MAP

Expose your Vulnerabilities 
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Check Point’s MITRE ATT&CK Navigator
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ATT&CK Navigator Best Practices – Map – CP Splunk app
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ATT&CK Navigator Best Practices – Map – SmartEvent
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




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Investigate

RobbinHood ATT&CK Analysis
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“RobbinHood” Ransomware
Demands payment in exchange for decryption

RobbinHood – Tactics 

 Execution Command-line, API’s and other techniques.

 Defense Evasion Removed share connections.

 Credential Access Accessed encryption keys.

 Discovery Gathered OS and processes information.

 Collection Collected information from the system.

 Exfiltration Data was compressed.

 Impact Encrypted data and stopped services.



41©2020 Check Point Software Technologies Ltd. 

“RobbinHood” Phishing + RDP Attack 
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Sandblast Agent “RobbinHood” Full Forensics Report

https://forensics.checkpoint.com/robinhood/

https://forensics.checkpoint.com/robinhood/
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Sandblast Agent 
“RobbinHood” Attack Prevention and Analysis
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Prevent

ATT&CK Prevention
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DETECTION PREVENTION

80% 20%20% 80%
0 100

 Stop Attacks before they cause more damage
 Reduce TCO (Total Cost of Ownership)
 Increase ROI (Return on Investment)

ATT&CK Navigator Best Practices - Prevent
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Check Point’s coverage

Enterprise matrix coverage by 
Check Point Infinity  

Mobile matrix coverage by Check Point SBM + UEM
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Best Prevention by leveraging AI
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“RobbinHood” Mail Attack
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SandBlast Network
“RobbinHood” Attack Prevention and Analysis
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RobbinHood – Mapping to MITRE ATT&CK Coverage

MITRE ATT&CK TacitMITRE ATT&CK Technique SOURCE SBA Infinity

Command-Line Interface Mitre Prevent Prevent

Compiled HTML File Check Point Detect Detect

Execution through API Check Point Detect Detect

Scripting Check Point Prevent Prevent

Unsigned Process Check Point Detect Detect

User Execution Check Point Prevent Prevent

Disabling Security Tools Mitre Partial Detect Prevent

Network Share Connection Removal Mitre Strict Profile Strict Profile

Compiled HTML File Check Point Detect Detect

Scripting Check Point Prevent Prevent

Credential AccessPrivate Keys Check Point Detect Detect

Process Discovery Check Point Detect Prevent

System Information Discovery Check Point Detect Prevent

Collection Data from Local System Check Point Detect Prevent

Exfiltration Data Compressed Check Point Partial Detect Partial Prevent

Data Encrypted for Impact Mitre Prevent Prevent

Inhibit System Recovery Mitre Partial Detect Partial Detect

Service Stop Mitre None Partial Prevent

Process Termination Check Point Detect Detect

Execution

Defense Evasion

Discovery

Impact
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In this workshop:

 MITRE ATT&CK overview

 Best Practices that will Boost your skills:
 Visualize

 Assess Risks

 Map your Coverage 

 Investigate

 Prevent
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 Takeaways you can apply














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INFINITY

Check Point’s solution for ATT&CKs
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Comprehensive
One consolidated architecture to cover the MITRE ATT&CK
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Consolidated Security 
ArchitectureENDPOINT

Protection, Detection, Response

THREAT 
INTELLIGENCE
Research, AI, Sensors

MOBILE

Mobile Threat Defense

CLOUD

Infrastructure, Workload, Applications

MANAGEMENT

Unified, Integrated, Central

NETWORK

Perimeter, Data Center, Branch
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ThreatCloud

Devices

Gateways

V I S I B I L I T Y

F E E D S

• CERTS
• Law enforcement
• Partnerships
• Cyber Threat Alliance

A I  E N R I C H M E N T

• Attack campaigns hunting
• Phishing analysis
• Malware DNA
• Context aware detection
• DGA

RESEARCH & ANALYSIS

Cloud

1
0

0
’s

 m
ill

io
n

s 

O S I N T

• Community
• Social media
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ThreatCloud Automatic Technique Analysis
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ThreatCloud Portal – Infinity SOC

Search for 
any indicator

Activity 
timeline

Check Point 
Research 
insights

OSINT

Known 
attack 
surfaces

Geographical  
spread

Investigation with contextualized threat intelligence from Threat Cloud
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Let’s Analyze a Threat Group coverage

• Let’s analyze a Threat Group coverage

• For Example, you can see the MITRE 
ATT&CK mapping for APT 18

• APT 18 is a threat group that has operated 
since 2009 

• Targets a range of industries, including 
technology, manufacturing, human rights 
groups, government, and medical
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APT 18 ATT&CK Coverage - NGTP

Tactics Techniques NGTP

Initial Access External Remote Services

Execution
Command line interface

Schedule task

Persistence Registry run keys

Privilege escalation Valid accounts

Defense evasion

File deletion

Obfuscated files or 
information

Discovery
File and Directory discovery

PARTIAL
PREVENT

System information discovery

Lateral movement Remote file copy PREVENT

Command and  
control

Commonly used port PREVENT

Standard application layered
protocol

PREVENT
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APT 18 ATT&CK Coverage - NGTX

Tactics Techniques NGTP NGTX

Initial Access External Remote Services ROADMAP

Execution
Command line interface PREVENT

Schedule task PREVENT

Persistence Registry run keys PREVENT

Privilege escalation Valid accounts
PARTIAL
PREVENT

Defense evasion

File deletion

Obfuscated files or 
information

Discovery
File and Directory discovery

PARTIAL
PREVENT

PARTIAL
PREVENT

System information discovery PREVENT

Lateral movement Remote file copy PREVENT PREVENT

Command and  
control

Commonly used port PREVENT PREVENT

Standard application layered
protocol

PREVENT PREVENT
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APT 18 ATT&CK Coverage – Sandblast Agent

Tactics Techniques NGTP NGTX SBA

Initial Access External Remote Services ROADMAP

Execution
Command line interface PREVENT PARTIAL PREVENT

Schedule task PREVENT DETECT

Persistence Registry run keys PREVENT PARTIAL PREVENT

Privilege escalation Valid accounts
PARTIAL
PREVENT

ROADMAP

Defense evasion

File deletion PREVENT

Obfuscated files or 
information

PREVENT

Discovery
File and Directory discovery

PARTIAL
PREVENT

PARTIAL
PREVENT

ROADMAP

System information discovery PREVENT ROADMAP

Lateral movement Remote file copy PREVENT PREVENT DETECT

Command and  
control

Commonly used port PREVENT PREVENT PARTIAL PREVENT

Standard application layered
protocol

PREVENT PREVENT ROADMAP
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APT 18 ATT&CK Coverage - Infinity

Tactics Techniques NGTP NGTX SBA INFINITY

Initial Access External Remote Services ROADMAP PREVENT

Execution
Command line interface PREVENT PARTIAL PREVENT PREVENT

Schedule task PREVENT DETECT PREVENT

Persistence Registry run keys PREVENT PARTIAL PREVENT PREVENT

Privilege escalation Valid accounts
PARTIAL
PREVENT

ROADMAP PARTIAL PREVENT

Defense evasion

File deletion PREVENT PREVENT

Obfuscated files or 
information

PREVENT PREVENT

Discovery
File and Directory discovery

PARTIAL
PREVENT

PARTIAL
PREVENT

ROADMAP PARTIAL PREVENT

System information discovery PREVENT ROADMAP PREVENT

Lateral movement Remote file copy PREVENT PREVENT DETECT PREVENT

Command and  
control

Commonly used port PREVENT PREVENT PARTIAL PREVENT PREVENT

Standard application layered
protocol

PREVENT PREVENT ROADMAP PREVENT
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Check Point Infinity stands alone in addressing the 
entire MITRE ATT&CK Framework for the enterprise

NGTP NGTX INFINITY

Baseline network threat 
Prevention engines:

• Anti-Bot

• IPS

• Anti-Virus

Advanced network Threat 
Prevention engines:

• Threat Emulation

• Threat Extraction

• Artificial Intelligence

Additional security solutions:

• Endpoint: SandBlast Agent

• Mobile: SandBlast Mobile

• Cloud: CloudGuard family
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Simple
If it is not simple it will simply not happen
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•Sk15277- Learning mode to Best practice methodology 

̶ Get ATT&CK visibility without impact to the organization

̶ Simple to move to prevention

•Threat Emulation

̶ Enable with Cloud Emulation

̶ Background and Detect

•SandBlast Agent
̶ Always Analyze

̶ Don’t perform automatic remediation

Learning mode to Best practice methodology
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Simple Operation and Analysis
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In this workshop:

 MITRE ATT&CK overview

 Best Practices that will Boost your skills:
 Visualize

 Assess Risks

 Map your Coverage 

 Investigate

 Prevent

 Check Point’s solution value

 Takeaways you can apply
















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Takeaways

Prevent, Assess, Investigate
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Visualize

Assess

Map

Investigate

Prevent

ATT&CK Best Practices Summary

Anti-bot

Visualize:

 Use Forensics Reports MITRE Matrix 
to visualize

 Deep dive using ATT&CK navigator 

Investigate:

 Use SmartEvent to find incidents

 Analyze using Forensic Reports and
Threat Emulation Reports

 Respond quickly to ATT&CKs

Assess:

 Identify your adversaries 

 Assess risks using Check Point Splunk app

 Assess risks using Check Point SmartEvent

 Use ATT&CK navigator for assessment 

Map:

 Map your security coverage 

 Use Checkpoint’s navigator beta tool to 
map your Check Point’s products 
coverage

 Plan you security gaps closure 

Prevent:

 Apply Prevention NOT Detection

 Implement Threat Prevention 
Architecture

 Advanced AI technologies to Predict

 Choose Solutions Recommended by 
independent, trusted 3d party evaluators

Visualize

AssessInvestigate

Prevent

Map
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Useful links

Snap It!
Preventing Zero Day 
Attacks using MITRE 
ATT&CK Framework

AI Technologies 
White Paper

ATT&CK 
Navigator

Learning mode to 
Best Practice 
Methodology

Boaz (Batman) 
Barzel

Yaelle Harel


