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How to use Check Point to leverage 
MITRE ATT&CK Framework

BEST PRACTICES TO PREVENT ATT&CKS

ñAlways Be yourself, unless you can Be Batman, then always Be Batmanò



2©2020 Check Point Software Technologies Ltd. 

The Bozeman Reaction
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Why?
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Who?
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How?
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The Bozeman Reaction
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Attack Analysis

MOTIVATION:

OBJECTIVES:

MONEY

ENTER THE APARTMENT
SCAN THE APARTMENT
HIDE TRACKS
STEAL FROM ALL ROOMS
COLLECT DATA FROM COMPUTERS
CARRY OUT STOLEN ITEMS
RUNAWAY

METHODS:

STEAL THE BUILDINGΩS ENTRY CODE
BREAK THE APARTMENTΩS LOCK
OPEN CLOSETS 
EMPTY DRAWERS
LOOK IN THE FRIDGE
USE GLOVES
MOVE FROM LIVING ROOM TO KITCHEN
MOVE FROM KITCHEN TO BEDROOMS
STEAL THE COMPUTERS
TAKE THE TV AND OTHER ITEMS
LEAVE THROUGH THE DOOR

ATACKER: ARBITRARY ROBBER

TOOLS: HAMMER
GLOVES
BAGS
CAR
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Attack Analysis

MOTIVATION: MONEY

ATACKER: ARBITRARY ROBBER

TOOLS: HAMMER
GLOVES
BAGS
CAR

Enter the 
apartment 

Enter the 
building 
using the 
code

Break the lock

Scan the 
apartment 

Open closets

Empty 
drawers

Look in the fridge

Hide 
Tracks

Use glove

Steal from 
all rooms

Move from 
living room to 
kitchen

Move from kitchen to 
bedrooms

Collect 
Data

Steal the 
Computers

Carry out 
items

Take items

Leave 
through 
Door

OBJECTIVES:

METHODS:
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Physical to Digital


