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Managing Security Today is COMPLEX

Check Point
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Greater Lack of On-Demand
expertise Integration Services
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SECURITY MANAGEMENT
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Unified Policy
Management

THE PLATFORM TO Check Point
CONSOLIDATE ALL YOUR
SECURITY
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Efficient, Automated Integrated Threat
Operations Management
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UNIFIED POLICY MANAGEMENT




One Console to Manage Everything
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One Policy to Manage Everything
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Cutbound access
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Unparalleled Policy Granularity & Control

Check Point
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Control all traffic from the production network to the Internet

No. Name Source Destination Services & Applications _Data Action Install On
Outbound access &5 production_net . Internet @ AccessSublayer #*  Policy Targets
11 Social media for marketing E3 marketing_role v Internet £ Twitter *  Any é Accept fgd 5G13800
John 4] LinkedIn
L] Instagram
1.2 Developers upload developer_role [ Internet Dropbox §¥ Any Direction @ Accept {3 5G13300
Box Source Code - JAVA

Cleanup rule * Any #* Any * Any *  Any @ Drop fgd 5G13800

pload and download JAVA source code to Dropbox and Box
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Easily Segment Policy for =
Better Manageability and Control hegkroint

No. Name Source Destination Services & Applications Data Action Install On
571 Outbound access :5 production_net . Internet * Any % Any % AccessSublayer # Policy Targets
Ann Access Sensitive Servers *  Any * Any *®  Any * Any % SensitiveServers # Policy Targets

% | Instagram
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— ‘\‘ 2.2 " Access to Web Server #® Any B WebServer 9 https *  Any '@' Accept AWS
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Duties separated

based on IT role Each policy segment can be delegated

to distribute workload
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With one click, access all logs and rule details

Check Point
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0 Install Policy Session -
Standard "
=S = = X | EF = =-|InstallPaliy || Q Search Policy... E:-
Destination VPN Services & Applications Data Action
- 1 Enable open shell and open % magmt 33 Gateways_Group *  Any %] http #  Any e' Accept == HNone =
=e= WebUI from management _
2 stealth rule A €8 momt * Any * Any * Any @ Drop = Mone a
35 Gateways_Group
% ¥ Internet Access (3-7) =
3 Crrop high risk applications *  Any *  Any #  Any % High Risk *  Any @ Drop = Mone
¥ Critical Risk
;:} 4 Sales Operations Policy [E5 sales Operations *  Any #  Any *  Any *  Any % Sales Operations Pol = HNone
: . 41 Allow Sales Operations to access = % Any Internet #* Any Ba Office 365 §F Any Direction @ Accept = None
Share Portal Ac Document..,
4.2 Cleanup Rule *  Any *  Any *  Any *  Any *  Any @' Drop = None
5 File Sharing - user check *  Any Internet #  Any % File Storage and Sh... | #% Any = Ask == HNone
Q|G| Q O AlTime ~ | CurrentRule *| Enter search query (Ctrl+F) =
Found & results (5.7 sec.) Query Syniax
Description
29 MNov 15, 3:56:30 AM 222 Firewall &J inbound e... €3 192.0.2.200 @ Drop 10105121 B 197168.1384 nbsession 3 Standard nbsession Traffic Dropped from 10.10.5121 to0 192.168.138
28 MNov 15, 7:36:50 AM £22 Firewall &3 inbound e... €3 192,0.2.200 @ Drop El 105275 B 197,168.1358.4 Mapster_dir.. 3 Standard Mapster_directory_5555 Traffic Dropped from 10.82.7.5to0 1
28 MNov 15, 1:44:00 AM 222 Firewall L3 inbound e... &2 192,0.2.200 @' Drop 10105121 B 197,168.138.4 nbsession 3 Standard nbsession Traffic Dropped from 10.10.5121 t0 192,165,135
26 Mov 15, 8:15:30 PM 222 Firewall &3 inbound e... &2 192,0.2.200 @' Drop 1001100 EE 192,168.135.4 Mapster_dir... 3 Standard Mapster_directory_5555 Traffic Dropped from 10.0.1.100 to
26 Mov 15, 10:47:20 AM 332 Firewall  &d inbound e... 83 192,0.2,200 @ Drop  1015.234 EE 1921681384  TCP/5053 3 Standard TCP/5053 Traffic Dropped from 10.15.2.34 to 192,168 138.4

Mo tasks in progress E Demo Mode Mo changes | admin
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Admin Concurrency Increases Team Productivity

‘ Ann logs in, sees rule 3 locked
Ann

Check Point

SOFTWARE TECHNOLOGIES LTD.

|

1

1

1

|

I - = u
1 . Source Destination Services
1

|

1

|

|

|

* [Rules 1-2} Management & Gateways =
1 Enable open shell and open  H®  hanagement Server 5 Gateways #*  Any % Management... $ Accept
WeblUI from management
2 # Limit social applications to #*  Any L Internet * Any #*  Any @ Drop
off-hours
________________________________________________________________________
 [Rules 3-7) Internet Access =
s Drog high risk applications * Any * Any * Any * Any @ Drop !
S Biodl
________________________________________________________________________
r 4 Sales Operations Policy &8 Sales Opeartions #*  Any #*  Any #* Any % Sales Op
File Sharing - User Check * Any * Any *  Any * Any & Ack
- % Files
) Onc

. S Per:
Walter logs in, works on rule 3
Walter

Multiple admins can work on same policy without conflict
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Provisioning Orhestratlon
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SECURITY MANAGEMENT
N
D\
Align security to your IT processes & systems
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Empower Self-Service Security

Check Point

Helpdesk Portal
Use R80 API to
automate routine
Helpdesk security A a" N
ta.S kS Add user Add application Add host

&% ) - )

ro

Reduce Security team
workload overhead

Block user Block application Block host
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INTEGRATED THREAT MANAGEMENT




Fully Integrated Threat Management

Check Point

Logging

SECURITY MANAGEMENT

.
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Event

: Reportin
Correlation P J

For Full Visibility Across Your Network
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A Single View Into Security Risk

Attack Types by Blades

ﬁ 4 IPS g "l Anti-Bot
Threat Anti-Vi
@ EmrSii;tiDn 0 2 B

Top Destination Countries
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Activity Timeline

@ Critical

Logs

@ High Medium

40

20

Tue 29

Top Destinations

Severity Destination

10.82.92.147
S 192.168.55.23
B 107210015
B® 10.7.98.85

EE 192.168.72.190
B 192.168.72.103
10.82.82.108
E= 192.168.11.156
I 10.226.111.81
E= 192.168.11.153

Wed 30 Thu 31

Elade

| Al
€
@ Anti-Bot, Ant-vVirus
€ s

| s

g Anti-Bot

g Anti-Bot

| I

ﬂ Anti-Virus

| Al

7

Fri1 Sat 2 Sun3

Top Attacks

Logs Severity Protection Name

30 - s Malicious Binary.balmbl)

15 s Eackdoor.Win32 Taidoor. A .

18 s MIT Kerberos kadrm’ .0 RPC

20 s Microsoft Windows RASMA. . /

30 s Exploited doc document 1lilati ._f v A
7 =0 Microsoft WINS Local Privile... \‘{ r'r '/

3 0 Alt-M Technologies Security... '

5 [ Virus.WIN32.Eicar-Modified-... ﬂ Anti-Virus

< Critical 8 Protections 4Blades

5 - |
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Investigate the Threat

Protection Name Severity Blade Action

Backdoor.Win32.Taidoor. A am— Critical g Anti-Bot i Detect, Prevent

Attacks Top Sources Top Destinations Top Source and Destination Countries

(@: 8 Prevented R 192.168.72.87

192.168.196.118
192.168.20.30

192.168.72.65
10.82.92.30 192.168.72.103
107.196.118 O
192.168.5.18
10.7.210.15
Qf 'I 'I Detected 192.168.10.115 1032.1187 o
Mot prevented due to policy
10.82.92.109 ©
192.168.52.9
10.126.51.3
2 5

192.168.55.81 97168 4095

I T T T T I T T T 1

0 2 4 8 10 0 2 4

Logs Logs
Activity Timeline . ‘&
&
@Prevent @ Detect #
2 . .
| \ |
panari il
C D — - - B —
Wed 20 8:00 AN 4:00 PM Thu 21 8:00 AM 400 PM Frizz 8:00 AM 4:00 PM sat 23 8:00 AM 4:00 PM Sun 24 8:00 AM 2:00 PM Mon 25 8:00 AM 4:00PM Tue 26 8:00 AM 4:00 M Wed 27 8:00 AM 4:00 PM

g—

/7 J _ 2N e
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From View to Action

* Queries | <

Time

25 Jan 16, 4:19:09 AM
25 Jan 16, 3:31:53 AM
23 Jan 16, 11:22:09 PM
23 Jan 16, 6:36:22 PM
23 Jan 16, 7:35:09 AM
21 Jan 16, 11:17:09 PM
21 Jan 16, 10:42:09 AM
21 Jan 16, 9:54:09 AM
21 Jan 16, 3:32:15 AM
21 Jan 16, 12:23:09 AM
19 Jan 16, 10:16:42 PM

/

oG Qo1

Found 11 re
Origin Action
3 HQ-GW D
£ HO-GW De
£ HQ-GW Dl
HQ-GW Dél
HQ-GW D
£2 HQ-GW D
£ HQ-GW Dl
HQ-GW Dél
HQ-GW D
£ HQ-GW D¢
£ HO-GW De

Ll:lg Details

Detect A v i
Detected on 10,132,565 on 25 Jan 2016 at 04:19:09

Log Info o~ Traffic e
Crigin = HQ-GW

Policy A
Time () 25 Jan 16, 4:19:09 AM

Action Detect
Blade @ Anti-Bot

Policy Name Standard
Product Family @ Threat

Scope 192.168.72.87
Type = Log

Malware Rule Mame Recommended Protections

. . Malware Rule ID RULE_UID_TP_01
Protection Details s

Severity Critical Actions e

Confidence Level s Medium-High

Threat Wiki Go to Threat Wiki

Taidoor

MMalware Family

Remediation Go to Remediation Options
i Communication with C&C site . .
Malware Action n Add Exception Add Exception...
Protection Name oor.Win32 Taidoor.A Repaort Log Report Log to Check Point
Protection Type 'l:]' Signature

Resource http://192.168.72.87/ogkrl.php?id=0... More

B
\

" OR "DDoS Protector” « 2 4

ﬂ Signature
ﬂ signature
[] Signature Bdtky,

W signature Backd’c‘i‘g'
WU signature Az
ﬂ Signature

ﬂ aignature

1

':] Signature
ﬂ Signature

Respond to security incidents immediately

and prevent the next attack
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Easily Customizable, Monitor What’s Important

Cf O Lot 7 Dy ~ F

HNew Dashbaard

Gamewys

e 5 S

LIsers

1 33 Users

Top Categories by Logs

Actiiry Temselne

Man Xk
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Total Traffic

ﬂ 2 AGR TowlTraffic

Top Users by Traffic

P04 A2 &8 eave e

Tue 24 Wed 5 Tiis 6

nologies Ltd.

Fei 27 Sar 1 a7 waan i

High Risk Applicaticns / Sites

m 3 High Risk Applications / Sites

Allorwed Applicatians

Application ! Slim Rink
0 ki

Laghlein rescue OperiPi

=5
Check Point

SOFTWARE TECHNOLOGIES LTD.

Blecked Applications

LLe

10 Applic anicne

23 Applcatiare

-\.
|
n
E
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Easily Customize Your Reports

Check Point

Accessible from

any devic//-

Management
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Keep Your Security Compliant

Overview

Compliance blade helps you optimize your security settings and compliance with regulatory requirements,

Security Best Practices Compliance See All...
207 Best Practices monitored across S Secure 50%
s Good 4%
3 Gateways
- Medium 1%
13 Biades = Poor 3%

b

Regulatory Compliance

Helps you optimize your o N bsp oo

Compliant 15 requirements Compliant

security settings & compliance

78% ISO 27001 82%
Compliant 27 requirements Compliant
/'/’ :
71% NIST 80... 77%

Compliant 22 requirements Compliant

Gateways

e r7130gw
& Bimgmt

= aws-sec-gw

HIPAA

17 requirements

ISO 27002

159 requirements

PCI DSS

54 requirements

©2016 Check Point Software Technologies Ltd.
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What Our Customers Are Saying

“R80 is great, everything
IS In one place so it’'s
easy to get a full picture

of your enterprise security.”
“I really liked it, / o

/ / /,
dc wif | could go back A

[\ ,.‘

’
“With R80
e features w
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Check Point

THE FUTURE OF
@ SECURITY MANAGEMENT

Consolidate all your security

Keep pace with dynamic environments

Deploy security without impeding innovation

Gain full visibility to prevent the next attack



COMMUNITY. CHECKPOINT.COM  cneokpoint

° ‘aﬁ IMUN
® ~ EXPLORE. SHARE. DISCUSS.
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Ask questions. Share code. Stay up-to-date.

® 0 a

Customers Partners Experts
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