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1. Compliance Blade
- How align with Check Point security best practices.
- How to comply with industry regulations (ISO, PCI, LGPD, etc)

2. SmartEvent
- Gain visibility with Smart Event
- Learn about SmartView and Smart Event Policy

Agenda
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Why Use The Compliance Blade?

• Making sure you’re getting the most security out of your CP Platform.
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Increased Security Scores

• Eliminating Poor Configurations

• Rules using any, any, accept

• Anti-spoofing is disabled

• Expired or unused rules

• Uncommented or undocumented rules

• 300+ Predefined Check Point Security Best Practices

• Customizable best practices to match your environment

• Monitoring changes in real-time
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Detect Human Errors

• Misconfiguration of Gaia OS parameters

• Building non-compliant firewall rules

• Adhering to company configuration 

standards

• Auditable changes

Mistakes happen, but mistakes can be detrimental to your 
security posture!
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Regulatory Compliance

• Translates thousands of complex regulatory requirement into 
actionable Security Best Practices

• 39 Built In Check Point Regulations

• Build custom compliance regulations

for your environment and import
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Commercial Model

Annuity Blade

1 2

3
Multi-year 

Options

GW-based,
not Container

$

Management 
License

Multi-Domain 
Pricing

Management
1st Year Free
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Check Point Differentiation

Covers CP Products (FW, Blades, 
Management, GAiA,etc.)

Covers Firewall Only

Fully Integrated into Management Third Party analysis (i.e. you need to buy 
another tool)

Find issues in real-time BEFORE you push 
policy

Run analysis reports after the fact

Used every day Maybe used two to four times a year
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SmartEvent: Full Threat Visibility

Unified 
Views

Customizable 
Visibility

Real-Time Forensic &
Event Investigation
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What is SmartView?

• SmartView is an application of the SmartEvent server

• SmartView is used for analytical purposes

• Consists of widgets

Each widget performs an independent query

Generates a graphical presentation (such as maps, timelines, 

graphs, tables etc.) of the relevant information selected in the 

widget
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Easily Customize your Reports

Management Helpdesk Auditor

Accessible from 
any device
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• Endless possibilities of reporting styles

• Generate reports for any audience

• Create your own templates
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What are events?

• Events are predefined or user defined filters and thresholds for certain values

for fields such as action, protection name, blade etc.

• If traffic (or audit) logs has reached the threshold – an event is generated.

• We can add the following features to most events

• Automatic reactions

• Mail

• External script

• Block source

• Block event activity

• SNMP trap

• Exclusions

• Exception

• Time objects
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What are events?

Example for audit event: CP

admin login at irregular hours.

In this event there’s a time object 
defining what are the regular working 
hours.

Logging out of this range will

produce this event.



16©2023 Check Point Software Technologies Ltd. 

What are events?

Example of a DLP traffic event:

This DLP event was created as a result 
of a DLP incident.
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Additional Resources (CheckMates ToolBox)

• Compliance Blade

• Smart Event



18©2023 Check Point Software Technologies Ltd. 

• Compliance Blade is EASY to use and 
customizable

• Can help detect and fix misconfiguration

• Generate audit reports (ISO, GDPR, SOX, 
PCI DSS and more)

• Smart Event Provides full threat visibility 
(SmartView and Events)

Summary



19©2023 Check Point Software Technologies Ltd. 

Thank you!

Email us at - compliance@checkpoint.com
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