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Introduction to Compliance Blade

- It's a Management Blade
- Helps you Monitor entire CP environment

- |[dentifies misconfigurations
- Detects and alerts configuration and policy errors in real-time
- Maps configuration to regulatory requirements
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Why Use The Compliance Blade?

- Making sure you’re getting the most security out of your CP Platform.

Increased Detects Regulatory
Security Scores Human Error Security Compliance
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Detect Human Errors

- Misconfiguration of Gaia OS parameters

- Building non-compliant firewall rules

- Adhering to company configuration
standards

- Auditable changes

Mistakes happen, but mistakes can be detrimental to your
security posture!
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Regulatory Compliance

- Translates thousands of complex regulatory requirement into
actionable Security Best Practices

- 39 Built In Check Point Regulations
(R80.40)
- Build custom compliance regulations
for your environment and import

CERTIFICATION
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CHECKMATES
Checkmates ToolBox @ TOOLBOX

- Download latest Compliance Blade Regulations
- Import into Compliance Blade

- Updated constantly Scan t
can to access
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Customer requirements and use cases

- Verify their Check Point configurations and deployments
« Multi site deployment verifications

 Report on 3™ party compliance audits for their Check Point Kit.
* For example PCI DSS audits.

- Track and report on internal regulatory compliance
* CIS Check Point Firewall benchmark
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Compliance blade helps you optimize your security settings and compliance with regulatory requirements.
Object Categories

Z Z Z 7 Z Z & Network Objects

Security Best Practices Compliance e Gateways ®Top5 O Bottom5 () Favorites . Blades

% Services

2 1 4 Best Practices monitored across e Secure o HomeGW 74% Firewall =® Applications/Categories
Good 4% Gaia OS % VPN Communities

1 Gateway
4o Data Types

Medium URL Filtering

Locs 4t Users

MONITOR 8 Blades Poor % IPSec VPN

1PS W servers

© Time Objects
N UserCheck Interactions
Action ltems and Messages Regulatory Compliance © Limit

) &, Updatable Objects
ng Action Iltems

O Overdue items 2 Upcoming items O Future items 78 Unscheduled items

GDPR

juirements
2 Security Alerts

December 15th 2020 16:05 ~
Change made by admin on Firewall Blade violates with ISO 27002, NIST 800-53, ISO 27001, PCI DSS 2.0, DSD, HIPAA Security, GLBA, NIST
800-41, Firewall STIG, CobiT 4.1, MAS TRM, GPG13, NERC CIP, FIPS 200, SOX, Katakri 3.0, CJIS, PCI DSS 3.0, PPG 234, Protection of

Personal Information Act, 2013, Statement of Controls (ISAE 3402), IT Grundschutz - Security Gateway, GDPR, New York State

Cybersecurity Regulation, PCI-DSS 3.2, SANS Top 20, Customer Security Programme (CSP) regulations

December 15th 2020 08:50
Change made by admin on IPSec VPN Blade violates with ISO 27002, ISO 27001, PCI DSS 2.0, HIPAA Security, GLBA, NIST 800-53, CobiT
4.1, Firewall STIG, MAS TRM, NERC CIP, FIPS 200, SOX, CJIS, Katakri 3.0, NERC CIP (v.5), PCI DSS 3.0, PPG 234, Protection of Personal

ISO 27002 NIST 800-41

22 requirements

s SOX
January 3rd 2021 17:57 ‘ A : <
The Compliance Blade update package has succeeded. Security Best Practices and Regulations will be updated automatically B : g sl

August 25th 2020 10:52
The Compliance Blade update package has failed. Please check the DNS and Proxy configuration on the Gateway or contact Check
Point support

2 Draft chang ed admin
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Commercial Model
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Multi-year

Annuity Bl :
nnuity Blade Options

S

=

GW-based, Multi-Domain
not Container Pricing

R)

Management
License

Management
1st Year Free
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Additional Resources

« Contact Check Point GRC for assistance!
EMAIL: compliance@checkpoint.com , robertog@checkpoint.com

« Compliance Blade Technical Resource Admin Guide (R80.10 and higher) -
SK120256
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THANK YOU

EMAIL US AT -
COMPLIANCE@CHECKPOINT.COM

YOU HE BEST SECURITY



