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General Activity 2
Top Services Top Sources Top Destinations
microsoft-ds 10.28.200.131 inchamsvdc003.techm... _
https tmchn1.techmahindra.... TM_10.10.10.109(10.10....
Idap 10.28233.10 PC_10.10.169.82 (10.10.1...
Kerberos_v5_TCP 10.10.142.149 TM_Hinj_D_10.10.0.2(1...
HTTP_proxy ukexchcas002.technmah... TM_Hinj_10.10.10.119¢...
BT_8081-8084 ukexchcas003.techmah... TM_Hinj_10.10.0.5(10.1...
Sbc_135-137 ukexchcas004.technmah... Bluecoat_172.24.8136(1... -
http ukexchcas001.techmah... TM_Hinj_10.10.0.1 (10.1... -
TCP_8833 10.6.16.38 10.72.7814 -
echo-request 10.6.1640 inpuetvmdc002.techm... -
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Sources

Top Allowed Sources
Source

110.20.34.10

_~110.20.33.4

110.20.24.3

_~110.20.24.5

110.20.24.1

_~110.20.34.19

| kg00464640_10.10.200.210
(10.10.200.210)

| PT00360114_10.10.200.104
(10.10.200.104)

Destination
[E= DNS_8.8.8.8 (8.8.8.8)

&5 8.249.255.254

= 13.107.21.200

= 68.232.34.240

2 more Destinations
&= 17.252.12.16

[#E 17.252.60.11

#={ 17.252.60.24

46 more Destinations
= 17.188.136.186
E= 17.188.138.70
E=17.188.165.209

28 more Destinations
= 17.252.12.26

E= 17.252.12.36
E517.252.12.37

28 more Destinations
&5 173.243.138.200
= 173.243.138.201
== RP_Techm_203.143.187.130 (2..

- 110.1.1.1
i 27.59.177.97

= ec2-52-1-72-205.compute-1.a..
7 more Destinations

B ec2-52-3-122-198.compute-1...
ES ec2-52-20-83-22.compute-1.a..
-~ 1169.254.60.152

1 more Destination

Logs

4.1K

108

67

65

51

43

40

31
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Top Blocked Sources

Source

110.14.129.38

L~ |
New_Websense_Proxy_10.254.40.1
22 (10.254.40.122)

[ ]
New_Websense_Proxy_10.254.40.1
21(10.254.40.121)

- 1172.24.2.166

_~|RP_SIP_10.10.248.131
(10.10.248.131)

_+110.20.31.129

_~110.3.150.165

ila CBI_Fortinet_peer_80.231.4.84
(80.231.4.84)

~110.20.31.133

Destination

#={ 40.100.28.178

E= 40.100.29.18

[#E 40.100.29.34

26 more Destinations
[El 42.159.132.26

= 45.60.15.241

11 more Destinations

B 63.251.252.12

14 more Destinations
ElZicore-rylcr-
35.nexus.btintra.com
(147.149.2.71)

_~|Remedy_10.10.3.8 (10.10.3.8)

4 more Destinations

[# 40.100.2.98

#={ 40.100.2.114

&= 40.100.28.178

16 more Destinations
=i HJ_EXT_203.143.184.4
(203.143.184.4)

=i abs-static-162.110.68.58.airce..

&= server-52-222-128-7.bom51.r..

&= streamerapil.finance.vip.gq1l..

| TM_Hinj_10.10.10.34 (10.10.10...
| TM_Hinj_10.10.204.57 (10.10.2...

2l5 TalkTalk_Web_62.172.198.163..
Sla TalkTalk_Web_62.172.198.187..

1= TalkTalk_Web_62.172.198.163..
EIZ TalkTalk_Web_62.172.198.187..

Logs

1.2K

942

780

408

350

249

242

205

181
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Destinations

Top Allowed Destinations
Destination

&S DNS_8.8.8.8 (8.8.8.8)

== RP_Techm_203.143.187.130
(203.143.187.130)

&5 8.249.255.254

1169.254.146.123

1169.254.236.127

= Guest_New_203.143.187.202
(203.143.187.202)

&= usdal2-ntp-002.aaplimg.com
(17.253.2.253)

S 68.232.34.240
[ 292-123-140-

27.deploy.akamaitechnologies.co
m (92.123.140.27)

= 108.177.119.188

Source
~110.20.34.10

#110.20.33.1
~110.20.33.4
~110.20.33.5
19 more Sources
~110.20.334

| PT00360114_10.10.200.104 (10..
_~ | kg00464640_10.10.200.210 (10...

_~110.20.33.5
~~110.20.33.6
110.20.33.7
12 more Sources
~~110.20.24.1
_~110.20.24.3
~110.20.24.4

1 more Source
~110.20.24.1
~110.20.24.3
~110.20.24.4

2 more Sources
.~110.20.33.4

~110.20.33.4

_#110.20.24.1
~110.20.24.3
~110.20.33.5
4 more Sources

Logs

4.1K

105

66

19

17

16

14

12

11
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Top Blocked Destinations

Destination

i 220.227.224.118

Elmicore-ryler-
35.nexus.btintra.com
(147.149.2.71)

1 Hinj_New_203.143.186.18
(203.143.186.18)

= 3104-122-102-
128.deploy.static.akamaitechnolo
gies.com (104.122.102.128)

i HJ_EXT_203.143.184.4

(203.143.184.4)

[E5 40.100.140.18

5 40.100.140.242

&5 40.100.140.226

Source

L]
New_Websense_Proxy_10.254.40.
122 (10.254.40.122)

7 1172.24.2.64

- 1172.24.2.100

- 1172.24.2.166

7 more Sources

B pc_4.2.2.1 (4.2.2.1)

&= DNS_8.8.8.8 (8.8.8.8)

i DNS_115.112.18.21 (115.112.18.
3 more Sources

-]

New_Websense_Proxy_10.254.40.
121 (10.254.40.121)

= e2-34-213-177-218.us-west-2..
MTN_Zambia_S2S_41.223.116...

=ls CBI_Fortinet_peer_80.231.4.8...
_~ linmuchlp03107.techmahindr...

| TM_Mum_10.3.82.204 (10.3.82..
_+~110.3.150.165
17 more Sources

_~ |inmuchlp03107.techmahindr...

_|Innovation_Lab_10.10.182.178..
110.14.129.38

14 more Sources

~110.3.150.165

~~110.10.138.204

. |Innovation_Lab_10.10.182.178..
21 more Sources

Logs

851

421

376

351

318

313

273

273
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Services

Top Allowed Services

Service

Source

Destination

Traffic Total

Logs

TCP/8802

echo-request

UDP_3478

VNC_5900_5950

udp_5000-10000

TCP_3700_47000

TCP_7000-9000

UDP/3544

| PT00360114_10.10.200..
| kg00464640_10.10.200..

.+ 110.20.33.1
~110.20.33.4
.~ 110.20.33.9
7 more Sources
~110.3.66.3
~110.3.66.5

| kg00464640_10.10.200..

2 more Sources

- 110.20.24.5

110.20.24.5

~110.20.24.1
_~110.20.24.2
~110.20.24.3
6 more Sources

_~110.20.24.3

_+110.20.32.1
~110.20.34.18

E= e c2-52-1-72-205.com..
5 ec2-52-3-122-198.com
2 more Destinations

&= DNS_8.8.8.8 (8.8.8.8)
[E5 8.249.255.254
6 more Destinations

= 52.112.193.205
21 62.7.242.247

3 more Destinations

ping3.teamviewer.co..
£13 ping3.teamviewer.co..

9 more Destinations

ping3.teamviewer.co..

glE ping3.teamviewer.co..

9 more Destinations

5 ec2-13-229-255-208..a..

[E5 17.242.28.35
43 more Destinations

[#E5 ec2-35-163-169-25.us.,
E= e c2-35-164-164-109.u..

13 more Destinations

[E5 65.55.158.118

Bytes

1.6MB

506.8KB

452.8KB

216.9KB

128.6KB

78.3KB

50.4KB

41.0KB

12

4.3K

20

13

55

17
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Top Blocked Services

https

http

HTTP_proxy

ESP
sip_tls_authentication
sqlnet1

etherip
Remote_Desktop_Protocol
TCP/61040
TCP_3700_47000
indeni
tcp_1_65535
TCP_7000-9000
microsoft-ds
BT_49156-49180
TCP_13724
TCP_3000-60000
TCP_8443
TCP_61000-61019
TCP_5223
TCP_62000
TCP_7000-7010
echo-request
TCP/61050
TCP/61070

4.8K
1.9K
641
317
104
77
72
59
56
48
40
37
35
29
28
28
17
17
16
15
12
11
10
9

9
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Gateways

Gateway Activity
Gateway Action Traffic Total Bytes Logs
HINJ_FW2 Detect 0B 189.7K
@) Drop 1.2KB 9.1K
@ Accept 3.2MB 4.8K
1.9KB 409
@ Encrypt 4568 2
Total:5Actions |- 32me | 200k
FW1_NSEZ Detect 0B 55.6K
@ Drop 0B 83
Total:2Actions | o | 557K
HINJ_FW1 Detect 0B 562
@ Drop 0B 35
@ Accept 6.4KB 16
Total3Actions | 64kB | 613
IN_KOLCORP_FW1 @ Drop 0B 64
Total1Action | o | 6a
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Gateways

Detect . Drop . Accept . <empty>
Encrypt
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