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This document is focused on a scenaricenforcingidentity-based policie®n security gateways running version
R80.30 and earlidn a Mult-Domain environment.

It specificallyprovides recommendations ardkscribes proceduresow to enforce identitybased policies for users
from other Management Domains

To learn more about Identity Awareness gbe Configuring Identity Awareness
https://scl.checkpoint.com/documents/R80.30/WebiinGuides/EN/CP_R80.30 IdentityAwareness AdminGuide
/62050.htmand other related materials.
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Security gteways managed by a single Management Servereamilya K I NS  dza S NE& Qeach RtBey. G A G A
However,in a MultiDomain environmenevery Domain Server has its own Internal Certificate Authority. Security
gateways from different Management Domains cannot establish Secure Internal Communication by default.
Therefore, tleyfail to communicateeach otherand share identities.

Establishing Trust in a MulilC Environmens possible but the procedure is complex and scales poorly.

Another challenge iISMB appliances with R77.26rsion, whiclrequire special efforts to process identitiasquired
by Identity Collector.
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Cyber threats exist within and outside of the traditional secure enterprise perimeter. In 38¥8 ofcyberattacks
were perpetrated by insidersn the face of this reality, legacy pemter-focused security approaches have become
ineffective. The outdated assumption that everything inside the security perimeter canrusted leaves
organizations exposed.

A new security paradigm closes these security gaps. Across the industry, spfdssionals are shifting to a Zero
Trust Security statef-mind: no device, user, workloadr system should be trusted by default, regardless of the
location in which it operates frormeither inside or outsidef the security perimeter.

Verifying usergpeople)is ane of thefive pillars of theZero Trustmodel With 81% of data breaches involving stolen
credentials, it is clear that username and passwords no longer prove the identity of a user. Identities are easily
compromised, so access controladui A Y Sa@luiat@ dssets must be strengthened.
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The ForresteZeroTrust Extended Security Model
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Traditionally, firewalls use IP addresses to monitor traffic and are unaware of the user and computer identities behind
those IP addresses. Identity Awareness removes this notion of anonymity since it maps users and computer identities.
This letghe admiristrator enforce access and audit data based on identity.

Critically,Identity Awareness is an easy to deploy anscalable solution. It is applicable for both Active Directory
and nonActive Directory based networks, as well as for employees and guerst us

“user@machine@ip”

Security Gateway with
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Identity Awareness illustration: AD Query

Furthermore,ldentity Awareness uses the Source and Destination IP addresses of network traffic to identity users
and computersThese elementsan be useds matching criteria in the Source and Destinafiietds ofa policyQ a
rules:

e The identity of users or user groups
e The identity of computers or computer groups

Identity Awareness letthe administator define policy rules for specified users, who send traffic from specified
computers or from any computetn addition,policy rulescan be createdor any user on specified computelise.
access roles combindgetwork,User group, Machine ID (QU)

Source Destination Services & Applications Content Action

% Any Y Internet D critical Risk *  Any @ orop 8 Log
*  Any O Internet *  Any * Any @® orop == None
(3 roleMarketing O Internet ® Media Streams *  Any @ Accept isplay captiv.  [E Log

fd Accounting
@3 roleCorpUsers O Internet R violence *  Any @® orop B Log
‘% Games
roleCarpUsers 0 Internet *  Any * Any @ Accept B Llog

E Accounting

A3 roleTechSupport * Any ® Rremote Administration %  Any @ Accept B Log

Rulebase example
Logscan be seebased on user and computer name, and not just IP addresses

Every Check Point Security Gateway need to know identities (users) and their associated IP addresses for identity
enforcement. Identity Awareness gets identities frdme configured identity sources.
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Identity sources options
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AD Query identity sourcexample

AD Query is an easy to deploy, clientless identity acquisition tool. It is based on Active Directory integration, and it is
completely transparent to the user.

AD Query works when:

e Anidentified user or computer tries to access a resource that creates an authentication request. For example,
when a user logs in, unlocks a screen, shares a network drive, reads emails through Exchange, or uses a
Intranet portal.

e AD Query is selected as a way to acquire identities.

The technology is based on querying the Active Directory Security Event Logs and extracting the user and computel
mapping to the network address from them. It is based on Windows Management InstruncenfétiMI), a standard
Microsoft protocol. The Identity Awareness Gateway communicates directly with the Active Directory domain
controllers and does not require a separate server.

Active Directory

Users 0 %e

Data Center

4 “user@machine@ip”
b— g

s Security Gateway with Source Destination Application
Identity Awareness

user@machine@ip | Data Center SAP

AD Query flow

No installation is necessary on the clients, or on the Adiiirectory server.

Identity Source Description

BrowserBased Identities are acquired througan authentication web portal on Identity Awareness
Authentication Gateway (Captive Portal), or Transparent Kerberos Authentication.

Active Directory Query Identities are acquired seamlessly from Microsoft Active Directory. This is a clientlesg
(ADQuery) identity acquisition tool.

Identity Agents Identities are acquired using agents that are installed on user endpoint computers.
Terminal Servers Identities areacquired using agents that are installed @windowsbased application

server that hosts Terminal Servers, Citrix XenApp, and Citrix XenDesktop services. T|
agents are used to identify individual user traffic coming from Terminal Servers.

RADIUS Acoating Identities are acquired using RADIUS Accounting directly from a RADIUS accounting

Identity Collector Identities are acquired using agents that are installed on Microsoft Active Directory
Domain Controllers, Cisco ldentity Services Eng8i€) Servers, or NetlQ eDirectory
Servers.
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Identity Web API

Providesa flexible method for creating identities.

Remote Access

Identities are acquired for Mobile Access clients and IPsec VPN clients configured to
in Office Mode, when they connect tbe Security Gateway.

Identity sources supported by Check Point Identity Awareness
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O 2 v aeht&Bidevantingit@impledénfidentity-based policies. It has a very complex environment

with amix of gateway types and versigfiom Embedded Gaia to Scalable appliances. It is managed byDdufiain
ManagementMDM)and may have addition&@ecurity Managment Servers(SMSYor specific tasksAn ntegration
with third party user stores such &sco ISEnd/or Microsoft Active Directoris typical

How s Identity Awarenessmplementedin this complex environment? Which featuregll be used? Howwill they

work together?

Data Center DC-1
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ComplexMulti-site Enterprise Architecture
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Maestro Hyperscal&lution (R80SP20managed by standalone Security Managemesgrver.
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Security Managemertierver (R80.20 note Maestrois managed froniR80.20 and aboveé.

Domain Controller sends identities lbentity Collectoywhichprovides them taa Maestrosecurity gateway

DG2

e

e

e

SecurityGatewayqR80.10)managed by MDM DMIQ.
MDM DMN-2 (R80.10)with specificcustom fixes
CloudGuardControlleron MDMcollects VMwareobjectsused inCheck Poinpolicy.

DG3

e

e

e

64000 securitappliances (R76SP50)
MDM DMN-3.
Terminal Servewith MUHagent sends identities to the 64000 security appliance

Branchl

Security Gateways (R77.30)

MDM DMN-4.

Local Domain Controllehat is a part of the corporate domasends identities tddentity Collector

VSX for Remote Access (splif@Dremote usergper 4 Virtual Systems for better performance and stability)
Local users (some of them also use Remote Access inside the LAN to access confidential data)

Hundreds of small officasith 5to 20usersandgas stations with 1108nd1400securityappliancesn a site
to-site VPN mesh

Branch?2

e

e

e

Security Gatewayd80.10)
MDM DMN-5 (R80.10.
Identity Collector acquires user identities from the Cisco ISE as well as from the Active Directory
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Security GatewaysevsionsR80.1Q and sometimedR77.3Q are widely used due to compliance restriction
and custom fixesOnlysome gateways can be upgraded.

Check Point Security GatewayH00 and 140@MB appliancegrotect smallnetworks i.e.there are multiple
segmentsincluding restricted segmentsvhich require useauthentication Unfortunately, Embedded Gaia
appliances do not suppothe Identity Collector.

Only authenticated users from remote branches should be abladress Data Center resources. It is
complicated to configuresharedtrust to allow Identity Sharing between gateways managed by different
Managed Domainsand separate Security ManagemenServers, whichare the trust authority for the
gateways they manage
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The key component for this solution is a PDP Broker.
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The PDP Broker functionality resolves the challevfggharing identities in largecale environmentsVith the PDP
Broker, ldentity Sharing can be easily achieved acrossnmanagement domains and across geographical or
organizational realms.
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There are two components of Identity Awareness: Policy Decision Point (PDP) and Policy Enforcement Point (PEP).

The PEP gateway registers on the PDP gatewaygdskithe list of networkshat this PDP may have identities for.

The PDRhen sends a list of networks to the PEP gateway in the registration process. The PDP gateway will
consequentlyperform a group membership query once a login event is observedvailidcalculate the Access Role
object matching. It will then create an ldentity Awareness Session related teotiree IP address.

In case a packet sourced by one of the networks learned from the PDP will arrive on the PEP, el gateway
will query the PDP for the current identities related to this source IP address.

The PDP will provide the relevant Access Role and the PEP will perform the rule base neadtotiimg or blocking

the packet accordingly.
A
"!"‘I

172.23.55.0/24

PDP / PEP ID sharing dialog

“user@machine@ip”

PDP

&

“I know network 172.23.55.0/24”
“Cool, | willrememberthis”

Gateway-1 ID Agent connecting to PDP
Packet destination — “AppServer”

Oh, | see a packet from source net
“172.23.55.0/24.

| need to ask PDP-Gateway-1 if he
knows this source host

AppServer “Sure, | know him: Access Role “Eng”,
user “bob”, machine “lap1” are matching
Sl IP 172.23.55.10”
.100 Gateway-2

“Thanks, now | can check which
rule will match for this Access Role
and the destination “AppServer”.

192.168.10.0/24

1) The PEP is learning about networks the PDP knows
2) The PEP is querying the PDP for a host from the learned network when seeing packets

PDP / PEP Identity Sharing
Please refer tokl49255[Advanced Access] for more details.

Initially the PDP Broker was developedaaspecial hotfivon top of R80.10 + JHF 1112 has beera part of the main
train since R80.40

The PDP Broker includes two functionalitiesiblisherand Subscriber ThePDP Broker Publishds the instance
initiating an HTTPS connection to tR&P Broker Subscribasing he ldentity Awareness API as underlying

1 R80.40 Early Availability phas€3 2019
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infrastructure. The functionality has been created in addition to theddo f f S R{ L&/ aédzt Hidky OU A 2y R?2
sk65404[Advanced Accesdlllowing the sharing identities across management domains from PDP to PEP instances.

Users and machines are represented as Access Role objects in the security policy. Once users have lodged on to t
network, the login event is learned by the PRRdthe matching Access Role is calculated and an identity session is
created. This identity session is shared with peering PDP Broker nodes and security gateways running the identity
based enforcement inahce PEP. The user will get access to the applications based on these identity sessions.

Establishing Trust in a MuliIC Environmer{sk65404)

The following i stepby-step procedure of establishing SIC trust between Identity Awareness entities nthhage
by different Security Management Servers / Domain Management Servers (this procedure is not required when
entities are managed by the same Management Servers). As an example, consider this environment:

e PDP_gwg The PDP gateway

e PDP_mgmg The Securitflanagement Server that manage®P_gw

e PEP_gw; The PEP gateway

e PEP_mgmg The Security Management Server that manages_gw
To establish communication between tREP_gwand thePDP_gw a certificate must be created of each side
signed by the Security Magement Server / Domain Management Server they triisius for PDP_gwto
communicate withPEP_gwthe PDP_gwwill be required to present a certificate that tHeEP_gwcan trust,

namely a certificate signed BREP_mgmtAs both sides require establishingntmunication between them
each side must have a certificate to be trusted by the other side.

On the other hand, th&DP Broker does not rely on SiGsless complicatedo configue identity sharing between
management domains and has additional featire


https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk65404
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Identity Awareness flow
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Although there is a version of the PDP Broker based on R80.10, it is a special build. It does not support any othel
hotfixes, Jumbo hotfixes, ettt.isthus preferable touse the latest R80.40 (main train) version for the PDP Banier
therefore, we add a dedicated R80.86curity Managemerfierverto manageall PDP Brokers.
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