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This document is focused on a scenario of enforcing identity-based policies on security gateways running version 

R80.30 and earlier in a Multi-Domain environment. 

It specifically provides recommendations and describes procedures how to enforce identity-based policies for users 

from other Management Domains. 

To learn more about Identity Awareness see the Configuring Identity Awareness  

https://sc1.checkpoint.com/documents/R80.30/WebAdminGuides/EN/CP_R80.30_IdentityAwareness_AdminGuide

/62050.htm and other related materials. 
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Security gateways managed by a single Management Server can easily ǎƘŀǊŜ ǳǎŜǊǎΩ ƛŘŜƴǘƛǘƛŜǎ ǿƛǘƘ each other. 

However, in a Multi-Domain environment every Domain Server has its own Internal Certificate Authority. Security 

gateways from different Management Domains cannot establish Secure Internal Communication by default. 

Therefore, they fail to communicate each other and share identities.  

Establishing Trust in a Multi-SIC Environment is possible but the procedure is complex and scales poorly. 

Another challenge is SMB appliances with R77.20 version, which require special efforts to process identities acquired 

by Identity Collector. 
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Cyber threats exist within and outside of the traditional secure enterprise perimeter. In 2018, 34% of cyber-attacks 

were perpetrated by insiders. In the face of this reality, legacy perimeter-focused security approaches have become 

ineffective. The outdated assumption that everything inside the security perimeter can be trusted leaves 

organizations exposed. 

A new security paradigm closes these security gaps. Across the industry, security professionals are shifting to a Zero 

Trust Security state-of-mind: no device, user, workload or system should be trusted by default, regardless of the 

location in which it operates from, neither inside or outside of the security perimeter. 

Verifying users (people) is one of the five pillars of the Zero Trust model. With 81% of data breaches involving stolen 

credentials, it is clear that username and passwords no longer prove the identity of a user. Identities are easily 

compromised, so access control to a buǎƛƴŜǎǎΩǎ valuable assets must be strengthened. 

https://sc1.checkpoint.com/documents/R80.30/WebAdminGuides/EN/CP_R80.30_IdentityAwareness_AdminGuide/62050.htm
https://sc1.checkpoint.com/documents/R80.30/WebAdminGuides/EN/CP_R80.30_IdentityAwareness_AdminGuide/62050.htm


 

 

 

The Forrester Zero Trust Extended Security Model 
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Traditionally, firewalls use IP addresses to monitor traffic and are unaware of the user and computer identities behind 

those IP addresses. Identity Awareness removes this notion of anonymity since it maps users and computer identities. 

This lets the administrator enforce access and audit data based on identity. 

Critically, Identity Awareness is an easy to deploy and a scalable solution. It is applicable for both Active Directory 

and non-Active Directory based networks, as well as for employees and guest users. 
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Identity Awareness illustration: AD Query 

Furthermore, Identity Awareness uses the Source and Destination IP addresses of network traffic to identity users 

and computers. These elements can be used as matching criteria in the Source and Destination fields of a policyΩǎ 

rules: 

 ɐ The identity of users or user groups 

 ɐ The identity of computers or computer groups 

Identity Awareness lets the administrator define policy rules for specified users, who send traffic from specified 

computers or from any computer. In addition, policy rules can be created for any user on specified computers, i.e. 

access roles combines Network, User group, Machine ID (OU). 

 

Rule base example 

Logs can be seen based on user and computer name, and not just IP addresses. 

Every Check Point Security Gateway need to know identities (users) and their associated IP addresses for identity 

enforcement. Identity Awareness gets identities from the configured identity sources. 

 

Identity sources options 



 

 

AD Query identity source example 

AD Query is an easy to deploy, clientless identity acquisition tool. It is based on Active Directory integration, and it is 

completely transparent to the user.  

AD Query works when:  

 ɐ An identified user or computer tries to access a resource that creates an authentication request. For example, 

when a user logs in, unlocks a screen, shares a network drive, reads emails through Exchange, or uses an 

Intranet portal.  

 ɐ AD Query is selected as a way to acquire identities.  

The technology is based on querying the Active Directory Security Event Logs and extracting the user and computer 

mapping to the network address from them. It is based on Windows Management Instrumentation (WMI), a standard 

Microsoft protocol. The Identity Awareness Gateway communicates directly with the Active Directory domain 

controllers and does not require a separate server.  

 

AD Query flow 

No installation is necessary on the clients, or on the Active Directory server. 

Identity Source Description 

Browser-Based 

Authentication 

Identities are acquired through an authentication web portal on Identity Awareness. 

Gateway (Captive Portal), or Transparent Kerberos Authentication. 

Active Directory Query 

(AD Query) 

Identities are acquired seamlessly from Microsoft Active Directory. This is a clientless 

identity acquisition tool. 

Identity Agents Identities are acquired using agents that are installed on user endpoint computers. 

Terminal Servers Identities are acquired using agents that are installed on a Windows-based application 

server that hosts Terminal Servers, Citrix XenApp, and Citrix XenDesktop services. These 

agents are used to identify individual user traffic coming from Terminal Servers. 

RADIUS Accounting Identities are acquired using RADIUS Accounting directly from a RADIUS accounting client. 

Identity Collector Identities are acquired using agents that are installed on Microsoft Active Directory 

Domain Controllers, Cisco Identity Services Engine (ISE) Servers, or NetIQ eDirectory 

Servers. 
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Identity Web API Provides a flexible method for creating identities. 

Remote Access Identities are acquired for Mobile Access clients and IPsec VPN clients configured to work 

in Office Mode, when they connect to the Security Gateway. 

Identity sources supported by Check Point Identity Awareness 
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[ŜǘΩǎ ŎƻƴǎƛŘŜǊ ŀ ǘȅǇƛŎŀƭ enterprise wanting to implement identity-based policies. It has a very complex environment 

with a mix of gateway types and versions, from Embedded Gaia to Scalable appliances. It is managed by Multi-Domain 

Management (MDM) and may have additional Security Management Servers (SMS) for specific tasks. An integration 

with third party user stores such as Cisco ISE and/or Microsoft Active Directory is typical. 

How is Identity Awareness implemented in this complex environment? Which features will be used? How will they 

work together? 

 

Complex Multi -site Enterprise Architecture 

9ƴǾƛǊƻƴƳŜƴǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ 

DC-1 

 ɐ Maestro Hyperscale Solution (R80SP20) managed by a standalone Security Management Server. 



 

 

 ɐ Security Management Server (R80.20, note Maestro is managed from R80.20 and above). 

 ɐ Domain Controller sends identities to Identity Collector, which provides them to a Maestro security gateway. 

DC-2 

 ɐ Security Gateways (R80.10), managed by MDM DMN-2. 

 ɐ MDM DMN-2 (R80.10) with specific custom fixes. 

 ɐ CloudGuard Controller on MDM collects VMware objects used in Check Point policy. 

DC-3 

 ɐ 64000 security appliances (R76SP50). 

 ɐ MDM DMN-3. 

 ɐ Terminal Server with MUH agent sends identities to the 64000 security appliance. 

Branch-1 

 ɐ Security Gateways (R77.30). 

 ɐ MDM DMN-4. 

 ɐ Local Domain Controller that is a part of the corporate domain sends identities to Identity Collector. 

 ɐ VSX for Remote Access (split 20,000 remote users per 4 Virtual Systems for better performance and stability). 

 ɐ Local users (some of them also use Remote Access inside the LAN to access confidential data). 

 ɐ Hundreds of small offices with 5 to 20 users and gas stations with 1100 and 1400 security appliances in a site-

to-site VPN mesh. 

Branch-2 

 ɐ Security Gateways (R80.10). 

 ɐ MDM DMN-5 (R80.10). 

 ɐ Identity Collector acquires user identities from the Cisco ISE as well as from the Active Directory. 

9ƴǾƛǊƻƴƳŜƴǘ LǎǎǳŜǎ ŀƴŘ ƭƛƳƛǘŀǘƛƻƴǎ 

 ɐ Security Gateways versions R80.10, and sometimes R77.30, are widely used due to compliance restriction 

and custom fixes. Only some gateways can be upgraded. 

 ɐ Check Point Security Gateways 1100 and 1400 SMB appliances protect small networks, i.e. there are multiple 

segments, including restricted segments, which require user authentication. Unfortunately, Embedded Gaia 

appliances do not support the Identity Collector. 

 ɐ Only authenticated users from remote branches should be able to access Data Center resources. It is 

complicated to configure shared trust to allow Identity Sharing between gateways managed by different 

Managed Domains and separate Security Management Servers, which are the trust authority for the 

gateways they manage. 

Ih² ¢h {h[±9 ¢IL{ t¦½½[9Κ 

The key component for this solution is a PDP Broker. 
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The PDP Broker functionality resolves the challenge of sharing identities in large-scale environments. With the PDP 

Broker, Identity Sharing can be easily achieved across management domains and across geographical or 

organizational realms. 

LŘŜƴǘƛǘȅ {ƘŀǊƛƴƎ 5Ŝǘŀƛƭǎ 

There are two components of Identity Awareness: Policy Decision Point (PDP) and Policy Enforcement Point (PEP). 

The PEP gateway registers on the PDP gateway asking for the list of networks that this PDP may have identities for. 

The PDP then sends a list of networks to the PEP gateway in the registration process. The PDP gateway will 

consequently perform a group membership query once a login event is observed and will calculate the Access Role 

object matching. It will then create an Identity Awareness Session related to the Source IP address. 

In case a packet sourced by one of the networks learned from the PDP will arrive on the PEP gateway, the PEP gateway 

will query the PDP for the current identities related to this source IP address.  

The PDP will provide the relevant Access Role and the PEP will perform the rule base matching, allowing or blocking 

the packet accordingly. 

 

PDP / PEP Identity Sharing 

Please refer to SK149255 [Advanced Access] for more details. 

Initially the PDP Broker was developed as a special hotfix on top of R80.10 + JHF 112. It has been a part of the main 

train since R80.401. 

The PDP Broker includes two functionalities: Publisher and Subscriber. The PDP Broker Publisher is the instance 

initiating an HTTPS connection to the PDP Broker Subscriber using the Identity Awareness API as an underlying 

                                                             
1 R80.40 Early Availability phase ς Q3 2019 

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk149255


 

 

infrastructure. The functionality has been created in addition to the so-ŎŀƭƭŜŘ άaǳƭǘƛ-{L/έ ŦǳƴŎǘƛƻƴ ŘƻŎǳƳŜƴǘŜŘ ƛƴ 

SK65404 [Advanced Access], allowing the sharing identities across management domains from PDP to PEP instances. 

Users and machines are represented as Access Role objects in the security policy. Once users have logged on to the 

network, the login event is learned by the PDP and the matching Access Role is calculated and an identity session is 

created. This identity session is shared with peering PDP Broker nodes and security gateways running the identity 

based enforcement instance, PEP. The user will get access to the applications based on these identity sessions. 

Establishing Trust in a Multi-SIC Environment (sk65404) 

The following is a step-by-step procedure of establishing SIC trust between Identity Awareness entities managed 

by different Security Management Servers / Domain Management Servers (this procedure is not required when 

entities are managed by the same Management Servers). As an example, consider this environment: 

 ɐ PDP_gw ς The PDP gateway 

 ɐ PDP_mgmt ς The Security Management Server that manages PDP_gw 

 ɐ PEP_gw ς The PEP gateway 

 ɐ PEP_mgmt ς The Security Management Server that manages PEP_gw 

To establish communication between the PEP_gw and the PDP_gw, a certificate must be created of each side 

signed by the Security Management Server / Domain Management Server they trust. Thus, for PDP_gw to 

communicate with PEP_gw, the PDP_gw will be required to present a certificate that the PEP_gw can trust, 

namely a certificate signed by PEP_mgmt. As both sides require establishing communication between them, 

each side must have a certificate to be trusted by the other side. 

On the other hand, the PDP Broker does not rely on SIC. It is less complicated to configure identity sharing between 

management domains and has additional features. 

https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk65404
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Identity Awareness flow 

Iƻǿ ŘƻŜǎ ǘƘŜ t5t .ǊƻƪŜǊ ǿƻǊƪΚ 

Although there is a version of the PDP Broker based on R80.10, it is a special build. It does not support any other 

hotfixes, Jumbo hotfixes, etc. It is thus preferable to use the latest R80.40 (main train) version for the PDP Broker and 

therefore, we add a dedicated R80.40 Security Management Server to manage all PDP Brokers. 


