
1©2023 Check Point Software Technologies Ltd. 

SMART
EXCLUSION
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Endpoints Have Never Been More Vulnerable

Complex 
Environments

Remote / Hybrid Work
No longer protected on-premise

Sophisticated Attacks

USER ERROR

FILELESS

ATTACKS

MALWARE

WEB-BASED

ATTACKS

ZERO-DAY

EXPLOITS

PHISHING
DATA THEFT

RANSOMWARE

BOT ATTACKS

EMAILS

Blurred borders
Between personal & organization use



3©2023 Check Point Software Technologies Ltd. 

Ranger Locker ransomwar gang demanded ransom from 
Belgian police using CVE-2022-27511 related to 

Citrix Server’s Application Delivery 
Management (ADM)

Best Security

Easy to Use

One Stop Shop

Cost Effective Single Client

What Customers needs?
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BEST SECURITY

Resolve threats 
with maximum precision 

and minimal analyst effort 
with prevention first approach

OPERATIONAL EFFICENCY

All the endpoint protection 
you need in a 

single, efficient 
and cost-effective solution

FULL OS COVERAGE

Windows, Mac, Linux, 
Servers, VDI 

And Mobile devices
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SMART

EXCLUSIONS
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What is the Challenge?

Multiple Devices

Multiple Operating Systems

Multiple Blades 

Time-Consuming
process 

Different user groups
and users needs
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What is the current Challenge with the legacy exclusions?

• Exclusion should be added separately for each capability / Blade.

• Exclusion should be added separately for each Operating System.

• Each capability / Blade supports his own format and abilities.

• There is no option to temporarily “Ignore” exclusion, only to entirely remove it

• Complex UI/UX.
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How can we Improve It?

Save Time

Save Money

Minimize Risk

Smart Exclusions
Can Reduce 80% of the time 

spent on exclusions. 
Can improve Operation Efficiency

for creating, deleting and managing
exclusions
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How can we Improve It?

• Exclusion can be added together for all capabilities / Blades.

• Exclusion can be added together for all Operating Systems.

• Unified format for all capabilities / Blades.

• New ability to temporarily “Ignore” exclusion.

• Smooth & Clear UI/UX.
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Additional Improvements

• Easy & fast inline editing. 

• Easy way to duplicate an exclusion.

• New Ability to create complex exclusions with a combination of a few methods.

• Easy way to migrate exclusions from the legacy Exclusions.
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Smooth & Clear UI/UX
Exclusion Name Active / In-Active

Operating System
&

Capabilities / Blades

Exclusion
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Unified Format for Selected Capabilities / Blades

Exclusion for all
Capabilities / Blades

Exclusion for selected
Capabilities / Blades
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Inline Exclusion Editing 
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Duplicate Exclusion 
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Complex Smart Exclusion 
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Easy Migration from Legacy Exclusion 
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Smart Exclusions Demo
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Smart Exclusions Q&A

What happens to exclusions failing to migrate to Smart Exclusions?
Would users be able to use / edit / manage them from Smart Exclusions?

• No, they are invalid exclusions in the first place.
This is the reason why we can’t migrate them to Smart Exclusions. 

Smart Exclusion Migration is done per rule? or it’s done for all rules at the same time? 
• Smart Exclusion migration is done per rule.

Is it possible to migrate smart exclusions back to legacy exclusions?
• No, after saved changes it is not possible to migrate back.

Do all client versions support Smart Exclusions?
• No, client version 87.50 is the first supported client version.
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Provides comprehensive market-leading security
• Complete endpoint security

• Prevention-first approach

• Automation & AI for increased accuracy TCO
Reduced TCO

• Easy to deploy and operate 

• Consolidated Solution

• Single management for all OSs

• Simplify your security operations

Harmony Endpoint
The Only Endpoint Security Solution You Need
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Harmony Endpoint is Complete 
Package for Security

Harmony is easy to deploy, 
manage, and implement 

Simplify unified management of a 
large number of devices, giving 
flexibility and security for each 

department 

Recommended by Customers
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Watch the 
product tour video

Get a 1:1 DEMO 
with a Security Expert

Start a free 
Harmony Endpoint 
trial

Trouble scanning? 

https://www.checkpoint.com/products/advance
d-endpoint-protection/

Visit Our Webpage for the Next Steps
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THANK YOU!


