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What is the API and why is so cool!
API clients can run everywhere.
APl demonstration.

Share some customer needs.

Check Point



Check Point

What, Why, where?

- Malware Analysis as a Service



SandBlast Service Overview

Emulators process file in RAM and
are located on dedicated protected
Check Point sites

File is reassembled,
encrypted and sent to the
cloud (Pod)

5 kg
Customer Sel E9=

Report is sent to Pod,
saved in DB and then
sent to customer
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Front End Servers and central i Emalator asks for
ﬁ w @: <: work and receives file

databases — use Internet
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Cloud hosting servers. Geo
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Enable APl on appliance

A SK 113599: SandBlast Agent for Browsers - working with Security Gateway or TE
Appliance.

Enabling the Threat Prevention API
Portal Certificate

B. Latest JHF includes it.
c. Activate scrubd_webservice using GUI DBEdit

©2016 Check Point Software Technologies Ltd.


https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk113599

Check Point

Where?

- Local or Cloud



Threat Prevention APl capabilities supported

AV &TE hash reputation. ‘av’,'te’]
Submit a file to be analyzed by TE ‘te’]
Get TE early verdict ‘te_eb’]

Choose emulation environments.

TE Forensics report download.

Covert a file to PDF ['extraction’]
Clean specific content from files.

Exclusive on Cloud

Include Evaluation Key trough HTTP headers
Save Cookies for emulation results to be accurate.



Check Point

Hands On

- We need some little code



Stuff we need to keep in mind when using the APY.

REST Full API

JSON

HTTP Methods

HTTP Headers

Base64 Encoding/Decoding
multipart/form-data
Cookies !!!



JSON

Java Script Object Notation

v Syntax for storing and exchanging data between
applications.

Easier to use than XML.

Easy to read.

Very native to handle between different languages.

They work like dictionaries.

It will maintain the type of the variables .

< . <



JSON
- Query request to AntiVirus using MD5

"md5": "B8dfaldd@953c3do93daafeaedaSdaal2e”,
"features": ["av"]




JSON
- Response from the previous query

2 - "response"™: [B
3~ {
4 - "status": {
5 “"code™: 1891,
& "label™: "FOUMND™,
7 "message”: "The request has been Tully answered.”
8 ¥a
o "md5": "B8dfaldd@953c3d@3daafeasdaSdaalize”,
1a "file_type": "7,
11 "file_name™; "™
12 - "features™: [
13 -1
14 1.
15 - "av": 1
16 - "malware_infao": {
17 "signature_name": “"Trojan-Downloader.Win32.Agent.T.kdu",
18 "malware_family™: 36471,
19 "malware_type™: 87,
28 "geverity™: 4,
21 "confidence™: 5
23 T
23 - "status": {
24 "code": 1881,
25 "label"™: "FOUND™,
26 "message™: "The reguest has been fully answered.™
iy




HTTP METHODS

HTTP GET- Request information/data.
DOWNLOAD (TE reports / scrubbed files)
QUOTA (sandBlast Cloud Service quota)

HTTP POST- Create a resource / Submit data
QUERY (AV & TE hash reputation)

UPLOAD (Send files to TE & TEX)



HTTP HEADERS

- Authorization
This is how we submit our API Key, this header is part

of all requests.

- Content-Type : application/json
The type of data we are sending on this request

are JSON objects
POST https://te.checkpoint.com/tecloud/apifv1/file/query Params
Headers (2) [ ]
Content-Type application/json
Authorization TE_API_KEY_9sMrdWvYduaZpBQqvzVp5EPWSRZw ihw



A flexible HTTP Client, some examples

A. Python + requests

E Curl + Bash
1. Use jq or JSON.sh to read JSON Data

c. Postman
1. https:/Iwww.getpostman.com/collections/517bd6087b29529b17a7



https://www.getpostman.com/collections/517bd6087b29529b17a7
https://www.getpostman.com/collections/517bd6087b29529b17a7

Malware Analysis proposed flow

L

Supported

AV DB /guery POST Request
feature: ‘av’, ‘te’

md>5 : 23e234242qre
file_name : suspiciousfile.doc

File Format

TE /upload POST Request

feature: ‘te’

md5: 23e234242qre
Images: <image_uuid>,<rev>
report: pdf,xml

AV DB /query Response

=

feature: ‘av’, ‘te’
md>5 : 23e234242qre
UNKNOWN, FOUND

2

N

status: code: 1004

&

U

feature: ‘av’,’te’
label: NOT_EOUND
IT IS UNKOWN, UPLOAD IT

status: code: 1001

feature: ‘av’

label: FOUND

THIS IS A KNOWN MALWARE

status: code: 1003
feature: ‘te’,
|label: PENDING

status: code: 1001

feature: ‘te’, label: FOUND
pdf_report: UUID
verdict: malicious / benign

<
-

TE Status /query POST

. -

feature: ‘te’

md>5 : 23e234242qre
file_name : suspiciousfile.doc

status: code: 1001
feature: ‘te’

label: FOUND

pdf_report: UUID

Verdict: malicious / benign

N

/download GET Request

©2016 Check Point Software Technologies Ltd.

Params : <report_UUID >
Get forensics report




What do you know about
this file?

- POST Method



QUERY API

1. APl uses POST Method
2. Multiple hashes are supported (SHA1 & MD5%)

3. API Endpoint is https://te.checkpoint.com/tecloud/api/v1/file/query
4. Set Headers:

1. Content-type : application/json
2. Authorization : < Evaluation TP API Key>

Example Query just AV
POST https://te.checkpoint.com/tecloud/apifv1/file/query Params Save
Headers (2) [ ] Code
Content-Type applicationfjson Bulk Edit Presets
Authorization TE_API_KEY_WbcFFFdp2BDxbResvlbs9s5aMgoR4Gwhba

©2016 Check Point Software Technologies Ltd.


https://te.checkpoint.com/tecloud/api/v1/file/query

Is this hash known to be malicious?

import requests

ortc Json

response = requests.post(service + "query’, data = json.dumps(request), verify=False)
responselext = json.loads(response.text)

INTERNAL USE ONLY



QUERY API request for AntiVirus only

1~ |{
2 "response”: [
3~ {

Query ar i L

6 "label™: "FOUND",
7 "message”: "The request has been fully answered."”
8 b
9 "mds": "7234+226dd368a5e2caai998a758d418",
18 "file_type": "",
11 "file_name": "V,
i - 12 - "features": [

{"request”. 13 nay"
14 1.
15 ~ "av": 1
16 ~ "malware_info": {
17 "signature_name™: "Backdoor.Win32.Androm.lvbh.a™,
18 "malware_family™: 236921,
19 "malware_type": 98,
28 "severity™: 4,
21 "confidence"”: 5
22 Ts
23~ "status": {
24 “code™: 1881,
25 "label™: "FOUND",
26 "message™: "The reguest has been fully answered.”
27 T
28 ¥
29 ¥
38 1
31 }

- ©2016 Check Point Software Technologies Ltd.



QUERY API request for AntiVirus only

1~ |{

2 "response”: [

3 1

4 "status": {

Status of the FULL
request.

“code™: 1881,
"label™: "FOUND",
"message”: "The request has been fully answered."

}P

"md5": "7234+226dd368a5e2caali983a758d418",
"file_type": ""
"file_name": "7,
"features™: [
"av"
1.

Cawrs I
"malware_info": {
"signature_name™: “"Backdoor.Win3Z.Androm.lvbh.a™
"malware_family™: 236921,
"malware_type™: 98,
"severity™: 4,
"confidence"”: 5
1,
"status": {
"code": 1881,
"labsl": "FOUND",
"message™: "The reqguest has been fully answered.”

Antivirus Response
details

Malware info for the
specified Hash

Status of the AV . 1
request ig ] ;
31 }

©2016 Check Point Software Technologies Ltd.



What could you know
about this file?

- POST Method



UPLOAD APY

1. APl uses POST Method

2. APl Endpoint is https://te.checkpoint.com/tecloud/api/vi/file/upload
3. Set Headers:

1. Content-type : application/json

2. Authorization : < Evaluation TP API Key>

4. Files and requests encoded as multipart/form-data
1. <form action="upload" method="post" enctype="multipart/form-data">



https://te.checkpoint.com/tecloud/api/v1/file/upload

Upload to TE

rt requests

service = "https://172.20.22.220:18194 /tecloud/api/vl/file/"
orint "Uploading APIAR®

with open('mal files/1fdb378fB4bd8f77aefdedhfIBcB473I729cdeefa.doc’, ' r"') as sample:

request = {"request™: {"md5": 'xxx',"file name": 'malware-file.doc’,

: s "xml"]},

"images": : 6f Joﬁ—SSHe—JCES—S?Gi—563?8F6836df”,”“ewiEicﬂ”:'
1"id": "e5Pe99f3-5963-4573-af%-e3FfA750b55e2", "revision™: 1},
1"id": "8d188031-1010-4466-828b-08cd13d4303Ff", "revision™: 1},
1"id": "5e5de275-al103-4f67-b55b-47532918Fa59", "revision™: 1},
1"id": "3ff3ddae-e7fd-4969-818c-d5fla2be336d”, "revision™: 1},
1"id": "6cd53c9b-20F7-471a-956c-3198a868dc92”, "revision™: 1}]}}

files = {'file':(sample), 'request’': json.dumps(request)}
print '> Request for uploading a file with content-type multiform/metadata’

req requests.post(service + "upload’', files=files , verify=False)
print req.text

INTERNAL USE ONLY




Upload to TEX

import requests
import json

service = 1/ fte.checkpoi
headers {'Authorization®: T

print ‘'Uploading APIn

f77aefdeB6f38cB473729%deefa.doc’,'r') as sample:
ax
‘malware-file.doc'
["extraction™],
xtraction™: {"method”: “"convert™}

files = {'file":(sample), 'request’: json.dumps(reguest)}

print '»> Request for uploading a file with content-type multiform/metadata’
requests _post(service + 'upload’, files=files , headers=headers, verify=False)
req.text

INTERNAL USE ONLY




Give me the reports from
the analysis.

- GET Method



DOWNLOAD AP

1. APl uses GET Method

2. APl Endpoint is https://te.checkpoint.com/tecloud/api/vi/file/download
8 Set Headers:

1. Content-type : No content type defined

2. Authorization : < Evaluation TP API Key>

4. Request parameters are included in the body of the request
1. params = {“id”:<*report_id”> }



https://te.checkpoint.com/tecloud/api/v1/file/download
https://te.checkpoint.com/tecloud/api/v1/file/download
https://te.checkpoint.com/tecloud/api/v1/file/download

Download TE Report

print "Fething repor

downloadURL = service +

params = {"id":
req = reqguests.get|(

ith open ("report.xml”,"w") as report:
report.write(req.content)

INTERNAL USE ONLY



Check Point

What are my limits?

- GET Method



QUOTA API

1. APl uses GET Method

2. APl Endpoint is https://te.checkpoint.com/tecloud/api/vi/file/quota
B St Headers:

1. Content-type : No content type defined
2. Authorization : < Evaluation TP API Key>



https://te.checkpoint.com/tecloud/api/v1/file/quota
https://te.checkpoint.com/tecloud/api/v1/file/quota
https://te.checkpoint.com/tecloud/api/v1/file/quota

What is the guota status?

import requests
t time

service
token = "TE_A M7 KqbPoaSVQNiiWjp™

headers = { Authorization': token}

guota = requests.get(service + "quota’, headers = headers, verify=False)

print quota.text
time.5leep(1ﬂ)




Quofta is almost new.

< CA\Python27\python.exe | —=|[=] |-—E§-—]

"pezponse’'s [

"pemain_guota_hour'': 586,
"remain_guota_month': 9966,
"azzigned_guota_hour': S5HH,.
"assigned_guota_month': 18008,
"hourly_guota_next_reset': 1491768606040,
"monthly_guota_next_reset': "14935968806",
"guota_id": "35188I9".
"cloud_monthly_guota_period_start': "142160604866",
"cloud_monthly_guota_usage_for thlﬂ_gu"' 34,
"cloud_hourly_guota_usage_for_ this_gu"
"cluud_munthly _gquota_usage_for_guota
"cloud_hourly_guota_usage_for_ guota_id": 8,
"monthly_exceeded_guota®: 8,

"huurly exceeded_guota'':- @,
"cloud_guota_max_allow_to_exceed_percentage’:
Ypod_time_gmt'': "1421767599",
"guota_expiration®: 149558486040,

“"action': "ALLOW'

INTERNAL USE ONLY



Code Resources

Threat Prevention API reference guide

~ Threat Prevention API Python Client
~ https://bitbucket.org/chkp/teapi/overview

SandBlast upload portal (NodeJS) by Martin Koldovsky
~ https://github.com/mkol5222/sbport

r PooMA (Python)
~ https://bitbucket.org/devilbsd/pooma

Minimal requests (Python)
https://bitbucket.org/devilbsd/tpapi/



https://bitbucket.org/chkp/teapi/overview
https://github.com/mkol5222/sbport
https://bitbucket.org/devilbsd/pooma
https://bitbucket.org/devilbsd/tpapi/

+ | SandBlast test portal

Drap files or click to upload

One File Portal
NodeJs based

0
Order samples.gz
applicationigzip

1.41 MB
Mon Apr 11 2016 10:13:00 GMT+0200 (Central Europe Daylight Time)

file found Thu Mar 23 2017 21:27-10 GMT+0100 (Central Europe Standard Time)
MDS 21eBecchdaef! Bcafdd27d480204e42b

SHA1 9d2cf0101190a3fd73f117a9e2674187a0603c21
Verdict malicious

“Order samples.gz"
: array[2]
object

ed_verdict: "malicious”

INTERNAL USE ONLY
©2016 Check Point Software Technologies Ltd.



Check Point

- Check Point’s Threat Prevention Unified API is indeed
very cool.

- API clients can run everywhere.

- Know about your tools and resources for API projects.



