YOU DESERVE THE BEST SECURITY




The opportunities

Supporting Entra ID seamless integration,
without additional client needed.

Supporting Harmony Endpoint and SASE.

Reducing significantly the needed
deployment, maintenance and cost for
|dentity Awareness, by having fewer (or no)
PDP gateways.

Easy to deploy and maintain

Single and auto-scaled point for identity
information.

Centralization
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Current Main Challenges

Setup and configuration

Zero Trust access control

[
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|dentity-related information is spread among
multiple products

Siloed data can lead to incomplete information

|dentity sources and directories need to be
configured per product (sometimes per
blade)

The current on-prem IDA setup for large and
distributed configurations is complex

Challenges in implementing identity-based
Zero Trust access control
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Today — Information spread across multiple products

NN

Quantum (IDA)

SAML / AD useré&pass / Kerberos
User: royip@checkpoint.com
IP:192.168.1.100

Device: royi-laptop

Compliance: N/A

groups: AD / Entra ID groups

OS: N/A

Risk level: N/A

Harmony EP

Harmony SASE

[ J
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No authentication

User: royip@checkpoint.com
IP:192.168.1.100

Device: royi-laptop
Compliance: Compliant

AD groups: AD groups

OS: win-10 22H2

Risk level: N/A

SAML / certificate based auth
User: royip@checkpoint.com

IP: 100.124.12.57 (office mode IP)
Device: N/A

Compliance: Compliant

AD groups: Entra ID groups

OS: N/A

Risk level: N/A

XDR/XPR

User: royip@checkpoint.com
IP:192.168.1.100

Device: royi-laptop
Compliance: N/A
AD groups: N/A
OS: N/A

Risk level: Low
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Goal — A unified solution for identities across Check Point products

g Quantum (IDA) ‘.’ Harmony EP ‘.’Harmony SASE : : XDR/XPR

User: royip@checkpoint.com
IP:192.168.1.100, 100.124.12.57
Device: royi-laptop

P Compliance: Compliant

Infinity Identity %rgups: Altg /2 ;:tzra ID groups
. win-

Risk level: Low

°
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Future Goal —

A unified solution for identities across all integrated products

Seamless integration with existing

Check Point and 3" party tools

Centralized management of all

IDPs and directories

Real-time data from various
sources for a holistic view

[ ]
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3rd Parties

=Ue  $%okta

N
-

Infinity
|dentity

Bidirectional

Infinity

* Quantum ‘.’

Harmony
é CloudGuard

Check Point
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Today - Complex IDA architecture for large and distributed customers
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Simple Cloud-Delivered Configuration
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Infinity Identity

PEP

1x VSX 1x Cluster

°
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Infinity Identity Offering

- Prerequisites:
* R81.20 GW, with Jumbo HF T65 and IDA HF.
* R82 GA SmartCenter.
* ldentity Collector (if needed) — next GA version.

Identity Integrations:
- Identity Collector - to support AD, Cisco ISE, and syslog parsing.

SAML authentication — configure the IDP once and use it everywhere!

Entra ID Query: Login information from Microsoft Defender and Intune clients is shared
directly with Infinity Identity services, with no additional CP client needed.

Terminal Server agent (aka. MUHv2) — Q4
Harmony EP — Q4
Harmony SASE — Q1'25

°
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Infinity Identity Evolution and Roadmap
Infinity ldentity EA

Add identity sources and integrations
via Infinity Portal

No need for complex PDP setup for
large and distributed customers

Add 3" party integrations for identity
enrichment

Future
R82 GA - Trust profile shared object

Add Trust to Quantum Policy

Added multiple IdPs which can be - Implement identity sharing
retrieved through Infinity Portal with Harmony SASE and
Ability to retrieve user groups from other products

integrated 1dPs

°
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Infinity Identity ecosystem

syslog J Cisco ISE Active

Intune _ / Y
_)m A Lderfity ) Quontum Gn'temtrs

Identity Providers
(Entra ID, Okta,
PingID, Gaoogle
Workspace...)

°
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Configuring Infinity Identity

Check Point Gateway - gw

- (aeneral Properties
[+ Metwork Management
- NAT

- HTTPS Inspection

- HTTP/HTTPS Proxy
- ICAP Server

- Anti-Bat and Anti-Vins
- Platfarm Partal

[=)- Identity Awareness

- |dentity Sharing

- UserCheck

- Mail Transfer Agent
- Logs

- Fetch Policy

- Optimizations

- Hit Count

(- Cther

ldentity Sharing

| [v] Get identities from Infinity Identity (&

[ ] Get identities from other gateways:

|dertity Broker

Server Name E]
(=]
[ ] Share local identities with other gateways
[] Get identities from |dentity Broker Settings...

Important note: it can work in parallel to regular identity sharing/broker

[
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Configuring Infinity Identity

H IDA demo

Infinity Services

* Quantum SD-WAN
@ Inactive

Enhance your Quantum Gateways with SD-WAN capabilities.
Connect your branches with multiple links to your Data

Center, Internet, and Cloud, while saving costs and reducing
roll-out time. Gain visibility on your WAN health to respond

faster to burnouts and failures. Learn more

Set Up

".= = Remote APls Access

Manage your security policies from everywhere over a
secured channel directly from Check Point Infinity Portal.
Easily integrate your Quantum Management environment
with 3rd-party services that require running APls on the

CQuantum Management Server, Learn more

(O OFF

[
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CONNECTED TO INFINITY PORTAL

Status: Connected Since:

e Active 00-Jul-24 22:45:25
‘ Quantum loT Protect
@ Inactive
Discovering loT Devices...

Set Up

D Infinity Playblocks @
Q Active

Open in a Browser

w Infinity XDR/XPR
@ Inactive

Extended Detection and Response (XDR) enables an
organization to proactively protect itself against cyber threats
by providing unified visibility across multiple attack vectors.

Learn mare

Open in a Browser

D Infinity Identity @
Q‘ Active
Simplify user access across the Check Point ecosystem by

connecting directeries and identity sources once to Infinity
Identity.

O batyam_dc_Infinity & idntestintune_Infinity | +2

Open in a Browser Last sync: 7/16/2024, 7:05 PM

(0”0 Infinity Events
@ Inactive

Enable data-connecter to Infinity Events, for a unified log
experience - event search and views in logs from all Check

Point products. Learn more

Open in a Browser
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Configuring Infinity Identity

5—' Getting started

E] Integrations

% Active sessions

[ J
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Configure IDP /

=

w Active Directory

Welcome to Infinity
ldentity

v Configure integration —

connecting

“ldentity Collector / Entra ID

Query, Terminal Server
agent...

" &

Connect a directory

@ Completed

Conneet your ldentity Provider or Microseft Active Directory
for authentication and authorization purposes.

View Integrations Add another Directory

Connect your identity integrations
@ Completed

Connect Identity Awareness clients and Check Point products
to Infinity Identity to fetch identity information from it.

View Integrations
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Configuring Infinity Identity

5—' Getting started Integrations

@ Integrations

o, . . idntestintune B test_demo B batyam_dc
Active sessions
= Microsoft Entra ID [ [ %) HN 0
sssssssssssssssssssssssssssssssssssssssssss
@ Acive NIA 4 @ Active test.com 0 @ Active N/A 167324
evices P Devic P Devl p:
5 5 ] ] 23075 96
02> my ide
" |dentity Collector
uuuuu IP Address Last updated
@ Active 172.20.57.24 18/07/24 05:41

Show all configured IDPs and AD
t servers. For each server, presenting the

number of users, devices, and groups

For every configured integrgfiQn.yist in this directory.
present the number of users and

devices acquired by it.

°
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Using the IDP in SmartConsole

Mew Access Role LEIL .
» | ° =t - Once an IDP Is
ey new_access role est_ . . .. .
22) e comment “*  Configured in Infinity Identity,
“ . it will automatically be replicated
ny user
Networks Al dentiied users to Quantum SmartConsole.
Users » Specific users/groups:
N = Csoor The IDP can also be used to
Remote Access Clients o AT |Q | | wm g . deflne aCCGSS r0|eS Whlle
Name Email/Description Unique Identifier fetChIng userS’ deVICeS’
L garikki1s garik15@idnintune.onmicrosoft.com a0dd918f-1d1f-4d59-bdB21-50037dda... and grOUpS frOm the IDP
L GariKogan gari@idnintune.onmicrosoft.com Ocbefc?1-1a18-416c-952d-8817800ea... automatlca”y
1 Raoyi Priov Royi@idnintune.onmicrosoft.com Tiofd3f2-09eb6-dadc-adec-dalcaad3ab... )
¢ 1 testlser123 testUser@idnintune.onmicrosoft.com  09f455d4-49¢8-48b3-a615-463668e07...

°
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Using the IDP in SmartConsole

IDP INTEGRATION X

Select Identity Provider and Title
o SELECT IDP AND TITLE

Integration Title &

This name will be shown to users with multiple IdPs on login.

This applies to all marked IDPs supported
S In Infinity Identity (marked in red),
B > okta and for Active Directory.

ADFS ! AD Microsoft Entra ID Okta

o g 1E

OneLogin Ping Generic SAML Server
Google =y =
Workspace
Google Workspace buo Radius
NEXT

°
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ctive Session tab

CHECK POINT

CO Infinity ~ Eb Select v & @ Q a
b ) . .
? > Getling started Active Sessions
> Integrations ]
E] g By users By devices
v E Monitoring
[E) View logs Tl Revoke User Q search = 2 items
Active sessions . . ) . ) .
Name Email Domain IP addres No. devices Integration source Directory Last Updated Time
Logs John Snow John@checkpoint.com Checkpoint.com 11.22.55.369 1 @ Cisco ISE £§ My Okta 20 min. ago
Arthur Clarke Arthur@consult.com consult.com 11.22.55.369 & W Harmony SASE ) My Entra 2 days ago
Peter Thornton Peter@outlook.com outlook.com 11.22.55.369 1.22.55.378 +2 N/A B2 Active Directory $¥ My Okta 23/05/23 17:45
Angus MacGyver Angus@aol.com aol.com 11.22.55.369 N/A 2 Identity Provider [ﬁ? Entra ID Query +1 3 My Entra 12/05/23 17:45
Sledge Hammer Sledg@consult.com consult.com 11.22.55.369 3 @ Cisco ISE $§ Okta1 10/05/23 13:01
Dori Doreau Dori@consult.com consult.com 11.22.55.369 1 W Harmony SASE Ping 2 08/05/23 07:19
Devon Miles Devon@gmail.com gmail.com 11.22.55.369 1 % NetQ eDirectory G Google workspace 02/05/23 2113
Hannibal Smith Hannibal@checkpoint.... Checkpoint.com 11.22.55.369 1 El Syslog o Onelogin 28/04/23 16:00
Thomas Magnum Thomas@checkpoint. Checkpoint.com 11.22.55.369 N/A B¥ Microsoft Defender Generic SAML ser.. 23/04/2316:42
Arthur Clarke
Devices 5 Groups 1
[E) View logs [i] Revoke device Q, Search = 4 devices
Device name IP address Integration source Directory Last updated time
Ibrt02 98.34.12.34 N/A ﬁ My Okta 20 min. ago
arthurc-mbp 18.24.42.73 W Harmony SASE > MyEntra 5 min. ago
artur-iPhone13 63.23.45.5 B2 Active Directory £§ My Okta 2 days ago

amannnnE N AnIARIAA ATar
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YOU DESERVE THE BEST SECURITY
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