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AlgoSec - Firewall Analyzer Report

Policy of device SSECFWAHKHKG303_403_Cluster was generated on 19/01/2022 10:01:26.

RULE NAME SOURCE
1 NetMRI L[l G_H_10.255.25.203
(Global)
2 SolarWinds L[l G_H_10.255.82.222
(Global) L[J G_H_10.255.153.89
3 JumpHosts .’;‘G G_H_10.255.82.221
(Global) L1 G_H_10.255.168.70
[l G_H_10.255.243.158
4 ISE G_FirewallsMgmt_global
(Global)
5 SIT Blacklist Inbound = G_SIT_Blacklist
(Global)
6 SIT Blacklist Outbound % Any
(Global)
ClusterXL
7.1 [m] SSECFWAHKHKG303_403_Cluster
Qualys Scanner Rules
7.2 CHG0187163/RITM2693332 [] H_10.255.82.157
:Qualys scanner IP to [JH_10.255.82.158
Management IP :KDS030 =
Petya incident rules
7.3 % Any
Disabled
7.4 SIT0011243
Disabled
7.5 CPH_DCOs
Regional_DCOs
Azure_DCOs
7.6 Azure_Asia_SCCM_hosts
7.7 Azure_Asia_SCCM_hosts
7.8 Azure_USA__SCCM_hosts
7.9 Azure_Europe_SCCM_hosts
7.10 Q. DC_10.15.128.4
[]DC_10.15.128.5
[]DC_10.15.128.177
[JDbC_10.15.128.178
7.11 [JH_10.15.128.106
7.12 [JH_10.15.192.50
I H_10.15.64.41
7.13 [ Host_10.15.192.72
Disabled [JH_10.15.128.106
7.14 AD-DCs-access-Azure
7.15 [JH_10.15.128.201
Disabled
7.16 4L maersk-10.0.0.0_8b
7.17 [JH_10.15.128.106
Disabled

4L Net_10.44.102.0_23b

https://algosec.apmoller.net/afa/php/print_urls.html

DESTINATION

G_FirewallsMgmt_global

G_FirewallsMgmt_global

G_FirewallsMgmt_global

.ls_ls G_H_10.255.232.10
.ls_la G_H_10.255.232.200

% Any

fE2 G_SIT_Blacklist

[®] SSECFWAHKHKG303_403_Cluster

M SSECFWAHKHKG303
m SSECFWAHKHKG403

SIT0011243
* Any
CPH_DCOs

Regional_DCOs
Azure_DCOs

Azure_Europe_SCCM_hosts

Azure_USA__SCCM_hosts

Azure_Asia_SCCM_hosts
Azure_Asia_SCCM_hosts

AD-DCs-access-Azure

[]H_10.15.64.41
[JH_10.15.192.50

[]H_10.15.128.106

[]H_10.15.128.106
[ Host_10.15.192.72

[1pbc_10.15.128.4
[Ibc_10.15.128.5
[1pbcC_10.15.128.177
[0 bc_10.15.128.178

[ Host_10.255.214.210
[ Host_10.255.214.211

4L Net_10.15.0.0-16b
4L Net_10.18.0.0-16b

[]H_10.15.128.106
4L Net_10.44.102.0_23b

VPN SERVICES

& Any Tt gssh_version_2

Traffic 2% gicmp-proto
umg gsnmp

% Any 2 gicmp-proto

Traffic 402 gsnmp

* Any TtE gssh_version_2

Traffic 2% gicmp-proto
Tz ghttps

% Any U gNEW-RADIUS

Traffic

% Any % Any

Traffic

% Any % Any

Traffic

% Any % Any

Traffic

% Any TC ssh

Traffic 2% icmp-proto

% Any % Any

Traffic

% Any % Any

Traffic

% Any AD_ports

Traffic

% Any TP TCP_445

Traffic Itk TCP_4022

& Any Ttk TCP_445

Traffic TeE TCP_4022

% Any TCP TCP_445

Traffic Ttk TCP_4022

& Any Ttk TCP_445

Traffic Ttk TCP_4022

% Any Blocked_Ports

Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

TCP
e
ue

(5]
TCP
e

AD_ports

tcp-135
Range_UDP_1024-5000
Range_1024-5000
Range_49512-65535
Range_udp_49512-65535

Range_udp_49512-65535
Range_49512-65535
Range_1024-5000
tcp-135
Range_UDP_1024-5000

tcp-135
Range_1024-5000

uoe Range_UDP_1024-5000
Tee Range_49512-65535

uoe Range_udp_49512-65535

Blocked_Ports

Toe TCP-443
Tce TCP-5985

1er TCP_445

TCR tcp-135
Tee TCP_445

ACTION TRACK

€ accept Log

€ accept Log

€03 accept Log

€5 accept Log
(®) drop
(® drop

Log
Log

€1 accept Log

€ accept Log

® drop Log

(®) drop Log

€ accept Log

€1 accept Log
€03 accept Log
€ accept Log
€03 accept Log
& accept Log

€ accept Log

€13 accept Log

€ accept Log

€ accept Log

€13 accept Log
& accept Log
€1 accept Log
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7.18

7.19
Disabled

7.20

Disabled

7.21

7.22

MSS Managed

7.23

7.24

7.25
Disabled

7.26
Disabled

7.27

Azure Rules
7.28

7.29

7.30
Disabled

7.31
Disabled

7.32
Disabled

Azure ARM traffic - Generic

7.33
Disabled

7.34

7.35 Ansible Build Servers

7.36

7.37

7.38

7.39
Disabled

4k Net_10.44.104.0_21b
4L Net_10.44.112.0_22b

[J H_10.15.128.56

[JH_10.18.162.4

Q H_10.18.166.100
4L maersk-10.0.0.0_8b
% Any

Q SSECFWAHKHKG304

] SSECFWAHKHKG404
[ SSECFWAHKHKG306

[ Host_10.255.82.222

[ Host_10.15.64.78

[ h-10.255.25.203

[ solarwinds_10.255.153.89

] SSECFWAHKHKG303_firewall
] SSECFWAHKHKG403_firewall
] SSECFWAHKHKG404
] SSECFWAHKHKG304

L] SSECFWAHKHKG304
] SSECFWAHKHKG404

Q h-10.255.25.203

41 Azure_ASM_HKG

Maersknet_excl_HKG_DMZs

44k Azure_ASM_HKG

HKG_VDI_pools

[ Host_10.15.128.17

Trendmicro_Servers

Azure_HKNG_eDMZsummary
Azure_HKNG_iDMZsummary

41 n_10.18.94.144/28

4L maersk-10.0.0.0_8b

Azure_NLAMS06_iDMZ
Azure_USVA002_iDMZ
4L Net_10.15.64.0-19bit

4L Net_10.15.192.0

[1h-10.18.130.176
[0 H_10.18.130.174

4t Net_10.15.0.0-16b
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4L Net_10.44.104.0_21b
4L Net_10.44.112.0_22b

[J H_10.254.0.249
[]H_10.254.0.166
[J H_10.254.0.158
[ H_10.254.0.220

4L Net_10.63.0.0_n17
4L Net_10.63.130.0n23
4L Net_10.63.133.0

4L Net_10.63.132.0_n24
4L Net_10.63.128.0n23
4L Net_10.63.134.0_n23

.;I. H_10.255.221.166

4L maersk-10.0.0.0_8b

% Any

[ Host_10.255.159.171

.;I. scrbalgdkcph001_AlgoSec_Master

] SSECFWAHKHKG303_firewall
] SSECFWAHKHKG403_firewall
[ SSECFWAHKHKG304
] SSECFWAHKHKG404
[ SSECFWAHKHKG306

[ Host_10.15.64.78
[ Host_10.255.82.222
[ h-10.255.25.203

[1h_10.255.82.221

] SSECFWAHKHKG304
[] SSECFWAHKHKG404
] SSECFWAHKHKG306

Maersknet_excl_HKG_DMZs

4L Azure_ASM_HKG

el HKG_VDI_pools

4L Azure_ASM_HKG

[ Host_10.255.214.210
[ Host_10.255.214.211

Azure_HKNG_eDMZsummary

h-10.255.232.213
h-10.255.232.214

([

Net_10.18.176.0-20bit

+

Azure_ HKNG_eDMZsummary

h-10.18.130.176
H_10.18.130.174

[

Azure_NLAMS06_iDMZ
=] Azure_USVAO02_iDMZ
4L Net_10.15.64.0-19bit
4L Net_10.15.192.0

.;I. h-10.18.130.176

% Any
Traffic

% Any
Traffic

* Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

* Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any

It TCP_8400-8403
T TCP_8600

Ite TCP_445

Tce MS-SQL-Server

AD_ports

T&] Blocked_Ports

e syslog

02 snmp

1]
—

I echo-request

g snmp-trap
I echo-reply

e syslog

{1]
Tce ssh

% Any

% Any

* Any

TCE Port_135
https
TCP-5985

-

[

Trendmicro_Ports

g
Tce https

Tce TCP_5274

Ice ssh
TCR tcp_5986

Tce Remote_Desktop_Protocol

Ice ssh

Tce TCP_8400-8403

Tee TCP_8400-8403

Tee TCP_8400-8403

€ accept Log

€ accept Log

€03 accept Log
€13 accept Log
(@ drop Log

€ accept Log

€13 accept Log

€13 accept Log

€ accept Log

€5 accept Log

€03 accept Log

& accept Log

€ accept Log

€ accept Log

€ accept Log

€13 accept Log
& accept Log

¢ accept Log
€13 accept Log

€03 accept Log

€ accept Log

€03 accept Log
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7.40
Disabled

7.41
Disabled

7.42
Disabled

7.43
Disabled

7.44

7.45

7.46

7.47
Disabled

7.48

7.49
Disabled

7.50
Disabled

Azure ARM traffic - Generic

7.51
Disabled

7.52

7.53
7.54
Disabled
7.55

7.56
Disabled

7.58
Disabled

7.59
Disabled

7.60
Disabled

7.61
7.62

7.63 FF#805

Q h-10.18.130.176

[JH_10.18.82.52
[J H_10.18.130.174
[]H_10.18.68.54

[1H_10.18.162.4

Q Host_10.18.164.21

Q Host_10.18.164.21

4L Net_10.18.68.48_28bits
4L Net_10.18.194.32_28bits
4L Net_10.18.130.160_27bits

Azure_HKNG_eDMZsummary

[ host_10.18.136.4
Azure_ HKNG_eDMZsummary

Azure_HKNG_eDMZsummary

Azure_ HKNG_eDMZsummary

Azure_HKNG_iDMZsummary

JP Range_10.18.134.5_8

I H_10.18.134.4

Azure_HKNG_iDMZsummary

Azure_HKNG_iDMZsummary

Azure_HKNG_iDMZsummary

Azure_HKNG_iDMZsummary
Azure_USVAO02_iDMZ
Azure_NLAMS06_iDMZ

4L Net_10.18.102.16-28bit

4L Net_10.15.0.0-16b
4L Net_10.18.0.0-16b
4L Net_10.19.0.0-16b

4L maersk-10.0.0.0_8b

Azure_HKNG_iDMZsummary

Q h_10.18.180.5
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4L Net_10.15.0.0-16b

[]H_10.18.130.174
[IH_10.18.68.54

[JH_10.18.82.52
[1H_10.63.122.45

[ Host_10.255.108.196
FCR_20013

I Range_10.255.32.4_23
4L Net_10.255.108.0bit23

4L Net_10.18.130.160_27bits
4L Net_10.18.68.48_28bits
4L Net_10.18.194.32_28bits

[ h-10.1.15.89
[ h-10.1.15.85
[ h-10.10.254.180
[ h-10.255.82.108
[ h-10.255.83.108

[ Host_10.255.221.101
Trendmicro_Servers

[ h-10.15.67.36

4L Net_10.255.123.18_31bit

[ h-10.1.15.85
[ h-10.1.15.89
[ h-10.10.254.180
[ h-10.255.83.108
[ h-10.255.82.108

[ h-10.255.84.24
[ Host_10.15.64.136

[ h-10.255.84.24

Trendmicro_Servers

Q. h-10.15.67.36

[ sMTP_10.255.171.111
[1sSMTP_10.255.171.112
[ sMTP_10.255.171.108
L[] SMTP_10.255.171.109
[] ws_10.255.148.132
[]ws_10.255.200.132
[] ws_10.18.68.196

4L Net_10.18.88.96_28

4L Net_10.15.0.0-16b
4L Net_10.18.0.0-16b
4L Net_10.19.0.0-16b

4L Net_10.18.102.16-28bit

Azure_HKNG_iDMZsummary
4L maersk-10.0.0.0_8b

Trendmicro_Servers

Traffic
% Any
Traffic
% Any
Traffic
* Any
Traffic
% Any
Traffic

% Any
Traffic

* Any
Traffic

% Any
Traffic

% Any Tt

Traffic

% Any Tt

Traffic
% Any

Traffic
% Any

Traffic

% Any
Traffic
% Any
Traffic

% Any TC

Traffic

% Any Tt

Traffic

% Any
Traffic
* Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic
% Any
Traffic
% Any
Traffic

Tek TCP_8400-8403
Tck TCP_8400-8403
Tck TCP_8400-8403
Tee MS-SQL-Server

I TCP_2383
Itk Port_1025

ﬂ
=

Tee Port_1025
Tce TCP_2383
Tce TCP_2382
Tt MS-SQL-Server
Tce MS-SQL-Monitor

oz MS-SQL-Monitor_UDP

Tck TCP_8400-8403

Trendmicro_Ports

Tce https

o8

Tk smtp

o
I

{1}
I8

ek ntp-tcp
Ic https

TEE smtp

Tce https
Tce ssh
TcP tcp_5986

Tco https

% Any
% Any

Tee TCP_4119
Tk TCP_4120

Trendmicro_Ports

€03 accept Log
€ accept Log
€03 accept Log
€ accept Log
€03 accept Log

€03 accept Log

€ accept Log

& accept Log

¢ accept Log
€13 accept Log
€ accept Log

€ accept Log
€5 accept Log

€ accept Log

€ accept Log

& accept Log

€13 accept Log

€13 accept Log

€5 accept Log

€ accept Log

€ accept Log

€ accept Log
¢ accept Log
€13 accept Log
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7.64 FF#805

7.65 Flexera

7.66
Disabled

Site-to-Site on SSECFWAHKHKG302

7.67
Disabled

7.68
Disabled

7.69
Disabled

7.70
Disabled

IBG Rules

7.71
Disabled

7.72

VDI Rules
7.73

7.74

7.75
Disabled

7.76
7.77
7.78

7.79
Disabled

7.80
Disabled

7.81
Disabled

7.82
Disabled

7.83
Disabled

7.84
Disabled

7.85
Disabled

[dh_10.18.180.5

[Ih_10.18.182.140
[Jh_10.18.182.141

[ Host_10.18.117.140

[ Host_10.112.245.16
Maersknet_excl_HKG_DMZs

[ Host_10.112.245.15

[ Host_10.255.82.222
[ Host_10.15.64.78

[ Jumphost_10.3.7.5
g
SCRBLANDKO003854.CRB.APMOLLER.NE

T
[ Host_10.255.243.158
[ cSM_10.255.168.70
4L maersk-10.0.0.0_8b

[ host_10.45.7.20

[ host_10.45.7.19

[ Host_10.255.243.158

[ h_10.255.82.221

[ csM_10.255.168.70

L1 G_AlgoSec_10.255.168.90

% Any

] SSECFWAHKHKG304_outside
] SSECFWAHKHKG404_outside

HKG_VDI_pools
HKG_VDI_pools
4L maersk-10.0.0.0_8b

Q SSECFWAHKHKG304
;I. SSECFWAHKHKG404

[] SSECFWAHKHKG304
] SSECFWAHKHKG404

L] SSECFWAHKHKG304
] SSECFWAHKHKG404

[ Host_10.6.17.250
[ Host_10.15.64.78

] SSECFWAHKHKG304
[ SSECFWAHKHKG404

] SSECFWAHKHKG304
] SSECFWAHKHKG404

Q SSECFWAHKHKG304
;I. SSECFWAHKHKG404
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[ h-10.255.82.108
[ h-10.255.83.108

[ h-10.255.82.108
[ h-10.255.83.108

[ Host_10.18.131.4
[ Host_10.18.194.100

[ Host_10.112.245.16
g

E SSECFWAHKHKG303_403_Cluster

IBG_proxies

[1old_IBG_10.112.240.10

] SSECFWAHKHKG304
] SSECFWAHKHKG404
] SSECFWAHKHKG306

] SSECFWAHKHKG304_outside
] SSECFWAHKHKG404_outside
] SSECFWAHKHKG304_404_cluster
[ SSECFWAHKHKG306_Outside

* Any

4 maersk-10.0.0.0_8b
4L maersk-10.0.0.0_8b
HKG_VDI_pools

[Jws_10.6.14.37
[1ws_10.6.14.35
[]ws_10.6.14.36
[]ws_10.255.254.5
] ws_10.255.254.6
[]ws_10.255.254.202

[Jws_10.74.12.14

.’;‘G G_AlgoSec_10.255.168.90

[ Host_10.255.159.171

[ vDI_shared_AsA
4L Host_10.10.181.28
[ host_10.45.253.102

] SSECFWAHKHKG304
] SSECFWAHKHKG404

[ ws_10.3.7.5
[ Host_10.6.17.250
[ Host_10.15.64.78

[ Host_10.6.17.250
[ Host_10.15.64.78

[ Host_10.255.159.141
[ Host_10.255.124.217

Maersknet_excl_HKG_DMZs

Maersknet_excl_HKG_DMZs

SSECFWAHKHKG303_firewall
] SSECFWAHKHKG403_firewall

% Any
Traffic

% Any Tt

Traffic

% Any
Traffic

% Any
Traffic
* Any
Traffic
% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

* Any
Traffic

% Any
Traffic
% Any
Traffic
% Any
Traffic
% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

Ite TCP_4122

It

[ni=]

Tce https

{1}
I8

% Any
* Any

e snmp
Tee Port_9100

_.”G icmp-proto

(1]
e ssh

e https

-
=
o

Port_8887

[

-
=

https
ssh
TCP_8082

= [
FRER

-
=

[

-
=
&

[

ssh

Port_8443
https

= iIcmp-requests_

212
S

[

4
B

Tce https
Uok, UDP_443

{1}
I8

Tee X11
% Any
% Any

th TCP_1812

T
TeR TCP_1813
ume UDP_1812
]

P UDP_1813
ure syslog

Tee TCP-50554
icmp-requests_

lae echo-request
uoe snmp

I echo-reply

e snmp-trap

% Any e

Traffic

€13 accept Log
€13 accept Log
€ accept Log

& accept Log
€13 accept Log
€13 accept Log

€13 accept Log

€13 accept Log

€5 accept - None

€ accept Log

€ accept Log

€13 accept Log

€13 accept Log
€ accept Log
¢ accept Log
€13 accept Log

& accept Log

¢ accept Log

€ accept Log
€ accept Log

€ accept Log

€13 accept Log
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7.86

7.87

7.88
Disabled

7.89
Disabled

7.90
Disabled

TACACS for Seamless VPN
Cisco ASA firewalls

Reverse NAT rules

7.91

7.92

S0CJ00703511881

7.94

7.95

Migration Rules - SOCJ00703587241

7.96
Disabled

] SSECFWAHKHKG304
[ SSECFWAHKHKG404
] SSECFWAHKHKG306

[ SSECFWAHKHKG304
] SSECFWAHKHKG404
[ SSECFWAHKHKG306

] SSECFWAHKHKG304
] SSECFWAHKHKG404

[Iws_10.3.7.5

[ Host_10.3.7.245
[ Host_10.6.17.250

RNAT_10.112.244.26_src

FCR-19762

[ Host_10.132.0.107

% Any

4 Net_10.16.0.0n16

[h_10.255.168.73
[ h_10.255.168.74
[Ih_10.255.168.75
[ h_10.255.168.76
[ h_10.255.168.77
[ h_10.255.168.78
[Ih_10.255.168.79
[ h_10.255.168.80
[Ih_193.163.251.78
[Jh_193.163.251.79
[ h_193.163.251.80
[Jh_193.163.251.81
[ h_193.163.251.82
[Jh_193.163.251.83
[ h_193.163.251.84
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[ Host_10.255.25.200

.;I. H_10.255.232.200

[Ibc_10.15.128.4
[1pbc_10.15.128.5

Q‘ SSECFWAHKHKG304
.;I. SSECFWAHKHKG404

] SSECFWAHKHKG304
[] SSECFWAHKHKG404

[ Host_10.112.244.26

[ Host_10.112.254.192
[ Host_10.112.254.193
[ Host_10.112.254.194

[]H_10.112.254.201
[]H_10.112.254.202
[]H_10.112.254.203
[0 H_10.112.254.204
[]H_10.112.254.205
[]H_10.112.254.206

] SSECFWAHKHKG304_404_cluster

L[] SSECFWAHKHKG304_outside
] SSECFWAHKHKG404_outside
[] SSECFWAHKHKG306_Outside

[1H_52.236.184.163

[ apmm-char-us-havsx1_mgmt
[ apmm-char-us-main-
havsx1l_mgmt

[ apmm-char-us-main-
havsx2_mgmt

[ apmm-char-us-main-
vsxcstrl_mgmt

[ apmm-chen-ind-fwl_mgmt
[ apmm-cop-dk-
havsx1vsidO_mgmt

[ apmm-cop-dk-
havsx1vsid2_mgmt

L] apmm-cop-dk-
havsx2vsid0_mgmt

.;I. apmm-cop-dk-havsx3_apmm-
cop-dk-VS_VesselIT_mgmt

.;I. apmm-cop-dk-havsx3_mgmt
L] apmm-cop-dk-
havsx3vsidl_mgmt

[ apmm-cop-dk-
havsx3vsid3_mgmt

[ apmm-cop-dk-
havsx3vsid5_mgmt

[ apmm-cop-dk-
havsx4vsid0O_mgmt

L] apmm-cop-dk-main-
vsxclstr_2_mgmt

[ apmm-cop-dk-main-
vsxclstr_mgmt

.;I. apmme-eliz-us-hafwl_mgmt
[ apmm-eliz-us-hafw2_mgmt
.;I. apmm-hkng-cn-clstrl_mgmt
L[] apmm-hkng-cn-hafwl_mgmt
.;I. apmm-hkng-cn-hafw2_mgmt
L] apmm-rott-ni-clstr1_mgmt
[ apmm-rott-ni-hafw1_mgmt
[ apmm-rott-nl-hafw2_mgmt
[ apmm-triv-ind-fwl_mgmt
L] SPPDKHPNH001_mgmt

[] SPPDUSGRF001_002_mgmt

% Any
Traffic

% Any
Traffic

* Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any
Traffic

% Any

_.”G icmp-proto
Tce TACACSplus

It echo-request
Tee https

{1]
Tce ssh

T TCP_1088
TR TCP_1089

Tce TCP_12000
Tck Tcp_12002
P Tcp_2222
th TCP_1112
Tee TCP_12001

-

[

-

[

T TCP_6601

2% icmp-proto

Ice MS-SQL-Server

Tee FW1

Tce CPD

Tce CP_rtm

e FW1_topo

Tce CPD_amon
e FW1_sam

Tce FW1_ica_push
Tce FW1_CPRID
Tee MSG_DEFAULT_PORT
e FW1_omi-sic
Tee SIC-R77

Tce FW1_log

€13 accept Log

€13 accept Log

€13 accept Log
€ accept Log

€5 accept Log

€13 accept Log
& accept Log

¢ accept Log

€5 accept Log

¢ accept Log

€13 accept Log
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Seamless VPN
7.97

7.98

7.99

7.100

Seamless VPN

7.101 Cisco Jabber Application
Access

7.102

7.103 Azure Databricks

CleanupRule

7.104

4l Net_10.16.0.0n16
4L SeamlessVPN_10.14.0.0_16

4L Net_10.16.0.0n16
4L SeamlessVPN_10.14.0.0_16

4L Net_10.16.0.0n16

4L SeamlessVPN_10.14.0.0_16
4L Net_10.142.0.0b22

4L Net_10.142.128.0b23

4L Net_10.16.0.0n16
4L SeamlessVPN_10.14.0.0_16

4L Net_10.16.0.0n16
4L SeamlessVPN_10.14.0.0_16

[ SSECFWAHKHKG304
] SSECFWAHKHKG404
[ SSECFWAHKHKG306

41 SeamlessVPN_10.14.0.0_16
4L Net_10.16.0.0n16

% Any

https://algosec.apmoller.net/afa/php/print_urls.html

AlgoSec - Firewall Analyzer Report

[] SPPDUSGRF001_mgmt
[ SPPDUSGRF002_mgmt
] SPPDUSNWK_cluster_mgmt

[ h_40.68.37.158 * Any

[Jh_191.237.232.75 Traffic

[ h_104.40.168.105

[]H_52.236.184.163

AZURE_EAST_US_DB

AZURE_NORTH_EUROPE_DB

[ h_200.250.38.196 * Any

[ h_200.233.127.134 Traffic

[Jh_189.113.149.200

[ h_201.94.129.14

[ Host_123.49.37.3 % Any

[ Host_103.165.48.12 Traffic

[] Host_103.165.48.200

[ Host_175.136.246.166

[ Host_190.213.6.155 * Any

[ Host_190.213.2.154 Traffic

[ Host_190.213.6.157

[JH_177.47.31.83 * Any
Traffic

[ Host_10.255.159.142 % Any
Traffic

[ H_40.70.58.221 * Any

[1H_20.41.4.113 Traffic

% Any % Any
Traffic

Tce MS-SQL-Server

€5 accept Log

Tce TCP_5398
e MS-SQL-Server

=8

€ accept Log

1tk TCP_2006
1R TCP_2010

€13 accept Log

Tce Range_5000-5005

€13 accept Log

e TCP_6970

P TCP_6972

te TCP_3804

b Port_8443

te TCP_8191

L2 jabber

P TCP_2748

£k TCP_5060

te TCP_8000

th TCP_8001
UDP_30000_39999
0P UDP_5070_6070

uoe UDP_16384_32766

UoE UDP_36000_59999
Ice sip_tls_not_inspected

[—c

€ accept Log

[—c

-

—c[—c

-

[

-

-

[

-

-

[

=
=
=)

=

g syslog

€13 accept Log

e https

€13 accept Log

% Any (@ drop Log

*

*

*
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