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About this white paper

This document outlines some key elements for the defense against known and unknown GenV attacks
available in the release R80.30. This version is focused on email as an attack vector. A separate
document will cover web traffic as an attack vector.

The Infinity architecture allows customers to protect data center and cloud hosted applications as well
as roaming users. Security polices can be harmonized and controlled by a central management
infrastructure. Cloud services, Cloud hosted applications, data center applications, endpoints and mobile
devices all benefit from the Threat Intelligence provided by Check Point Research.

The Infinity architecture is open for integration to 3™ parties and automation processes supported by
API’s available on the management and gateway components.
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Preventing known attacks

The diagram below shows the lab environment this document is based on.
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The threat prevention security policy in the lab is based on a source and destination schema which
matches the traffic flow. The ‘Key Resources’ Threat Prevention profile is protecting the web and email
server.

Name Source Destination Protection/Site/File/Blade  Action Track

MTA traffic to Gateway RE030gw * Any * Any - N/A B wra security | o8y B Log
B Packet Capture
Q.EIJ Faorensics

Protect important resources # Any M yeh server - A E Key Resources tgo@ Bl tog
E Packet Capture

%} Faorensics

Rule #1 was created automatically by the system when the MTA functionality was enabled on the
gateway and originally had the ‘Optimized’ profile assigned. The profile ‘MTA Security’ has been built
cloning the ‘Key Resources’ profile.

Design guideline: The IPS Blade protections are applied to traffic handled by the passive streaming
engine. The passive streaming engine is not able to intercept encrypted such as SMTPs, but it
provides protections such as Anti-Phishing to block known Phishing attacks. See the white paper
published at CheckMates about the Context Aware packet processing architecture.

The MTA functionality enabled on the gateway allows the receipt of emails transported over
SMTP/SMTPs (SMTP protected by TLS). With the MTA function enabled the Anti-Virus Software Blade
allows blocking of known attacks. Customers may decide to activate the Anti-SPAM Software Blade using
the configuration guidelines outlined in this document.

Design guideline: Enterprise customers often continue using an Anti-SPAM solution well-tuned over
years to meet the requirements of the enterprise. Customers selecting SandBlast as a solution
against Zero-Day Attacks intending to continue using their established Anti-SPAM solution must place
the Check Point gateway as next hop MTA behind the Anti-SPAM gateway.

Subsequent to actions performed by the Anti-Virus Blade looking for known attacks, the SandBlast
Blades perform extraction of potential malicious content and forward attachments to an emulation
environment. In this example the emulation is performed by the SandBlast Cloud service but it could as
well be executed by a dedicated appliance hosted in the data center.
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Access Control Policy

The incoming traffic is first checked against the Access Control Policy before Threat Prevention is
performed. Below the extract of the lab policy allowing traffic directed to the MTA in rule #3.

No. Hits Name Source Destination Services & Applications Action Track
» Management (1)

» MNetwark Services (2]

~ Published Services 3-5)

3 [} 14 MTA access B AdminPC RE030gw smtp D sccept Bl Log
4 L 208 Access to web server & User_Network B web_server @ nttp @ Accept El Log
& net 172.27.254.0 @ nttps
“F ssh
5 L 9 Remote Desktop & User_MNetwork B adserver % Remate_Desktop_Protocal @D Accept Bl Log

¥ Access to Internet (6)

¥ Clean up (7-8)

Gateway object configuration

The security gateway is configured to apply Zero-Day Protection using the SandBlast functions and
following the protection against known attacks performed by IPS and Anti-Virus Blade. The Anti-Bot

functionality is outside the scope of this paper but it plays a key role identifying known attacks intending
to spread to other network segments.

Design guideline: When enabling the MTA functionality a threat prevention policy rule will
automatically be created applying the ‘Optimized’ profile on the traffic directed towards the MTA.
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(- Metworke Management Machine
G- NAT Name: R2030gw Color: [l Black v
- HTTPS Inspection
-« HTTP/HTTPS Praxy IPv4 Address:  172.27.254.30 Resolve from Name [T] Dynamic Address
- ICAP Server .
. Arti-Bot and Anti-Virus IPv6 Address:
[#- Threat Emulation )
- Threat Bxraction Comment:
-~ Platform Fortal Secure Intemal Communication:  Trust established
- UserCheck
- Mail Transfer Agent Platform
- IP§
- Logs Hardware: Version: IHED.SD v] 05: ’Gaia v] ’ Get ]
- Fetch Policy
- Optimizations
- Hit Count
[#- Other Network Security (6) | Management (0)
Access Contral: SandBlast: Adwvanced Metworking & Clustering:
Firewall Threat Ermulation © Dynamic Fouting
] IPSec wPM Threat Estraction O Securexl
Folicy Server Threat Prevention: Qo3
[T Mobile Ascess IPS [ Maritaring
[ Application Contral Anti-Bot Other:
[T] URL Filtering Antiinus [7] Data Logs Prevention
[T 1dentity Awareness [C] &nti-Spam & Ernail S ecurity
[7] Content &wareness
@ Content Awareness
Content Awareness software blade provides data visibility and enforcement in
unified access policy.

[ 0K ] [ Cancel

MTA configuration

In this lab the MTA is enabled for SMTP traffic only and to forward the traffic to the internal web and
email server ‘web_server’. It was decided to create a dedicated access control rule (see above) in favor
of using an automatically created implied rule.

©2019 Check Point Software Technologies Ltd. All rights reserved P.
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- General Properties
[#- Network Management

Enable as a Mail Transfer Agent (MTA)

- Anti-Bot and Anti-Virus
[#- Threat Emulation
- Threat Extraction
- Platform Portal

.. UserCheck
ST-T

(- Logs

- Fetch Policy

- Optimizations

- Hit Count

[ Other

- NAT Mail Forwarding

- HTTPS Inspection — -

- HTTP/HTTPS Proxy ﬂ H = Lees 951] [ Tipe fo Search Q
[#- ICAP Server

Comments

2 ngtpdemo.local B web_server

\_

Add signature to scanned emails:

Email secured by Check Point

»

SMTP/TLS
Please follow these steps in orderto enable TLS inspection:
Step 1
Import certificate for SMTP/TLS

Step 2
[ Enable SMTP/TLS

Implied Rule
[C] Create an implied rule at the top of the Access Control Policy: @)

Source Destination Services Action
%] Any This device smtp D Accept
Advanced Settings
l (] 3 I [ Cancel ]

Design Guideline: In case of a need to change the default SMTP port the MTA is working on,
administrators can follow the instructions provided in sk142932 to change the relevant ports.
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Details of the Threat Prevention profile applied to the traffic

The profile ‘Key Resources’ configured in this example describes the actions applied on the traffic
matching the Threat Prevention rule.

MTA traffic to Gateway RE030gw * Any * Any - A B mra security & g B u B Log
W Packet Capture
f‘.i?] Forensics

The profile overviews screen defines the settings for activation of protections. In this case, all
protections with a performance impact ‘high or lower’ and the severity level ‘low or above’ will be
activated. Remember that each protection has meta-data describing these two attributes.

Once protections have been selected for activation, protections with their meta-data attribute
‘confidence level’ set to ‘high’ or ‘medium’ will be active in prevent mode. Protections where the
‘confidence level’ attribute is defined to ‘low’ will be active in detect mode.

Profiles Q 9 X
mm|  MTA Security
=d Profile protecting resources most important for my business cloned from Strict profile

General Palicy Blades Activation

SandBlast Active Protections
+ Mail
v B3 Threat Emulation Performance Impact: High or lower -
+IPS
« * Threat Extraction Severity: Low or above .
Anti-Virus
Threat Prevention Activation Mode
Threat Emulati
> Hhreat Emiaton v & IPS High Confidence: W Prevent -
» Threat Edraction Anti-Bot Medium Confidence: '.' Prevent v
Indicators i Q Anti-Virus Low Confidence: Detect v

Malware DMS Trap

OK Cancel

A note about the confidence level attribute: This attribute is assigned by the R&D team in relation to
the amount of information obtained about an attack prevented with the protections. The more
information can be obtained,the higher the confidence level attribute is defined. Protections are
maintained by R&D and the confidence level attribute may change over time.

In this IPS protection example preventing attacks against a Netflix Phishing campaign the confidence
level is ‘high’ as time has passed since the initial outbreak of the campaign.

. s . - . - Performance Impact Severity Confidence Level
Netflix Phishing Campaign Login and Billing Information Mediurm o Critical — g
Attack ID: CPAJ-2017-1041 Threat Description:
A common method for Phishing, used in malspam campaigns, is the use of hyperlinks inside such a seemingly valid entity, in order to direct the victim
Last Update: 21-March-2018 into a designated website controlled by the attacker or in order to make the user divulge confidential information.
Supported Products: Security Gateway: IPS Protection:
RED, R7, R76, RT5 This protection detects attempts to exploit this vulnerability.
Tags: Attack Detection:
. Attack Name: Phishing Enforcement Protection
Vender Generic Attack Information: Netflix Phishing Campaign Login and Billing Information
Product: Generic
Additional Tags:
Threat Year: 2017

Product Prevalence: Common, Protection Tuning: Nen-Configurable, Threat Prevalence: Common, Protected Asset: CLIEMNT.
Protection Type: Phishing

Protocol: SMTP
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Understanding protections and their confidence level

Use the ‘Threat Tools > Protections’ menu in SmartConsole to understand the protections provided by
the Check Point update and real time online service. IPS protections will be downloaded by the gateway
(default since R80.20) while Anti-Bot, Anti-Virus and Threat-Emulation protections are provided as real
time service using secured and authenticated queries raised by the gateway against the ThreatCloud
database.

See for example the ‘URLs with Malware’ protection listed below. This protection (updated on the 24™ of
May 2019) presents more than 9 million URLs. The details window below demonstrates that out of these
about 34% have a low confidence level attribute assigned. About 16% are known with a medium level of
confidence. The majority of the URLs of 49% are known with a high level of confidence to distribute
malware.

Protection +«  Blade Engine Known Today Last Update
IPS @ IPs % signatures 10,033 5/23/2019
Reputation IPs g Anti-Bot o Reputation 62,095,265 5/24/2019
Reputation URLs g Anti-Bot » Reputation 243,363,031 5/24/2019
Reputation Domains g Anti-Bot » Reputation 243,857,965 5/24/2019
Mail Activity g Anti-Bot B2 Suspicious Mail Outbreaks 2,986,726 5/24/2019
Unusual Activity @ Anti-Bot [ Behavioral Patterns 3 5/24/2019
Malicious Activity @ Anti-Bot % signatures 7,279 5/24/2019
Wiruses g Anti-Wirus % signatures 25,534,615 5/24/2019
URLs with Malware ﬂ Anti-Virus ® Reputation 9721 822 5/24/2019
File Types ﬂ Anti-Virus i File Type 39 5/24/2019
Exploit Detection B3 Threat Emulation == Exploit Detection /A 5/24/2019
Malicious Activity ﬂ Anti-Virus % signatures MN/A 5/24/2019
Unusual Activity @ Anti-Virus [ Behavioral Patterns 16 5/24/2019
Links Inside Mail g Anti-Virus » Reputation 244 964,547 5/24/2019
Links Inside Mail g Anti-Bot # peputation 236,009,847 5/24,/2019

Summary Activations

URLs with Malware 9,721,822

Blade: g Anti-Virus - Low Low

Engine: # Reputation N pedium Medium

B High s High
©2019 Check Point Software Technologies Ltd. All rights reserved P. 8
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Mail protections defined in the profile

In R80.20 a new view for the mail protection configuration has been introduced and in R80.30 some
improvements have been added.

MTA Live Monitoring provides information available in CPVIEW and SmartEvent about emails delivered
and the related delay introduced by Zero-Day protection.

Profiles Q@ x
mm  MTA Security
—d Profile protecting rescurces most important for my business cloned from Strict profile
A4
General

General Policy
« Emulate emails for malicious content (requires Threat Emulation)

7L ~ Scan emails for viruses (requires Anti-Virus)
General « Extract potentially malicious attachments (requires Threat Extraction)
Exceptions + Enable MTA Live Monitoring
MIME Nesting Malicious Email Policy on MTA Gateways
Links Inside Mails @ This policy requires MTA to be enabled on the Security Gateway
Anti-Virus Block the malicious emnail
# Deliver the malicious email and:
v+ Threat Emulation ] i
+| Remove attachments and links Configure...
v Threat Extraction
Add an X-Header to the emnail
Indicataors
Add a prefix to the email subject
Malware DMS Trap

Add customized text to the email body

Send a copy to the following list:

In this example the settings defined in ‘exceptions’ and ‘MIME nesting’ have been left to default.

©2019 Check Point Software Technologies Ltd. All rights reserved P.
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The function ‘links inside email’ applies to the Anti-Virus engine checking links inside the message body.

mm|  MTA Security

- Profile protecting rescurces most important for my business cloned from 5...

LL]

Links Inside Mails

Scans malicious links (URLs) inside email messages

General Policy

* Mail
Inspect first: 4096 = (B) of email messages
General
Inspect first: 10 = URLs in email messages
Exceptions
MIME Mesting

Links Inside Mails

Anti-Virus settings of the Threat Prevention Profile

Known attacks are prevented using the Anti-Virus functionality available on the gateway. In this example
only specific file types have been configured for analysis to keep the lab simple and to reduce load.

MTA Security

Profile protecting rescurces most important for my business cloned from Strict profile

a4

UserCheck Settings

General Policy

- Mail Prevent: # MNo message (without User... ~
Tl Aska S8 Company Policy Anti-Virus = Show: Oncea day -
EXCSPEO Protected Scope
MIMER=tin: Inspect incoming files from the following interfaces:
Links Inside Mails * Inspect incoming and outgeing files
Anti-Virus Protocol
+ Threat Emulation v Web (HTTP/HTTPS) @
» Threat Extraction FTP ©
T Mail (SMTP) - according to profile Mail settings
Malware DNS Trap File Types

Process file types known to contain malware

Process all file types

[ * Process specific file type families  Configure... ]

Archives

Enable Archive scanning (impacts performance)

©2019 Check Point Software Technologies Ltd. All rights reserved P. 10
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Decide which file types to be blocked by Anti-Virus

The option ‘process only specific file type families’ allows granular management of file types the Anti-
Virus Blade shall inspect. Administrators may want to drop certain file types at this stage to limit the load
on emulation services (applies to both dedicated emulation appliances and cloud hosted emulation

service).

Profiles

File Types Configuration

" Specific file types families actions: Q, html
Sy Extension Type Description Action
» Mail ] nta HIML application Inspect
+IPS ¢ himl htm HTML T
Anti-Bot @ cthm Windows HIML Help data @® ® Drop
L B Bypass
Anti-Virus
Inspect
+ Threat Emu
Deep Scan
+ Threat Extrg
Indicators
Malware D

but experience shows that todays sophisticated Gen V attacks require solutions powered by artificial
intelligence and machine leaning such as Check Point SandBlast for prevention. This is why in this lab

‘Deep Scan’ was not used at all.

Design guideline: The ‘Deep Scan’ function may provide additional security to prevent known attacks

Working with Threat Indicators imported from 3™ party static or dynamic sources

The ‘Indicators’ menu allows selecting imported Threat Indicators from 3™ party source. Starting with
R80.30 these indicators are now applied by the Anti-Virus Blade even on traffic handled by the MTA
function. In earlier versions indicators have only been applied to traffic handled in streaming mode.

Profiles

mm|  MTA Security

—d Profile protecting resources most important for my business cloned from Strict profile

A4

Activation

+ | Enable indicator scanning

General Policy

- Mail
General Indicator Items
Exceptions Select specific indicator action:
e Name Actions File Name
Links Inside Mails i D . ’
ummylndicators '.' Prevent examplelndicators.csv
Anti-Virus Reference:
+ Threat Emulation Indicator Bulletin: Feb 20, 2014
. Description:
+ Threat Extraction
indi file
Indicators
Malware DNS Trap

©2019 Check Point Software Technologies Ltd. All rights reserved
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Threat indicators can be imported and maintained using the relevant menu in SmartConsole using
formatted csv files. The format of these files is documented in the Threat Prevention Administration
Guide.

Since R80.20 custom loC feeds can even be dynamically updated using the function documented in
sk132193 and this white paper posted on CheckMates.

Indicators * @ N X Q Search.
Name 4+ Actions File Name Description Comments
ﬁ Dummylndicators . Prevent examplelndicators.csv indi file used in the lab

Configure the Anti-Virus Blade to work in hold mode

Even if SMTP traffic will be handled by the MTA, the Anti-Virus Blade should be configured to work in
‘Hold’ mode. In the advanced settings related to Threat Prevention you can define working in
background or hold mode.

Threat Prevention

Advanced Settings...

Threat Prevention Engine Settings

@ General Fail Mode
Data Loss Prevention :
Anti-Bot In case of internal system error
Allow all connections (Fail-open)
Configure in SmartDashboard... & Threat Emulation * Block all connections (Fail-close)
Threat Extraction
T e Check Point Online Web Service
_— : serChec
e Mobile Access Block connections when the web service is unavailable
Resource classification mode
Confiaure in S _ | - -
Configure in SmartDashboard... Background - requests are allowed until categorization is complete
* Hold - requests are blocked until categorization is complete
: Custom - configure different settings depending on the service
Compliance
Settings...  Inactive Objects... Connection Unification
Session unification timeout (minutes): 600 =
|"—i=i| Management API )
HTTP Inspection

Advanced Settings... + Enable HTTP inspection en non standard ports for Threat Prevention blades

B Anti-Spam & Mail oK Cancel

Understand the ‘Connection Unification’ timeout setting will impact the log suppression for Threat
Prevention related logs.

Design guideline: In R80.30 the streaming engine responsible for applying sequencing and packet
stream related security has been improved. In R80.30 and later, ‘Hold” mode should be configured,
and the ‘Fail Mode’ set to reflect the business need and risk analysis.

©2019 Check Point Software Technologies Ltd. All rights reserved P.
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Preventing unknown attacks

In this example the SandBlast cloud services are used to emulate files to disclose malicious activity and
clean potential malicious content. In the threat prevention profile you define the actions for Threat
Emulation and Threat Extraction to be applied to the traffic.

The improved streaming engine present in R80.30 allows the functions to be executed when the traffic is
streamed through the gateway. When using the MTA functionality email traffic will be handled by this
instance.

A note about UserCheck: It has not been used in this lab. Understand that UserCheck is based on

HTTP Redirect and it can’t be applied when HTTPS traffic is passing the gateway unless you enable
HTTPS inspection. The improvements available in R80.30 for HTTPS inspection are out of scope of
this document.

Profiles

mm  MTA Security

= Profile protecting resources most important for my business cloned from Strict profile

UserCheck Settings

General Policy

. Prevent: # Mo message (without User... =
+ Mail
Ask: e Policy Threat E.. ~ : -
Anti-Virus = ompany Policy Threa Show: | Once a day
~ Threat Emulation Protected Scope
General Inspect incoming files from the following interfaces:
Ermulation Environment * Inspect incoming and outgoing files
Advanced
Protocol
+ Threat Extraction Web (HTTP/HTTPS) @
Indicators S ]
Malware DNS Trap Mail (SMTP) - according to profile Mail settings

File Types
* Process all enabled file types

Process specific file type families

Archives

Block archives containing these prohibited file types | Configure...

OK Cancel

Design guideline: Using ‘inspect incoming and outgoing files’ meets the requirement defined in the
threat prevention policy using the source and destination schema.

Name Source Destination Protection/Site/File/Blade  Action Track

MTA traffic to Gateway RE030gw * Any * Any - A B mra security | |~ = W B Log
B Packet Capture
fi&) Farensics

Protect important resources * Any M eb_server — N/A E keyresources © @ Q@ B Log
ﬁ Packet Capture
%} Forensics
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Gateway settings for Threat Emulation

The gateway object has been configured using the cloud services.

- General Properties -
- Network Management Activation Mode
-NAT @ According to policy
HTTPS Inspection
HTTP/HTTPS Prosy () Detect only
-ICAP Server
- Anti-Bot and Anti-Vinus Analysis Location
e Eriion]
- Advanced Select where the analysis will take place
 Threat Bdraction @ Check Poirt ThreatCloud
Platform Portal
- IUserCheck © Locally
- :“:‘?I Transfer Agent Emulate files on ThreatCloud if not supported locally
-Logs @ Remote Emulation Appliances
-- Fetch Policy o~ :l
Optimizations e -
Hit Count — ]
- Other

The advanced settings have been left to default.

General Properties

Resource Allocation

- Metwork Managemert
- NAT Emulation will stop according to the value specified in:
- HTTPS Inspection Logs > Local Storage =When disk space is below <value> start deleting old files'

:’[‘;:LP;HTI—PS Prowy Limit memory allocation Corfigure [only relevant in local emulation)
- erver
- Anti-Bot and Arti-Virus [ When limit is exceeded traffic is blocked  with track:  [2) Log - @ ]

I Threat Emulation
Image Management

Threat Extraction ~
- Platform Portal @ Use all the images that are assigned in the policy
- UserCheck ) Use specific images:
- Mail Transfer Agent

IPS

Logs Image ) )
- Fetch Policy WiriXP, Office 21 Addbe @ WinXP, Office 2003/7. Adobg9...
- Optimizations Win7,Office dobe
- Hit Court

Other

Win 10 64b,Office 2016, Adobe DC

A 4

When limit is exceeded traffic iz blocked  with track: @ Log

- @

Design guideline: Review the log storage settings of your gateway to ensure that emulation actions
are not interrupted if the gateway is running out of disk space.

Check Point Gate

- General Properties

- Anti-Bet and Anti-Virus When disk space is below |15
(=1~ Threat Emulation

- Threat Extraction
- Platform Portal

- UserCheck

- IP§
=3 Logs

Local Storage

Percent, issue alert:

[l Networke Management Disk Space Management
- NAT

D HTTPS Inspection Measure free disk spacein: () MBytes @ Percentage
- HTTR/HTTPS Proy When disk space is below |10

- ICAP Server

2| Percent, start deleting old files.

i Advanced [T Run the following script before deleting old files:

- Mail Transfer Agent Reserve (200 ~] MBytes  for packet capturing.

@ Use Monitor Information window to view cument state of log partition.
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Define the emulation environment(s) and advanced settings

Configure the environment(s) where files are opened for emulation in the relevant menu of the threat
prevention profile.

Profiles

mm|  MTA Security

= Profile protecting resources most impaortant for my business cloned from Strict profile

4

General Policy Analysis Location

* According to the gateway

Ml Specify:
Anti-Virus
~ Threat Emulation
General
Ermnulation Environment ﬁimﬂ ments \
Advanced Use Check Point recommended emulation environment

* Use the following emulation environments:
+ Threat Extraction

Malware DNS Trap Win7,Office 2010, Adobe 9.4
v Win7 64b,Office 2010,Adobe 11

Wing.1 &4b, Office 2013 Adobe 11

L Winl0 64b, Office 2016, Adobe DC
\ Win7, Office 2013 Adobe 11 J

Design guideline: Configure the ‘Hold’ mode for Threat Emulation to be consistent with the
configuration applied to the Anti-Virus Blade. Remember R80.30 has an improved streaming engine.
Disabling static analysis will negatively impact the load on the emulation environment and therefore
it should not be selected. Logging every file scanned impacts the disk space required on the log
server and may be not necessary in a later stage of the operations life cycle.

Profiles

mml  MTA Security

= Profile protecting resources most impertant for my business cloned from Strict profile

44
. Emulation Connection Handling Mode
General Policy

Background - connections are allowed until emulation handling is complete

Mail . . . .
P * Hold - connections are blocked until emnulation handling is complete

Anti-Virus Custom - configure handling mode depending on the service

* Threat Emulation

Static Analysis

General

] ] Disable static analysis for filtering files
Emulation Envirenment

Advanced Logging

v Threat Extraction S EE s
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Removing potential malicious content from files

SandBlast provides the function to extract potential malicious content from files using in office business

called Threat Extraction. Starting with R80.30 this function is supported for web traffic in addition to

email traffic (see sk145773).

The list of potential malicious content subject for inspection and a potential extraction can be configured

in the ‘extraction method’ settings menu of the threat prevention profile. The list is shown below.

Extracted Parts Configuration

H Name

Custom Properties
Database Queries
Embedded Images
Embedded Ohjects
Fast Save Data
Linked Objects

Macros and Code

PDF GoToR Actions

PDF JavaScript Actions
PDF Launch Actions

PDF Movie Actions

PDF Sound Actions

PDF Submit Form Actions

FDF URI Actions

& & &R S]] R R SR R R RS

Sensitive Hyperlinks
Statistic Properties

Summary Properties

PDF 3D Artwork Annotati..

Risk

BN Very-Low
Low

[ High

[ High

Very-Low

[ High

B Critical
Medium
Medium

B Critical

O High
Medium
Medium

[ High
Medium
Medium

Very-Low

B very-low

Q, Search...
Description
Custom document properties
Cueries to remote databases
Cleans images embedded in documents
Files and objects embedded in documents
Stored data for fast document saving
Links to files that are reviewed by another application
Microsoft Office macros and PDF JavaScript code
3D Artwork Annotations
Open other PDF files
Execute JavaScript code
Launch external applications
Play movie files
Play sound objects
Submit data to remote locations
Open Uniform Resource Identifier (URI) resources
Links to network/local file paths
Statistic document properties

Summary document properties

OK Cancel

Note: Make yourself familiar with the monitoring functionalities introduced in R80.30 for the MTA
functionality provided by the SmartEvent and CPVIEW.

Design guideline: Threat Extraction functions are performed on the gateway itself — not in the cloud
services or on a dedicated emulation appliance. You therefore want to evaluate the performance
impact this function has when applied to web traffic as documented in sk145773.

A list of file types supported by Threat Extraction and their related formats is documented in sk101553.
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https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk145773&partition=Advanced&product=Threat
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https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk101553&partition=General&product=Threat

Configuring the threat prevention profile for Threat Extraction

The configuration for the extraction functionality is defined in the profile settings. You can allow users
downloading the original file but this setting should be evaluated carefully.

Design Guideline: Allowing users to download the original file may open up your network for
potential malicious elements. Administrators should involve all relevant groups in the business
organization prior to leave the default setting shown below.

The extraction methods setting configures the gateway either converting documents to PDF or
extracting potential malicious elements based on the settings shown on the previous page.

Profiles

mm|  MTA Security

= | Profile protecting resources most impertant for my business clened from Strict profile

UserCheck Settings

General Policy
| Allow the user to access the original file

Mail N L . .
+ Mai ~| Allow access only to original files that are not malicious according to Threat Emulation )

Anti-Virus User Check Message: % Company Policy Threat Ex.. ~

+ Threat Emulation

Protocol
Web (HTTR/HTTPS) @
Mail (SMTP) - according te profile Mail settings

General
Ermulation Environment

Advanced

I — Extraction Method

® Extract potentially malicious parts from files  Configure...

General
Convert to PDF
Advanced
Indicators Extraction Settings
Malware DNS Trap ® Process all files
Process malicious files when confidence level is: = Low or above (i ]
File Types

* Process all enabled file types
e See next page for details
Process specific file type families
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Configure the file types subject to the extraction functionality in the relevant menu.

Threat Extraction Supported File Types

File types supported in Threat Extraction: Q Search...
B Type Description
v |&| bmp Bitmap Image
o = dib DIE (Device-Independent Bitmap])
|| eps EPS graphics
|| psd Photoshop Document
] tga TGA graphics
|| pox Legacy PC Paintbrush graphics
|| mpo Multi Picture Object
|| dem DM image
v L@ dotx Word template
!/ L@l dotm Word macro-enabled template
v @:J alte Excel template
v lzﬁ] ulsm Excel macro-enabled workbook
v I&I sltm Excel macro-enabled template
v Lﬂ] ulsb Excel binary worksheet
v B dam Excel add-in
Cancel

You may wish to review the default advanced settings to ensure they reflect your business needs. In this
lab it was configured to have a log message for every file handled.

Design guideline: Review the configuration for the exceptions as you may want to block corrupted
and/or encrypted files instead of leaving the default setting allowing these files.

. MTA Security
7 | Profile protecting resources most important for my business cloned from Strict profile

Logging
Leg only those files which threats were extracted

General Policy
+ Mail * Logeveryfile
Anti-Virus

Oy — Threat Extraction Exceptions

Corrupted files: @ Allow @
General

« Block files that are malicious according to Threat Emulation @
Emulation Envirenment

Advanced Encrypted files: e Allow -

= Threat Extraction

General
Advanced
Indicators
Malware DNS Trap
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Monitoring the MTA functionality

The R80.30 release improves monitoring functionalities partially introduced in earlier versions. The MTA
can be monitored using CPVIEW and SmartEvent.

Design guideline: In case in-depth monitoring and troubleshooting is required the administrator is
encouraged to review the documentation in sk120260 and the advanced technical reference guide
sk109699.

Customers purchasing a SmartEvent license have predefined templates available to view the MTA
activities. You can access these templates using the SmartConsole > Logs & Monitor menu or SmartView
interface using a web browser. The following screenshots are based on a web browser accessing
SmartView.

ck Point
Vi
% Favorites
® Recent © Open ¥ New.. ~ _,ﬁ Export to PDF = Actions "nta\
Bl Logs ] - ;
o Favorites = Name Category Last Viewed Created by Creation Date
Views
[ Reports * I MTA Live Monitoring r 1 day ago Check Point
* I8 MTA Overview r 1 day ago Check Point
Tasks * I MTA Troubleshooting 1 day ago Check Point
B Scheduled
£ Archive

For the following screenshots some demo email traffic was generated. A Thunderbird portable email
client has been configured to use the MTA on the gateway as email server.

Note: When working in a lab environment make sure to have DNS resolution working for the
instances taking SMTP protocol. Modifying the /etc/hosts file on the systems may be sufficient
depending on the systems used in the environment.

Emails with attached documents with and without macros, documents including links and a Phishing
email have been sent multiple times. Keep in mind the gateway maintains a cache of files forwarded for
emulation, and that logging about malicious phishing emails is subject to log suppression.

‘Write: Word document without Macro attached [ == &J
File Edit View Insert Format Options Tools Help
L-J_{Send ‘ abg Spell EJJ Attach - \%Security o DSave -

l Attachments:
IE_I] WordDoc_no_macros.docx

From: ’peter <peter@ngtpdemo.local> peter@ngtodem... «

v To: | & peter@ngtpdemo.local

Subject:  Word decument witheut Macro attachedl

Body Text Variable Width | B A A

no macro
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https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk120260&partition=Advanced&product=Mail
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While emails are processed by the MTA instance CPVIEW will show the current live activities.

Keep in mind that you can configure CPVIEW to collect historical statistics following

the guidelines provided in sk101878.

Use the Software-blades > Threat-Emulation menu to see the statistics.

@ admin@pdp_broker_1:~ . -——

Mails
Mails
Mails
Mails
Mails
Mails
Mails
Mails

Receiwved

With TE Supported Attachments

Processed

Limit cceeded

Modified

Deferred

Blocked
cipped Due To Excluded Recipients
ripped Due To Excluded Sender

: With TE Failures
: With MTR Failures

Failures:

Header size exceeds maximum

Malformed mime

Mime parsing error

Internal error

Emulation requests number exceeds maximuam
Emulation engine irresponsive

Attachment removal error

Links

removal error

Mail S5tat

Lotive (Jueues
Deferred Queue
Emaild {ueus



https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk101878&partition=General&product=Security

SmartView — MTA Live Monitoring

In the below screen you find the overview how long it took to manage the emails in the queue. Keep in
mind the lab environment used for these tests has limited resources and a low Internet bandwidth.

MTA Live Monitoring

& This Week - Q Que G C
€ MTA Live Monitoring = Options ~
Emails in Queue Timeline
0r T T — T T — T 11 For More Than 1 Minute
Mon 20 800 A w Tue 21 SO0AM  400PM Wed22  8:00AM Thu23 M 400PM Fri s 800 AM
11 For More Than 3 Minute
Email Subject Email Recipients Email Queue Na...  Arrival Time Scan Started Scan Ended Email Status Earliest Email In Queue Arrived 1 day ago

doc peter@ngtpdemo.focal peterengtpdemo.local 1dayago 1day ago 1 day ago Scan Ended
again P local peter@ngtpdemo.local 1day ago 1day ago 1day ago Scan Ended
— Emails Delivered
attachment pdemalocal peter@ngtpdamo.local Tdayage 1day ago 1day ago Scan Ended =
test peter@ngtpdemofocal peter@ngtpdemo.local active 1dayago 1day ago 1 day ago Scan Ended = B2 11 Emalis Delvered
demodocattached  peter@ngtpdemo.local peter@ngtpdemo.local active 1dayago 1dayago 1day ago Scan Ended °
test peter@ngtpdemo.local peter®ngtpdemo.local 1dayago 1day ago 1 day ago Scan Ended =
test 123123123 peter@ngtpdema.local peter@ngtpdemo.local 1dayago 1dayago 1day ago Scan Ended Email status
ADSAD P local peter@ngtpdemo.local 1day ago 1day ago 1day ago Scan Ended
adsasd pdema.local peter@ngipdema.local 1dayago 1day ago 1 day ago Scan Ended =
test3 peter@ngtpdemo.local peter@ngtpdemo.local active 1dayago 1day ago 1dayago Scan Ended =
test ster local peter@ngtpdemo.local active 1dayago 1day ago 1 day ago Scan Ended

Scan Ended

You can click on the ‘scanned email’ bar and see the detailed list below

€ MTA Live Monitoring Scan Ended

L4 ~ Blade Ac Ty Im Origin Source Destination Email Sender Email Recipient Email Subject

© May23,201912:52:36...  Wg MTA =] R8030gw AdmInPC (192.168.169.1) R8030gw (172.27.254.30) peter@ngtpdema.local peter@ngtpdemo.local doc

@ May 23, 2019 11:36:02 5 MTA B £ R8030gw AdminPC (192.168.169.1) RE030gw (172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local again

© May23,201911:31:54.. g MTA =] & RE030gw AdminPC (192.168.169.1) R w (172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local attachment

® May23,201911:30:50.. g MTA =] 3 R3030gw AdmInPC (192.168.169.1) R8030gw (172.27.254.30) peter@ngtpdema.local peter@ngtpdema.local test

O May23,201910:07:32.. g MTA =] & R3030gw AdminPC (182.168.169.1) R8030gw (172.27.254.30) peter@ngtpdema.local peter@ngtpdemo.local demo doc attached
@ May 23, 2019 10:04:08 5 MTA B £ R8030gw AdminPC (192.168.169.1) RE030gw (172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local test

© May23,201910:03:20.. g MTA =] & RE030gw AdminPC (192.168.169.1) R8030gw (172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local test 123123123
© May23,20199:59:36 AM g MTA =] 3 R3030gwW AdmInPC (192.168.169.1) R80! v (172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local ADSAD

O May23,20192:50:04 AM g MTA B AdminPC (192.168.169.1) w (172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local adsasd

© May 23,2019 9:53:28 AM B MTA =] £ R8030gw AdminPC (192.168.169.1) w (172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local test3

© May 23,2019 9:50:00 AM  Tg MTA =] & RE030gw AdminPC (192.168.169.1) 172.27.254.30) peter@ngtpdemo.local peter@ngtpdemo.local test

MTA Live Monitoring > Skipped
Ty Int Origin Source Destination Email Recipient Email Subject Email Status
8 3 o S
8 & o . 16 a e
@nalow JYmra O may 23,201912:31:59 PM
DETAILS EMAIL HEADERS
Last Failure Reason: Disk space limit was reached
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SmartView — MTA Overview

In this view you can see some statistics about the MTA.

B This Week - Q

€ MTA Overview

Emails by Status Timeline

MTA Overvien

= Options v

ﬁa\ Is Additional Information

N

@ Delivered Scan Ended @ Skipped p ‘I 'l Emails Delivered
20 ]
15
0—t . . . . . . . . . ‘I Unigue Email Senders
Mon20  BODAM  400PM Tue 21 BO0AM  400PM Wed 22 800 AM 200PM Thu 23 BOOAM  400PM Frizd 800 AM
Email Content Timeline
@Attachments Text Only May 21,2019 £:00:00 AM  Emails ﬁr 'I Unique Email Recipients
0— T T T T T T T T T — T T
Mon 20 800 AM 400 PM Tue 21 800 AM 400 PM Wed 22 &:00 AM 400 PM Thu 23 8:00 AM 400 PM Fri2d 800 AM Emails Content
= O Emails With Links
Emails in Queue Timeline Gl
E’ﬂJ £ Emails With Attachments
o T T T T T . T T g / T ! T
Mon 20 8:00 AM 400 PM Tue 21 8:00 AM 400 PM Wed 22 BO0AM  400PM Thu 23 8:00 AM 400PM Friza 800 AM

Design guideline: Remember that all views provided in SmartView can be edited to better meet the
business needs using the Options menu.
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SmartView — MTA Troubleshooting

The troubleshooting view presents overview and details about email delivery failures.

MTA Troubleshooting

B This Week ~  Q Que

€ MTA Troubleshooting = Options v
Failures Timeline

@ Disk space limit was reached Disk space

twas reached\n{Error code: 2D225F5D29507050322F7D2A552F4D)

2

1

o T T T T T T T T T T T T
Mon 20 800 AM 4:00PM Tue 21 8:00 AM 2:00 PM Wed 22 8:00 AM 4:00 PM Thu 23 8:00 AM 400 PM Fri2a £:00 AM

Mast Common Failures

# Emails ~  Failure Reason # Email Senders # Email Recipients

3 Disk space lim ached\n(Error code: 2D225F5D29507050322F7D2A552FAD) 1 Sender 1 Recipient

3 Disk space limit was reached 15ender 1 Recipient

Email Failures

Arrival Time Email Subject Email Sender Email Recipient Email Queue Name Email Status Last Failure Reason

25 minutes ago document including a link peter@ngtpdemo.local peter@ngtpdemo local N/A Skipped Tm Disk space limit w

reached, (Error code: 2D0225F50295070.

27 minutes ago document with marco peter@ngtpdemo.local peter@ngtpdemodlocal NIA Skipped T Disk space lim hed, (Error code: 2D225F50295070...

as 1

28 minutes ago Word documentwithout Ma...  peter@ngtpdemo.local peter@ngtpdemo local /A Skipped Tl Disk space limit was reached, (Error code: 2D225F5D295070.

1 day ago word peter@ngtpdemo.local peter@ngtpdemolocal NiA Skipped Disk space lim

1 day ago word peter@ngtpdemo.local peter@ngtpdemolocal A Skipped Disk space limit w,

Most common failures are listed as well as details about sender, recipient and the subject of the email.

Most Common Failures
| # Emails +  Failure Reason
3 Disk space limit was reached\n{Error code: 2D225F5D29507050322F7D2A552F4D)

3 Disk space limit was reached

|Emai| Failures

Arrival Time Email Subject Email Sender Email Recipient Email Queue Name Email Status Last Failure Reason

27 minutes ago document with marco peter@ngtpdemo.local peter@ngtpdemo.local N/A Skipped m Disk space limit was reachy

28 minutes ago Word document without Ma...  peter@ngtpdemo.local peter@ngtpdemo.local N/A Skipped m Disk space limit was reach;
1 day ago word peter@ngtpdemo.local peter@ngtpdemo.local N/A Skipped Disk space limit was reached
1 day ago word peter@ngtpdemo.local peter@ngtpdemo.local N/A Skipped Disk space limit was reached

1 day ago link peter@ngtpdemo.local peter@ngtpdemo.local N/A Skipped Disk space limit was reached

Exporting logs to 3™ party SIEM solutions

Customers can integrate into 3™ party SIEM solutions such as SPLUNK, Arcsight, QRadar or generic Syslog
using the Check Point Log Exporter integrated in to R80.30 following the guidelines provided in
sk122323.
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Configuring the Anti-SPAM Blade

In case the customer is looking for enabling the Anti-SPAM functionality on the gateway it is

recommended following these guidelines.

Overview

Enforcing Gateways Database Updates

0/6 Gateways 0/7 Gateways A\ Automatic updates are not configured Automatic Updates
e At Saem e festres el e e Activation | Anti-Vinus | Tracking Cc | Prog
‘Some At Spom Wi estuesinvoive or moreinformation, refe o cur_prvacy poicy
@ | Content based Anti-Spam ”; & Flag spam © Protects against all types of spam Prosy setting for updates
Fiter spam based an cantent fingerprint © Flag suspected spam  © Fiters more than 87% of spam
>§‘ - O Afalse positive rate of 1in a 100,000 Host
- Settings Low protection © Up to thousands of messagss/sec I
@  IP Reputation Anti-Spam | © Fterspam © Blocks the majority of malicious mail Port
Filter spam fram known spammers © Fitersuspecied spam @ Fiters more than 70% of spam
= I p— e ° s:;:;"';iﬂciw‘dth"MDm'fEi Prony setting will be applied only after saving to the database.
@ | Block List Anti-Spam [ | © Becksendersby IP © 01Ps wil be blocked
ﬁ User defined IPs and addresses blocking & Block senders by © 1 Senders/Domains wil be blocked
b, Settings Block aadress
@ Mail AntiVirus U @ Block O Up to thousands of messages/sec
N Scan and fiker mail for malware: To enable on UTM-1
=N Settings Block S stings
= [ ok ][ Cancel Aoply Help
@®)| Zero hour malware protection U O Immediate proactive malware
' Filter mail using rapid response signatures protection
Setings o © Up to thousands of messages/sec
P5 Go to IPS Tab to manage © 0POP3 servers defined
Emal IPS pratections 1PS profiles © 0 SMTP servers defined
© 0IMAP servers defined
Settings 1PS mail
Note: In case the gateway uses a proxy to access the Internet you need to configure the proxy
settings in the ‘database update’ options in addition to other proxy settings.
Define the content based Anti-SPAM only to mark the emails for SPAM.
Content based Anti-Spam
Filter spam based on content fingerprint
U & Flag spam
& Pag suspected spam
Low protection
supported platforms
This fezture involves communication with 2n extemnal server. For more information, refer to our privacy policy .
Hag options
@ Flag subject
Add to Spam email subject line: [SPAM]
Add to Suspected Spam email subject line [SUSPECTED SPAM]
() Flag Header
Security Gateway Engine settings
Scan only the first 4096 = KE of each email.
UTM-1 Edge Engine settings
Spam confidence level: 50 |2
Suspected spam corfidence level . gp |2
Tracking opticns
Spam [L°§| ']
Suspected Spam lLog v]
Nor spam [None ‘] Wide Impact
©2019 Check Point Software Technologies Ltd. All rights reserved P. 24

[Protected] Distribution or modification is subject to approval




Define the IP reputation Anti-SPAM using the ‘High protection’.

[P Reputation Anti-Spam

Filter spam from known spammers

U % Filter spam
& Fitter suspected spam

High protection

Thi= feature involves communication with an external server. For more information, refer to our privacy policy .

UTM-1 Edge Engine zettings
Spam corfidence level: gp |

Suspected spam corfidence level ©  gp |2

Tracking options

Spam [Lﬂﬂ ']
Suzpected Spam ['—09 ']
Mon spam [Nnn& v] Wide Impact

Recommended SecureKnowledge articles for further studies
Mail Transfer Agent — Advanced Technical Reference Guide sk109699
Configure MTA for load balancing/high availability sk110369

ThreatEmulation — Advanced Technical Reference Guide sk114806
ThreatExtraction — Advanced Technical Reference Guide sk114807
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